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Apache in One week (SuSE 9.2)

What is Apache (thttpd, MSInformation Server, Netscape, AOL Server etc.)
History of Apache name.
Browsers (MSIE,Mozilla,Opera,Firefox,Netscape,Konqueror,Galeon, lynx, w3m)
HTTP Protocol format, URI,URL (Browser Request content)
Install Apache in SUSE
apache2, apache2-doc, apache2-nod_php4, apache2- prefork,
apache2- exanpl e- pages ( package: | i bapr 0 is also installed as dependency)
Preparation to Exercises:
- Login as root and create the directory / www
- Change in/ et ¢/ sysconfi g/ apache2
APACHE_SERVERNAME="| apt op. | i nux. site"
- Create the empty file / et c/ apache2/ conf. d/ user. conf
- Alternative: Change in/ et ¢/ sysconfi g/ apache2:
APACHE_CONF_| NCLUDE_FI LES="/ et c/ apache2/ user. conf"
and create a empty config file: / et c/ apache2/ user. conf
- Transfer and install Opera , wdmand | ynx from CD
- Create Multiple root terminals for:

O vi [/etc/apache2/ conf. d/ user.conf Title: USER.CONF

0 rcapache2 rel oad Title: RELOAD/RESTART
O tail -f /var/log/apache2/error_|og Title: APACHE FEHLER
O watch -nl "ps -fC httpd2-prefork” Title: WATCH_APACHE
O nmc / /srv/ww htdocs Title: ROOT-MC

0 |l ess /etc/apache2/ default-server. conf Title: DEFAULTS

0 Title: ROOT-BEFEHLE

Start/Stop of Apache (r capache2, /etc/init.d/ apache2, insserv apache?2)
First Exercise with HTTP Protocol: tel net | ocal host 80 (CGET /)
Where is what (basic only)
- Main server / usr/ sbi n/ ht t pd2- pr ef or k (Behaves like older Apache 1.3)
or [ usr/sbin/httpd2-worker (apache2-nod_php4 doesn't work!)
- Main Configuration file /et ¢/ apache2/ htt pd. conf

- Modules [usr/1iblapache2/ xxxx. so
- Log files /var /1 og/ apache2/ xxxx_| og
- Main Home pages [ srv/ ww ht docs/

Configuration files conditions
- htt pd. conf ...etc, NO unrecognized directives allowed

System access rights for: User www un Group WWW

Modules : Roles and their Directives (ser ver - i nf 0)
- Change in/ et c/ sysconfi g/ apache2:
APACHE MODULES="..... status info"
APACHE EXTENDED STATUS="on"
-rcapache2 restart
- In browser: http://1 ocal host/server-infol/
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Apache Server status: htt p: / /| ocal host/ server-st at us/
Documentation: http://1 ocal host/ manual /

Where are the docs: /usr/share/ apache2/ manual (SuSE9.0/9.1-apache2-doc)

Important core directives:
In / etc/apache2/ defaul t-server. conf
Docunent Root /srv/ww/ ht docs
In / etc/apache2/ httpd. conf
Di rectoryl ndex index.htm (~line 163)
In / etc/apache?2/ ui d. conf
User www un
G oup www
Practical Exercises
Students put their names in the i ndex. ht nl . de

- In browser: http://1 ocal host/
------------- ALIAS -
Example together:
inuser. conf: al i as /webicons/ [/usr/share/apache2/icons/
in browser: http://1 ocal host/webi cons/

Exercise to do:
in user.conf: alias /software/ [/usr/share/doc/packages/
alias /web/ [/ ww/

in browser: http://1 ocal host/ sof t ware/
Result: ERROR 403 Access forbi dden
inuser. conf: <Di rectory /usr/sharel/ doc/ packages>

Al'low from al |
Opti ons +l ndexes
</Directory>

<Directory /www>
Al'low from al |
Opti ons +| ndexes

</Directory>

in browser: http://1 ocal host/ sof t war e/
http://1 ocal host/web/

------- Containers -
<Di r ect or y>Absolute system path of web documents.

<Locat i on> Relative path to Docunent Root of server (read last after Dir. and Files)
<Fil es> Can be nested inside <Di r ect or y> or alone (Declares defaults for server)
Note: <Fi | es> cannot be nested in <Locat i on>. Use another <Locat i on> for files.

eg. <Location /usr/local / nyprogs/readne. ht m >

<Limt> Can be anywhere. Used to limit the use of certain HTTP methods
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Example together:
In Bash:
In -s /home/[usernane]/ Docunents /srv/ww htdocs/ userdocs

in browser: http:/ /1 ocal host/userdocs/ Forbidden!

in user.conf: <Directory /srv/ww htdocs/ >
Options +Fol | owSym i nks +l ndexes
</Directory>

in browser: http://1 ocal host/userdocs/ Allowed!

Note: Fol | owSyni i nks Does not work inside a <Locat i on> block
Directorylndex

Exercise 1 to do:

InBash: | n -s /usr/share/doc/ packages/ bash /srv/ww/ ht docs/ bash

inuser. conf: <Directory /srv/ww htdocs/bash>
Di rectoryl ndex bashref. htm
</Directory>

in browser: http://1 ocal host/ bash/

Exercise 2 to do (if needed):
Note: make sure wdmand | ynx are installed

Commands to create the symbolic links:
In -s /usr/share/doc/ packages/ w3m [ srv/www ht docs/ w3m
In -s /usr/share/doc/ packages/ |l ynx/1ynx_help /srv/ww htdocs/| ynx

inuser. conf: <Directory /srv/ww htdocs/w3n
Di rectoryl ndex w3mhel p. ht m
</Directory>

<Directory /srv/ww htdocs/|ynx>

Directoryl ndex Lynx_users_guide. htm
</Directory>
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Example1 together (deny access to a single file):

inuser. conf: alias /etc/ /etc/
<Directory /etc>
Opti ons +l ndexes
order all ow, deny
all ow from all
deny from | ocal host hgi[ dozent _host ]
<Files fstab>
deny from all
</Files>
<Fi |l esMatch ".*\.conf">
order deny, al | ow
deny from all
all ow from | ocal host
</ Fi | esivat ch>
</Directory>

in browser: http://1ocal host/etc/ Allowed!
From Students: http://1ocal host/etc/fstab Not Allowed
http://1ocal host/etc/

Only Dozent is not allowed: http://[studenthost]/etc

Example 2 together:
Allow access to a full directory(location): / cups/ to 4 consecutive addresses

in user.conf: alias /cups/ [/usr/share/doc/packages/ cups/de/
<Location /cups>
order deny, al | ow
deny from al
all ow from 192. 168. 71. 12/ 30
</ Locati on>

in browser: http://1 ocal host/ cups/ Not Allowed!

Only Clients Hosts having the address 192.168.71.12 to 192.168.71.15 are allowed .
to the address: htt p: / /[ st udent host ]/ cups/

Exercise 1 to do: Allow access to / sanbahel p only to this class

and have a specific page come up (Directorylndex) : snb. conf. 5. ht m

Inuser. conf: al i as /sanbahel p/ /usr/share/ sanba/ swat/ hel p/
<Locat i on /sanbahel p>
order deny, al | ow
deny from all
all ow from 192. 168. 71. 0/ 27 | ocal host
Di rectoryl ndex snmb.conf.5. htni
</ Locati on>

Only Clients Hosts having the address 192.168.71.0 to 192.168.71.31 are allowed .
to the address: htt p: / /[ st udent host ]/ sanbahel p/
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Example together:
In bash: cp -R /usr/share/ doc/ packages/ htdi g/ htdoc/* \
/ horre/ [ userl ogi n]/public_htm

in browser: http://I|ocal host/~[userl ogin]

Example together: Authenticate / ~user 1/ directory.(/ home/ user 1/ public_htnl)

In user.conf:

<Location /~userl1>
allow from al l
Aut hType Basi c
Aut hNane "Private Wb Page"
Aut hUser Fi |l e [ et c/ apache2/ . okusers
Requi re valid-user

</ Locati on>

in bash: touch /etc/apache2/. okusers
ht passwd2 /et c/ apache2/. okusers userl
in browser: http://1ocal host/ ~user1/

Exercise 2
In user.conf: al i as /doc/ /usr/share/doc/
<Locati on /doc>
Opti ons +Il ndexes
order deny, al |l ow
all ow from all
Aut hType Basi c
Aut hNane "Private DOCS'
Aut hUserFil e / et c/ apache?2/ . okusers
# Aut hGroupFil e /etc/apache2/. okgroups
Requi re vali d-user
# Require user jennie otto
# Require group buero adnin
Satisfy any
# Satisfy all
</ Locati on>

in bash: ht passwd2 -c /etc/apache2/. okusers jennie

ht passwd2 /et c/ apache2/. okusers pau

ht passwd2 /et c/ apache2/.okusers marie

ht passwd2 /et c/ apache2/. okusers hans

ht passwd2 /et c/ apache2/. okusers otto

echo"adm n: hans otto" >> [ et c/ apache2/ . okgr oups
echo"buero: jennie marie" >> [ etc/apache2/. okgroups
echo"di enst: paul hans" >> [ et c/ apache2/ . okgr oups

in browser: http://1 ocal host/doc/
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-------- INDEXES -
Note: - Index Directives don't work inside <Locat i on> container. Use <Di r ect or y>
- Alias path can also be controlled by <Di r ect or y> using the real system Path.

Example 1 together:
Copy the whole directory from the Dozent computer | i nuxbuch to /ww/ | i nuxbuch.

Inuser. conf:
alias /Iinuxbuch/ /ww/ |inuxbuch/
<Directory /ww | i nuxbuch>
Opti ons +l ndexes
Directoryl ndex dummy
AddDescri ption "PDF Datei" . pdf
AddDescri ption "<Font color=red>@ F Bil der</Font>" .gif
AddDescri pti on "<Font col or =gr een>=START=</ Font > onl i ne. htm
----- Extended Index Features
| ndexOpt i ons +Fancyl ndexi ng
+Fol der sFi r st
+l consAr eLi nks
+Suppr essSi ze
+Suppr essLast Modi fi ed
+NameW dt h=*
+Descri pti onW dt h=*
+ScanHTM.Titl es
Header Name header. htm
ReadnmeName footer. htm
| ndexl gnore header. htm footer.htm *.txt *.log
</Directory>

_

Note: The ' \ ' at the end of each line above simulate a long line. They should never
have anything else than <Enter> after it. No space or tabs or anything.

header . ht m

<HTM_>
<BODY backgr ound="gr een_paper.gif">
<l-- KOMENTARE SIND H ER -->
<H1><FONT color=red><CENTER> L | NU X - B UC H <BR>
| nhal t </ CENTER></ FONT></ H1>
<I MG src=penguin. gi f>
<H3><FONT col or=bl ue>Let zte Liste von Li nuxBu.ch Datei en
</ FONT></ H3>
<BR>
<HR><HR><HR>
</ BODY>
</ HTM_>

footer. htni

<B><|>Bitte schreiben Sie |hre Konrmentare durch email:
<a href="mailto: mchel @i nuxi nt.com'>m chel @i nuxi nt.com
</ a></|></B>
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Example 2 together: (Fill-up Descriptions automatically from HTML files titels)
in user.conf:
al i as / how o- de/ [ usr/ shar e/ doc/ howt o/ de/ ht m /
<Directory /usr/share/doc/ howt o/ de/ ht m >
Opti ons +l ndexes
Directroryl ndex dunmy
| ndexQpti ons +Fancyl ndexi ng
+Fol der Fi r st
+l consAr eLi nks
+Suppr essSi ze
+Suppr essLast Modi fi ed
+NanmeW dt h=*
+Descri pti onW dt h=*
+ScanHTM.Ti t| es

— e e e e o —

</Directory>

in Browser: http://1 ocal host/ howt o- de/

Virtual Hosts
Create the Virtual Host's ROOT directory and its log files Directory:
mkdir /ww/ virtual 1. de
nkdir /var/| og/ apache2/ ww. vi rtual 1. de/
® Enterww. virtual 1.de virtuall.de virtuall in/etc/hosts
eg. echo "$(hostnanme -i) www. virtual 1.de virtual 1.de virtual 1" \
>> [etc/hosts

e Fill in the Virtual host with home pages:
cp -v /usr/share/doc/ packages/ rpm RPM Ti ps/* /ww virtual 1. de/

® in user.conf
NanmeVi rt ual Host 192. 168. 71. 27
<Virtual Host 192.168.71. 27>
Server Nanme www. vi rtual 1. de
ServerAlias virtuall.de virtual 1l
Docunent Root /ww/ virtual 1. de
TransferLog /var/| og/ apache2/ ww. vi rtual 1. de/ access_| og
ErrorLog /var/| og/ apache2/ ww. virtual 1. de/error_| og
<Directory /ww/ virtual 1. de>
Allow from al |
Directoryl ndex RPM Ti ps. ht m
# Place extra directives here for this directory
</Directory>
</ Vi r t ual Host >

Make sure to set the NoProxy forwwv. vi rtual 1. de virtual 1.de virtual 1

--------------- Verify that the PHP module works

1) Create a test php file in current DocumentRoot.
echo "<?php" >/ srv/ ww ht docs/ phpt est . php
echo "<info()" >/srv/ww/ htdocs/ phptest. php
echo "?>" >/ srv/ ww ht docs/ phpt est . php

2) In Browser:
http://1 ocal host/ phpt est. php
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Should give a full home page on the configuration of the PHP module.

------------- AllowOverride---------—---
Directives: AccessFi | eName . ht access

Example 1 together:
(Note: valid only in <Di r ect or y>and NOT in <Locat i on>)

In bash:
nkdir /srv/ww/ ht docs/ overri de/
cp /srv/ww/ htdocs/ bash/ bashref.htm /srv/ww ht docs/overri de/

In browser: http://|ocal host/override/ File is shown in index

in user.conf:
<Directory /srv/ww/ htdocs/overri de>
Al l owOverride I ndexes
</Directory>

In bash: touch /www overri de/. htaccess
vi [/www override/. htaccess

In . htaccess: Directorylndex bashref. htm

In browser: http://|ocal host/override/ Bash page comes up.

CGlI
| n bash: nkdir /ww/ cgitest
echo "192.168.10.50 www. cgitest.net" >> /etc/hosts

| n user.conf:

NameVi r t ual Host 192. 168. 10. 50
<Vi rtual Host 192.168. 10. 50>
Server Name www. cgi t est. net
Docunent Root /www cgi t est
TransferLog /var/| og/ apache2/ cgitest. access. | og
ErrorLog /var/ | og/ apache2/cgitest.error. | og
<Directory /ww/ cgitest>
Al ow from al |
Opti ons +execCd
AddHandl er cgi-script .cgi
Directoryl ndex cgitest.cgi
</Directory>
</ Vi r t ual Host >

touch /www cgitest/cgitest.cgi
chnod 755 /www cgitest/cgitest. cgi
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cgitest.cgi

#!/ bi n/ sh <----- These 3 following lines MUST be there
echo Content-type: text/htm
echo

# This above header and enpty echo after it is VERY inportant.
# Ot herw se Apache shows an error : Content Header m ssing
# The HTM. code enclosed in quotes is also very inportant......

echo " <HTML><HEAD><TI TLE>CA TEST Sei t e</ TI TLE></ HEAD>"
echo "<BODY bgcol or =l i ght cyan>"

echo " <H1><CENTER>SYSTEM | NFO</ CENTER></ H1><P>"
echo "<H3>l hre I P Addr. ist :</H3><H2>$REMOTE ADDR</ H2><BR>"

#---Display content of /etc/fstab

echo "<HR><H3>System /et c/f st ab</ H3><BR><pr e>"
/bin/cat /etc/fstab

echo "</ pre><BR><HR>"

#---Display free space of all nounted disks in Linux ---------
echo "<Cent er ><H1>Dl SK SPACE</ H1></ Cent er ><BR><pr e>"

/ bin/df -h

echo "</ pre><HR>"

#---Display all the system Processes ---
echo "<Cent er ><H3>PROCESS | NFO</ H3></ Cent er ><BR><pr e>"
/bin/ps -eo pid, ppid,user,nice,args --sort user

#---Di splay Apache's user nane and group

echo "</ pre><BR><HR>"

echo "<H3>Apache ist $(id -nu) Benutzer. Er ist Mtglied von

G uppe $(id -ng)</H3>"

echo " <BR><HR>"

echo "<Center><H3>I nhalt von /root Verzeichni s</H3></Cent er ><PRE>"
/usr/bin/sudo |I's /root (see SUDO below)

echo "</ pre><BR><HR>"

echo "<Center><H3>I nhalt von /etc/shadow Dat ei </ H3></ Cent er ><PRE>"
/ bin/cat /etc/shadow (see SUDO below)

echo "</ pre><BR><HR>"

echo "</ BODY></ HTM_>"

SUDO

Edit / et ¢/ sudoer s with the command:
Vi sudo

www un ALL=NOPASSWD: / usr/ bin/sudo |s /root,/bin/cat /etc/shadow

63_apache2_one_week.sxw - 10



Linux-Kurs Themen - Apache2 in One week - 14 February 2005 Michel Bisson

--------------- Webalizer
L LOG I NFO of honel i nux.net -------
<Virtual Host 192.168. 10. 50>
Docunent Root /var/| og/ apache2/ honel i nux. net/webal i zed
Server Nane | ogl. honel i nux. net
<Directory /var/l og/ apache2/ honel i nux. net/webal i zed>
Directoryl ndex webalize. htn
Aut hNane LogFil es
Aut hType Basic
Aut hUserFil e /etc/apache2/. okusers
require user mchel elop devesh pierre
</Directory>
ErrorLog /var/| og/ apache2/ honel i nux. net/Log_error. | og
TransferLog /var/| og/ apache2/ horel i nux. net/Log_access. | og
</ Vi rt ual Host >

----/var/ 1l og/ apache2/ honel i nux. net/webal i ze/ webal i ze. ht n

<htm >
<head>
<Title> Wb Access Statistics</Title>
</ head>
<body>

<cent er >&nbsp;
<a href="http://1o0gl. homel i nux. net/webalize.cgi">Wbalize
NOW !'II </ a></center>

</ body>
</htm >

----/var/l og/ apache2/ honel i nux. net/ webal i ze/ webal i ze. cqgi

#!/ bi n/sh

#--- Starts the webalizer for the present log file------------
echo "Content-Type: text/htm "

echo ""

sudo /usr/bin/webalizer -Q-n honelinux.net -o . \ ../access.|og
&>/ dev/ nul

cat i ndex. htm

---- Jetc/sudoers -------------maoao-
# Host alias specification

r oot ALL = (ALL) ALL

www un - ALL NOPASSWD: / usr / bi n/ webal i zer
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IDS - CGl Installation

1) Install the following Packages from Original SUSE CDs.
perl -1 mage-Info
per| - Per| Magi ck (Depends on | mageMagi ck Package)
] peg (uses | pegtran program)

2 ) Uncompress the the ISD system i ds. t ar. gz into the directory:
[ srv/ww ht docs/i ds/

3 ) Configure a Virtual Host in Apache2 as follows:
<Virtual Host 192.168. 100. 70>
Server Narme pictures.linux.site
Docunent Root /srv/ww/ ht docs/ i ds
<Directory /srv/ww htdocs/ids>
order deny, al | ow
all ow from all
D rectoryl ndex index. cgi
Options +ExecCd +Fol | owSynii nks
AddHandl er cgi-script .cgi
Al'l owOverride AuthConfig Limt
</Directory>
</ Vi r t ual Host >

4 ) Make sure that owners of the ISD directories are as follows:
drwxr-xr-x 11 www un r oot 456 Apr 27 2002 .

drwxr-xr-x 12 root root 1712 Feb 13 19:44 ..

dr wxr - Xr - X 3 root r oot 208 Apr 27 2002 adm n

dr wxr - Xr - X 2 Wwwr un r oot 48 Mar 23 2002 al bum dat a

dr wxr - Xr - X 2 Wwwr un r oot 48 Mar 23 2002 al buns

STWr--1-- 1 www un root 737 Mar 23 2002 ids.conf

STWT--1-- 1 root root 39426 Dec 16 2001 idsShared. pm

dr wxr - Xr - X 2 wwwrun r oot 48 Mar 23 2002 inmge-cache

- I WXT - XTI - X 1 root root 43790 Cct 6 2001 index.cg

dr wxr - Xr - X 2 root r oot 392 Apr 27 2002 l|ocalizations

dr wxr - Xr - X 2 www un r oot 80 Apr 28 2002 I ogs

dr wxr - Xr - X 2 www un r oot 184 Apr 27 2002 postcomment

- T WXT - XTI - X 1 root root 3436 Cct 6 2001 previ ewraker. pl

dr wxr - Xr - X 3 root r oot 256 Apr 27 2002 site-inmages

SrWr--r-- 1 wwwrun root 393 Dec 16 2001 site_news.txt
9

dr wxr - Xr - X r oot r oot 232 Apr 27 2002 thenes

5) Create the IDS's administrator password
ht passwd2 -c /etc/apache2/ ht passwd. i ds admi n

6 ) Copy only directories of images into / sr v/ ww/ ht docs/ i ds/ al burs
It supports also subdirectories, but this root directory must contain only directories.
Note: Make sure that the files and directories copied are owned by wwwr un user.

7) To test the system locally enter the following entry in / et ¢/ host s:
192. 168. 100. 70 pictures.linux.site

8) Restart Apache
rcapache2 restart

9) In browser enter the address:
http://pictures.linux.site
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.............. ht t pd2- pr ef or k command Options-

Syntax: [usr/sbin/httpd2 -options
Options:
-D nane Defines a name for use in <I f Def i ne nane> directives
<I f Def i ne nane> is used to define different server global

settings and chose which one will be read at start-up of
Apache.
-d ServerRootDi r

Specifies an alternate initial ServerRoot directory.
-f ConfigFile

Specifies an alternate configuration file.(ServerConfigFile)
-CDirective

Processes this directive before reading config files
-c Directive

Processes this directive after reading config files

-V Display Apache's version number

-h List valid command line options

-1 (small L) List compiled-in modules

-L List core configuration directives

-S Show virtual hosts settings

-t Run syntax test for configuration files only.

Optional explanation: Sequence of Indexes delivery:

Di rectoryl ndex ? yes: send the file.html
no? then Multiviews ? yes: send the file.de.html etc.
no? then Options I ndexes ? yes: produce and send index of the directory

no: produce an send a 'For bi dden' message

- Check with browser: htt p: / /| ocal host

Result: German Web site
- In Mozilla browser: Change the LanguagePriority between DE and EN
- Check with browser: htt p: // | ocal host

Result: English Web site
-inuser. conf:

<Location />

Options -Multiviews [-1ndexes]
</ Locati on>

- Comment the above 3 lines after the test is done.
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LAMP - Linux-Apache-MySQL-PHP

1) Install the following packages:

apache2 nysql phpMyAdm n
apache2- prefork nmysql - cl i ent php4- nysq
apache2- nod_php4 nysql - shar ed

phpMyAdmin can be called either via a VirtualHost or direct through the main server:

Via VirtualHost
2a) Either create a Virtualhost pointing to / sr v/ ww/ ht docs/ phpMyAdm n directory
including the Directives:
NanmeVi rt ual Host 192. 168. 71. 10 (only if doesn't already exist)
<Virtual Host 192.168. 71. 10>
Server Name phpmyadm n.linux.site
Docunent Root /srv/ww/ ht docs/ phpMyAdni n
<Directory /srv/ww/ htdocs/ phpMyAdm n>
Al'low from al |
Di rectoryl ndex index.php
</Directory>
</ Vi rt ual Host >

2b) Insert the local IP and server name in / et c/ host s
eg. 129.168. 71. 10 phpmyadm n.linux.site

Via Main Apache server:
(http://1ocal host/ phpMyAdmi n/)

4) Start the mysqgl daemon with the command:
rcnysql start

5) Change the root password in mysql using the commands:

nysql adm n -u root password newpasswd

nysqladmn -p -u root -h |ocal host password newpasswd
Press <Enter> when asked for the password.

6) Change the root password and Absolute URI in

/ srv/ www ht docs/ phpMyAdm n/ config.inc. php
eg.

$cf g[ ' PmaAbsol uteUri ']
or

$cfg[' PmaAbsol uteUri']

"http://phpnyadm n.linux.site';

"http://1ocal host/ phpM/Adm n' ;

$cfg[' Servers'][$i][' user']
$cfg[' Servers' |[$i][' password']

‘root"'; /'l MySQL user
"newpasswd'; // MySQ. password

7) Start or Restart Apache Server.
rcapache2 restart

8) Start a browser and write the address:
http://phpnmyadm n.linux.site or http://1| ocal host/phpMAdn n/
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9) Protecting the access to phpMyAdmin:

Via VirtualHost

in already configured VirtualHost instructions block:

Michel Bisson

<Directory /srv/ww htdocs/ phpM/Adm n>

Al'low from all
Di rect oryl ndex
Aut hType Basi c

I ndex. php

Aut hNane "nysql adm nistration”

Aut hUserFil e "/etc/apache2/. oknysql"

require user nmarie
satisfy all
</Directory>

Via Main Apache server

in any apache configuration file:

<Locati on /phpMyAdm n>
Al'low from all
Di rectoryl ndex
Aut hType Basi c

I ndex. php

Aut hNane "nysql adm nistration”

Aut hUserFil e "/ etc/apache2/. oknysql"

require user narie
satisfy all
</ Locati on>

Give a password to marie (mysql administrator)

touch /etc/apache2/. oknysql

ht passwd2 /et c/ apache2/.okmnmysqgl marie
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WAMP-Windows-Apache-MySQL-PHP
Installing Apache2, PHP4 and MySQL in Windows2000/XP

There is a web site where you can download an installer which installs all the components
of Apache2, PHP4, Mysql, PhpMyAdmin, Webalizer and extras automatically at:
http://ww. apachefri ends. or g/ de/ xanpp-w ndows. ht m

The lastest version at the moment of writing was: V. 1.4.11
Just run the file and all will be done automatically.

Manual installation for the brave!
Note: This installation cuts corners and does things that might not be necessary.
I've used this method and got a working setup.

For other alternatives, please refer to the document:
htt p: // ww. php. net/ manual / en/ i nstal | . apache2. php

INSTALLING APACHE2

1) Download the latest stable Apache for Windows from the internet:
http://ww. apache. org

It's a . nsi file and can be installed immediately

2) In my case, | kept the recommended install path of Apache:
C. / programme)/ Apache G oup/ Apache2/

INSTALLING MYSQL

1) Download the MySQL windows installer from the Internet:
http://dev. nysqgl.conf downl oads/ nysql /4. 0. ht

It's a ZIP file
2) Unpack the ZIP file into a temporary directory and run the program SETUP. EXE
| installed itin C: \ mysql directory

INSTALLING PHP4(as apache module)

1) Download the ZIP file from:
http://ww. php. net/ downl oads. php

2) Unzip the files into C. / php directory
3) copy allthe . dl | filesfrom C./php/dlls andC./php/sapi toC./php directory

INSTALLING phpMyAdmin

1) Download the latest version of phpMyAdmin ZIP file from:

htt p: // www. phpnyadm n. net/ hone_page/
2) Unzip the file into the directory:

C. \ Progr anme\ Apache G oup\ Apache?2\ ht docs\ phpmyadmi n\
3) Editthe confi g. i nc. php inthe phpmyadnm n directory and:

- add the proper full URI of the phpMyAdmin:

$cfg[' PmaAbsol uteUri'] = "http://1ocal host/phpnmyadm n/"';
Optional:(If you leave the root password blank in MySQL then leave it blank here also)
- add the MySQL r oot (administrator) password in clear text in:
$cfg[' Servers'][$i]["' user'] ='root'; [/ MySQL user
$cfg[' Servers' ][$i][' password' ] ="'"; /1 MySQL password
(only needed with' config'" auth_type)
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CONFIGURATION

1) Edit the htt pd. conf file and:
- Change to the follwoing settings to:
Docunent Root " C./ Programme/ Apache G oup/ Apache2/ htdocs”
Directoryl ndex index.htm index.htm.var index.php
- Add the following settings:
LoadModul e php4_nodul e c:/ php/ php4apache2. dl |
LoadFil e C./php/ php4ts.dll
AddType application/x-httpd-php .php .php3 . php4 .phtm

2) Edit the C: \ php\ php. i ni file
- You will need to change the ext ensi on_di r setting to
point to your php-install-dir, orwhereyouhave placed
your' php_*.dll" files. eg: c:\php
It is located around the line 442
- Setthe ' doc_root' to pointto your webservers document _r oot .
in my case: C./ Programre/ Apache G oup/ Apache2/ ht docs

3) Create the file C. \ MY. CNF and insert the following lines in it:
[ mysql d]

basedi r =C. / nysql /
dat adi r=C. / nysql / dat a/
Note: See the MY.CNF example from XAMPP below
OPERATING WAMP
1) Open a DOS window ( cnd) and give the command:
C.\nysqgl \ bi n\ mysql d. exe
When all is ok then an icon can be created to start it either from the autostart area or by
hand.
2) start Apache through the Windows start menu

3) Start a browser and give the address:
http://1 ocal host/ phpnmyadm n/

You should have a phpMyAdmin web site with full control over the MySQL databases.
This would confirm that your Apache, PHP and MySq| are all working...so far go good!
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MY.CNF (Example from XAMPP)

# The MySQL client

[client]

#password = your _password

port = 3306

socket = c¢:/ WAMP/ xanpp/ nysqgl / mysqgl . sock

# Here follows entries for some specific programs

# The MySQL server

[ nysal d]

port = 3306

socket = c: / WAMP/ xanpp/ nysql / nysql . sock
ski p- | ocki ng

set-vari abl e
set-vari abl e
set-vari abl e
set-vari abl e
set-vari abl e
set-vari abl e
| og- bin
server-id

key_buffer=16M

max_al | owed_packet =1M

t abl e_cache=64

sort buffer=512K

net buffer | engt h=8K

nmyi sam sort_buffer_size=8M

1

basedi r =c: / WAMP/ xanpp/ mysq
t npdi r =c: / WAMP/ xanpp/ t np
dat adi r=c: / WAMP/ xanpp/ nmysql / dat a

#bi nd- addr ess=192. 168.1. 1

#| og- updat e = / pat h-t o- dedi cat ed- di rect or y/ host nane
# Uncomment the following if you are using BDB tables

#set-vari abl e = bdb_cache_si ze=4M

#set-vari abl e = bdb_max_| ock=10000

ski p-i nnodb

# Uncomment the following if you are using InnoDB tables

#i nnodb_dat a_hone_dir = c:/WAMP/ xanpp/ nysql /

#i nnodb_data_file_path = i bdatal: 10M aut oext end
#i nnodb_| og_group_hone_dir = c:/WAMP/ xanpp/ nysql /
#i nnodb_| og_arch_dir = c:/WAWP/ xanpp/ nysql /

# You can set .._buffer_pool_size up to 50 - 80 %

# of RAM but beware of setting memory usage too high

#set-variabl e = i nnodb_buffer_pool size=16M
#set-variabl e = i nnodb_addi ti onal _nmem pool _si ze=2M
# Set .._log_file_size to 25 % of buffer pool size

#set-variable = innodb | og file_ size=5M
#set-variable = innodb_| og _buffer_size=8M
#innodb_flush_log_at_trx_commit=1

#set-variable = i nnodb_| ock_wait _tineout =50
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[ nysql dunp]
qui ck
set-variabl e = max_al | owed_packet =16M

[ mysql ]
no- aut o-r ehash

Michel Bisson

# Remove the next comment character if you are not familiar with SQL

#saf e- updat es
[ i santhk]

set-vari abl e
set-vari abl e
set-vari abl e
set-vari abl e

key_ buffer=20M
sort _buffer=20M
read_buffer=2M
wite buffer=2M

[ myi santhk]

set-vari abl e
set-vari abl e
set-vari abl e
set-vari abl e

key_buf fer=20M
sort _buffer=20M
read_buffer=2M
write buffer=2M

[ mysql hot copy]
i nteracti ve-ti meout

[ WnM/SQLadm n]
Server =c: / WAMP/ xanpp/ nysqgl / bi n/ nysqgl d- nt . exe
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