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Apache Toolbox Help
Modules Description

mod_al lowdev .......... Di sal l ow requests for files on particular devices

nod_auth_cookie ....... Aut henticate via cookies; on-the-fly

nod_aut h_cookie _file .. Authenticate via cookies; with .htpasswd-like file

nod_aut h_external ..... Aut henticate via external program

nmod_auth_inst ......... Aut henticate via instant passwords for dummy users

nmod_auth_system....... Aut henticate via system passwd file

nod _eaccess ........... Ext ended Access Contro

mod _cgisock ........... Cd /1.1 over Socket Handling

mod _urlcount .......... Automatic URL access counter via TXT and DBMfil e

mod disallowid ....... Di sal | ow requests for files owned by particul ar
User | Ds

nmod_peephole .......... Peepholing fil esysteminformation about docunents

mod_put ... Handl er for HTTP/ 1.1 PUT and DELETE net hod

nmod_Qgs2sSi ... Parse query string to CA/SSI variabl es

nod_session ........... Sessi on managenent and tracking via identifiers

md_CVS ... CVS on-the-fly checkout mechani sm

nmd_macro ............. Macros for the configuration files (needs nod_perl!)

nmod random ............ Random URL Locati ng

nmod ip forwarding ..... I P client address/name forwardi ng between proxies

mod ticket ....... ,.... Session Ticket Handling

nmod_nmonitor ........... Trivial nodule for nonitoring resources

nod_relocate .......... ModRel ocat e was designed to replace generic

clickthrough CGs. It has the advantage that it
works as a virtual document and that it will
pass along additional URI argunments to the renote

URL.
D A library used to create inages.
MSQL ... MySQ is an SQ (Structured Query Language) database

server. It is a client/server inplenentation that
consi sts of a server daenon (nysqgld) and many
different client prograns/libraries.

PHP . ... ... .. ... PHP is a wi del y-used Open Source general - purpose
scripting language that is especially suited for Wb
devel opnent and can be enbedded into HTM..

Mod SSL ............... nod_ssl provi des provides strong cryptography
for the Apache 1.3 webserver via the Secure
Sockets Layer (SSL v2/v3) and Transport Layer
Security (TLS vl).

penSSL (referenced) .. The OpenSSL Project is a collaborative effort to
devel op a robust, commercial -grade, fully
featured, and Open Source tool kit inplenmenting
the Secure Sockets Layer (SSL v2/v3) and
Transport Layer Security (TLS vl1l) as well as a
full -strength general - purpose cryptography library.
MM (referenced) ....... The MM Ilibrary is a 2-layer abstraction library
which sinplifies the usage of shared nenory
bet ween rel ated processed under Uni x platforns.

Mod Throttle .......... (http://ww. snert.com Software/ nod_throttle/) Virtua
server throttling for Apache 1.3.x

WebDAV . ... (http://ww. webdav. org/) WDbDAV stands for
"Web- based Distributed Authoring and
Versioning". It is a set of extensions to the

HTTP protocol which allows users to
col | aboratively edit and nmanage files on renote
web servers. EG M crosoft WebFol ders

63_Apaches_Modules_List.sxw -1



Linux-Kurs Themen - Apache Modules List - 9 June 2003 Michel Bisson

Mod FastC3 ..

Mbd Aut hNDS . .

Mbd Layout ...

Mod ZIP .....

Mod DynaVHost

Mbd Roam ng ..

Mod Access Ref

Mod Aut hSYS ..

Mod Bandwi dt h

Mod _Perl .....

(http://ww. jtan. conf doc/ apache/ nod/ nod_fastcgi.htm)
FastCd is a high-performance alternative to

Cd. FastC3 gets 1ts speed by having the Wb
server keep the application processes running

bet ween requests. So, unlike CE, you do not

have the overhead of starting up a new process
and doi ng application initialization (e.qg.
connecting to a database) each tine sonebody
requests a docunent. The processes start up with
the Web server and keep on running.

(http://ww. users. drew. edu/ ~pwi | son/ nod_aut h_nds/)
NDS aut henti cati on nodul e for the Apache web
server *requires ncpfs 2.2.0.17+* *requires
kernel |PX support*
(http://ww.tangent.org/ nod_| ayout/) nod_I| ayout
add a Footer and Header directive to Apache to
all ow you to create a custom | ook and feel that
is enforced throughout a website. This makes it
easy to do portal sites with banners and footers.
(www. r enot econmuni cat i ons. conf apache/ nod_gzi p)
nmod_gzi p does not require ANY software to be
installed on the client side. nod gzip is a
standard Apache Wb Server nodul e which acts as
an Internet Content Accelerator. Its function in
life is to beconme an integral 'part' of any

exi sting Apache Wb Server and see that the
content being delivered to YOU, the end-user, is
as small and as optin zed as possi bl e.
(http://funkcity.com 0101/) An Apache nodule to
do Dynami c Virtual Hosting. You just need to
create the directory for your new nanme based
Virtual Host and the nmodule will do the rest
(http://ww. kl onp. org/ mod_roanmi ng/) Wth
nmod_roam ng you can use your Apache webserver as
a Net scape Roani ng Access server. This all ows
you to store your Netscape Conmmuni cator 4.5
preferences, bookmarks, address books, cookies
etc. on the server so that can access the server.
(http://accessreferer.sourceforge.net/) It is a
modul e for the Apache HTTP Server that provides
access control based on "Referer"™ HITP header
content.

(http://kw2. kni ght web. com ~hsf/ sour ces/ mod_aut h_sys/)
This nodul e all ows you use your system access
files (passwd and group) for wwv aut hentication.
Provi de bandwi dth usage limtation either on the
whol e server or one a per connection basis based
on the size of files, directory location or
renote domain/ | P.

(http://perl.apache.org/) Wth nod_perl it is
possible to wite Apache nodules entirely in
Perl. In addition, the persistent interpreter
enbedded in the server avoids the overhead of
starting an external interpreter and the penalty
of Perl start-up tine.
(http://ww. nuquit.conf nuquit/software/ mod_au
th_| dap/ nmod_aut h_| dap. html) *requires QOpenLDAP*
This nodul e can be used for http basic

aut hentication using the user data stored in a

Li ght wei ght Directory Access Protocol (LDAP) server
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Mod DTCL .............. (http://tcl.apache.org/index.ttm) Tcl is an
open source, cross-platformscripting |anguage
created by John K. CQusterhout at the University
of California at Berkeley in 1988.

Mod_Python ............ (http://ww. nodpyt hon.org/) Mdd_python is an
Apache nodul e that enbeds the Python interpreter
within the server. Wth nod_python you can wite
web- based applications in Python that will run
many tinmes faster than traditional CA and will
have access to advanced features such as ability
to retain database connections and other data
between hits and access to Apache internals.

Mbd_Backhand .......... nod_backhand is project that allows seanl ess
redirection of HITP requests fromone web server to
another. This redirection can be used to target
machi nes with under-utilized resources, thus

provi di ng
fine-grai ned, per-request |oad bal anci ng of web
requests.
A common mi sconception. nmod_backhand nmay al | ow you
to better utilize your resources, but if your
bott | eneck
lies in your bandwi dth, you will not be able to push
nmore i nformation.

Default Apache Modules

nod_access ............ Thi s nodul e provi des access control based on
client hostnane, |P address, or other
characteristics of the client request

nod_actions ........... Thi s nmodul e provides for executing CA scripts
based on nedia type or request nethod.
nmod_alias ............. Thi s nmodul e provides for nmapping different parts

of the host filesystemin the docunent tree, and
for URL redirection.

md_asis .............. Thi s nmodul e provides for sending files which
contain their own HITP headers

nmod_auth .............. Thi s nodul e provides for user authentication
using text files.

nmod_auth _anon ......... Thi s nodul e al l ows "anonynous" user access to
aut henti cated areas.

mod auth db ........... Thi s nmodul e provides for user authentication
using Berkeley DB files.

mod _auth dom.......... Thi s nmodul e provides for user authentication
using DBM fil es.

nmod _auth _digest ....... Thi s nodul e provides for user authentication
usi ng MD5 Di gest Authenticati on.

nod_autoindex ......... Thi s nmodul e provides for automatic directory
i ndexi ng.

nmod cern_neta ......... This nodul e provides for CERN httpd netafile
senmanti cs.

md_cgi ... Thi s nodul e provides for execution of CA scripts.

nmod digest ............ Thi s nmodul e provides for user authentication
usi ng MD5 Di gest Authenticati on.

mod dir ... .. ... Thi s nodul e provides for "trailing slash"
redirects and serving directory index files.

mod env ... Thi s nodul e provides for nodifying the
environnent which is passed to CA scripts and
SSI pages.
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mod _example ........... This nodule illustrates nany of the aspects of
the Apache 1.2 APl and, when used, denonstrates
the manner in which nodul e cal | backs are
triggered by the server

nod_expires ........... Thi s nodul e provides for the generation of
Expi res HTTP headers according to user-specified
criteria.

nod_headers ........... Thi s nmodul e provides for the custom zation of
HTTP response headers.

mod imap ... ... Thi s nodul e provides for server-side i magenap
processi ng.

mod_include ........... Thi s nodul e provides for docunments with Server
Side Includes (SSI).

mod_info .............. Thi s nodul e provi des a conprehensi ve overvi ew of
the server configuration including all installed
modul es and directives in the configuration files.

nod_| og_agent ......... Thi s nmodul e provides for |ogging of the client
user agents.

nmod_l og_config ........ Thi s nodul e provides for |ogging of the requests

made to the server, using the Conmon Log For mat
or a user-specified fornmat.

nod_l og_referer ....... Thi s nmodul e provides for |ogging of the
docunments which reference docunents on the server
md_nmnme .............. This nmodul e provides for determning the types

of files fromthe filenane and for associ ati on
of handlers with files.

mod mnme_mgic ........ Thi s nodul e provides for determning the MM
type of a file by looking at a few bytes of its
contents.

nmod_nmep_static ....... Thi s nmodul e provides mmap()ing of a statically

configured list of frequently requested but not
changed fil es.

nod_negotiation ....... Thi s nmodul e provides for content negotiation

modul e mod_proxy ...... Thi s nodul e provides for an HITP 1.0 caching
proxy server.

nmd rewrite ........... Thi s nmodul e provides a rul e-based rewiting
engine to rewite requested URLs on the fly.

mod_setenvif .......... This nodul e provides the ability to set

envi ronnent vari abl es based upon attri butes of
t he request.

nmod_speling ........... This nodul e attenpts to correct msspellings of
URLs that users mght have entered, by ignoring
capitalization and by allowi ng up to one
m sspel i ng.

nmod_status ............ Thi s nodul e provides information on server
activity and perfornmance.
mod_userdir ........... Thi s nodul e provides for user-specific directories.
mod_unique_id ......... Thi s nodul e provi des an environnment vari abl e
with a unique identifier for each request.
nmod_usertrack ......... Thi s modul e uses cookies to provide for a
clickstreamlog of user activity on a site.
nod_vhost _alias ....... Thi s nodul e provides support for dynamically
configured nmass virtual hosting.
mod_watch ............. wat ch and collect the bytes in & out per virtua

host and per file owner, simlar to sone

i nformation collected by routers, switches, and
network interfaces. This nodul e was desi gned for
use with MRTG which will nake nice graphica
representations of the data.
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mod trigger ...........

entirely

The point of nod_trigger is to give you hooks

i nto each Apache request to launch triggers if
certain actions occur. You specify the actions
through directives that nod trigger adds to the
webserver.

This nodul e was designed to allow you to filter
out goi ng content from your webserver. This works
with PHP, Jserv, Md perl, standard Cd's, and
probably even your custom handl ers.

Thi s nmodul e provi des RSS output for directories.
Sites that publish mainly static content to
directories (whether imges, htm...) can use it
to have dynanmic lists of their content.

This turns apache into your basic R AA hating, but
every col |l ege student |oving np3 streaning server.
It can play froma list of files, either straight
through or randomy. It can also be used to cache
np3's into nenory and have the server operate

from nenory.
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