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httpd.conf

Apache HTTP server configuration file

Based upon the NCSA server configuration files originally by Rob MCool

This is the main Apache server configuration file. It contains the
configuration directives that give the server its instructions.

See <URL: http://ww. apache. org/ docs/> for detailed information about
the directives.

Do NOT sinply read the instructions in here w thout understanding
what they do. They're here only as hints or reminders. |If you are unsure
consult the online docs. You have been warned.

After this file is processed, the server will |ook for and process
/usr/local /httpd/ conf/srmconf and then /usr/local/httpd/conf/access. conf
unl ess you have overridden these with ResourceConfig and/or

AccessConfig directives here.

The configuration directives are grouped into three basic sections:

1. Directives that control the operation of the Apache server process as a
whol e (the 'global environnent').

2. Directives that define the paraneters of the 'main' or 'default' server,
whi ch responds to requests that aren't handl ed by a virtual host.
These directives also provide default values for the settings
of all virtual hosts.

3. Settings for virtual hosts, which allow Wb requests to be sent to
different | P addresses or hostnanes and have them handl ed by the
same Apache server process.

Configuration and logfile nanes: If the filenanes you specify for many
of the server's control files begin with "/" (or "drive:/" for Wn32), the

server will use that explicit path. |[If the filenames do *not* begin
with "/", the value of ServerRoot is prepended -- so "l|ogs/foo.log"
with ServerRoot set to "/usr/local/apache" will be interpreted by the

server as "/usr/local/apache/l ogs/foo.log".

The directives in this section affect the overall operation of Apache,
such as the nunber of concurrent requests it can handle or where it
can find its configuration files.

Server Type is either inetd, or standalone. |Inetd nbde is only supported on
Uni x pl atforms.

erver Type st andal one

ServerRoot: The top of the directory tree under which the server's
configuration, error, and log files are kept.

NOTE! If you intend to place this on an NFS (or otherw se network)
nmounted fil esystem then please read the LockFile docunentation
(avail abl e at <URL: http://ww. apache. or g/ docs/ nod/ core. ht m #l ockfil e>);
you will save yourself a |lot of trouble.

Do NOT add a slash at the end of the directory path.

erver Root "/usr/local/httpd"

The LockFile directive sets the path to the |ockfile used when Apache
is conpiled with either USE_FCNTL_SERI ALI ZED ACCEPT or
USE_FLOCK_SERI ALI ZED _ACCEPT. This directive should normally be left at
its default value. The main reason for changing it is if the |ogs
directory is NFS nounted, since the lockfile MIUST BE STORED ON A LOCAL
DI SK. The PID of the main server process is automatically appended to
the fil enane.

The Directory is there but the file is not ----------=--------
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LockFil e /var/l ock/ subsys/httpd/ httpd. accept.| ock

#
# PidFile: The file in which the server should record its process
# identification nunber when it starts.

Pi dFile /var/run/httpd. pid

#

# ScoreBoardFile: File used to store internal server process information

# Not all architectures require this. But if yours does (you'll know because
# this file will be created when you run Apache) then you *rmust* ensure that

# no two invocations of Apache share the same scoreboard file.
2 et This file is not created
ScoreBoardFil e /var/l og/ httpd. apache_runtine_status

#
# In the standard configuration, the server will process this file,
# srmconf, and access.conf in that order. The latter two files are
# now distributed enpty, as it is recommended that all directives

# be kept in a single file for sinplicity. The comrented-out val ues
# below are the built-in defaults. You can have the server ignore

# these files altogether by using "/dev/null" (for Unix) or
# "nul" (for Wn32) for the argunents to the directives.

3+

Resour ceConfig /etc/ httpd/ srm conf
AccessConfig /etc/httpd/access. conf

#
# Timeout: The nunber of seconds before receives and sends tine outand breaks.

Ti meout 300

#

# KeepAlive: Wether or not to allow persistent connections (nore than
# one request per connection). Set to "Of" to deactivate

#

KeepAlive On

#

# MaxKeepAl i veRequests: The nmaxi mum nunber of requests to allow

# during a persistent connection. Set to O to allow an unlimted amount.
# We recommend you | eave this nunber high, for maxi mum perfornmance.

#

MaxKeepAl i veRequests 100

#

# KeepAliveTi neout: Nunber of seconds to wait for the next request fromthe
# sanme client on the sanme connection

#

KeepAl i veTi meout 15

Server-pool size regulation. Rather than naking you guess how many
server processes you need, Apache dynamically adapts to the load it
sees --- that is, it tries to maintain enough server processes to
handl e the current |oad, plus a few spare servers to handl e transient
| oad spikes (e.g., multiple sinultaneous requests froma single

Net scape browser).

It does this by periodically checking how many servers are waiting
for a request. |If there are fewer than M nSpareServers, it creates
a new spare. |If there are nore than MaxSpareServers, sone of the

spares die off. The default values are probably OK for npbst sites.

HHFHFHHEHEHEHRERHR

M nSpareServers 5
MaxSpar eServers 10

#

# Nunber of servers to start initially --- should be a reasonabl e ball park
# figure.

#

Start Servers 3

#
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# Limt on total number of servers running, i.e., limt on the numnber

# of clients who can sinultaneously connect --- if this limt is ever

# reached, clients will be LOCKED QUT, so it should NOT BE SET TOO LOW
# 1t is intended mainly as a brake to keep a runaway server from taking
# the systemwith it as it spirals down..

#

MaxCl i ents 150

MaxRequest sPer Chil d: the nunber of requests each child process is

all owed to process before the child dies. The child will exit so

as to avoid problens after prolonged use when Apache (and maybe the
libraries it uses) |leak nenory or other resources. On nost systens, this
isn't really needed, but a few (such as Solaris) do have notabl e |eaks

in the libraries. For these platforns, set to sonething I|ike 10000

or so; a setting of 0 neans unlimted

NOTE: Thi s val ue does not include keepalive requests after the initia
request per connection. For exanple, if a child process handl es
an initial request and 10 subsequent "keptalive" requests, it
woul d only count as 1 request towards this limt

xRequest sPerChild O
isten: Allows you to bind Apache to specific IP addresses and/or

L
ports, in addition to the default. See al so the <Virtual Host >
directive

HHHHH 5##############

#Li sten 3000
#Li sten 12. 34.56.78: 80

#Li sten 192.168. 20. 166: 80
#Li sten 192.168. 30. 166
#Li sten 192.168. 10. 166: 80
#Li sten 192.168.11. 166

#

# BindAddress: You can support virtual hosts with this option. This directive
# is used to tell the server which IP address to listen to. It can either

# contain "*", an IP address, or a fully qualified Internet domain namne.

# See also the <Virtual Host> and Listen directives.

#

#Bi ndAddr ess *

<I f Define PHP>
LoadMbdul e php3_nodul e /usr/lib/apache/libphp3.so
</|fDefine>

<I f Define PERL>
LoadModul e per!| _nodul e /usr/lib/apache/libperl.so
</|fDefine>

<| f Defi ne DAV>
LoadModul e dav_nodul e /usr/Ilib/apache/libdav. so
</ | fDefine>

Dynami ¢ Shared Object (DSO) Support

#
#
#
# To be able to use the functionality of a nodule which was built as a DSO you
# have to place corresponding " LoadMbdule' lines at this location so the

# directives contained in it are actually available _before_ they are used

# Please read the file README. DSO in the Apache 1.3 distribution for nore

# details about the DSO mechanismand run httpd -1' for the list of already

# built-in (statically linked and thus al ways avail able) nodules in your httpd
# binary.

#

#

#

#

#

#

L

Note: The order is which nodules are loaded is inmportant. Don't change
the order bel ow w thout expert advice.

Exanpl e:

LoadModul e foo_nodul e |i bexec/ mod_f 00. so
oadMobdul e mmap_static_nodul e /usr/lib/apache/ nod_mmp_static. so
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LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e

vhost _al i as_nodul e
env_nodul e
define_nodul e
config_l og_nodul e
agent _| og_nodul e
referer_| og_nodul e
m nme_nagi ¢_nodul e
m me_nodul e
negoti ati on_nodul e
st at us_nodul e

i nf o_nodul e

i ncl udes_nodul e
aut oi ndex_nodul e
di r _nodul e

cgi _nodul e

asi s_nodul e

i map_nodul e
action_nodul e
spel i ng_nodul e
userdi r _nodul e

al i as_nodul e
rewrite_nodul e
access_nodul e

aut h_nodul e
anon_aut h_nodul e
dbm_ aut h_nodul e
db_aut h_nodul e

di gest _nodul e
proxy_nodul e
cern_neta_nodul e
expires_nodul e
header s_nodul e
usertrack_nodul e
exanpl e_nodul e
uni que_i d_nodul e
setenvi f _nodul e

<| f Define SSL>
LoadModul e ss
</ | f Defi ne>

_nodul e

# Reconstruction of the conplete nmodule list fromall
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/usr/lib/apache/ nmod_vhost _ali as. so
/usr/1ib/apache/ nod_env. so
/usr/lib/apache/ nod_define. so
[usr/lib/apache/ mod_| og_config. so
[usr/lib/apache/ mod_| og_agent. so
[usr/lib/apache/ mod_| og_referer.so
lusr/lib/apache/ nod_m nme_nmagi c. so
[usr/lib/apache/ nod_m ne. so
lusr/lib/apache/ nod_negoti ati on. so
/usr/lib/apache/ nod_status. so
[usr/lib/apache/ mod_i nfo. so
[usr/lib/apache/ nmod_i ncl ude. so
[usr/lib/apache/ nod_aut oi ndex. so
lusr/lib/apache/ mod_dir. so
[usr/lib/apache/ nod_cg
/usr/lib/apache/ nmod_ aS|s so
lusr/1ib/ apache/ mod_i map. so
/usr/lib/apache/ mod_actions. so
[usr/lib/apache/ nod_speling. so
[usr/lib/apache/ nod_userdir. so
/usr/lib/apache/ nod_alias. so
/fusr/lib/apache/ nod_rewite.so
/usr/lib/apache/ nod_access. so
[usr/lib/apache/ mod_aut h. so
[usr/lib/apache/ mod_aut h_anon. so
/usr/lib/apache/ mod_aut h_dbm so
/usr/lib/apache/ mod_aut h_db. so
/usr/lib/apache/ nod_di gest. so
lusr/lib/apache/libproxy.so
[usr/lib/apache/ mod_cern_neta. so
[usr/1ibl/apache/ nod_expires. so
[usr/lib/apache/ nod_headers. so
lusr/lib/apache/ nod_usertrack. so
[usr/lib/apache/ nod_exanpl e. so
[usr/libl/apache/ mod_uni que_i d. so
lusr/libl/apache/ nod_setenvif.so

[usr/lib/apache/libssl.so

avai |l abl e nodul es

# (static and shared ones) to achieve correct nodul e execution order
# [WHENEVER YOU CHANGE THE LOADMODULE SECTI ON ABOVE UPDATE THI'S, TOQ

Cl ear Mbdul eLi st

AddModul e mod_mmap_static.c
AddMbdul e nod_vhost _alias.c
AddMbdul e nod_env. ¢
AddModul e nmod_define. c
AddModul e nmod_I| og_config.c
AddMbdul e nod_| og_agent.c
AddModul e nmod_l og_referer.c
AddMbdul e nod_mi ne_magi c. ¢
AddMbdul e nod_mi ne. c
AddModul e nmbd_negoti ation.c
AddModul e nmod_status. c
AddModul e nmod_info.c
AddMbdul e nod_i ncl ude. c
AddMbdul e nod_aut oi ndex. c
AddMbdul e nod_dir.c
AddMbdul e nod_cgi . c
AddModul e nod_asis. c
AddMbdul e nod_i map. c
AddMbdul e nod_act i ons.
AddModul e nmod_spel i ng.
AddModul e nmod_userdir.
AddModul e nmod_al i as. ¢
AddModul e nmod_rewite.c
AddMbdul e nod_access. c
AddMbdul e nod_aut h. c
AddModul e nmod_aut h_anon. ¢
AddMbdul e nod_aut h_dbm ¢
AddModul e nod_aut h_db. ¢
AddModul e nod_di gest . ¢
AddMbdul e nod_proxy. c
AddMbdul e nod_cern_neta.c
AddMbdul e nod_expires.c

OO0
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AddModul e nod_headers. c
AddModul e nod_usertrack. c
AddModul e nod_exanpl e. c
AddModul e nmod_uni que_id. c
AddMbdul e nod_so. ¢
AddMbdul e nod_setenvif.c

<| f Define SSL>
AddModul e nmod_ssl . ¢
</|fDefine>

<| f Defi ne PHP>
AddModul e nod_php3.c
</ | fDefine>

<| f Defi ne PERL>
AddModul e nod_perl.c
</ | fDefine>

<I| f Defi ne DAV>
AddModul e nod_dav. ¢

</|fDefine>
#
# ExtendedStatus controls whether Apache will generate "full" status

# informati on (ExtendedStatus On) or just basic information (ExtendedStatus
# Of) when the "server-status" handler is called. The default is Of.
#

Try to turn it on and issue a /server-status to see the difference
Ext endedSt at us On

#
# Al ow server status reports, with the URL of http://servernane/server-status
# Change the ".your_domain.cont to match your domain to enable.
#
<Location /server-status>
Set Handl er server-status
Order deny, al | ow
Deny from all
# Al'l ow from | ocal host
Al l ow from asterix.mchel.hone
</ Locati on>

w renote server configuration reports, with the URL of
://servernane/server-info (requires that nod_i nfo.c be | oaded).
e the ".your_donain.con to match your domain to enabl e.

QT

#
#
#
#
#
<

Location /server-info>

Set Handl er server-info

Order deny, al | ow

Deny from all

Al l ow from asteri x. m chel . hone
</ Location>

#

# To enabl e nod_dav, add the following directive to the appropriate
# container(s) in the httpd.conf file:

#

<| f Defi ne DAV>

DavLockDB /var/| ock/ DAVLock
</ | f Define>
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The directives in this section set up the values used by the 'main’
server, which responds to any requests that aren't handled by a
<Virtual Host> definition. These values also provide defaults for
any <Virtual Host> containers you may define later in the file.

Al'l of these directives nay appear inside <Virtual Host> containers,
in which case these default settings will be overridden for the
virtual host being defined.

I f your ServerType directive (set earlier in the 'd obal Environment'
section) is set to "inetd", the next few directives don't have any
effect since their settings are defined by the inetd configuration.
Ski p ahead to the ServerAdmin directive.

Port: The port to which the standal one server |istens. For

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
# ports < 1023, you will need httpd to be run as root initially.

H*

Port 80

Li sten 80
Li sten 8080

##t

## SSL Support

##t

## \When we al so provide SSL we have to listen to the
## standard HTTP port (see above) and to the HTTPS port

#i#
<| f Define SSL>
Li sten 80
Li sten 443
</ | fDefine>
#
# If you wish httpd to run as a different user or group, you must run
# httpd as root initially and it will switch.
#
# User/ Group: The name (or #nunber) of the user/group to run httpd as.
# On SCO (ODT 3) use "User nouser" and "G oup nogroup".
# On HPUX you nay not be able to use shared nenory as nobody, and the
# suggested workaround is to create a user ww and use that user.
# NOTE that sone kernels refuse to setgid(G oup) or senctl (I PC_SET)
# when the value of (unsigned)G oup is above 60000;
# don't use Group nogroup on these systens!
#
User nobody
G oup nogroup

Server Adm n: Your address, where problems with the server should be
e-mail ed. This address appears on some server-generated pages, such
as error docunents.

erver Adm n root @ ocal host

ServerName all ows you to set a host name which is sent back to clients for
your server if it's different than the one the program would get (i.e., use
"ww/' instead of the host's real nane).

Not e: You cannot just invent host names and hope they work. The nane you
define here nust be a valid DNS nane for your host. If you don't understand
this, ask your network adm nistrator.

I f your host doesn't have a registered DNS nanme, enter its |IP address here.
You will have to access it by its address (e.g., http://123.45.67.89/)
anyway, and this will nake redirections work in a sensible way.

HHHHHHHHHHREE OFFHFHFHR

#Server Nane bool e. suse. de
Server Nane i defi x. m chel . home
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#

# Docunent Root: The directory out of which you will serve your

# docunents. By default, all requests are taken fromthis directory, but
# synmbolic links and aliases may be used to point to other locations.

#
Docunent Root "/ www/!'

Each directory to which Apache has access, can be configured with respect
to which services and features are allowed and/or disabled in that
directory (and its subdirectories).

First, we configure the "default"” to be a very restrictive set of
per nmi ssi ons.

HHHHHH R

<Directory />

Opti ons none

Al l owOverri de None
</ Directory>

#

# Note that fromthis point forward you nust specifically allow

# particular features to be enabled - so if something' s not working as
# you m ght expect, nmake sure that you have specifically enabled it

# bel ow.

#

#

# This shoul d be changed to whatever you set Docunent Root to.

#

R R T /usr/local/httpd/htdocs-------------------

<Directory "/www'>

#
# This may al so be "None", "All", or any conbination of "Indexes",
# "Includes", "FollowSynLinks", "ExecCd", or "MiltiViews".
#
# Note that "MiltiViews" (Il anguage dependant docunent view ng) nust be naned *explicitly*
--- "Options A"
# doesn't give it to you.
#
Options | ndexes +Fol | owSynLi nks +I ncl udes
#
# This controls which options the .htaccess files in directories can
# override. Can also be "All", or any conbination of "Options", "Filelnfo",
# "AuthConfig", and "Limt"
#
Al 'l owOverride None
#
# Controls who can get stuff fromthis server.
#

O der all ow, deny
Al low fromall

#

# don't use DAV without access control !!

#

<| f Defi ne DAV>

DAV On

</|fDefine>
</Directory>
B e o o o e e e o e e e e e e e e e e e e e e e ee e
#

# UserDir: The nane of the directory which is appended onto a user's hone
# directory if a ~user request is received.
#

UserDir public_htm
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#

# Control access to UserDir directories. The following is an exanple
# for a site where these directories are restricted to read-only.
#
<

Directory /home/*/public_htm >

Al lowOverride Filelnfo AuthConfig Limt

Options MultiViews | ndexes SymiinkslfOamerMatch I ncl udesNoExec

<Limt GET POST OPTI ONS PROPFI ND>
Order al |l ow, deny
Al ow from all

</Limt>

<Limt PUT DELETE PATCH PROPPATCH MKCOL COPY MOVE LOCK UNLOCK>
Order deny, al | ow
Deny from all

</Limt>

</Directory>

#

# Directorylndex: Narme of the file or files to use as a pre-witten HTM
# directory index. Separate nultiple entries wth spaces.

#

Di rectoryl ndex index. html index. htmwel come. html wel cone. ht mi ndex. php i ndex. php3

#
# AccessFil eNane: The nane of the file to look for in each directory
# for access control information.

AccessFi |l eNane . htaccess

The following lines prevent .ht* (eg. .htaccess) files from being viewed by
Web clients. Since .htaccess files often contain authorization

i nfformati on, access is disallowed for security reasons. Conment

these lines out if you want Wb visitors to see the contents of

.htaccess files. |If you change the AccessFil eNane directive above,

be sure to make the correspondi ng changes here

Al so, folks tend to use nanes such as .htpasswd for password
files, so this will protect those as well.

AFHFHHFHFHFHFHF T

Files ~ "M\ . ht">
Order all ow, deny
Deny from all

</Files>

CacheNegot i at edDocs: By default, Apache sends "Pragma: no-cache"” with each
docunent that was negotiated on the basis of content. This asks proxy
servers not to cache the document. Uncommenting the follow ng line disables
this behavior, and proxies will be allowed to cache the docunents.

HH

CacheNegot i at edDocs

UseCanoni cal Name: (new for 1.3) Wth this setting turned on, whenever
Apache needs to construct a self-referencing URL (a URL that refers back
to the server the response is comng fron) it will use ServerNarme and
Port to forma "canonical" name. Wth this setting off, Apache will

use the hostname: port that the client supplied, when possible. This

al so affects SERVER NAME and SERVER PORT in CE scripts.

g########

eCanoni cal Nane On

TypesConfig describes where the mnme.types file (or equivalent) is
to be found.

ypesConfig /etc/httpd/ m nme.types

Def aul t Type is the default M ME type the server will use for a docunent
if it cannot otherw se determ ne one, such as fromfil enane extensions.
If your server contains nostly text or HTM. docunments, "text/plain" is
a good value. If nost of your content is binary, such as applications
or images, you may want to use "application/octet-streant instead to
keep browsers fromtrying to display binary files as though they are

HHHFHHHHE AHHHH

63_httpd.conf- 8 -



HTTPD.CONF June 9 2003 Michel Bisson

# text.

#
Def aul t Type text/pl ain

#

# The nod_m me_magi ¢ nodul e all ows the server to use various hints fromthe
# contents of the file itself to determine its type. The M MEMagicFile

# directive tells the nmodule where the hint definitions are |ocated.

# nmod_mne_nagic is not part of the default server (you have to add

# it yourself with a LoadModul e [see the DSO paragraph in the 'd obal

# Environnment' section], or reconpile the server and include nod_m ne_magic
# as part of the configuration), so it's enclosed in an <IfMdul e> contai ner.
# This means that the M MEMagicFile directive will only be processed if the
# nodule is part of the server.

#
<

| f Modul e nod_m nme_magi c. c>
M MEMagi cFil e Tetc/ httpd/ magic

</ | f Modul e>

#

# Host naneLookups: Log the names of clients or just their |P addresses

# e.g., ww.apache.org (on) or 204.62.129.132 (off).

# The default is off because it'd be overall better for the net if peopl e
# had to knowingly turn this feature on, since enabling it neans that

# each client request will result in AT LEAST one | ookup request to the
# nanmeserver.

#

Host nanmeLookups OF f

ErrorLog: The location of the error log file.

If you do not specify an ErrorLog directive within a <Virtual Host >
container, error nessages relating to that virtual host wll be

| ogged here. |If you *do* define an error logfile for a <Virtual Host >
container, that host's errors will be |ogged there and not here.

rrorLog /var/log/httpd.error_|og

H O MEHHFHHHH

# LogLevel: Control the nunber of messages |ogged to the error_|og.
# Possi bl e val ues include: debug, info, notice, warn, error, crit,
# alert, energ.

#

LogLevel debug

#

# The following directives define sone format nicknanes for use with

# a Custonlog directive (see bel ow).

#

LogFormat "% % % % \"%\" %s % \"%Y Referer}i\" \"9% User-Agent}i\"" conbi ned
LogFormat "% % % % \"%\" %s %" common

LogFormat "% Referer}i -> %J' referer

LogFormat "% User-agent}i" agent

#

# The location and format of the access logfile (Conmon Logfile Format).
# If you do not define any access logfiles within a <Virtual Host >

# container, they will be |logged here. Contrariw se, if you *do*

# define per-<Virtual Host> access logfiles, transactions wll be

# |l ogged therein and *not* in this file.

#

CustomrmLog /var/l og/ httpd. access_| og comopn

#

# If you would like to have agent and referer logfiles, uncomment the
# followi ng directives.

#

#CustonmLog /var/log/ httpd.referer_log referer

#Cust onLog /var/l og/ httpd. agent _| og agent

#

# If you prefer a single logfile with access, agent, and referer information
# (Conbi ned Logfile Format) you can use the followi ng directive.

#

#Cust omLog /var/| og/ httpd. access_I| og conbi ned

#

# Optionally add a line containing the server version and virtual host
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# name to server-generated pages (error docunents, FTP directory listings,
# nod_status and nod_i nfo output etc., but not CA generated documents).

# Set to "EMhil" to also include a mailto: link to the ServerAdmin.
# Set to one of: On | Of | EMil
#

Server Si gnature On

RES

Ali ases: Add here as nany aliases as you need (with no limt). The format is
Ali as fakename real nane

#
#
#
# Note that if you include a trailing / on fakenane then the server will
# require it to be present in the URL. So "/icons" isn't aliased in this
# exanple, only "/icons/"..

Alias /icons/ "/usr/local/httpd/icons/"

<Directory "/usr/local/httpd/icons">
Options I ndexes MiultiViews
Al l owOverri de None
Order all ow, deny
Allow from al l
</Directory>

Alias /hilfel [usr/doc/susehilf/

Al'ias /doc/ /usr/doc/

Alias /cgi-bin-sdb/ /usr/local/httpd/cgi-bin/
Al'ias /sdb/ [ usr/doc/ sdb/

Al'ias /manual / /usr/doc/ packages/ apache/ manual /

<Directory /usr/doc/sdb>
Options Fol | owSynLi nks
Al l owOverri de None
</Directory>

ScriptAlias: This controls which directories contain server scripts.
ScriptAliases are essentially the sane as Aliases, except that
docunents in the realname directory are treated as applications and
run by the server when requested rather than as docunents sent to the client.
th sanme rules about trailing "/" apply to ScriptAlias directives as to

i as.

criptAlias /cgi-bin/ "/usr/local/httpd/cgi-bin/"

H O OHFHHFHHHRHH

# "lusr/local/httpd/cgi-bin" should be changed to whatever your ScriptAliased
# CE directory exists, if you have that configured.
#
<Directory "/usr/local/httpd/cgi-bin">
Al owOverri de None
Opti ons None
Order all ow, deny
Al'low from all
</ Directory>

# cgi-bin for SuSE hel p system
# usi ng Set Handl er

<Directory /usr/lib/sdb/cgi-bin>
Al | owOverride None
Options +ExecCd -1 ncl udes
Set Handl er cgi-scri pt

</ Di rectory>

# enabl e perl for cgi-bin
#

<Location /cgi-bin>

Al owOverride None
Options +ExecCA -1 ncl udes
Set Handl er cgi-scri pt

<I| f Define PERL>
AddHandl er perl-script .pl
Per | Handl er Apache: : Regi stry

Michel Bisson
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Per | SendHeader On
</ | f Defi ne>

</ Locati on>

Redirect allows you to tell clients about docunents which used to exist in
your server's nanespace, but do not anynore. This allows you to tell the
clients where to look for the relocated docunent.

Format: Redirect ol d-URlI new URL

Directives controlling the display of server-generated directory |istings.

#
#
#
#
#
#
#
#
#
#
# Fancyl ndexing is whether you want fancy directory indexing or standard
#

|

ndexOpti ons Fancyl ndexi ng

#

# Addl con* directives tell the server which icon to show for different
# files or filename extensions. These are only displayed for

# Fancyl ndexed directories.

#

Addl conByEncodi ng (CMP, /i cons/ conpressed. gi f) x-conpress Xx-gzip

Addl conByType (TXT,/icons/text.gif) text/*

Addl conByType (I MG /icons/image2.gif) imagel*
Addl conByType (SND, /i cons/sound2.gif) audiol/*
Addl conByType (VID,/icons/ novie.gif) videol*

Addl con /icons/binary.gif .bin .exe

Addl con /i cons/bi nhex. gi f .hqgx

Addl con /icons/tar.gif .tar

Addl con /icons/world2.gif .wl .wl.gz .vrm .vrm.iv
Addl con /icons/conpressed.gif .Z .z .tgz .9z .zip
Addl con /icons/a.gif .ps .ai .eps

Addl con /icons/layout.gif .html .shtml .htm. pdf

Addl con /icons/text.gif .txt

Addl con /icons/c.gif .c

Addl con /icons/p.gif .pl .py

Addl con /icons/f.gif .for

Addl con /icons/dvi.gif .dv

Addl con /i cons/uuencoded. gi f . uu

Addl con /icons/script.gif .conf .sh .shar .csh .ksh .tcl
Addl con /icons/tex.gif .tex

Addl con /i cons/bonb.gif core

Addl con /
Addl con /
Addl con /
Addl con /

cons/ back. gi f ..

cons/ hand. ri ght.gi f READVE
cons/folder.gif ~"D RECTORY""
cons/ bl ank. gi f ~"BLANKI CON\/

#
# Defaultlcon is which icon to show for files which do not have an icon
# explicitly set.

#
Def aul t1con /icons/unknown. gi f

#
# AddDescription allows you to place a short description after a file in
# server-generated indexes. These are only displayed for Fancyl ndexed

# directories.
# Format: AddDescription "description" filenane

H*

AddDescri ption "GZI P conpressed docunent" .gz
AddDescription "tar archive" .tar
AddDescri ption "GZI P conpressed tar archive" .tgz

#

# ReadnmeNane is the nane of the README file the server will look for by
# default, and append to directory listings.

#

# HeaderName is the name of a file which should be prepended to

# directory indexes.
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#

# The server will first ook for nanme.htm and include it if found.
# If name.htm doesn't exist, the server will then | ook for nane.txt
# and include it as plaintext if found.

#

ReadnmeNanme READVE
Header Nane HEADER

#

# Indexlgnore is a set of filenames which directory indexing should ignore
# and not include in the listing. Shell-style wildcarding is pernitted.

#

I ndexl gnore .??* *~ *# HEADER* README* RCS CVS *,v *,t

AddEncodi ng all ows you to have certain browsers (Msaic/X 2.1+) unconpress
information on the fly. Note: Not all browsers support this.

Despite the name simlarity, the followi ng Add* directives have nothing

to do with the Fancyl ndexi ng custoni zati on directives above.

HHHHHH

AddEncodi ng x-conpress Z
AddEncodi ng x-gzip gz tgz

AddLanguage allows you to specify the |anguage of a docunment. You can
then use content negotiation to give a browser a file in a | anguage

it can understand. Note that the suffix does not have to be the same
as the | anguage keyword --- those with docunents in Polish (whose

net - standard | anguage code is pl) may wi sh to use "AddLanguage pl .po"
to avoid the anbiguity with the common suffix for perl scripts.

HHHHH

AddLanguage en .en
AddLanguage fr .fr
AddLanguage de . de
AddLanguage da .da
AddLanguage el .e

AddLanguage it .it

#

# LanguagePriority allows you to give precedence to sone |anguages
# in case of a tie during content negotiation.

# Just list the |anguages in decreasing order of preference.

#

LanguagePriority en fr de

#
# AddType allows you to tweak minme.types without actually editing it, or to
# make certain files to be certain types.
#
# For example, the PHP3 nodul e (not part of the Apache distribution - see
# http://ww. php.net) will typically use:
#
<| f Define PHP>
AddType application/x-httpd-php3 . php3
AddType application/x-httpd-php3-source .phps
AddType application/x-httpd-php3 . phtm
</ | fDefine>

AddType application/x-tar .tgz

AddHandl er allows you to map certain file extensions to "handl ers”,
actions unrelated to filetype. These can be either built into the server
or added with the Action command (see bel ow)

#

#

#

#

# If you want to use server side includes, or CGE outside
# ScriptAliased directories, uncomment the follow ng |ines.
#
#
#
Al

To use CE scripts:
ddHandl er cgi-script .cgi
#
# To use server-parsed HTM. files for (SSI)
#

AddType text/htm .shtn
AddHandl| er server-parsed .shtm
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AddHandl er server-parsed . htm

#

# Uncomment the following line to enable Apache's send-asis HITP file
# feature

#

#AddHandl er send-as-is asis

#
# If you wish to use server-parsed imagemap files, use

#
#AddHandl er imap-file map

#
# To enabl e type maps, you might want to use

#
#AddHandl er type-map var

Action lets you define nedia types that will execute a script whenever
a matching file is called. This elininates the need for repeated URL
pat hnames for oft-used CA file processors.

Format: Action nedial/type /cgi-script/location

Format: Action handl er-nane /cgi-script/location

Met aDir: specifies the nane of the directory in which Apache can find
meta information files. These files contain additional HITP headers
to include when sending the docunent

MetaDir . web
Met aSuffi x: specifies the file nane suffix for the file containing the
nmeta i nformation.
Met aSuffix .neta
Custom zabl e error response (Apache style)
these come in three flavors
1) plain text

Error Docunent 500 "The server nmade a boo boo.
n.b. the (") marks it as text, it does not get output

HHFHHHHHE HHEFHHE O HHFHHFH OHHHHHEHRHH

2) local redirects

#Error Docurmrent 404 /m ssing. htnl

# to redirect to local URL /m ssing. htnl

#Error Docunent 404 /cgi-bin/ m ssing_handl er. pl

# N B.: You can redirect to a script or a docunment using server-side-includes.
#

# 3) external redirects

#Error Document 402 http://some. ot her_server.com subscription_info. htm

N.B.: Many of the environment variables associated wth the original

request will *not* be available to such a script.

The follow ng directives nodify nornal HTTP response behavi or.

The first directive disables keepalive for Netscape 2.x and browsers that
spoof it. There are known problens with these browser inplenentations.
The second directive is for Mcrosoft Internet Explorer 4.0b2

whi ch has a broken HTTP/ 1.1 inplenmentation and does not properly

support keepalive when it is used on 301 or 302 (redirect) responses.

HHEFHHHFHH OHH

Browser Mat ch "Mbzilla/2" nokeepalive
Browser Match "MSI E 4\.0b2;" nokeepalive downgrade-1.0 force-response-1.0

# The following directive disables HTTP/1.1 responses to browsers which
# are in violation of the HITP/1.0 spec by not being able to grok a

# basic 1.1 response.

#

Browser Mat ch "Real Pl ayer 4\.0" force-response-1.0

Browser Mat ch "Java/1\. 0" force-response-1.0

Browser Mat ch "JDK/ 1\. 0" force-response-1.0
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There have been reports of people trying to abuse an old bug frompre-1.1
days. This bug involved a CA script distributed as a part of Apache.

By uncommenting these lines you can redirect these attacks to a | ogging
script on phf.apache.org. O, you can record them yourself, using the script
support/ phf_abuse_|l og. cgi .

<Location /cgi - bin/phf*>

Deny from all

Error Docunent 403 http://phf.apache. org/ phf _abuse_| og. cgi
#</ Locati on>

HHEFHHHFHRHR

R PROXY - ---mmmmmmm e e
# Proxy Server directives. Unconment the following lines to

# enabl e the proxy server:

#

#<I| f Modul e nod_proxy. c>

#Pr oxyRequests On

#

#<Directory proxy:*>

# Order deny, al |l ow

# Deny from all

# Al'l ow from .your_domai n. com
#</Directory>

#

# Enabl e/ di sabl e the handling of HTTP/1.1 "Via:" headers.

# ("Full" adds the server version; "Block" renobves all outgoing Via: headers)
# Set to one of: Of | On | Full | Block

#

#ProxyVia On

#

# To enable the cache as well, edit and uncoment the follow ng |ines:

# (no cachei ng wi thout CacheRoot)

#

#CacheRoot "/var/cache/ htt pd"

#CacheSi ze 5

#CacheCcl nterval 4

#CacheMaxExpire 24

#CachelLast Modi fi edFactor 0.1

#CacheDef aul t Expire 1

#NoCache a_donal n. com anot her _donmi n. edu j oes. garage_sal e. com

#</ | f Modul e>
e End of proxy directives ---------------------------- .

ScriptLog /usr/local/httpd/logs/scripts.|og

### Section 3. -------------------- Virtual HoSts-------------------“---“----- -
#

# Virtual Host: |If you want to maintain nultiple domai ns/hostnanes on your
# machi ne you can setup Virtual Host containers for them

# Pl ease see the docunentation at <URL: http://ww. apache. or g/ docs/ vhosts/ >
# for further details before you try to setup virtual hosts.

# You may use the command line option '-S to verify your virtual host

# configuration.

#

#

#

If you want to use nane-based virtual hosts you need to define at
| east one | P address (and port nunber) for them

#

#NanmeVi rt ual Host 12. 34. 56. 78: 80

#NameVi rt ual Host 12. 34.56. 78

NaneVirtual Host 192.168. 10. 166: 80
NaneVi rt ual Host 192. 168. 20. 166: 80
NameVi rt ual Host 192. 168. 20. 166: 8080 For the Proxy.....

Vi rtual Host exanpl e:
Al nost any Apache directive nmay go into a Virtual Host contai ner.

<Virtual Host ip.address. of.host.sonme_donsi n. con»
Server Adm n webmast er @ost . sone_donai n. com
Docunent Root /ww/ docs/ host. some_donai n. com

HHFHHHHR
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Server Name host. sone_domai n. com

ErrorLog | ogs/ host. some_domai n. com error_| og

Cust onmLog | ogs/ host. sone_donai n. com access_| og comon
</ Virtual Host >

o

<Virtual Host 192.168. 10. 166>
Docunent Root /www/ apacheX. mi chel . hone
Server Nanme apacheX. ni chel . hone
Server Al i as apacheX
ErrorLog /var/ | og/ apacheX_ error.|og
TransferLog /var/l og/ apacheX_access. | og
<Directory /ww/ apacheX. nm chel . hone>
#Directoryl ndex hallo. htm
Al'l owOverride | ndexes
</ Directory>
</ Vi r t ual Host >

<Vi rtual Host 192.168. 10. 166>
Docunent Root /ww/ firewall.nm chel.home/ htm
ServerNane firewall. mi chel . hone
ServerAlias firewall
ErrorLog /wwW/ firewal |l . m chel.hone/http_log/error.|og
TransferLog /www firewall.m chel.honme/http_| og/ access. | og
ScriptAlias /cgi-bin /ww/ firewall.mchel.hone/cgi-bin
Custonmlog /www/ firewal | . m chel . hone/http_log/referer_log referer
CustonLog /www/i firewal | . m chel . hone/ http_I og/ agent _| og agent
AddHandl er cgi -script cgi

</ Vi rt ual Host >

<Virtual Host 192.168. 10. 166>
Docunent Root /ww/ apacheY. i chel . honme
Server Nanme apacheY. ni chel . hone
Server Al i as apacheY
ErrorLog /var/ | og/ apacheY_error. | og
TransferLog /var/l og/apacheY_access. | og
</ Vi r t ual Host >

<Virtual Host 192.168. 10. 166>
Docunent Root /www/ apacheZ. mi chel . hone
Server Nane apacheZ. mi chel . hone
Server Al i as apacheZ
ErrorLog /var/ | og/ apacheZ error. | og
TransferLog /var/| og/ apacheZ_access. | og
</ Vi r t ual Host >

<Virtual Host 192.168. 10. 166>
Docunent Root /www// bashshel | . mi chel . hone
Server Nane bashshel | . m chel . hone
Server Al i as bashshel |
ErrorLog / ww bashshel | . n chel . hone/ | og/error. | og
TransferLog /ww/ bashshel | . mi chel . hone/ | og/ access. | og
</ Vi r t ual Host >

<Virtual Host 192.168. 10. 166>
Docunent Root /www/ bi nd8. m chel . hone
Server Nane bi nd8. i chel . hone
Server Ali as bi nd8
ErrorLog /www/ bi nd8. mi chel . hone/l og/error.| og
TransferLog /ww bi nd8. m chel . hone/ | og/ access. | og
</ Vi r t ual Host >

<Virtual Host 192.168. 10. 166>
Docunent Root /ww/ si enens. m chel . hone
Server Nane si enens. m chel . honme
Server Al i as si enens
ErrorLog /ww/ si enmens. ni chel . hone/ | og/ error. | og
TransferLog /ww/ si enens. m chel . home/ | og/ access. | og
</ Vi r t ual Host >

<Virtual Host 192.168. 10. 166>
Docunment Root /ww\/ net adm n. m chel . hore
Server Nane net adm n. m chel . hore
Server Ali as netadm n*
ErrorLog /ww/ netadm n. m chel . hone/ | og/ error.| og
TransferLog /ww/ netadni n. m chel . hone/| og/ access. | og
<Directory /1 og>
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#Directoryl ndex hallo. htm
Al | owOverride | ndexes
</ Directory>
</ Vi rt ual Host >

#
<Virtual Host 192.168. 20. 166>
Docunent Root /www/ apacheX2. m chel . hone
Server Name apacheX2. ni chel . hore
Server Al i as apacheX2
ErrorLog /var/ | og/ apacheX2_error.| og
TransferLog /var/| og/ apacheX2_access. | og
</ Vi r t ual Host >

<Virtual Host 192.168. 20. 166>
Docunent Root /ww\/ apacheY2. m chel . hone
Server Nane apacheY2. mi chel . hore
Server Al i as apacheY2
ErrorLog /var/ | og/ apacheY2_error.| og
TransferLog /var/l og/ apacheY2_access. | og
</ Vi r t ual Host >

<Vi rtual Host 192.168. 20. 166>
Docunent Root /ww»/ apacheZ2. mi chel . hone
Server Nane apacheZ2. mi chel . home
Server Al i as apacheZ2
ErrorLog /var/ | og/ apacheZ2_error.| og
TransferLog /var/l og/ apacheZ2_access. | og
</ Vi rt ual Host >

<Vi rtual Host 192.168. 20. 166>
Docurent Root /www/ 4l faq. mi chel . hone
Server Nane i4l faq. m chel . home
ServerAlias i4lfaq

ErrorLog /ww/ i 4l faq. m chel . hone/l og/error.| og
TransferLog /ww/ i 4l faqg. m chel . hone/l og/access. | og

</ Vi r t ual Host >

<Virtual Host 192.168. 20. 166>
Docunent Root /ww\/ nanual . mi chel . honme
Server Nane manual . mi chel . honme
Server Al i as nmanual

ErrorLog /ww/ manual . mi chel . hone/ | og/ error. | og
TransferLog /ww/ manual . m chel . hone/ | og/ access. | og

</ Vi rt ual Host >

<Virtual Host 192.168. 20. 166>
Docurnent Root / www sear ch. m chel . hone
Server Nanme search. mi chel . hone
Server Al i as search*
Alias /syslog/ /var/log/
Alias /doc/ [usr/doc/

Michel Bisson

ErrorLog /ww/ search. m chel . hone/| og/error.| og

------- Note that the text has a " at start but none at the end!!! otherwise the browse prints it
Error Docunent 403 "<Center><HI>You are NOT aut horized here...Bug Of !!!</Center></Hl>
TransferLog /ww/ search. m chel . hone/ | og/ access. | og

<Directory /ww/ search. nm chel . home>

Al l owOverride all
</ Directory>

<Directory /usr/doc>
options indexes
order all ow, deny
Allow from all

</ Directory>

#<Di rectory /ww/ search. m chel . hone/| og>

# <Fil es access.| og>

# order all ow, deny
# deny from all

# </Files>

#</Directory>
#<Location /1 og/access.| og>
# order all ow, deny
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# deny from all
#</ Locati on>
<Location /sysl og/ >
options indexes
order deny, al |l ow
allow fromall
Aut hType Basic
Aut hName "Logs Access"
Aut hUser Fil e /usr/aut h/ search. m chel . hone/ ok- users
Aut hGroupFi | e /usr/aut h/ search. m chel . hone/ ok- gr oups
requi re group adm nistrators
Satisfy all
</ Locati on>
<l ocation /syslog/ messages>
order deny, al |l ow
all ow from all
</ Locati on>

</ Vi r t ual Host >

# PROXY Server --- proxy.michel.home

<Virtual Host 192.168. 20. 166: 8080>
#Document Root /ww/ sel fhtml . mi chel . home
Server Nane proxy. m chel . hone
Server Ali as proxy*

<I f Modul e nod_pr oxy. c>
# Main directive to enable the proxy services for this virtual host
ProxyRequests On

<Directory proxy:*>

Order deny, al | ow

Deny from all

Al l ow from . m chel . hone
</ Di rectory>

# Enabl e/ di sabl e the handling of HTTP/1.1 "Via:" headers.

# ("Full" adds the server version; "Bl ock"

# renoves all outgoing Via: headers)

# Set to one of: Of | On | Full | Block

#

ProxyVia On

# To enable the cache as well, edit and unconment the follow ng |ines:

# (no cacheing w thout CacheRoot)

CacheRoot "/var/cache/ httpd"

CacheSi ze 10000

CacheCcl nterval 1

CacheMaxExpire 48

CachelLast Modi fi edFactor 0.1

CacheDefaul t Expire 1

#NoCache a_domai n. com anot her _dommi n. edu j oes. garage_sal e.com

</ | f Modul e>

ErrorLog /ww proxy. nm chel . honme/ | og/error.|og
TransferLog /ww/ proxy. ni chel . home/ | og/ access. | og

</ Vi r t ual Host >

# End of proxy directives.

#<Virtual Host _default :*>
#</ Vi rt ual Host >

##t

H#it SSL Global Context
##t

## Al SSL configuration in this context applies both to
## the nmain server and all SSL-enabled virtual hosts.

H#

#
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# Sone M ME-types for downl oading Certificates and CRLs
#
<|f Define SSL>

AddType application/x-x509-ca-cert .crt

AddType application/ x-pkcs7-crl .crl
</|fDefine>

<| f Modul e nod_ssl . c>

# Pass Phrase Di al og:

# Configure the pass phrase gathering process

# The filtering dialog program (“builtin' is a interna

# termnal dialog) has to provide the pass phrase on stdout.
SSLPassPhraseDi al og builtin

# Inter-Process Session Cache

# Configure the SSL Session Cache: First either "none'
# or “dbm/path/to/file" for the nechanismto use and
# second the expiring tinmeout (in seconds).

#SSLSessi onCache none
#SSLSessi onCache shm /var/| og/ ssl _scache(512000)
SSLSessi onCache dbm /var /| og/ ssl _scache

SSLSessi onCacheTi neout 300

# Semaphor e:

# Configure the path to the nmutual explusion semaphore the

# SSL engine uses internally for inter-process synchronization.
SSLMutex file:/var/log/ssl_nutex

# Pseudo Random Nunber Generator (PRNG :

# Configure one or nore sources to seed the PRNG of the

# SSL library. The seed data should be of good random quality.

SSLRandonSeed startup builtin

SSLRandontSeed connect built

#SSLRandonBSeed startup file

#SSLRandonSeed startup fi:e
ile
ile

in
/ dev/random 512
/ dev/ urandom 512
/ dev/ random 512
/ dev/ urandom 512

#SSLRandonSeed connect f :
#SSLRandontSeed connect f :
Loggi ng:

The hone of the dedicated SSL protocol logfile. Errors are
additionally duplicated in the general error log file. Put

this somewhere where it cannot be used for symink attacks on

a real server (i.e. sonmewhere where only root can wite).

Log levels are (ascending order: higher ones include |ower ones):
none, error, warn, info, trace, debug.

SSLLog /var /| og/ssl _engine_Il og

SSLLogLevel info

HHHH T

</ | f Modul e>
<| f Define SSL>

##
## SSL Virtual Host Cont ext
#H#

<Virtual Host _default :443>

# GCeneral setup for the virtual host
Docunment Root "/usr/ | ocal / httpd/ htdocs"
Server Nanme bool e. suse. de

Server Adm n r oot @ool e. suse. de
ErrorLog /var/log/error_| og
TransferLog /var/l og/access_I og

# SSL Engi ne Switch
# Enabl e/ Di sable SSL for this virtual host.
SSLEngi ne of f

# SSL G pher Suite:

# Li st the ciphers that the client is permitted to negotiate

# See the nod_ssl docunentation for a conplete |ist.

#SSLCi pher Suite ALL:! ADH: RC4+RSA: +Hl GH: +MEDI UM +LOW +SSLv2: +EXP: +eNULL

# Server Certificate:

# Point SSLCertificateFile at a PEM encoded certificate. |If
# the certificate is encrypted, then you will be pronpted for a
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pass phrase. Note that a kill -HUP will pronpt again. A test
certificate can be generated with “make certificate' under
built time. Keep in mnd that if you' ve both a RSA and a DSA
certificate you can configure both in parallel (to also allow
the use of DSA ciphers, etc.)

SSLCertificateFile /etc/httpd/ssl.crt/server.crt
#SSLCertificateFile /etc/httpd/ssl.crt/server-dsa.crt

o

# Server Private Key:

# If the key is not conbined with the certificate, use this

# directive to point at the key file. Keep in mind that if

# you've both a RSA and a DSA private key you can configure

# both in parallel (to also allow the use of DSA ciphers, etc.)
SSLCertificateKeyFile /etc/httpd/ssl.key/server. key
#SSLCertificateKeyFile /etc/httpd/ssl.key/server-dsa. key

Server Certificate Chain:
Point SSLCertificateChainFile at a file containing the
concat enati on of PEM encoded CA certificates which formthe
certificate chain for the server certificate. Alternatively
the referenced file can be the same as SSLCertificateFile
when the CA certificates are directly appended to the server
certificate for convinience.

SSLCertificateChainFile /etc/httpd/ssl.crt/ca.crt

Certificate Authority (CA):

Set the CA certificate verification path where to find CA

certificates for client authentication or alternatively one

huge file containing all of them (file nmust be PEM encoded)

Note: Inside SSLCACertificatePath you need hash sym i nks
to point to the certificate files. Use the provided
Makefil e to update the hash sym inks after changes.

#SSLCACertificatePath /etc/httpd/ssl.crt

#SSLCACertificateFile /etc/httpd/ssl.crt/ca-bundle.crt

HHHHHHH HHFHFHHRHR

Certificate Revocation Lists (CRL):
Set the CA revocation path where to find CA CRLs for client
aut hentication or alternatively one huge file containing all
of them (file nust be PEM encoded)
Not e: | nside SSLCARevocationPath you need hash syminks
to point to the certificate files. Use the provided
Makefil e to update the hash sym inks after changes.
#SSLCARevocati onPath /etc/ httpd/ssl.crl
#SSLCARevocationFile /etc/httpd/ssl.crl/ca-bundle.crl

HHHHHHR

# Cient Authentication (Type):

# Client certificate verification type and depth. Types are
# none, optional, require and optional _no_ca. Depth is a

# nunber which specifies how deeply to verify the certificate
# i ssuer chain before deciding the certificate is not valid.
#SSLVerifyClient require

#SSLVeri fyDepth 10

Access Control:

Wth SSLRequire you can do per-directory access control based
on arbitrary conpl ex bool ean expressi ons containing server
vari abl e checks and ot her |ookup directives. The syntax is a
m xture between C and Perl. See the nod_ssl documentation
for nore details.

#<Location />

#SSLRequire ( % SSL_CI PHER} !~ ml ~(EXP| NULL) -/ \

and %4 SSL_CLIENT_S DN O eq "Snake G|, Ltd." \

and % SSL_CLIENT_S DN OU} in {"Staff", "CA", "Dev"} \
and % TI ME_WDAY} >= 1 and % Tl ME_WDAY} <= 5\

and % TI ME_HOUR} >= 8 and % Tl ME_HOUR} <= 20 )\
or % REMOTE_ADDR} =~ nf~192\.76\.162\.[0-9]+$/

o

HHHHH

#</ Locat i on>

SSL Engi ne Opti ons:

Set various options for the SSL engi ne.

FakeBasi cAut h:
Translate the client X. 509 into a Basic Authorisation. This neans that
the standard Aut h/ DBMAut h net hods can be used for access control. The
user nanme is the "one line' version of the client's X 509 certificate.
Note that no password is obtained fromthe user. Every entry in the user
file needs this password: °~xxj 31ZMIZzkVA' .

Export Cert Dat a:
This exports two additional environment variables: SSL_CLI ENT_CERT and
SSL_SERVER_CERT. These contain the PEM encoded certificates of the

HHEHHHHHH R
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server (always existing) and the client (only existing when client
aut hentication is used). This can be used to inport the certificates
into CA scripts.

Conpat EnvVar s:
Thi s exports obsol ete environnent variables for backward conpatibility
to Apache-SSL 1.x, npd_ssl 2.0.x, Sioux 1.0 and Stronghold 2.x. Use this
to provide conpatibility to existing CA scripts.

StrictRequire:
Thi s deni es access when "SSLRequireSSL" or "SSLRequire" applied even
under a "Satisfy any" situation, i.e. when it applies access is denied
and no other nodul e can change it.

Opt Renegot i at e:
Thi s enabl es optimnm zed SSL connection renegotiation handling when SSL
directives are used in per-directory context.

SSLOpti ons +FakeBasi cAut h +Export Cert Data +Conpat EnvVars +StrictRequire

HHTHHHH RS

SSL Protocol Adjustnents:

The safe and default but still SSL/TLS standard conpliant shutdown

approach is that nod_ssl sends the close notify alert but doesn't wait for

the close notify alert fromclient. Wen you need a different shutdown

approach you can use one of the follow ng vari abl es:

ssl - uncl ean- shut down:
This forces an uncl ean shutdown when the connection is closed, i.e. no
SSL close notify alert is send or allowed to received. This violates
the SSL/TLS standard but is needed for sone brain-dead browsers. Use
this when you receive 1/0O errors because of the standard approach where
nod_ssl sends the close notify alert.

ssl - accur at e- shut down:
This forces an accurate shutdown when the connection is closed, i.e. a
SSL close notify alert is send and nod_ssl waits for the close notify
alert of the client. This is 100% SSL/ TLS standard conpliant, but in
practice often causes hangi ng connections with brain-dead browsers. Use
this only for browsers where you know that their SSL inplenentation
wor ks correctly.

Noti ce: Mst problens of broken clients are also related to the HTITP

keep-alive facility, so you usually additionally want to disable

keep-alive for those clients, too. Use variable "nokeepalive" for this.

et Envlf User-Agent ".*MSIE. *" nokeepal i ve ssl-uncl ean- shut down

OHFHHHH R HR

Per - Server Loggi ng:
The hone of a custom SSL log file. Use this when you want a
conpact non-error SSL logfile on a virtual host basis.
stonlLog /var/l og/ssl_request _log \
"% 9% 9% SSL_PROTOCOL}x 9% SSL_CI PHER} x \"9%\" %"

9###

</ Vi r t ual Host >

</ | f Defi ne>
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