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o — /etc/httpd/user.conf -
e APACHE CLASS Exercises config file--------------------
##- 11.3 - /www/ relative to/ usr/ | ocal / htt pd/ ht docs is system /ww/ dir.

alias /ww [/ ww/

##- 12 --- Options FollowSymlinks exercise: ----------=--=-=--m---

# [usr/local /httpd/ htdocs/ ww2 pointing to / ww directory
#<Directory /usr/local/httpd/ htdocs>

# opti ons +Fol | owSyml i nks

#</Directory>

##- 12 ---- Options Indexes Exercise
#<Directory /usr/local/httpd/ htdocs/ wwm2>

# Opti ons -1 ndexes

# order deny, al | ow

# deny from al |

# al l ow from | ocal host

#</Directory>

##- 12 ---- Options ExecCGI Exercise -- --
<Location /ww/ cgitest>

Opti ons +ExecCd
</ Locati on>

- 12 - Options Multiviews Exercise ----------------
#<Directory /ww mul ti >
# Options +Multiviews

#</Directory>

##-13.1 —--—--- Allow deny Exercise ----With Browser dependance---------------

## This <Directory> is to show that it has no effect since the <Location> overrides it after
#<Directory /www sel fhtm >

# <Files selfhtm.htnp
# order all ow, deny
# deny from all

# </Files>

#</Directory>

#<Location /ww/ sel fhtm /sel fhtm . htnp
# order deny, al | ow

# allow from al |

#</ Locati on>

#Browser Mat ch Mozill a Net scape_ Browser
#Browser Mat ch MBI E M5_Br owser
#<Location /ww/ nozill a-test>

# order deny, al | ow

# deny from all

# al |l ow from env=Net scape_Browser
#</ Locat i on>

#

#<Locati on /ww/ nsi e-test>

# order deny, al | ow

# deny from all

# al |l ow from env=MS_Br owser

#</ Locati on>

##- 13.2 ------- ErrorDocument Exercise ---------------

#<Location /ww sel fhtnd >

# Error Docunent 404 /ww/ sel f ht mM / DocNot Found. ht ni
#</ Locat i on>

#<Location /www selfhtnm /1 og>

# order all ow, deny

# deny from all

# Error Docunent 403 /ww/ sel f htm / Di r Not Al | owed. ht ni
#</ Locat i on>
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#<Directory /usr/local/httpd/ htdocs/gif>
<Fi | es apache_| ogo. gi f>
deny from all

#
#
#

</ Files>

#</Directory>

#

##- 14.

4

<Location> exercise

#<Location /gif/apache_l ogo.gif>

#
#

order deny,

al | ow

allow from al |
#</ Locat i on>

#-- Exercise 1

#<Locati on /ww/ gi f/ apache*. gi f >

HHEFHHH

#-- Exercise 2

order

al | ow, deny

deny from all
<Limt CET>

order all ow, deny
deny from all

</Limt>
#</ Locat i on>

#<Location /ww cgitest/testl.cgi>
<Li m t Except GET>

#
#
#
#

or der

al | ow, deny

deny from all

</Limt>

#</ Locat i on>

##- 15

<Locati on /www>

i
[EnY
(2

FHHFEHEHE SR T

##- 15 -- Addlcon Exercise

HHHFHFHFHFH R

order deny,

Indexes Exercise

al | ow

deny from all
all ow from | ocal host

Opti ons +I ndexes

AddDescription Exercise

I ndexOpt i ons Descri pti onW dt h=*

AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption

AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption
AddDescri ption

"<B>Mul tiviews Test Directory</B>" nulti
"<B>Browser Match Mozilla Browser Test Directory</B>" nozilla-test
" <B>Br owser Mat ch MBI Expl orer Browser Test Directory</B>" msie-test
"<B>Sanba Hel p Directory</B>" sanba

"<B>Bash Progranm ng and Reference Directory</B>" bashshell
"<B>CA Exanples Test Directory</B>" cgitest
"<B>Deut sche Linux Grundl age Kurs Verzei chnis</B>"
"<B>Apache Reference Documnent s</B>" manual
"<B>Deut sche HTML Kurs Verzei chni s</B>" sel fhtni
"<B>Webal i zer Apache Log Files Statistics Program Directory</B>"
"<B>l mages and | cons Docunent s</ B>" gif
"<B>Dynam ¢ HTML Web Pages Documnent s</ B>"

I'i nuxkurs

webal i zer

. php . php3

"<B>M5- Wr d Docunent s</ B>" . doc
"<B>WAVE Fromat Sound Fil e</B>"
"<B>Video FilmFile</B>" .avi
"<B>M DI Sound File</B>" .md
"<B>Java Applet File</B>" .class

. wav

e Adding Icons Using Image-manager in 'kpa' series program 'im’
Addl con /ww/ gi f/icons/hand.right.gif mul ti

Addl con /ww\/ gi f/i cons/ bi nhex. gif nozil | a-test
Addl con /ww\/ gi f/i cons/ bi nhex. gif nsi e-t est
Addl con /ww/ gi f/icons/worl dl. gif sanba

Addl con /www gi f/icons/continued.gif bashshell

#Addl con /ww/ gi f/icons/bonb. gi f cgi t est

Addl con /ww/ gi f/icons/conp. blue.gif [Iinuxkurs

Addl con /www/ gif/icons/quill.gif manual
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# Addl con /www gi f/icons/generic.qgif selfhtm
# Addl con /www/ gi f/icons/ boxl. gif webal i zer
# Addl con /www gi f/icons/burst.gif gif
#

# Addl con /www/ gif/icons/generic.red.gif .html .htm.php .php3 .shtm
##- 15 -- Defaulticon Exercise

# Defaul tlcon /www gi f/icons/a.gif
</ Locati on>

##- 15 ---- HeaderName, ReadmeName, Indexes,Indexlgnore,Fancylndexing

# and IndexOptions Exercise -----------------

#<Directory /usr/local/httpd/ htdocs/ ww2/sel fhtm >

# Header Nane header. htm

# ReadnmeNane footer. htm

# | ndexl gnore header.htm footer. htm

# Fancyl ndexi ng of f

# I ndexOpti ons +Fancyl ndexi ng +ScanHTM.Ti t| es +SuppressLast Modifi ed
#</Directory>

##- 16 ----- AllowOverride Exercise
#<Directory /www/ nmul ti>

# Qptions +Multivi ews

# D rectoryl ndex index.htm

# Al l owOverride Options | ndexes

#</Directory>

##- 17.3 ---- First Virtual Hosts Exercise -
#<Vi rtual Host 192. 168. 10. 60>
Server Nanme manual . | i nux. | ocal
Server Al i as manual
Docunent Root /www manual
<Location />
order deny, al | ow
allow from all
Di rectoryl ndex invoking. htm
</ Locati on>
#</ Vi r t ual Host >
##- 17.3 ---- Multiple Virtual Hosts Exercise

HHEHFHTEHFHFH

Ali as /apachehel p/ /ww/ manual /
NanmeVi rt ual Host 192. 168. 10. 60

e bashshell -------------
<Virtual Host 192. 168. 10. 60>
Server Name bashshel | .1inux. | ocal

Server Al i as bashshel |
Docunent Root /www/ bashshel |
<Location />
order deny, al | ow
Opti ons +ExecCd
D rectoryl ndex bashref. htm
</ Locati on>
TransferLog /ww/ bashshel | /1 og/ access_| og
ErrorLog /ww/ bashshel | /1 og/error_| og
</ Vi rt ual Host >

e linuxkurs -------------
#<Vi rtual Host 192. 168. 10. 60>
Server Nane |inuxkurs.!linux.|ocal
Server Alias |inuxkurs |inuxhelp.Ilinux.!|ocal
Docunent Root /www | i nuxkurs
<Location />
order deny, al | ow
D rectoryl ndex dunmy
Fancyl ndexi ng of f

HHEHFHIFEHH
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# | ndexOpt i ons Descri pti onW dt h=*

# I ndexOpti ons +Fancyl ndexi ng +ScanHTM.Ti tl es
# </ Locati on>

# <Location /| og>

# order deny, al | ow

# deny from all

# all ow from | ocal host

# </ Locati on>

# TransferLog /ww/ | i nuxkurs/| og/access_| og
# ErrorLog /ww/ | i nuxkurs/|log/error_Iog
#</ Vi r t ual Host >
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Hommmmmmmee- manual -------------
<Virtual Host 192. 168. 10. 60>
Server Nanme manual . | i nux. | ocal

Server Ali as manual apache.li nux. | ocal
Docunent Root / www manual
<Location />
order deny, al | ow
Di rect oryl ndex invoking. htni
</ Locati on>
<Di rectory /ww/ nanual /i nrages>
AddDescri ption "JPEG Format |nmage" .|
AddDescription "G F Fornat | mage" .gi
AddDescription "Unknown Text File" .f
Header Nane /i mages/ header. htni
ReadneNane /i mages/footer. htni
| ndexl gnore header.htm footer. htm
</Directory>
<Location /w ndows. htm >
order all ow, deny
deny from | ocal host
</ Locati on>
Transf erLog /ww/ manual /| og/ access_| og
ErrorLog /ww manual /| og/ error_| og
</ Vi rtual Host >

pg
f
ig

s selfhtml -------------
<Virtual Host 192. 168. 10. 60>
Server Name selfhtm . |inux.| ocal

ServerAlias selfhtm
Docunent Root /www/ sel f ht m
<Directory /ww sel fhtm >

order deny, al | ow

Al owOverride I ndexes Limt
</Directory>
TransferLog /ww sel fhtm /| og/access_| og
ErrorLog /ww/ sel fhtm /1 og/error_|og

</ Vi rt ual Host >

#H----- The file /www/selfhtml/.htaccess has the following contents -----

## Directorylndex selfhtm . htm
## <Fil es xweb.gif>

## order all ow, deny
## deny from al |

## </ Files>

#- 18.5.4 ---- AddHandler Exercise -
<Virtual Host 192.168. 10. 60>
Server Nane cgitest2.linux.!|ocal
Docunent Root /www cgi t est
<Location />
order deny, al | ow
Opti ons +ExecCd
AddHandl er cgi-script .mycgi
</ Locati on>
TransferLog /ww/ cgitest/| og/access_| og
ErrorLog /ww/ cgitest/log/error_I og
</ Vi rt ual Host >
Hemmmmmennnnn Samba ----- different address and Port number --------
listen 192.168. 10. 80: 8000
NanmeVi rt ual Host 192. 168. 10. 80: 8000
<Virtual Host 192.168. 10. 80: 8000>
Server Nane sanba. |l i nux. | ocal
Server Al i as sanba
Docunent Root /www sanba
Error Docunment 403 / DocNot Al | owed. ht m
<Location /inx.htm >
order all ow, deny
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deny from all
</ Locati on>
TransferLog /ww/ sanba/l og/ access_| og
ErrorLog /ww/ sanba/l og/error_| og
</ Vi rt ual Host >

##- 20.6 -----------m-m--- Proxy server Exercise
Li sten 192. 168. 10. 60: 8080
NanmeVi rt ual Host 192. 168. 10. 60: 8080
<Virtual Host 192.168. 10. 60: 8080>
Server Nanme proxy.|linux.|ocal
Server Al i as proxy*
ErrorLog /ww/ proxy/log/error.|og
Transf erLog /ww/ proxy/l og/ access. | og
Docunent Root /www/ pr oxy
<Directory /wwW/ proxy>
order deny, al | ow
all ow from al |
</Directory>
<| f Modul e nod_pr oxy. c>
ProxyRequests On
<Directory proxy:*>
O der deny, al | ow
Al'low from al |
</Directory>
ProxyVia On
CacheRoot "/var/cache/ httpd"
CacheSi ze 50000
CacheCcl nterval 4
CacheMaxExpire 24
CachelLast Modi fi edFactor 0.1
CacheDefaul tExpire 1

#NoCache a_domai n. com anot her _donai n. edu

</ | f Modul e>
</ Vi rt ual Host >
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##- 23.4 ----mmmmeeee- Authentication EXercise -----------=----=-=-zz-m---
<Virtual Host 192.168. 10. 60>
Server Nane |inuxkurs.|inux.| ocal
ServerAlias |inuxkurs |inuxhelp.!linux.local
Document Root /www | i nuxkurs
<Location />
order deny, al | ow
Di rectoryl ndex dumy
Fancyl ndexi ng of f
| ndexOpt i ons Descri pti onW dt h=*
| ndexOpt i ons +Fancyl ndexi ng +ScanHTM.Ti tl es
</ Locati on>
<Location /| og>
order deny, al | ow
deny from all
all ow from 192. 168. 10. 60
R Aut henti cation part-----
Aut hType Basic
Aut hNarme Restricted Area
Aut hUser File /usr/1local/httpd/auth/.okusers
Aut hG oupFil e /usr/ | ocal / httpd/auth/.okgroups
require valid-user
satisfy all
</ Locati on>
TransferLog /ww/ | i nuxkurs/| og/ access_| og
ErrorLog /ww/ | i nuxkurs/| og/error_| og
</ Vi rt ual Host >

H#H- 24.2 —-----m-mmee- SUEXEC EXercise ----------=-=-=---mnmnmemono-
<Virtual Host 192.168. 10. 60>
Server Nanme cgitest.|inux.!|ocal
Docunent Root /usr/ |l ocal /httpd/ htdocs/cgitest
User cgitest
G oup cgitest
<Directory /usr/local/httpd/htdocs/cgitest>
order deny, al | ow
Opti ons +ExecCd
AddHandl er cgi-script .cgi
</Directory>
TransferLog /usr/local/httpd/ htdocs/cgitest/|og/access_| og

ErrorLog /usr/local/httpd/ htdocs/cgitest/log/error_|og
</ Vi rt ual Host >
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#---- Forms and Ht://Dig exercise -------------------

<Virtual Host 192.168. 10. 60>
Server Nanme forns.|inux.|ocal
ServerAlias forms
Docunent Root /www/ f or s
<Location />
order deny, al | ow
Opti ons +ExecCd
AddHandl er cgi-script .nycgi
Di rect oryl ndex whoar eyou. ht m
</ Locati on>
TransferLog /ww/ forns/| og/ access_| og
ErrorLog /ww/ forns/ | og/error_I og
</ Vi rt ual Host >

e Help VirtualHost for Search Engine Ht://Dig

s NOT Included in exercises---
<Vi rtual Host 192.168.10. 60>
Server Nanme htdi gv.|inux. | ocal
Server Ali as htdigv
Docurrent Root /www/ ht di gv
<Location />
order deny, al | ow
Opti ons +ExecCd
AddHandl er cgi-script .cgi
D rectoryl ndex index. htm
</ Locati on>

TransferLog /ww/ htdi gv/l og/access_| og

ErrorLog /ww/ htdi gv/log/error_|og
</ Vi rt ual Host >
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