Linux-Kurs Themen - SQUID-Proxy Server - 3 January 2005 Michel Bisson

69 - SQUID - Proxy Server

SQUID2 - Proxy Server

Users Manual

Table of Contents (see SQUID_Proxy_Server_Users_Manual.sdw for the details)

LT F= L S T [ U] PRSP 3
Concepts behind internet Caching ........cccoooeiiiiiiiiiii e e 3
What Systems does Squid ruN ON? ..o ceeeeeeeeeeaaaans 3
Precompiled versions of SQUId ...........ccooiiiiiiiiiiiii e e 4
Before you start COMPIliNg ......eeeeiiiiiiiiii e 4
Getting the SOUICE ......eeeeeiiieieeeee e e 4
107 0] o] 71 19T IR To [ 1 | o 0SSR 4
DIr€CtOry STIUCKUIE ... es aeeeees 5
Basic configuration ... e 5
BasiC.CONTAXE. ... .6
RUNNING SQUIA ... ee e e e e e e aae e e e e eees 6
Basic client client software configuration ............cccooiii i 7
NN [T (ST oz= T o LT S 7
Microsoft's Internet EXPIOrer...........ooovviiiiieiiie e 7
Netmanage Internet Chameleon Websurfer ...........oovoieiiiiiii i, 7
Generic Unix configuration ... ceeeeeeaas 7
Advanced client configuration ..............ccccoeoiiiiiiiii e 8
NN [T (ST oz= T o LT S 8
INtErNEt EXPIOIEN ..o aaen caana s 8
The Java SCHIPL ..ot e e e e eaaaeeeas 9
ACCESS CONMIOIS ...t eae —eeeeet e e e eeeaa e eeeeenns 10
BaSICS .. aaaeaaaaaas 10
More advanced OPLIONS .........iiiiiiiic e e s 10
More Configuration Details............ooeeimiiiiiiiiiiiiee e e 12
Cache accelerator MOde .........ooooiiiiiie e eeeeeanaaan 12
Why run an accelerator? ... 12
Configuring Squid as an Accelerator ............ccuveeiiiiiiiiis e 12
Cache HIerarChi€s...........ouuuiii it et e e 13

L7 0] g To7=T o] £ 13
Parent's VS SIDIINGS ....cooiii e e 14
Integration with other software ... e 15
Getting other software to talk to your Squid cache as a parent ................. 15

Log analysis and StatS...........oooiiiiiiii e 16
] (oo 11 o £ o 16
1o o £ R 17
ANGIYSIS ..o e e 17
Additional Software and MISC..........uuuuuiiiiiiiiiiieee e eeeeaaa 18
Preloading PAges ....cooeiiiii oo e 18
Bottlenecks and performance iSSUES. .........ccoooevieiiiiiiieeie e, 19
Bottlenecks and performance tuning............cccco i 19
SpeCific BOtHENECKS. ...ooeeeiiieeeee e s 19
Optimisation/Optimization...............euuueiiiiiii e ceeeeei e 22
Malloc problems and MemMOry USAge ........cuuuiiiiiiiiiiiiiiie et e 22
System software you can use to analyze squid .........cccccooiiiiieiiiiiiieeeiiee e 22

69_SQUID_Proxy_Server.sxw -1



Linux-Kurs Themen - SQUID-Proxy Server - 3 January 2005 Michel Bisson

AV T (=3 Fa o] 4 s 4 F=1 1o o 1 23
Squid's home page and related infO ... s 23
MailING LiSTS .. ceennr e e e eeeae 23
Be FHENAIY ... e 23
Credits and wonderful people who contributed to this document .................. 23
INVEISE thaNKS.......ouiiiiee e et eeeeens 23

SQUID2 - Proxy Server (IMICS. AOCS).......uuuuuiiiiiiiiiiaaaeeaeiaiaiiiiisieeeeeeeeaaea e e e e 23
(== (o [ 0 1= TR 24
DEbUG-SECHIONS. ... eeee e 24
Yo [ 8]0 D22 0 o F= T o =T SO 26
HTTP-CodeS.tXt... .o et e eeas 27
INS T ALL ..ttt e e e e e e e e e e e et r e e e e e e e e e e eeeeaaas aeaannn 28

69_SQUID_Proxy_Server.sxw -2



Linux-Kurs Themen - SQUID-Proxy Server - 3 January 2005 Michel Bisson

Notes:

- When Squid starts:
- Squid reads the /etc/host.conf to find the sequence of name resolve
- If oder hosts bi nd then it takes a snapshot of the / et ¢/ host s

- it then checks if the directive dns_nammeservers exist in
/ et ¢/ squi d. conf

- if yes then it uses these DNS Servers for name resolution
- otherwise it uses the / et ¢/ r esol v. conf if it exists.

- It then starts some DNS-Serving-Daemons called [dnsserver]

e How can | purge an object from my cache?

Squid does not allow you to purge objects unless it is configured with
access controls in squi d. conf . First you must add something like

acl PURGE net hod purge
acl local host src 127.0.0.1

http_access all ow purge | ocal host
htt p_access deny purge

The above only allows purge requests which come from the local host
and denies all other purge requests.

To purge an object, you can use the client program:
client -mPURCE http://ww. m screant.com

If the purge was successful, you will see a *"200 OK" response:

HTTP/ 1.0 200 K

Date: Thu, 17 Jul 1997 16:03:32 GMI
Server: Squid/1.1.14

If the object was not found in the cache, you will see a "404 Not Found" response:

HTTP/ 1.0 404 Not Found

Date: Thu, 17 Jul 1997 16:03:22 GVI
Server: Squid/1l.1.14

69_SQUID_Proxy_Server.sxw -3



Linux-Kurs Themen - SQUID-Proxy Server - 3 January 2005 Michel Bisson

e How can | assign different bandwidth to different squid clients?
Squid has the possibility to limit the ht t p/ ht t ps/ f t p bandwidth via 'delay pools'.
The procedure is as follows:

- Assignment of acl aliases to groups of hosts.

- Create 'delay pools' and assign a class type to each pool.

- Assign bandwidth parameters to each pool

- Assign each acl group to a 'delay pool'.

Example No1:
We want to assign two bandwidth:
- 512kbit/s(64000 Bytes/s) for the office hosts
- 128kbit/s(16000 Bytes/s) for hosts of rest of the company

Configuration in / et ¢/ squi d. conf:

acl office hosts src 192.168.71.10 192.168.71.44 192.168.71. 242
acl intranet src 192.168. 71. 0/ 255. 255. 255.0

# Create 2 delay pools

del ay pools 2

# Assign a class type to each delay pool

# Class 1 has class type 2

delay class 1 2

# Class 2 has class type 2

delay class 2 2

# Assign bandwidth to each pool

# Pool 1 get no overall limit(-1/-1) but each host is limited to max 64KBytes/sec.
del ay_paraneters 1 -1/-1 64000/ 64000

# Pool 2 get no overall limit(-1/-1) but each host is limited to max 16KBytes/sec.
del ay_paraneters 2 -1/-1 16000/ 16000

# Assign each pool to the hosts groups

del ay_access 1 allow office_hosts

del ay_access 2 allow intranet

Example No2:

We want to assign a single bandwidth limit:
- 8KBytes/s to a all hosts in 2 subnets (192.168.70.0/24 and 192.168.71.0/24)
- No bandwidth limit for some special hosts in those 2 subnets.

Configuration in / et ¢/ squi d. conf:

# Assign acl to host groups

acl intranets src 192.168. 70. 0/ 255. 255. 254. 0

acl special _hosts src 192.168.71.10 192.168. 71. 42 192. 168. 71. 44\
192.168. 71.130 192. 168. 70. 10 192. 168. 70. 130 192.168. 71. 201

# Create 1 delay pool

delay pools 1

# Assign the class 2 to pool 1

delay class 1 2

# Assign bandwidth parameters to pool 1

# Pool 1 gets no overall limit(- 1/ - 1) but each host is limited to 8KBytes/s

del ay paraneters 1 -1/-1 8000/ 8000

# Assign pool 1 to hosts group(acls)
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# Notice that speci al _host s are simply denied access to the pool1 therefore getting
no bandwidth limit. To achieve this, the deny rule must be declared first.

del ay_access 1 deny special _hosts

del ay_access 1 allow intranets

This above examples are some of the most useful configurations I've found so far.
The following squid configuration file of SUSE 9.x explains in more details the different
possibilities.

# DELAY POOL PARAMETERS (all require DELAY_POOLS conpil ati on option)

# TAG delay_pools

# This represents the nunber of delay pools to be used. For exanple,
# if you have one class 2 delay pool and one class 3 delays pool, you
# have a total of 2 delay pools.

#

# To enable this option, you nmust use --enabl e-del ay-pools with the

# configure script.

#

#Def aul t

+
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# TAG delay_cl ass

# This defines the class of each delay pool. There nust be exactly one
# delay class line for each delay pool. For exanple, to define two
# del ay pools, one of class 2 and one of class 3, the settings above
# and here woul d be:

#

#Exanpl e:

#+++++++++++++++H+H+H R

# del ay_pools 2 # 2 delay pools

# delay class 1 2 # pool 1 is a class 2 poo

# delay_class 2 3 # pool 2 is a class 3 poo

The del ay pool classes are:
class 1 Everything is Ilimted by a single aggregate bucket.

class 2 Everything is limted by a single aggregate bucket
as well as an "individual" bucket chosen
frombits 25 through 32 of the |IP address.
(I'ndi vidual hosts in a class C network)

class 3 Everything is limted by a single aggregate bucket
as well as a "network" bucket chosen
frombits 17 through 24 of the |IP address
(Cverall Iimt for each Class C subnet)
and a "individual" bucket chosen
frombits 17 through 32 of the |IP address.
(Individual limt for each host in a class C network

NOTE: If an IP address is a.b.c.d
-> bits 25 through 32 are "d"
-> bits 17 through 24 are "c"
-> bits 17 through 32 are "c * 256 + d"

HHRIFHFHEHFHEHFHHFEHFEHEFEHREHETEETSER

#Def aul t :
# none
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# TAG del ay_access

# This is used to determ ne which delay pool a request falls into.

# The first matched delay pool is always used, i.e., if a request falls
# into delay pool nunber one, no nore delay are checked, otherw se the
# rest are checked in order of their delay pool nunber until they have
# all been checked. For exanple, if you want sonme_big_clients in del ay
# pool 1 and lotsa little clients in delay pool 2:

#

#Exanpl e:

# del ay_access 1 allow sonme_big clients

# del ay_access 1 deny al

# del ay_access 2 allow lotsa_little_clients

# del ay_access 2 deny al

#

#Def aul t :

# none

# TAG delay_paraneters

This defines the paraneters for a delay pool. Each delay pool has
a nunmber of "buckets" associated with it, as explained in the
description of delay class. For a class 1 delay pool, the syntax is:

del ay_paraneters pool aggregate
For a class 2 delay pool

del ay_paraneters pool aggregate individual
For a class 3 del ay pool

del ay_paraneters pool aggregate network individua
The variables here are:

pool a pool nunber.
i e, a nunber between 1 and the nunber specified in
del ay_pool s as used in delay_class lines.

aggr egate the "del ay paraneters” for the aggregate bucket
(Cverall bandwi dth for the sumall hosts of the pool)
(class 1, 2, 3).

net wor k the "del ay paraneters" for the network buckets
(class 3 only).

i ndi vidual the "delay paraneters" for the individual buckets
(Bandwi dth for each individual host)
(class 2 and 3 only).

A pair of delay paranmeters is witten restore/ maxi num where
- restore is the nunber of bytes (not bits - nbdem and
networ k speeds are usually quoted in bits)
per second placed into the bucket,
- maxi mumis the maxi mum nunber of bytes which can be in
the bucket at any tine.

For exanple, if delay pool number 1 is a class 2 delay pool as in the
above exanple, and is being used to strictly limt each host to 64kbps
(plus overheads), with no overall limt, the line is:

del ay_paranmeters 1 -1/-1 8000/ 8000

HHEFEHFHHFEHHFEHFEFEHFFEFHE R EHR R EFEFF TSR EFRER

Note that the figure -1 is used to represent "unlimted".
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HHFEHFHEHFHEHFHEHFHHFHR

And, if delay pool nunber 2 is a class 3 delay pool as in the above
exanple, and you want to limt it to a total of 256kbps (strict limt)
with each 8-bit network permitted 64kbps (strict linit) and each

i ndi vi dual host permitted 4800bps with a bucket maxi mum size of 64kb
to permt a decent web page to be downl oaded at a decent speed

(if the network is not being limted due to overuse) but slow down

| arge downl oads nore significantly:

del ay_paraneters 2 32000/ 32000 8000/8000 600/ 64000

There must be one del ay_paraneters line for each delay pool

H H
ot
o—h
= o]
®c

#
#
#
#
#
#

TAG delay_initial _bucket |evel (percent, 0-100)

The initial bucket percentage is used to determine how nmuch is put
in each bucket when squid starts, is reconfigured, or first notices
a host accessing it (in class 2 and class 3, individual hosts and
networ ks only have buckets associated with them once they have been
"seen" by squid).

#Def aul t :
# delay_initial_bucket | evel 50
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