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Intro

Well here we are again DiabloHorn and Kimatrix this time with a finished CCNA semester.
We have been busy with some school things like finishing the ccna lessons but it has brought
us more things to play with like ARP. We digged up some info on arp and layer2 and started
to read. After finishing ccna and done reading the papers we decided to put it all into practice
in a controlled environment. So that we could test the things that where discussed in the
papers. We decided to ask our teacher if we could borrow the lab and well he said yes :D

So we started to collect the needed things and thinking how we would setup the testing
network but this and some other things will be discussed later on.

Hope you enjoy this paper. It isn’t to technical on the arp part of how it exactly works cause
there are dozens of papers about that. We will include a page with referenced of where we got
our info on the end of this paper.

Enjoy this read

KD-Team
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Tools Needed

Hmm well this is a very short page:

Brains

A switch
Clients

Cain And Able

We used a CISCO switch to test this, you can try with some other switch it should work 100%
the same. But hey you never know, if you test it with some other switch and you find some
interesting things let us know so we can put that in here. That way every one learns :D

Links and credits will be mentioned at the end of the paper.
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The Test Setup

10.0.0.4

10.0.0.3

0S: Wings 0S: Wings
a 10.0.0.8
] Cisco Switch:
2950
10.0.0.1 10.0.0.2
0s: XP 0sS: XP

Well this was our test setup as you can see we used a cisco switch to do the packet switching
and 2 lab comp together with our notebooks.

Software running on clients:

2 lab comps : only internet explorer and command line ftp client.
Our Notebooks: xitami web server, trial version of serv-u ftp server and Ethereal sniffer
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Purpose Of The Study

Like we said in the beginning it was all about testing the theory behind arp poisoning.
Cause you all have to admit that even if you read things thousand times, you learn much
better when you practice it.

We also wanted to make some things more clear for us like:

Does the network encounter performance 10ss?

Does it really work that easy?

Can it be done without causing a DOS on the network?
How big is the impact of this “bug”?

Those where the global questions we asked ourselves and what brought us to bring arp
poisoning in practice.



ARP Poisoning In Practice

Theory Of ARP Poisoning

Well here we are just going to explain how arp poisoning works but not in to much detail
since there are enough papers on the net that explain this thing. In this paper we try to focus
on the test we conducted so if any one has the need for a in depth explaining of ARP
poisoning just let us know.

The theory behind arp poisoning is simple at least to understand it, bringing it into practice
without good tools can be a pain in the ass.

The attacker: 10.0.0.1

MAC address: 00-AA-BB-CC-DD-00

The victims: 10.0.0.2

MAC address: 00-AA-BB-CC-DD-E1
10.0.0.3

MAC address: 00-AA-BB-CC-DD-E2

All the attacker actually does is sending a crafted packet to 10.0.0.2 with spoofed ip of
10.0.0.3 and his own MAC address and then it sends a crafted package to 10.0.0.3 with
spoofed ip of 10.0.0.2 with his own ip. This means that both victims think they can find each
other at the MAC address of the attacker.

The arp tables of both victims will look like this:

10.0.0.2 10.0.0.3
IP Address MAC Address IP Address MAC Address
10.0.0.3 00-AA-BB-CC-DD-00 |10.0.0.2 00-AA-BB-CC-DD-00

Like you can see each victims has a entry of the other but with the MAC address of the
attacker.

Now all the traffic between those 2 hosts will go through the attacker first. So this means that
the attack will need to reroute the packets to the real destination else you get a DOS on the
network and there will be no traffic possible. Also remember that the arp tables get updated
so if during a long period of time there is no arp poisoning the entries will be deleted and you
won’t be able to sniff until you start poisoning again.

Hope this explains a little bit how arp poisoning works.

This still remains a difficult subject specially when trying to sniff data on complicated
networks. So if you are interested in the subject just read the last page of this papers it
contains some helpful things. Just remember google is still your best friend to find most info
on any kind of subject.
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The Practice Itself

Well like you all have read above about what arp poisoning is we will just try to give here a
global impression of how it all went in the lab.
First off all we started with a clean arp cache on the clients:

<+ Opdrachtprompt

C:\Documents and Settings\DiabloHorn>arp -a
Geen ARP-vermeldingen geuonden

C:\Documents and Settings\DiabloHorn>_

This screenshot is of the machine with the ip: 10.0.0.2 Before we started with our arp
poisoning. And beneath a screenshot while we where poisoning the machine.

+- Opdrachtprompt

C:\Documents and Settings\DiabloHorn>arp -a

Interface: 10.80.0.2 --- Ox2
Internet-adres Fysiek adres Type
10.9.0.3 00-40-dO-48-20-99 dynamisch

C:\Documents and Settings\DiabloHorn>




ARP Poisoning In Practice

The idea was to sniff the traffic between machine 10.0.0.2 and 10.0.0.3 with machine
10.0.0.1.

710.0.0.3
05: Win9g

' 10.0.0.4
05: Win9g

10.0.0.8
Cisco Switch:
2950

10.0.0.1 10.0.0.2
0S: XP 0S: XP

The blue arrow indicates what we want to sniff. The black arrows indicate what we are going
to poison. So we fired C&A™* up and started to scan for the MAC addresses.

* From now on we will be referring to Cain and Able as C&A
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Like you can see the scan succeeded and displayed all hosts on the network. Including their
MAC addresses.

With this info you can choose which hosts you want to poison and what kind of source MAC
address you want to use. This come in handy when there are very serious restrictions and you
need be a specific client. This can also be useful when the DHCP server is MAC address
based and you need to impersonate a other host. So that you can access some parts of the
network or other machines.
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Then we started to poison the 2 hosts we selected 10.0.0.2 and 10.0.0.3 so that 10.0.0.1 could
sniff the traffic. We sniffed during a ftp login here is the result:

EIE

File Edit Wew Go Capture Analyze  Statistics  Help ‘

D EHxRAREI DT L QRAQ BPNEXD |

ﬁ Filker: ” ;I ‘#‘ Expression... | %glaar V apply| ‘
i Info 3
] 0 4 > ttn
27 33.779166  10.0.0.3 10.0.0.2 TCP 1074 » ftp [SvN] 5eq=0 Ack=0 Win=8192 Len=0 M55=1460
2B 33.779309 10.0.0.2 10.0.0.3 TCP fttp » 1074 [SvN, ACK] Seq=0 Ack=1 Win=64240 Len=0 Ms5=
29 33.779449  10.0.0.2 10.0.0.3 TCP ftp » 1074 [SvN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS5=:
30 33.779650  10.0.0.3 10.0.0.2 TCP 1074 » ftp [ACK] Seq=1 Ack=1 win=8760 Len=0
31 33.779841  10.0.0.3 10.0.0.2 TCP [TCP Dup ACK 30#1] 1074 » ftp [ACK] Seg=1 Ack=1 Win=B7¢
32 33.816402 10.0.0.2 10.0.0.3 FTP Response: 220 Serv-U FTP Server v5.0 for WinSock ready.
33 33.816580 10.0.0.2 10.0.0.3 FTR [TCP Ratransmission] Response: 220 Serv-U FTR Server !
34 33.817001 10.0.0.3 10.0.0.2 FTP
35 33.81720% 10.0.0.3 10.0.0.2 FTR [TCP Retransmission] Reguest: USER test
36 33.829626 10.0.,0.2 10.0.0.3 FTP Response: 331 User name ckay, need password.
37 33.825788 10.0.0.2 10.0.0.3 FTP B Retransmission] Response: 331 User name ckay, neet
38 33.830227 10.0.0.3 10.0.0.2 FTP
33 33.830873 10.0.0.3 10.0.0.2 FTR [TCP Retransmission] Reguest: PASS tast
40 33.861%28 10.0.0.2 10.0.0.3 FTP Response: 230 User logged in, proceesd.
41 33.862100 10.0.0.2 10.0.0.3 FTP [TCP Retransmission] Response: 230 User logged in, proc
42 33.863184 10.0.0.3 10.0.0.2 FTR Reguest: feat
43 33.86341% 10.0.0.3 10.0.0.2 FTP [TCP Retransmission] Reguest: feat
44 33.869846 10.0.0.2 10.0.0.3 FTP Response: 211-Extension supported
45 33.870018 10.0.0.2 10.0.0.3 FTP [TCP Retransmission] Response: 211-Extension supported
46 33.999362 Cisco_73:55:c3 Spanning-tree-{for-hr STP Conf. Root = 32769/00:0f:34:73:55:c0 Cost = 0 Port =
47 34.044291 10.0.0.3 10.0.0.2 TCP 1074 » ftp [ACK] 5Seq=29 Ack=141 Win=8620 Len=0
48 34.044553  10.0.0.3 10.0.0.2 TCR [TCP Dup ACK 47#1] 1074 > ftp [ACK] Seq=29 Ack=141 Win:
45 34.044700 10.0.0.2 10.0.0.3 FTR Response: CLNT
50 34.044837 10.0.0.2 10.0.0.3 FTR [TCP Retransmission] Response: CLNT
51 34.045273 10.0.0.3 10.0.0.2 FTR Reqguest: syst
52 34.045461 10.0.0.3 10.0.0.2 FTR [TCP Retransmission] Reguest: syst
53 34.045618 10.0.0.2 10.0.0.3 FTR Response: 215 UNIX Type: LB
54 34.045714  10.0.0.2 10.0.0.3 FTP [TCP Retransmission] Response: 215 UNIX Type: LB
55 34.040147  10.0.0.3 10.0.0.2 FTR Regquest: PwD
56 34.046317 10.0.0.3 10.0.0.2 FTR [TCP Retransmission] Reguest: PWD
57 34.046472  10.0.0.2 10.0.0.3 FTP Rresponse: 257 " :'f current directﬁrj)ﬁ._ y =]
S S e S e =l
D000 00 40 d0 45 20 59 00 0B <7 9a <2 =5 OB Q0 45 00
0010 00 30 B3 02 40 00 BO 06 &3 <l Qa 00 00 03 0a 00
0020 00 02 04 32 00 15 00 7c &f ch 00 00 00 00 70 02
0030 20 00 da 8c 00 00 02 04 05 b4 01 01 04 02
[File: {Untitled) 10700 bytes 00:00:3: :[P: 96 Dn 96 M: 0 4
d_'startl & B © Bl CWINDOWS\Syste. . | | ) CI5CO | 1 untitled - Paint ||@(Untitled)—5thereal (e /] 1145 am

Like you can see within the red circles the host 10.0.0.1 captured the traffic between the host
10.0.0.2 and host 10.0.0.3.

Like you already guessed it all happened without causing a DOS attack on the network

because if there would have been a DOS there would be no traffic between those 2 hosts and
the network would have serious performance problems.

11



ARP Poisoning In Practice

How to Secure

Well this is hard and simple question.

Why you ask? Well cause it depends on the kind of network you are running and how
important the traffic is that is being passed on the network.

But specifically for this kind of attack there are a few ways to protect. (this doesn’t mean it is
full proof cause on the net almost anything is possible)

- Encryption of the data being passed this is a tedious but useful way of protecting
specially when used with strong algorithms with a minim strength of 128. Also
remember to not only secure the login cause mostly the person arp poisoning is after
the data so if you only encrypt the login but leave the rest of the send unencrypted it’s
useless. A example of this would e-mail services.

They have the encryption only for the login part and not for the part when one sends a e-mail
or reads it.

i (Untitled) - Ethereal

Sile  Edt  View Go  Capture  Analyze  Statistics  Help

P EEH xR Qe DFIQAQABDE XD

BE\Iter: ! j + Expression... hgear ‘Qf gpp\yl
la. - ITlme ISource iDest\natlon letoco\ iInfo 1 =]
173 75.960937 .13.196 64.4.10.250 HTTP Continuation
W 37 _FEREE G4.4.10.750 Continuation
175 76.156250 ©4.4.10.250 137109 TCP http » 5316 [ACK] Seq=1 Ack=1361 Win=17680 Len=0
176 76.165039 64.4.10.250 .13.199 TCR http » 5316 [ACK] Seq=1 Ack=183% win=17209 Len=0
177 76.166992 ©04.4.10.250 .13.199 HTTP HTTP/1.1 100 Continua
178 76.179687 ©4.4.10.250 .13.199 TCR http » 5316 [ACK] Seq=144 Ack=2313 win=17680 Len=0
179 76.306641 13.199 64.4.10.250 TCR 5316 > http [ACK] Seq=2313 Ack=144 Win=17537 Len=0
180 76.4794%2  207.46.107.91 .13.199 MSHNMS  MSG Hotmail Hotmail 342
181 76.5B88867 64.4.10.250 .13.199 HTTR HTTP/1.1 200 OK
162 76.591797 ©4.4.10.250 o .13.199 HTTP Continuation L
183 76.591797 ~ .. '.13.199 64.4.10 250 TCP 5316 > http [ACK] Seq=2313 Ack=981 win=16700 Len=0
184 76.504726  ©4.4.10.250 .199 HTTP Continuation
185 76.594726  64.4.10.250 .199 HTTR Continuation
166 76.585703 .13.199 64.4.10.250 TCP 5316 > http [ACK] Seq=2313 Ack=1752 Win=17680 Len=0
187 76.608393 L13.199 207.46,107.91 TCP 3159 » 1863 [ACK] Seq=5 Ack=457 win=17223 Len=0
188 76.767578 64.4.10.250 .13.199 HTTR Continuation
185 76.768555 ©4.4.10.250 .13.199 HTTP Continuation =

> Frame 174 (535 bytes on wire, 535 bytes captured)
> Ethernet II, Src: 01:00:01:00:00:00, Dst: 00:d4:20:00:01:00
- Internet Protocol, Src Addr: 213,195 | .13.199), Dst Addr: 64.4.10.250 (54.4.10.250)
> Transmission Contrel Protocel, Src Port: 5316 (5316), Dst Pert: http (80}, Seq: 1832, Ack: 1, Len: 481
7 Hypertext Transfer Protocol
Data (481 bytes)

atafdatal 481 hete: I zarmzoimn

Like you can see you can view what is send in the e-mail:
“subject=Example&body=This+is+a+example+of+a+service+that+only+encrypts+the+login
+but+not+the+rest+of+the+data+that+is+send.”

So if some one sends sensitive information and the other person just happens to be sniffing at
the good moment then well he gets the data.

12
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- Another method would be to make the switch identify such a attack. Switch can try to
look for how many times one MAC address is being used. So when spoofing a lot of
targets (in example when wanting to sniff traffic between the all the clients and the
switch) the switch would detect several the same MAC addresses and could then reject
them from the network.

- And the last method is just locking up the arp table but that means in some cases
hundreds of entries so this last option would only be for small networks where you can
know for sure you don’t forget any arp entry.

This where some of the methods that you can use to secure this arp poisoning method.

13
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Last words

Well we can say we learned a lot about this.
Some thing that where answered during this test:

- Network performance does decrease, Meaning if you try to poison all hosts to capture
all the traffic between the switch and the hosts you will get a network performance
decrease cause your comp has to reroute all the traffic and that depends on the
computer speed and the upload speed you have.

- It seems easy when done with the right tools but the possibility to create a DOS on the
network still exists. Taking the example that you poison all the host and supposing
your computer can’t handle all that traffic it causes a DOS on the network.

- The impact of this kind of attack is pretty big. Just imagine several cases where the
network was designed where they thought only of immediate network risks and not
about who is being next to who. That could create situations where normal
employee/student is next to some one who sends sensitive information over the wire.
This could cause severe loss of money or just pride.

- One more thing, we also tried using the switch as the start point of poisoning. And that
didn’t work out well. It seems it caused the network to fall apart. Because no one was
able to ping or do anything on the network. So this caused in our test lab a DOS attack
on the network

Well this kind of ends this paper about our experience with bringing arp poisoning in practice.
On the next page you will see some references and thanks to the persons who deserve it.

All we got to say is,

This was a very nice way of learning something and also a lot less boring then normal classes
that you can get on security subjects even though there aren’t many classes on that.

So peeps just keep reading and learning new things and remember, whenever you need to test
or try something out that can be dangerous to the network or the integrity of the security of
information of some place, use a controlled environment to test it DO NOT run like a
complete idiot to the nearest computer and start testing.

Hope you all enjoyed this paper and excuse our English plz ©

KD-Team

info@kd-team.com
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