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BEAST - A good Trojan

DESCRIPTION

Beast is a Trojan made in Delphi. The Trojan runs on Windows NT (XP) and also on

9x. The Beast has an easy to use interface and the server is very configurable.

Environment

1. RunBeast. You will first need to build the server. Click on "Build Server".
¥ Beast 1.92 WELJE
Pot 3NN

password [
I | © FileManager O Fun Stuff

Beast 1.92 o B [Find Drives ” File Size ”Hename File]
Remote Administration Tool

Host QPEGAININ

| Show Files || Copy File || Delete File |

- compiled on March 30, 2003

| Upload File || Delete Dir || Erase ANl |

|[Execute File|| Search File || Set Attib |

{(*) Managerz () Windows () Misc Stuff

[ Registry ][ Screen ][ Chpboard ]

[ Appz ] [Prucesses]

Build w
" ‘ pee ‘ ‘Ahuut

2. You will get a configurable "Server Settings' window, with lots of options. Notice
all the cool options you have for building the server, such as AV disable, Startup

Dizconnected

settings, etc.



3. Most settings are intuitive, but just a quick overview of the options:

-
¥ server Settings

Basic Settings | | BASIC SETTINGS
Motifications Hame m

Extenszion E [] Hide Extenzion

Port 666
Password [J Show Chars

Miscellaneous () Bun In <Windows> C Run In <System>

StartUp Settings

AY-FW Killing

The zerver will be copied in the {windows> or <system> with
the name and extenzion you zet. The zerver will open the
specified port and listen for connectionz. The connection could
be password protected, so only vou'll be able to connect.

Compress Server
v
(with butin UFS)

Here you can specify the name of the service, port and optional password you want

the Trojan to run with.

4. The"Startup Settings" specify the startup method of the Trojan Server:

-
¥ server Settings

Bazic Settings STAHTUP SE-ITINGS

Motifications
ActiveX Method
StartUp Settings
HKLM
AY-Pw Killing
[] Continuous Method

Mizcellaneous

If checked the 'Continuous’ method. the zerver will start
whenever an application runs on the victim computer. This
method iz very good but has a side effect: the computer
cannot be restarted or zshut down from the Start button.
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5. The Antivirus/ Firewall killing feature:

-
¥ server Settings

Bazic Settings AV - FW KILLING

Motifications
Kill AY - P’ On Start

[ kil AV - Fw On Every [EII® Seconds
AV-FW Killing Kill Appz On Start

Miscellaneous L1 Kill Appz On Every m Seconds

StartUp Settings

The Beast zerver can be configured to kill more than 300
Antiviruz and Firew all executables. The server can alzo kill
up to 20 appz of your choice. The killing can occur on start

up or on a timer interval you set.

Compress Server
v
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I'll leave the rest of the options for you to explore.

6. Once we have the server settings configured, we can " Save Server".
Unfortunately, the Trojan server isimmediately identified as a virus by most
updated antivirus software. Fortunately, there's something we can do about this.

8. What we need isatool called Stealth Toolsv2.0. Thistool knows how to scramble /
pad / modify files so that their virus signature is modified, thus undetectable.

9. Sonow we run Stealth Tools, and let's add 1000 bytes to server.exe we've just

created. Stealth Tools w2.0 -- by Gobo
Select File | | ]

About atark:

call debtModuleHandler 0

Add Bytes

Bird

Change String

WasckFins:
callbDialogBoxParams, eax, IDD DIALOGL, O,
Create VBS CallExitProcess, 0

Hex Edit USEE ebx, '
CMEREIRG i J
sialy
PackfScramble megg (WM_CLOSE
jzeloss

mm, WM. DESTROY

AreYouFearless.com ?

Patch

Splitf Join

aHGIEHEE




10. Weclick on the "Add Bytes" button, and add 1000 bytes:

Stealth Tools v2.0 -- by Goba - [T} []

Select File ‘c:&server.exe | [ ]

Higals Add Bytes
Add Bytes In this section of the program you can add "white bytes" to a file.
These are the equivilent of NOP (Mo Operation) instuctions, They
Eind will increase the file size by X amount, but when packed they will

condense dramatically. They are also WERY effective at throwing
——————— | off anti-virus scanners.

Change String
—— | This has been tried and tested on several trojans and found to be
— | | highly successful, needing sometimes as little as 23 bytes adding.

Create VBS &dding bytes wil also alter the files CRC and MDS checksurms, which
—— | are often used at mail servers and companies to detect threats,

Hex Edit
(1 byte = & bits, 1024 bytes = 1 kilobyte,
Pack Scramble Add : |1000 Bytes {024 kilobytes = 1 megabyte)
Patch

A Add Bytes
Splitf 1oin

Once we are finished, server.exe should be undetectable by AV software. If for
some reason this does not work, and server.exe *is* detected as a Trojan, we can try
to use other masking methods.

11. Once the server is complete and undetectable, we can upload it to the victim
computer (viaone method or another — I'll leave that up to you) and execute it.

12. Once executed, you can connect to the victim machine with the Trojan Client (as
shown on the next screen). From here onwards, its all fun and games. Y ou have

almost endless possibilities with this Trojan.

| would like to dedicate this tutorial to Smon Vallor, aka Gobo who was sentenced
to2yearsin jail on January 21st, 2003. His crime wasr eleasing a har mless virus
onto the Inter net. People who have committed by far more serious crimes such as

rape, hit and run, drunk driving, assault, etc are sentenced to lesstime.



,w Beast 1.92 LERES
ot [EN
Password
I -| © File Manager O Fun Stuff

Beast 1.92 e i [Fim:l Drives H File Size ][Hename File]
Remote Administration Tool

LI 192.168.1.34

| Show Files || Copy File || Delete File |
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| Upload File || Delete Dir || Erase ANl |

[Exe-::ute File][ﬁeamh File” Set Attrib ]

(*) Managers () Windows () Misc Stuff

[ Hegistry ][ Screen ][ Chpboard ]

[ Appz ] [Pmcesses]
SBel:ilr'ir ‘ Help ‘ A.Eut

Connected




