
     Digital Evidence and 
Computer Crime

Third Edition  



  Related titles by Eoghan Casey  

  Handbook of Digital Forensics and Investigation  
 Edited by Eoghan Casey 

  http://www.elsevierdirect.com/product.jsp?isbn=9780123742674  

  Malware Forensics: 
Investigating and Analyzing Malicious Code  

 By Cameron H. Malin, Eoghan Casey, and James M. Aquilina 
  http://www.elsevierdirect.com/product.jsp?isbn=9781597492683  

  Companion Web site for  
  Digital Evidence and Computer Crime, Third Edition  

  www.elsevierdirect.com/companions/9780123742681  

Readers will have access to the author’s accompanying 
Web site with supporting materials that integrate

many of the topics in the text.

www.disclosedigital.com



 by 

 Eoghan Casey 
 cmdLabs, Baltimore, Maryland, USA 

 With contributions from 
  Susan W. Brenner  

  Bert-Jaap Koops  
  Tessa Robinson  
  Bradley Schatz  

  Brent E. Turvey  
  Terrance Maguire  
  Monique Ferraro  

  Michael McGrath  
  Christopher Daywalt  

  Benjamin Turnbull       

AMSTERDAM • BOSTON • HEIDELBERG • LONDON
NEW YORK • OXFORD • PARIS • SAN DIEGO

SAN FRANCISCO • SINGAPORE • SYDNEY • TOKYO

Academic Press is an imprint of Elsevier

Digital Evidence and 
Computer Crime

Forensic Science, Computers 
and the Internet

Third Edition



xiii

Acknowledgments

   In the six years since the second edition of this text, I have worked with many 
brilliant digital investigators and I have taught hundreds of students. Together 
we tackled sophisticated network intrusions and complex forensic investiga-
tions that stretched us mentally and physically, taking over our lives for a time. 
I am deeply grateful to each of you for your friendship and infl uence, and I 
would like to give special thanks to the following. 

 The contributors Susan Brenner, Christopher Daywalt, Monique Mattei Ferraro, 
Bert-Jaap Koops, Terrance Maguire, Mike McGrath, Tessa Robinson, Bradley 
Schatz, Ben Turnbull, and Brent Turvey, for your inspiration and persistence. 

 My entire family, for your support and patience. Genevieve, Roisin, and Hesper 
are my lifeblood, reminding me what is important in life and lifting me with 
limitless love every day. Ita O’Connor made all this possible, loving me uncon-
ditionally, teaching me right from wrong and how to write, and providing 
regular encouragement and editing during this revision. Clare O’Connor is my 
beacon and buttress, giving me guidance, love, and support throughout my life. 
Jim Casey, for your sage advice. Mary Allen Macneil, for your love and pride. 

 H. Morrow Long and everyone else at Yale University, who fostered my early 
interests in incident response and who continue to support my endeavors. 

 Robert Dunne, for his contribution to the previous edition; I mourn his passing. 

 Andy Johnson, for your continued camaraderie and sharing of ideas. Mike 
Lavine and Gerry Masson at Johns Hopkins University, for your support. All 
my colleagues at Stroz Friedberg, particularly Ken Mendelson for actually read-
ing the previous edition and pointing out typographical errors. 

 Christopher Brown, Brian Carrier, Michael Cohen, Stefan Fleischmann, Jesse 
Kornblum, Dario Forte, Brian Karney, Matt Shannon, and other tool develop-
ers for your continued efforts to improve digital forensic tools. 

 Liz Brown, Kristi Anderson, and the entire team at Elsevier for your support 
and patience during the incubation of this project.  

 I would like to dedicate this work to my wife Rachel, and daughter Tigerlily. 

 Benjamin Turnbull 





xv

Author Biographies

    Susan W. Brenner  
She is NCR Distinguished Professor of Law and Technology at the University of 
Dayton School of Law in Dayton, Ohio. 

 Professor Brenner has spoken at numerous events, including two Interpol 
Cybercrime Conferences, the Middle East IT Security Conference, the 
American Bar Association’s National Cybercrime Conference, and the Yale 
Law School Conference on Cybercrime. She spoke on cyberthreats and the 
nation-state at the Department of Homeland Security’s Global Cyber Security 
Conference and participated in a panel discussion of national security 
threats in cyberspace sponsored by the American Bar Association’s Standing 
Committee on Law and National Security. In 2009, she spoke at a meeting on 
cyberthreats organized by the U.S. Department of State Bureau of Intelligence 
and Research and National Intelligence Council. She has also spoken at a 
NATO Workshop on Cyberterrorism in Bulgaria and on terrorists’ use of the 
Internet at the American Society of International Law conference. She was 
a member of the European Union’s CTOSE project on digital evidence and 
served on two Department of Justice digital evidence initiatives. Professor 
Brenner chaired a Working Group in an American Bar Association project 
that developed the ITU Toolkit for Cybercrime Legislation for the United 
Nation’s International Telecommunications Union. She is a Senior Principal 
for Global CyberRisk, LLC. 

 Professor Brenner is a member of the American Academy of Forensic Sciences. 
She has published a number of law review articles dealing with cybercrime, 
including “Fantasy Crime,”  11 Vanderbilt Journal of Technology and Entertainment 
Law  1 (2008), “State-Sponsored Crime: The Futility of the Economic Espionage 
Act,”  26 Houston Journal of International Law  1 (2006), “Cybercrime Metrics,” 
 University of Virginia Journal of Law & Technology  (2004), and “Toward a Criminal 
Law for Cyberspace: Distributed Security,”  Boston University Journal of Science & 
Technology Law  (2004). Her books  Law in an Era of “Smart” Technology  and  Cyber 



Author Biographiesxvi

Threats: Emerging Fault Lines of the Nation-States  were published by Oxford 
University Press in 2007 and 2009, respectively. In 2010, Praeger published her 
most recent book,  Cybercrime: Criminal Threats from Cyberspace.  

  Eoghan Casey  
He is founding partner of cmdLabs, author of the foundational book  Digital 
Evidence and Computer Crime,  and coauthor of  Malware Forensics . For over a 
decade, he has dedicated himself to advancing the practice of incident han-
dling and digital forensics. He specializes in helping organizations handle 
security breaches, including network intrusions with international scope. He 
has been involved in a wide range of digital investigations, including network 
intrusions, fraud, violent crimes, identity theft, and online criminal activity. He 
has testifi ed in civil and criminal cases, has been involved in international tri-
bunals, and has submitted expert reports and prepared trial exhibits for digital 
forensic and cybercrime cases. 

 Previously, as a Director at Stroz Friedberg, he maintained an active docket of 
cases, supervised a talented team of forensic examiners, comanaged the com-
pany’s technical operations, and spearheaded external and in-house forensic 
training programs. Eoghan has performed thousands of forensic acquisitions 
and examinations, including cellular telephones and other mobile devices. He 
has performed vulnerability assessments; deployed and maintained intrusion 
detection systems, fi rewalls, and public key infrastructures; and developed pol-
icies, procedures, and educational programs for a variety of organizations. In 
addition, he conducts research and teaches graduate students at Johns Hopkins 
University Information Security Institute, is editor of the  Handbook of Digital 
Forensics and Investigation , and is Editor-in-Chief of Elsevier’s  International 
Journal of Digital Investigation . 

 Eoghan holds a B.S. in Mechanical Engineering from the University of California 
at Berkeley and an M.A. in Educational Communication and Technology from 
New York University. 

  Christopher Daywalt  
He is a founding partner of cmdLabs, specializing in digital forensics, inci-
dent response, and related training. Chris has held positions ranging from 
system administrator to global security architect. Most recently he served as an 
instructor and course developer at the Defense Cyber Investigations Training 
Academy (DCITA), teaching Federal law enforcement and counter intelligence 
agents methodologies for investigating computer network intrusions. 

 Chris has also served as both a security analyst and an incident manager, 
handling enterprise-scale security incidents that involved large numbers of 



Author Biographies xvii

compromised hosts and massive data theft. He has performed a wide array of 
tasks in this area including forensic analysis of compromised systems, network 
monitoring, and assessment of malware and incident containment. He also 
holds a Master of Science in Network Security. 

  Monique M. Ferraro  
She is the principal at Technology Forensics, LLC, an electronic evidence con-
sulting fi rm in Waterbury, Connecticut. She is a Certifi ed Information Systems 
Security Professional as well as a Digital Certifi ed Forensic Practitioner. A 
licensed attorney, she is also a professor. She teaches in the Forensic Computing 
Master’s Degree Program at John Jay College and at American Intercontinental 
University. 

 She is a graduate of Western Connecticut State University with a Bachelor’s 
Degree in Criminal Justice Administration (1985); she received her Master’s 
Degree from Northeastern University in Criminal Justice (1987) and her Juris 
Doctorate from the University of Connecticut School of Law (1998). 

 She worked for 18 years in several different capacities with the State of 
Connecticut Department of Public Safety: 8 years with the Crimes Analysis 
Unit of the State Police, 5 years with the Intelligence Unit of the State Police, 
and 5 years with the Computer Crimes and Electronic Evidence Laboratory 
within the Division of Scientifi c Services. 

 Attorney Ferraro has written a number of scholarly articles, book chapters, and 
one book ( Investigating Child Exploitation and Pornography: The Internet, the Law 
and Forensic Science ). She is an active member of the Connecticut Bar Association 
and has served as Chair of the Technology Section and has served on the Children 
and the Law Committee as well as the Women and the Law Committee. 

 In addition to her academic endeavors and professional service, Attorney 
Ferraro volunteers for Lawyers for Children America and has served on the 
State’s Commission on Child Protection as an appointee of the Governor. She 
is a member of the board of directors of Jane Doe No More, a nonprofi t organi-
zation whose mission is to educate police offi cers and the public about proper 
methods of investigating sexual assault and dealing with its victims. 

  Bert-Jaap Koops  
He is professor of regulation and technology at the Tilburg Institute for Law, 
Technology, and Society (TILT), the Netherlands. His main research interests 
are law and technology, in particular, criminal law issues such as cybercrime, 
investigation powers and privacy, and DNA forensics. He is also interested in 
other topics of technology regulation, such as data protection, identity, digital 



Author Biographiesxviii

constitutional rights, “code as law,” human enhancement, and regulation of 
bio- and nanotechnologies. Koops studied mathematics and general and com-
parative literature and received his PhD in law in 1999. He coedited six books 
on ICT regulation, including  Cybercrime and Jurisdiction: A Global Survey  (2006) 
and  Dimensions of Technology Regulation  (2010). His online Crypto Law Survey is 
a standard publication on crypto regulation of worldwide renown. 

  Terrance Maguire  
He is a partner at cmdLabs, conducting cybercrime investigations, including 
those involving network intrusions, insider attacks, anonymous and harass-
ing e-mails, data destruction, electronic discovery, and mobile devices. He has 
nearly 20 years of experience in physical and digital forensic investigations, has 
developed and led training programs in varied areas of law enforcement and 
digital evidence, and has experience implementing counterintelligence intru-
sion detection programs. 

 Before working at cmdLabs, Terry was assistant director of Digital Forensics 
at Stroz Friedberg, where he was responsible for casework, lab management, 
and internal training efforts. His prior experience includes senior-level foren-
sic computer analyst the U.S. State Department, where he was responsible for 
conducting analysis on digital evidence. As a cyber operations specialist for the 
Department of Defense, he implemented network surveillance, network packet 
analysis, wireless surveys, and intrusion detection. In addition, at the Defense 
Computer Investigations Training Program (DCITP), Terry developed and pre-
sented a broad range of instruction to federal law enforcement on topics such 
as computer search and seizure, incident response, digital evidence, computer 
forensic examinations, and intrusion investigations. 

 Earlier in his investigative career, as a forensic detective with the Chesterfi eld 
County Police Department in Virginia, Terry collected, evaluated, and pro-
cessed evidence from crime scenes, prepared comprehensive case reports, 
and trained department personnel in forensic techniques. Subsequently, as a 
forensic scientist for the Virginia Division of Forensic Science, he conducted 
bloodstain pattern analysis in criminal cases and testifi ed in court as an expert 
witness, and he was the principal instructor at the Forensic Science Academy. 

 Terry is a professorial lecturer at the George Washington University, where he 
teaches graduate-level courses focusing on incident response and computer 
intrusion investigations involving network-based attacks. He received an M.S. 
in Communication Technology from Strayer University and a B.S. in Chemistry 
from James Madison University. He is qualifi ed as an ASCLD/LAB inspector in 
digital evidence and is a member of the Virginia Forensic Science Academy 
Alumni Association. 



Author Biographies xix

  Michael McGrath  
He divides his time between clinical, administrative, teaching, and research 
activities. His areas of special expertise include forensic psychiatry and criminal 
profi ling. He has lectured on three continents and is a founding member of 
the Academy of Behavioral Profi ling. He has published articles and/or chapters 
related to criminal profi ling, sexual predators and the Internet, false allegations 
of sexual assault, and sexual asphyxia. 

  Tessa Robinson  
She studied at Trinity College, Dublin, and at the Honorable Society of the 
King’s Inns. She was called to the Irish Bar in 1998. 

  Bradley Schatz  
He is the director of the digital forensics consultancy Schatz Forensic and 
an adjunct associate professor at the Queensland University of Technology, 
Australia. Dr. Schatz divides his time between providing forensic services pri-
marily to the legal sector and researching and educating in the area of com-
puter forensics and digital evidence. Dr Schatz is the only Australian private 
practice practitioner to hold a PhD in computer forensics. 

  Benjamin Turnbull  
He is a Post-Doctorate Researcher for the University of South Australia Defence 
and Systems Institute. His research interests include the misuse and eviden-
tiary value of wireless networks, and understanding how the Internet facilitates 
global drug crime. 

  Brent E. Turvey  
He spent his fi rst years in college on a pre-med track only to change his course 
of study once his true interests took hold. He received a Bachelor of Science 
degree from Portland State University in Psychology, with an emphasis on 
Forensic Psychology, and an additional Bachelor of Science degree in History. 
He went on to receive his Master’s of Science in Forensic Science after studying 
at the University of New Haven, in West Haven, Connecticut. 

 Since graduating in 1996, Mr. Turvey has consulted with many organiza-
tions, attorneys, and law enforcement agencies in the United States, Australia, 
Scotland, China, Canada, Barbados, Singapore, and Korea on a range of 
rapes, homicides, and serial/multiple rape/death cases, as a forensic scien-
tist and criminal profi ler. In August of 2002, he was invited by the Chinese 
People’s Police Security University (CPPSU) in Beijing to lecture before groups 
of detectives at the Beijing, Wuhan, Hanzou, and Shanghai police bureaus. 



Author Biographiesxx

In 2005, he was invited back to China again, to lecture at the CPPSU, and to 
the police in Beijing and Xian—after the translation of the second edition of 
his text into Chinese for the university. In 2007, he was invited to lecture at the 
First Behavioral Sciences Conference at the Home Team (Police) Academy in 
Singapore, where he also provided training to their Behavioral Science Unit. In 
2010, he examined a series of sexual homicides for the Solicitor-General of the 
Crown Offi ce and Procurator Fiscal Service (COPFS) in Edinburgh, Scotland. 

 He has also been court qualifi ed as an expert in the areas of criminal profi ling, 
crime scene investigation, crime scene analysis, forensic science, victimology, 
and crime reconstruction in many courts and jurisdictions around the United 
States. 

 Mr. Turvey is the author of  Criminal Profi ling: An Introduction to Behavioral 
Evidence Analysis , 1st, 2nd, 3rd, and 4th Editions (1999, 2002, 2008, 2011), 
and coauthor of the  Rape Investigation Handbook  (2004),  Crime Reconstruction  
(2006),  Forensic Victimology  (2009), and  Forensic Criminology  (2010)—all with 
Elsevier Science. He is currently a full partner, forensic scientist, criminal pro-
fi ler, and instructor with Forensic Solutions, LLC, and an adjunct professor of 
justice studies at Oklahoma City University. 

 He can be contacted via email at  bturvey@forensic-science.com . 



xxi

Introduction

        In 2004, when I wrote the previous edition of this book, I described  technology 
as a window into our lives and the lives of criminals. In this metaphor was 
a separation between the virtual and physical world. Now this separation is 
gone. Technology is integrated inseparably into our lives, present and active 
wherever we are. 

 In a sense, cyberspace turns itself inside out when the technology is aware of 
our physical location in the world, providing location-dependent services to 
the user and conversely enabling digital investigators to determine where an 
individual of interest was during the time of a crime. In  Spook Country , William 
Gibson describes various facets of this eversion of cyberspace. 

 The locative properties of modern technology provide a prime example of this 
eversion. For instance, while I am having an Aussie at Brewer’s Art in Baltimore, 
my smart phone is chattering with various systems to orient itself and provide 
me with information about my immediate surroundings. Opening the map 
function not only shows my location but also points out places of interest in 
the area such as Baltimore Symphony Orchestra (Meyerhoff Symphony Hall), 
Lyric Opera House, and Penn Station ( Figure 1   ). 

 When I settle the tab, my credit card payment generates a record of the time and 
place. Walking out of the microbrewery down historic Charles Street exposes 
me to various CCTV cameras in the neighborhood, recording my physical pres-
ence in digital video format. 

 GPS technology like the device shown in  Figure 2    is widely used to determine 
the most direct route to a destination. Forensic examination of such devices 
can reveal the location of an individual when a crime was committed. 

 The commercialization of GPS technology not only helps us navigate but also 
enables us to track others as demonstrated in the George Ford case described in 
 Chapter 10 . Individuals can share their location with friends via online services 
such as Google Latitude, and parents can use this technology to keep track of 
their family. For example, Verizon’s Family Locator service tied to their mobile 
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 FIGURE 2 
  Photograph of Garmin 
GPS with directions to 
Brewer’s Art.   

 FIGURE 1 
  Map application on mobile 
device showing Brewer’s Art 
and surrounding area.   

telephones can be confi gured with zones, causing the GPS coordinates of a 
mobile device to send a message to parents when their child enters and leaves 
home or school. 

 Our location can also be used to generate crowdsource services. For instance, 
Google aggregates location data from many people’s GPS-enabled mobile 
devices to generate information such as traffi c patterns.   
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 REACH OUT AND HURT SOMEONE 
 With this integration or eversion of cyberspace comes an increase in the real-
ness of virtual events. Bullying in high schools and hate crimes in universities 
have moved into cyberspace, amplifying these harmful behaviors by delivering 
virtual blows anytime, anywhere. In January 2010, 15-year-old Pheobe Prince 
committed suicide as a result of cyberbullying (see  Chapter 1 ). In September 
2010, Rutgers student Tyler Clementi committed suicide after his roommate 
secretly set up a Webcam in their dorm room to stream video of Clementi 
making out with another man. 

 As covered in  Chapter 12 , pedophiles use the Internet to groom victims and 
arrange meetings to sexually exploit children. 

 Cyberstalkers use technology in creative ways to harass victims, not only caus-
ing psychological harm but also putting victims at risk of physical harm. In 
several cases, cyberstalkers have posted online ads encouraging others on the 
Internet to contact a victim for sex. In the case of Dellapenta (see  Chapter 14 ), 
men showed up at the victim’s home. 

 Organized criminal groups are gaining unauthorized access to individu-
als’ bank accounts, viewing their computers and stealing their savings. In 
September 2010, members of a criminal group were arrested for their use of 
a malicious computer program named ZeuS to steal money from the bank 
accounts of thousands of victims. 

 Identity thieves are stealing personal information that is stored on computers 
and are using this information to obtain credit cards and other loans, buy 
houses and other valuable property, and even fi le for bankruptcy in the victim’s 
name. Identity fraud burdens victims with debts that can take years and sub-
stantial resources to clear from their name. 

 Nations are developing cyberweapons to cause physical damage through com-
puters. The StuxNet malware that emerged in 2010 is a powerful demonstration 
of the potential for such attacks. It was a sophisticated program that enabled 
the attackers to alter the operation of industrial systems such as those in a 
nuclear reactor by accessing programmable logic controllers connected to the 
target computers. This type of attack could shut down a power plant or other 
components of a society’s critical infrastructure, potentially causing signifi cant 
harm to people in a targeted region.   

 DIGITAL AND MULTIMEDIA SCIENCE 
 As the seriousness and scope of crimes involving computers increases, greater 
attention is being focused on apprehending and prosecuting offenders. New 
technologies and legislation are being developed to facilitate the investigation 
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of criminal activities involving computers. More organizations are seeking 
qualifi ed practitioners to conduct digital investigations. In addition, increased 
awareness of digital forensics has drawn many people to the fi eld. 

 One thing about digital forensics that appeals to many practitioners is the 
social contribution of serving the criminal justice system or another system 
such as national defense. Another thing about digital forensics that is appeal-
ing to many is that every case is different. Investigating human misuse of com-
puters creates new puzzles and technical challenges, particularly when offend-
ers attempt to conceal incriminating evidence and their activities on computer 
systems and networks. In addition, the growing demand for qualifi ed practitio-
ners also makes digital forensics an attractive career choice. 

 This growing interest and need has sparked heated debates about tools, termi-
nology, defi nitions, standards, ethics, and many other fundamental aspects of 
this developing fi eld. It should come as no surprise that this book refl ects my 
positions in these debates. Most notably, this text refl ects my fi rm belief that 
this fi eld must become more scientifi c in its approach. The primary aim of this 
work is to help the reader tackle the challenging process of seeking scientifi c 
truth through objective and thorough analysis of digital evidence. A desired 
outcome of this work is to encourage the reader to advance this fi eld as a foren-
sic science discipline. 

 In an effort to provide clarity and direction,  Chapter 6  specifi cally addresses 
the application of scientifi c method in all phases of a digital investigation. 
In addition, I encourage you to become involved in the DFRWS Conference 
( www.dfrws.org ) and the Digital and Multimedia Section of the American 
Academy of Forensic Sciences ( www.aafs.org ). Finally, I encourage training 
programs and educational institutions to integrate forensic science into their 
digital forensics courses and not simply treat it as a technical subject. 

 By increasing the scientifi c rigor in digital forensics, we can increase the quality 
and consistency of our work, reducing the risk of miscarriages of justice based 
on improper digital evidence handling.   

 TERMINOLOGY 
 The movement toward standardization in how digital evidence and computer 
crime are handled has been made more diffi cult by the lack of agreement on 
basic terminology. There has been a great deal of debate among experts on just 
what constitutes a computer crime. Some people use the term  computer crime  
to describe any crime that involves a computer. More specifi cally, computer 
crime refers to a limited set of offenses that are defi ned in laws such as the U.S. 
Computer Fraud and Abuse Act and the U.K. Computer Abuse Act. These crimes 
include theft of computer services; unauthorized access to protected computers; 
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software piracy and the alteration or theft of electronically stored information; 
extortion committed with the assistance of computers; obtaining unauthorized 
access to records from banks, credit card issuers, or customer reporting agencies; 
traffi c in stolen passwords; and transmission of destructive viruses or commands. 

 One of the main diffi culties in defi ning computer crime is that situations arise 
where a computer or network was not directly involved in a crime but still 
contains digital evidence related to the crime. As an extreme example, take 
a suspect who claims that she was using the Internet at the time of a crime. 
Although the computer played no role in the crime, it contains digital evidence 
relevant to the investigation. To accommodate this type of situation, the more 
general term  computer-related  is used to refer to any crime that involves com-
puters and networks, including crimes that do not rely heavily on computers. 
Notably, some organizations, such as the U.S. Department of Justice and the 
Council of Europe, use the term  cybercrime  to refer to a wide range of crimes 
that involve computers and networks. 

 In an effort to be inclusive and most useful for practical application, the material 
in this book covers digital evidence as it applies to any crime and delves into spe-
cifi c computer crimes that are defi ned by laws in various countries. The term  digital 
investigation  is used throughout this text to encompass any and all investigations 
that involve digital evidence, including corporate, civil, criminal, and military. 

 The term  computer forensics  also means different things to different people. Computer 
forensics usually refers to the forensic examination of computer components and 
their contents such as hard drives, compact disks, and printers. However, the term 
is sometimes used more loosely to describe the forensic examination of all forms 
of digital evidence, including data traveling over networks (a.k.a. network foren-
sics). To confuse matters, the term  computer forensics  has been adopted by the infor-
mation security community to describe a wide range of activities that have more 
to do with protecting computer systems than gathering evidence. 

 As the fi eld has developed into several distinct subdisciplines, including mal-
ware forensics and mobile device forensics, the more general term  digital foren-
sics  has become widely used to describe the fi eld as a whole.   

 ROADMAP TO THE BOOK 
 This book draws from four fi elds:

Forensic Science
Computer Science
Law
Behavioral Evidence Analysis
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Law provides the framework within which all of the concepts of this book fi t. 
Computer Science provides the technical details that are necessary to under-
stand specifi c aspects of digital evidence. Forensic Science provides a general 
approach to analyzing any form of digital evidence. Behavioral Evidence 
Analysis provides a systematized method of synthesizing the specifi c technical 
knowledge and general scientifi c methods to gain a better understanding of 
criminal behavior and motivation. 

 This book is divided into fi ve parts, beginning with the fundamental concepts 
and legal issues relating to digital evidence and computer crime in Part 1 
(Digital Forensics:   Chapters 1–5         ).  Chapter 2  (Language of Computer Crime 
Investigation) explains how terminology of computer crime developed and 
provides the language needed to understand the different aspects of computer 
crime investigation.  Chapter 3  (Digital Evidence in the Courtroom) provides 
an overview of issues that arise in court relating to digital evidence.  Chapters 
4  and  5  (Cybercrime Law: A United States Perspective and Cybercrime Law: 
A European Perspective) discuss legal issues that arise in computer-related 
investigations, presenting U.S. and European law side-by-side. 

 Part 2 (Digital Investigations:   Chapters 6–9        ) discusses a systematic approach 
to investigating a crime based on the scientifi c method, providing a context 
for the remainder of this book.  Chapter 7  (Handling a Digital Crime Scene) 
provides guidance on how to approach and process computer systems and 
their contents as a crime scene.  Chapter 8  (Investigative Reconstruction with 
Digital Evidence) describes how to use digital evidence to reconstruct events 
and learn more about the victim and offender in a crime.  Chapter 9  (Modus 
Operandi, Motive, and Technology) is a discussion of the relationship between 
technology and the people who use it to commit crime. Understanding the 
human elements of a crime and the underlying motivations can help answer 
crucial questions in an investigation, helping assess risks (will criminal activity 
escalate?), develop and interview suspects (who to look for and what to say to 
them), and focus inquiries (where to look and what to look for). 

 Part 3 (Apprehending Offenders:   Chapters 10–14         ) focuses on specifi c types 
of investigations with a focus on apprehending offenders, starting with vio-
lent crime in  Chapter 10 .  Chapter 11  discusses computers as alibi.  Chapter 12  
details sex offenders on the Internet. Investigating computer intrusions is cov-
ered in  Chapter 13 .  Chapter 14  covers investigations of cyberstalking. 

 Part 4 (  Computers: Chapters 15–20          ) begins by introducing basic forensic sci-
ence concepts in the context of a single computer. Learning how to deal with 
individual computers is crucial because even when networks are involved, it is 
usually necessary to collect digital evidence stored on computers. Case exam-
ples and guidelines are provided to help apply the knowledge in this text to 
investigations. The remainder of Part 4 deals with specifi c kinds of computers 
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and ends with a discussion of overcoming password protection and encryption 
on these systems. 

 Part 5 (  Network Forensics: Chapters 21–25         ) covers computer networks, 
 focusing specifi cally on the Internet. A top-down approach is used to describe 
computer networks, starting with the types of data that can be found on net-
worked systems and the Internet, and progressively delving into the details of 
network protocols and raw data transmitted on networks. The “top” of a com-
puter network comprises the software that people use, like e-mail and the Web. 
This upper region hides the underlying complexity of computer networks, and 
it is therefore necessary to examine and understand the underlying complexity 
of computer networks to fully appreciate the information that we fi nd at the 
top of the network. Understanding the “bottom” of networks—the physical 
media (e.g., copper and fi ber-optic cables) that carry data between comput-
ers—is also necessary to collect and analyze raw network traffi c. 

 The forensic science concepts described early on in relation to a single com-
puter are carried through to each layer of the Internet. Seeing concepts from 
forensic science applied in a variety of contexts will help the reader generalize 
the systematic approach to processing and analyzing digital evidence. Once 
generalized, this systematic approach can be applied to situations not specifi -
cally discussed in this text.   

 DISCLAIMER 
 Tools are mentioned in this book to illustrate concepts and techniques, not 
to indicate that a particular tool is best suited to a particular purpose. Digital 
investigators must take responsibility to select and evaluate their tools. 

 Any legal issues covered in this text are provided to improve understanding 
only and are not intended as legal advice. Seek competent legal advice to 
address specifi cs of a case and to ensure that nuances of the law are considered.    
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