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ihe Challenge Tumble

tercept the POST call to modify

Date Suite, etc..

 could 1 forge OST call?

wget, etc..

ly: “How could I load one of these
_ n to my closed, secure network without
etting caught?”



he Conditions

d network (sort of)
& monitored

based security s

ansfer entry points do exist (DOTS)
n control of attacker

wn scanning rules

= Leaves logs

Windows / MS-Office environment



Jools Available

Visual Basic for Applications

| Professional level printers & scanners
dobe Acrobat OCR




Phase O - Set up

Bl Save As

=3 Save Attachments - : s
o Bhcedaitianhliy Genetal Customize the Ribbon:

MainTabs o

Proofing Main Tabs

Formulas

+ [v/|Home

# [|Insert
Language # V| Page Layout
# || References
# [+ Mailings

| Customize Ribbon  |® (V] Review
# ¥ iew

Quick Access Toolt [5T/Developer

Lave

Advanced

Add-Ins
Blog Post

=
&

Trust Center # [|Insert (Blog Post)
= [/ Qutlining
+ [/|Background Removal



Phase O - Set uj

% File Edit View Inset Format Debug Run  Tools Add-Ins  Window Help Type a question for help
MR- %2 E8 9 o B % 5% o @ Lnlg Cold

Project - VBAProject x| I:General) j IEnoodeFile
= ! ' Encode a file

Sheet? (Exp_hex Al ' Opens the file and encodes each line, stored in column 2

Sheet3 (Results_ ' Calculates the checksum of each line and stores it in column 1

Sheet4 (Data Sou ' Calculates the total checksum of each line, stored in column 1, after the final line

Sheets (ocelot)

Sheetd (ocelot-d Sub EncodeFile()

Sheet7 (ocelot-o ' Declare needed inputs

@Sheets (Sheet1) Dim filename &=z String

@ ThisWarkbook Dim targetSheet As String
=5 Modules Dim maxBytesPerLine As Long
428 Modulel
5% Module2 ' Imitialize needed inputs
{5{ Module3 filename = "C:\UsersY10801193604\Docunentz\Perzonal\work\bhat\ocelot.jpg™
422 Module4 targetSheet = "ocelot™

]

Properties - MaduleS

' maxBytesPerline should be diwvisible by 4 to take advantage of the checksum function
' Consolas font in 8pt has about 130 chars avail per line, with space for the checksum wvalue
IMDlIuIeE Module B | maxBytesPerLine = 56

Alphabetic |Categorized | . )
Clear worksheet first

MModules Dim sh A= Worksheet

Set sh = Worksheets(targetSheet)

sh.Cells.Clear

' Cpen the file (no error catching here, it's a PCC)
Open filename For Binary Access Read Ls #1

Dim filelLength As Long

filelLength = FileLen(filename)

' Imitialize control wvariables

Dim currentLineByteCount &= Integer
currentLineByteCount = 0

Dim currentRow A= Long




Phase O - Set up

Customze

Tools Fill & Sign Comment

+ Content Editing

+ Pages
» Interactive Objects

tncode o file + Forms

Opens the code h 1in g AN Co 2 .

Ope e file anc encodes each lime, stored in coluen v Action Wisard
Calculates the checksum of each lire and stores 1t in column

Culculates the total checkaus of wach Line, stored In colums , #fter 1w Flral Lisw

ub Encogefile()
Declare needed Inputs
Dim fllenawe As String
Dim targetShest As String
Dim maxBytesieriine A5 Loog

e Sung

Persoralwork\bhat‘\ocelot, 10"

Findd Al Sunpects

naatlytesPeriine should be glvisinle by 4 to take advantege of the checksum Function

ak fort in Hpt has about 130 chars avall per line with space for The Chedksum
+ Protection

value
sunSytesPeriine S6

Cloar workshbeer first
Oiw an As Worssheet
Wurksheets( targetSheet )
h.Cells. Clear

1 the file (PO error Catching here,
Open e bor Binary Access Mead As
Me f1leiength As Long
flleten Flleten(filename)

Iniriali conteol variables
Dix currentlineByteCount As Integer

onsolas Font - Down to 8 pt font



Phase O - Set up

WE-d 2 “A 9

id Fie Edn Yiew Jnsem Fgomse Qebug Bun Jools Adddn  \ndow Hel

" b aNSNYS & a8y ol

Projpece - VEAP eyect x|

=] [tncoderse

083 a3

=l &5 Maosoft Exce Cbjects
@) sheet (Sheetl)
) Sheet2 (Sheet2)
Sheet] {Sheat)
Thavtkorbook
= 45 Nodues
W Modkde |
ot Modue2

Propeties - Moduled
| Module2 “oduie
Aphasetc | Casegeriand |

ledfx

: needed

EE;}‘E ™ . A

a'&rmwﬁ Vo Basic far Apghiestioms - Sookd [runming] « Mokl |Codel)
i e Bt Yiew et Fpreat Debuy  Bun Yook Adddw Wedew  Hep

a0t ) naEYS 9 a1 cols

Dim filenane As 3
Dim targetSheec

Project - VAP %!

agda

+ B8 VBAProject (Bookl)

%% Mcrosoft Escel Objects
W) Srects iSheet))

tinlize need
f£ilenane = "C:\Up
targerShee:r = *oc

Q) srest2 Sreetd)
sFerline 2 Sheet] (Sheetd)
; font in Treocibaok
- rLine S -3 Modues
g o Moz

Dim ah Ax Woxkshe

Op=n the
Cpen filename For
Din filelength As
f£ilelangth = File

Din cursen

currenclineByteCor
Dinm currentBow As[| Ashmetc | Categonzed |
curzrentRow = 2 Modue s

Din hexEncoded As
hexEncoded = "*

Din chainChecksum
chainChecksum = 0

fileoane =

Ser ah = Norkaheets |tazgeiihest)
ah.Celln.Clear

Opes: cha fils (12 arzor -
Open filensms Binaszy Ass
Oirz Cilelength As Long
filelength = Filelen(filesans)
*nl t tablne

! alizn oo

Oin Aa Integer

urrentiineBSytel
currentliinaBycelouns = O
Din currentfcov As Long
cursentRow = 2

Uir hexEncoced A8 Jssing
bextrcoded = **

Din chainChecksum As Long

» naD® in the shee:

1) = filenane

eloT.ipo"

" Mecrosoh Vivul B for Applicatons [ias]

Campile emoe

oC) Sub oe Function not defined




Phase 1 - Hex Attack

ethods to make Excel a binary

dder/decoder

Encoding Consolas, 8 pt font  Consolas, 12 pt font

Word Length Errors 0 in 73 words 91in 73 words
(80 char words)

Transcription Errors 0 in 5840 symbols 216 in 5840 symbols

Error Types 1tol Many to Many



Phase 1 - Hex Attack

EH9-®-|=

Fi Home Insert Page Layout Formulas Data Review
A2 - £ | Fc7B
A B C D E F G
2 |[FCVB FFDEFFECOOL104A46494600010100000100010000FFDEOOSA0M]
3 (2128 181414181C2820181A251C141421312125292B2E2E2E171F3
4 |6BC4A 2C2C2C2C2C2C2C2C2C2C2C2C2C2C2CACACACACACAC2C2CA
5 |3A07 1101031101FFC4001C000001050101010 0 0 0 0
6 |[4E6C 01000203110405122106314151132261718191A114324252B1)
7 '}'5}'0 00000000000000000001020304FFCA00221101010101000203
8 |1EC3 02110311003F00F677ABBETSADT228A59412A511E46DEA2A.
9 B4E6 BF35AEGETFID6DTFECICO4E489C1688390DAEDFD13A43420
10 |2CD2 EFB361C06FDE3ES6FADLIDS6819C96038E711E7ODECDEBFI93
| | 11 |C19D 8F01380EBE407DOD7VESFADS3I2FBEBF27CTI1ESAD27E421E
12 7A49 434342 EA40350BEAZ90A3CA4B3CI2385604E5CCE4A9434C1A
13 |BOES 946AB11EGEDBFTECEBAE3ASF2FDFFO0B28B2B9633FSASFCTO
14 |1DD4 FE21FBCF7693A6B7DD4F165A452911ABES7E4DBESAOLASES
15 2DA3 DAE24BAFETFA57D73EESS7C540F14EA3SBADOG17125900EF.
16 74&58 JEDACCITID370CACI231DAB06B995D5AEEDSF6A3GAAEDT
17 |D192 CB3D9161C32317235AD6BA15B80356E9F959232F09EDEAFS
13 '3 228 C820DFFO00BV1ABFOCFEGCLBATSBIDATA3CEA2DDSFE50DCSY

93EE

CT7F443581D0B7632347BBE2261A58DE2DAEDEF620A528CT0

23F0COAO13C41DD2V883BASFB28AERSAFCLEEESODOBS0244

6D6739A2FCDDI589EGES4GECB478E26EBCIGABABI0BEE496

SBA95C3CAC2F712F3CE6E46DDFI2FABE2ZBCDABATEADB2E T

AA21AB205CA0A2E35EDFOSSFIDE24CSATIAZSD2BFI5D537F

BE34TEFOFB29EVE3BBEBSSDT7COEB22F32E91B37865903FCA78)

C436BC594960205E80E96EBA3D36559F0970A176D6BE636EL

3ASB1B5E00BD8BB0BDFE2AE302E6122CESE2BDEB4609D9A

text comparexlsm - Microsoft Excel =

View

Developer Acrobat

FOT8 FRFDAFFENQL04ASHLDL600 101000001 2001 LO0OF FOBOOBADDDIOEEY 141 212141415141 5151415163530171014151414141 7141415171604
2138, 3150404181028 201 51A25 1014342130 21252020 2E 2E2E1 71 FR3 3833 203728202 E00 1 0AAMADECODE 1AL0100A2C241F 242030 2CICICACACAC

S804, 20202020202C202C2C 20202 C 2020202020 202020 2C 20202222 C 220202020 2C2C2C2C2C2C2C2C2CI7FFC0001 10820B 001 200391 220002
3407 ,1101031101FFCoDRICORMR IE5Q1A1R] 229 TESFFLL4003E 100001 23000404840 30504260007000000
4560, 0100020311084051 2210621415133 206 0 T1R101A1 1430425 281020 362920307153382E 1 FOL 7245 36 37 JA08IF FCAB01 80 1000301 01 00000000
7570, C008000000000000000 1 020 30FF L4022 11010101 01000 20 3000 1000 11102022103 3541 325161132 242FFDADDOC D 20100
1503, 211031 108IFearGT T ABEETSASTI28A554 1 2A5 1 1 E4GDAL A A A SE4RSSE660CET 2O CABOO1CS4DIARIEET 75826 3DDBDTA21ESFF 75394
BLE6 , BF 3SAEGETFSDEDTF Bl 304 IEA83590DAEDFD1 A4 34 20 368385F T4AF DELICFAISD1OZ BADEAIBBEE 1 IDAAE 26818008 166516 307955646658
JC0) EFBIGLICOGFDE IESEFADIDSEBINCIEHIAET L 1ETODECDEF PI3FDRIAF2ATCADF AASESBC N SDEBETEBSECIBIRGIACAEIGAATALEDSSIGE 7056
C190, 8701 0RCaLa0 TR0 T TESFARS AP BEaT 27CTSIESAN 7042 1 L 1AL 65 T0C 4402 8L DAL ST AL SASDIEOADD 1 DAL 3235204005 30040 T2 L S50
TAAS , 454542EA40 ) SODBA I SAA M ALE IS 1856A4ESCCASABACIAS ME5)5 21405 BS54 755 LOABLASS SCA6TARF 1250F 51 E4550 2429 1CH251455 18108
S9ES , 046AB1 LEGEDBF TECBAE 348F MFDFFRGA288 2096 33F SASFCTOTRIDI THS0TFI5308953 42 EISEEADBIETDRDED@E 7864407 1 7AABEASCLDRATE
1004 FEIIFACFTR03A6E T D0AF 159445291 1ABE A 7BSDBESADLASEAFCEE9EESDEATIAINCELADIEBBBI TE4407CI7ADET765E0B20BDIBDEICSEE 71777
2040, DM 2aBArE T ASTDT SEESSTCSARr LAZAISDADOGL 712 5980E FASIIDC 10020 2 ABIDOL 1S 34 1 66 3054157 CISLRFOF AR 2 1 BDCESLT TECANAMD
AESS , TEDACCLTI0378CAC1 2 N 1I0AMEESSSDSALEDSF SASGAGEOTFCAr BIF TLASO5 7ASDF TAAS LGS CATEES 2SS IR IC765C1ALALZIT700LBADL 774 1547
D192, (6309161032317 235AD68A L SER0ISEEIF 95923 2FOVEDEAFRTFISE1ESEEASCALFSOAD1B4FAADSSCRI146892FIBCBASO 207108887 EIFISED
3228, CBI0FFReOBT LABFOCFSC1BATSEIDATAICAADDSFESDDCSISTIBCFE4SEIDTATAALIDDDI 2 BOLF S4685480 3T CLESSCO3DFASEACDISCEEEALIS
ML CTTAGISUI0N 703234 TOBEI 20 IASADT 2DAL L M 02BASZBL T OI0 M0 ASEDACOGE D215 107 ETAIOSLS 2AS0OMC I 1 SOADDRDITIL SSB4L TR 204D
6183, 23 0COAR1 ICA 1002 TEE SEASTB2BAL S35 CLOCLOODONID244T 71405 113482420001 CAGOTACESALCCIAS2 IS ST SA9CT TS 1620071 31 63557
IFIA DG TASAF DD S BESES46ECBATEE 2EEBCOCABABDDBEBARSA IS4 SE845AALA2BA27 21 SATSECEBC1826ATRTS057IEDI44BA16BC433AC1IFL
S703,58A55C SCAL2F 7127 SUBGLAA00F S2F ASE2BCOMDATBADE2E TOOCOERIDNFASETICASEF FOODADL1 200L TIEADICHT 7 2ATALEEFSF 2D BET 2795400
175, AA21A0205CA0AE SELDFOSSFIOL 24T SATAS02BF IS ST LOBALS) JAC 1CACACSBATCOLARDAURABADS08 7 SCEI5 106067 DCACT IEHONDAXIADS
095 834 7EFRFR9ETEBBBS SOTCSER22F 32691887 B65903F (478203 CIDSER0EE1F 1 2DFGABEF 7 35(DEEDC 7SI 1ASEDEIEFSO228FE2EAA2ET(3ASS
1F35 ,C436BC599568 205E65ES6EAAIDISSS9FE5 70AL 7606 BB 56 BOBEDESATIF2B57783CBCCT 31 7538900560 34F SAAAAEEATIFBESS 1 1TSBEDL 0000
0830, 3AS01B5E0000880BOFE2AL S22 661 2208582000840 00PADS JCEEF ALSSS JA20CH2CHATADSOM S4LF TCAF ADADIGF DOBFD2F SEAGOEENE S8R 1
075 5808447086 3507 FESB OCISOTEIBSICFIFADSBBDEHES 20EESTTDLSIISHRICOH2SDAL 1900 BEF AP SEQABF 119C12E20100AMDSEI TIECHAZ
C908, 70737084 LADDCB S S SAEE TS T R I SCOEaRF AASEI60EARLAE T F TaEFFR2SA70EE 1 639ABSC A SRAEFE4ERL 76 SCIFESI2ABBFAALSAFSFRISOMDET
GBA5, BEG8ASECALABOECOBFI2TESDS 103501 26B0E9 2026442545 3BASAR 11369 39(5 1 3006RFAS0LBAD 2BESASDECEIDES13C20CBBEF 2BREGEALGL
AASE, 5407900 F CAOSSEF JAZCOICOTDS 56630002 RLABDFAZE XI5 TIALRSEEF ALCEBABARF 1200 1CDI0AA4 302892 829CD2C29901001 55208 L6860
1608, 330291A36 A0S 7 344550 580 STAS1E 2505 68F ASAGT 250 3 SARA TORE A6 S AMB IS CAF 05507 75 5ESE4 3CASCABICDICBOBINBAL 2OBCTATAD T A0
6578, 167F 1983682164455 F 2 I0EERMS38 ISADOOEDEASDSFBFCI 2 25FR02 CADQL CEBC2ADIA2SCSFIETEDICFE48505C 5033460 23587ISF1EAIDT I
S50, SFELLAFIDADF AN PCFACASSFASTIDASAAREDOCO16EENB 1 6OF ZETTFOSASENOCHAIAL CASE4EECOIACEESRABISFINRIIQSESI 4321886 A1C0EE
O4AS  JECSTALIBDDT 866663 SH00A0831 TCHETI0CE T IGBEFAFAEC169F JOFFALTRYECOCAE 181020004434 108708 500EDCFERAL CROTOHI0S ) 30sE687
3003, 337208845 360D 2AF FODDI0ER TaIA TR TFDF 8AS 1 LA E L EaAR A I C R SSF6 28EFBBR 2 CFAD I CCFCI 72FCTESAEATATTE I 2366TI2FORIININGEFL
O78F  2EBF 1 24D0CES 7 10980 E B4 T2 5 SAE AERE TFDF 2EB7 6FBB24F 2AEEB2SCIDEERE I 73A45592885C07E01STFECBACSARAL 1 TH1DAFASECES5808
4885 DEE2194CDE206BS821 220 DS1CAR0E A LO6GF 37 3EPUFCTTOALF 100 T7084R 2 8A0646AAAABE 6AALSS 15T 20E 751 B0F B D06B TRREGD 1 865 08TE4E
J434, SE86B7S0DCABRO 2 FROACTII4A3TTS0F JACDIFIFFOULSDFESRESEBRSIF TORB L A0 IESFRAFSDE 1 SCOISETER7 IASCA4EFSCIBERIDTDSETFFONC 366
TAES AT AL CAAE DT B S P EATACF S 2D 04F CESGDAE 1OAAAE AL G TEDEIF 2F 5D 72251 208 5C1CO6TAELC1 2040556507 BOOSAL 14CRTDEAZLTE
3651, 302285 150F 6630001853745 2286207 774E 31 IBBADE 1 2438 B4 T8RS 757 258E0E LDAATAS 1 A6t CEIZAZCCT76AS5ATIDS6 IGDE5DDMMS 215668
BFFD, AF38ADADEBOCBASS6 206 24 EARICASTE2ABACRLDTAF 3407 4EE AREA0E JAAREEGEEASBEAAL 7TRILE AF SSOSCOHFEAGIEN2 2800402 2008401 34500
3458 IDATIAGEDS T2 24ER 1 BEFBL33673) 3736 200BAAF TESF1S68DBESA) I 1A LF IBBOTATAALASTTBISC AL ISCERT IBRADCOTECAADE FAFCRAE6TEDS
BPES, E246E324310385M4 3 TOSARF S1CRS NG 16300740407 293G TeME S 7SS 07457 7C 2058 3548 S 3SC1DGE 005560877 GEARS 20U N45140087
P, 16B0F LAEE 7oA 46T FOCEC IS 3T M AANACDF 6BET 7T 1 95CEC A8 CIDF 6T 7T ICB68 2 E S5 30B6L 816072 ICBCAGCA0ATIAFAFSZABF1B1SEIDFL
IEEF BRI RICA10T M LTSS ISRE IEDAEIAALS 7CAL L EBSAF 760E S4EDCF CTF FORASAG 37 388 FRGE SOEFS0T76E EEBADCE L6 IF AFADF 3DE 2CDASCAL
GA1F  A23S4D0CEOTL1O0TANSE! FODT T2ACSET1IF 262 24D4DOTC2ZAANSS T2 AR IFATCSSEOADCOTIE 20DCAISrACCRI0M205A07A5 LCOGIM 1 LT 3247 005)
QALS, DEDGZ1BDIAA] 77S0LF ST 8T6 100657 24518 1ICADOCOGASA TOLATIE4IEDOCOF IF DI IAFIL 4188638 326537 CE237DI0AUACT AL T1AMSSEACETECH
BOAS SEFEAQGCELASALALT 20 D0DEDSF SEAASBRESI2264CF 60967 78007 EETR0C IECTCCS4CBESTASEE TOECTIOISEAIDBBOFAEESFIIET2IEIDMLER
3FC0E, OC7BSAABREBCFEFSDDETESE 3I0TESRIATS 1381 23F6 SCFFORIF 97EASEDETERDA 7 2FE2 PIBFFASIS TE3ADSEAEE 36645683 AMIDE WD TESC199E3
AS2S, 510234102 90C EBERAZ LOCORCTIr CARSE2A4F ASQASDBCROTIDG I 79590 BT ADA SEA2834ALE O 36 TD24ACOT22R 1200 CCRADTDIGH TS B SAMBALE P ALG
G855, PUALI0010825 25270 2000 CI0R I L5400 JA B LATNSAI DI 1 1523013245068 3 50 3CDS3 3 LAFICS JAAISCIADIS 1S ECS TAGD I LAAGROM 39
a6 BADETOF DCDAS B2GER (DERLECC2IC 670SESFALED 72393178 A2

3F 24 ASL e ST




Phase 1 - Hex Attack

= Hex Encoding is good, but probably not perfect
= Need compact error detection

2-byte XOR checksum

Thi=s data is corrupt
Cannot decode data, it i=s corrupt

|E| H9-0-|= text comparexlsm - Microsoft Excel

Home Insert Page Layout Formulas Data Review View Developer Acrobat

1 FC78 FFDSFFE000104A46494600010100000100010000FFDBO0B4A0009060714121214141314151514151615181718141514141417141415171614
2 2128 181414181C2820181A251C14142131212529282E2E2E171F3338332C37282D2E2B010A0A0A0E0D0ELALDLI01AZC241F242C2C2C2C2C2C2C2C

1101031101FFC4001C0000010501010100000000000000000000030102040506000708F FC4003E1000010400040404030604000007000000
01000203110405122106314151132261718191A11432425281C1236292D107153382E1F01724536372A2B2FFCA0018010003010100000000
00000000000000000001020304FFC400221101010101000203000300030000000000000111021221033141325161132242FFDAGCOCO30100
02110311003F00F67TABBETSAST228A5941 2A511EA6DEAZAICAIAASZEAN956668CET203CAZBD0O1CS4D3RE18ETTIE263DDEDTA21EGFF79894
BF35AEGETFID6D7FECICO4EAB9C1688390DAEDFD13A4342D3603B5F 7TAAFDELICFA3SDI102BADGA1BEEELIIDAAE26818DC0O3666163B705566698
EFB361C06FDE3ESGFADLIDS6819CI6038E711EVODECDEBFI93FD323AFBE7CADFAASG5BCI249BBEYOBSBCIBIAS24CAE303ATVALEDEBOL0G37DSE
BF01380EBE407DODTFESFADS32FBOBF27C7I1E9AD27BA21E1ABOFRET0E4A4028CBAESFAESASOSEDADO13DA13239284D0538040C72ESCEI04E
454942EA40350BBA390A3CA483C92385604E5CCEA9484C1AS3693921405EB947951CAD4A955CA67ABF3290F51E459D34291CE251655181DE
946AB11EG6DEBF7ECB4AE348F2FDFFO0828B2B9633F5ASFCT0793D17095D7F753D809534A2E35EEADB267DADEDOO7E04A9717AAZ0GASCCDBATE



Phese |- Oops.. Real World

assumptions, assumptions

20 symbols (1.1 % error)
); 5 to S: 864

1 Add strong visual indicators
5 1 manual correction in 1210 lines of text




1l - Hex Attack

d if no scanner

ata density: ~3.6K per page best case
on Tools:

erSploit: 835 kB = 232 pages

atz: 538 kB = 150 pages

= No exfiltration “compression” advantage






Phase 2

Worked, ~ 49K/page : 1"

Fail (online)



iy U

] features

ng lines
1-Solomon FEC

ent design
problem

= L

I can make it better!




Phase 2 - Big Barcode

ere each pixel represents one bit
vlack = 0)

iEEEEREEsEREsaen
1y | i |

I

l—"_-l‘.l H

X

= Printed at 72 dpi, get about 88 bytes across

= ~ 85 kB data per page



Reading a Big Barcode

> timing marks
can across the image



Reading a Big Barcode

ers of timing marks

rom “root” pixel
Best mask fit




Reading a Big Barcode

location is very successful:

| g marks found, simply compute
orid of intersections to locate data:

.
. » + B L -

nnnn

. .
° -
* -
' -
v L)
‘ -
+ .
‘ ¥
. L
+









Reecd Solomon FEC- Two Types

ASURE Correction

P1

P2

mid
mid

P3

P4

ard ERROR Correction



BError Correction Details

= 8, codeword is 255 symbols; each symbol 8 bits wide
= S=16, codeword is 65535 symbols; each symbol 16 bits wide
= Codewords can be less than n symbols long

@ Can correct up to “t” symbol errors (2 parity symbols
required for find and correct each error)






Coding an R-S FEC

ReedSolomonTutorial.py - /Users/mrrich/Documents/Programming/RSTut/ReedSolomonTu...

return r

def gf poly eval(p,x):

y = p(0]
r i in range(l, len(p)):
= gf_mul(y,x) " p[i]

Hh
]

def rs_generator_poly(nsym):
g =[1]
for i in range(0,nsym): :
g = gf_poly mul(g, [1, gf exp(i]])
return g

def gf poly div(dividend, divisor):
''"Fast polynomial division by using Extended Synthetic Division and opti
(doesn't work with standard pclynomials outside of this galois field, see

msg_out = bytearray(dividend) # Copy the dividend list and pad with 0 whe
for i in xrange(len(dividend)-(len(divisor)-1)):
coef = msg_out[i] # precaching
if coef 1= 0: # log(0) is undefined, so we need to avoid that case exj
for j in xrange(l, len(divisor)): # the divisor is usually monic,
msg_out[i + j] "= gf mul(divisor[j], coef) # equivalent to the
# (but xoring is fas

# The resulting msg out contains both the quotient and the remainder, the

# (the remainder has necessarily the same degree as the divisor —— not le
# what we couldn't divide from the dividend), so we compute the index whe
separator = -(len(divisor)-1)

return msg_out[:separator), msg_out[separator:) # return quotient, remair

def rs_encode msg(msg_in, nsym):
'''Reed-Solomon main encoding function, using polynomial division (algorit
gen = rs_generator_poly(nsym)

# Init msg_out with the values inside msg_in and pad with len(gen)-1 bytes
msg_out = [0] * (len(msg_in) + len(gen)-1)

# Initializing the Synthetic Division with the dividend (= input message p
msg_out[:len(msg_in)] = msg_in

byte_t ResdSolomsarigf_poly_evalibytedrr_te p, int x) {
yie t y = p->atif);

for (Iat L = 1} L « pensizel); dee) {

int pati = lep)isls

y = af_sily, x) = ticintipats);

return fixint(yls

yolif ReegSolomoniigf_poly_divibyteArr_te gividend, bytedrr_te divisor, tytedrr_te gquotient, byteArr_te
resainrder) {

/¢ Placeholder

f2int imax = dividend-seliel) -

}

int PeedSolaron:gf _expling 1) (
return fixint(galolis_get_ilog_table{w) (fixint(i)));
}

imt ReedSolaeonzzgf _loglint i) {
return fixint(galois_ges_log_tablelw) |fixint(L)]);
}

voi1d Reedtolomontigf_pely_scelelbytsArs_t= p, int x, Sytofrr_te result) {
thare p_char = possatal);
int nusbytes = len ptripl;

// init result ond allocate appropriste spoce
result-sclear(};

result-=insert|result->beginl ], nusbytes, 8))
thace result_char = rasult->datal};

Fluww=m ¢

palots_wE_regloo_sultiply(p_char, x, sunbytes, reselt_char, 01
Poolaw of w1t (

palets_WiE_reglon_suitiply(p_char, x, mumbytes, reswlt_char, 0))
b

}

void Roectolononsigt_poly_sddlbyteArr_te p, hytsdrs_te q, bytedrr_te rewwlt] {

// First aligs the golys



https://en.wikiversity.org/wiki/Reed%E2%80%93Solomon_codes_for_coders

3ar Code Results

40 to work reliably
of data (~38 kB of parity)

DOit: vs. 232 pages in hex)

rikatz: 12 pages (vs. 150 pages in hex)




Proof Of Concept

o techniques described here, install
werSploit on a machine

Interpret a page-sized bar code
Reed-Solomon Encoder/Decoder

Build Sideload Library

Encode, Print, Scan, Decode payload with
library

Print, Scan, and load hex encoder/decoder
into Excel

Emplace library using hex OCR method

Encode/decode using DLL called from
Excel



= Restore command prompt
= Direct DLL injection?

‘EC working




Conclusion

’OC was a success
ols provide a lot of power

tive purposes






