Overview
 Launchpad.exe

- Renames Glider.exe to a random name (3-8 characters long)
- Writes shadow kernel driver to disk with random name ".sys"
- Loads kernel driver, starts it, then deletes the .sys file

- Starts renamed Glider.exe /launchpad /handle=0000014
/processid=00000418 /kill=shtokshtokshtok /resume

* shadow.sys (aka ppmevvyh.sys)
- Hooks several system calls to hide itself and renamed glider.exe
- Updates descriptor tables
- Backs up current system states for replay to wow.exe

* Glider.exe (aka jxbvragk.exe)

- Contains all of the game-playing logic
- How does it query wow.exe process memory??



Launchpad.exe

 Shadow enable — use kernel driver
* |nvisible mode — no glider gui

= | aunchpad

Glider i Launchpad -Options | —Shadow
Installed wersion:  1.4.4 Installed version:  0.1.49 ™ Glider debug mods [ Shadow eriable
Current version:  1.4.4 Current verzion:  0.1.9 [ Usze'weow Launcher

[ Irvisible mode

Help A SecCheck Edit Frafile Configure Launchl




NET Obfuscation — Makes it hard

.class public auto sealed ansi bc extends [mscorlib]System.Enum

{

}

.field
.field
.field
.field
.field

public
public
public
public
public

specialname rtspecialname int32

static
static
static
static

literal
literal
literal
literal

value
value
value
value

class
class
class
class

bc
bc
bc
bc

(o N0 I o i

value

int32(-1515870811)
int32(-1515870811)
int32(-1515870811)
int32(-1515870811)

.class public auto ansi j extends [mscorlib]System.Object

{

.field
.field
.field
.field
.field
.field
.field
.field
.field
.field
.field
.field
.field
.field
.field
.field
.field

family
family
family
family
family
family
family
family
family

static
static
static
static
static
static
static
static
static

private
private
private
private
private
private
private
private

static
static
static
static
static
static
static
static

literal
literal
literal
literal
literal
literal
literal
literal
literal
literal
literal
literal
literal
literal
literal
literal
literal

int32 a = int32(-1515870811)
int32 b = int32(-1515870811)
int32 ¢ = int32(-1515870811)
int32 d = int32(-1515870811)
int32 e = int32(-1515870811)
int32 £ = int32(-1515870811)
int32 g = int32(-1515870811)
int32 h = int32(-1515870811)
int32 i = int32(-1515870811)

unsigned int32 j = unsigned int32(-1515870811)
unsigned int32 k = unsigned int32(-1515870811)
unsigned int32 1 = unsigned int32(-1515870811)
unsigned int32 m = unsigned int32(-1515870811)
int32 n = int32(-1515870811)

int32 o = int32(-1515870811)

unsigned int32 p
unsigned int32 g

= unsigned int32(-1515870811)
unsigned int32(-1515870811)



Launchpad.exe — Reversed Functions

0x13FEO: Check for admin privileges
0x141D0: Ensure glider files are on an NTFS Volume
0x142F0: Warn user if running from desktop or root of drive

0x14952: Get WoW key from registry
HKEY LOCAL_MACHINE\SOFTWARE\Blizzard Entertainment\World of Warcraft\GamePath

0x14A20: Check if WoW is already running

0x14AAOQ: Report Warning (takes string)

0x14B50: Report Error (takes string) and exit launchpad

0x14B90: Initialize Launchpad.log with date and time or report error
0x14BFO0: Backup Launchpad.log to Launchpad.lastRun.log

0x14CBO: Init Launchpad GUI (ctor for Forms, Groupbox, Label, etc...)



Launchpad.exe — More Reversed Functions

* 0x19DB3: Copy driver data to memory using GetManifestResourceStream

* 0x66F52: Create random string of 3-8 alpha characters using System.Random and
StringBuilder::Append

* 0x19DFO: Create new shadow .sys file and copy binary data into it from memory

* 0x655C0: Phone Home (Perform DNS, open socket, write request, get responses from HTTP server)

* 0x65FDQO: Install and start service (shadow.sys)

- j::CreateService, j::StartService, j::OpenService, j::CloseServiceHandle

* 0x16530: Query all usernames and create restricted token

12

12

12:
12:
12:
12:

12:
12:
12:
12:
12:

:48:
48:
48:
48:
48:
:48:
48:
48:
48:
48:
48:

41
41
41
41
41
41
42
42
42
42
42

PM 0 = OZ\None

PM 1 = Everyone

PM 2 = BUILTIN\Administrators (not getting that one!)
PM 3 = BUILTIN\Users

PM 4 = NT AUTHORITY\INTERACTIVE

PM 5 = NT AUTHORITY\Authenticated Users

PM 6 = <unknown>

PM 7 = LOCAL

PM Created restricted token!
PM Fixing token owner/creator
PM Token owner: OZ\Dan

* 0x18752: Fix token owner/creator (ACL's, Sid, AccessToken, TokenlnformationClass)

- This creates a token with many privileges disabled. Then, shadow.sys can replace the
unwanted privilges with new privileges that glider needs to read memory, etc and assign this
token info to the glider process. - could not validate this using process explorer from
sysinternals. Showed same privileges for glider.exe as all other apps running.



GetManifestResourceStream

|l 1ISA MISHES ) A LARPUILE ) B INanis: e[S IR LTS L I 1 L e S L LS LU I SIS LR

-method private static hidebysig unsigned int8[] d({) 7/ CODE XREF: _ CreateShadow+58]p
{
-locals init {class [mscorlib]System.IO0.Stream VA,
unsigned int8[] U1)
e br.s loc_19DB3
break

loc_19DB3: // CODE XREF: sub_19DBATj
i call class [mscorlib]System.Reflection.Assembly [mscorlib]System.Reflection.fAssembly::GetExecutingAssembly()
5 ldstr “'Launchpad.Shadow.sys"

5 callvirt class [mscorlib]System.I0.Stream [mscorlib]System.Reflection.Assembly: :GetHanifestResourceStream{class System.String)
% stloc.@

3 ldloc.@

4 callvirt int64 [mscorlib]System.I0.Stream::get_Length{)

i conv.ouf.i

s nevarr [mscorlib]System.Byte

. stloc.1

= ldloc.@

* ldloc.1

T ldc.i4.@

g ldloc.@

9 callvirt int64 [mscorlib]System.I0.Stream::get_Length{)}

o conu.ik

* callvirt int32 [mscorlib]System.I0.Stream::Read{unsigned int8[], int32, int32)

) pop

i ldloc.®@

+ callvirt void [mscorlib]System.ID.Stream::Close()

. ldloc.1

3 ret

H



Launchpad Installs Kernel "Service"

_ﬂ He_ﬂ WA, %3 E:-:port_&_ N Name& 1h'ji Functions | " Shings | ﬁ Structures En Enulj'm % !mpu:u_rt&_

-method public hidebysig void k() /f CODE XREF: u+1aDTp
{
-locals init {class System_String VA,
native int U1,
bool U2,
class System.String[] V3,
int32 uy,
int32 uUs)
* br.s loc_65FEB

loc_ 65FD2: £ CODE XREF: _ InstallSys+A8Lj
ff _ InstallSys+C3Lj ...
: ldloc 5
2 switch loc_6618A, loc_ 66098, loc 668F9, loc_66687D

loc 65FEB: // CODE XREF:  InstallSystj
2 br.s loc_65FEE
break

loc_6G5SFEE: /f CODE XREF: _ InstallSys:loc 65FEBT)
call class System.String [mscorlib]System.Environment::get CurrentDirectory()
ldstr "“\W\W"
ldarg.8
1dfld class System.String j::r
ldstr *'.sys’
call class System.String [mscorlib]System._String::Concat{class System_String, class System.String, class System.String, class System.
stloc.@
ldarg.@
call void j::j{)
ldc.is.5
newarr [mscorlib]System.String
stloc.3
ldloc.3
1dc.i4. B
ldstr "Installing service, DriverHame=)
stelem.ref
1dloc.3
ldc.is_1
ldarg.8
1dfld class System.String j::r
stelenm.ref
ldloc.3
ldc.iy_2
ldstr "\, FullDriverHame=Y’
stelem.ref
1dloc.3
ldc.is.3

£
O0067FES D0DE600%: _ InstallSys+39

Frrmatinn From the datahace ke



Shadow Kernel Driver Hides Glider

Windows Task Manager

W|ndOWS Event Log £ Windows Task Manager

File ©Options Mjew Shut Down Help

Applications | Processes | Perfarmance | Metworking || Users

Event Properties

i Evant Image Mame Idser Mame CPU - Mem Usage
alg.exe LonZAL SERNVICE oo 1,456 K [
CSrss, exe S¥STEM 0z 2,225 K

D ate: B/ABSA007 Sourcer  Service Control M anager explorer.exe Fra 0z 15,988 K

_t |
Time: 1:29:66 AM  Category: Mone firefom, exe Dan ] 23,916 K
+ | idag.exe Dan oo 20,136 K
IEWPLORE.EXE [an aa 1,952 K
jusched.exe Dan an 1,412 K

Type: Information  Ewent |D: 7035
Uzer: 02450an

Computer: OF lzass, exe SYSTEM 0z 988 K
2k, mme, exe Dan aa 1,920 K
£ mspaink.exe Dan ] 1,192 K
Description: services. exe SYSTEM 0o 2,204 K
The R service was successhully sent & start contral. SIS BXE SYSTEM uo le4 K
spoolsy.exe S¥STEM aa 1,496 K

Far maore information, see Help and Suppart Center at svchost. exe SYSTEM o 1,952 K
hittp: /oo, microzoft. comdfwlinkevents. asp. svchost.exe METWORK SERVICE 00 2,364 K
sychost,exe SYSTEM oo 2,024 K

sychost,exe SYSTEM oo 13,092 K

sychost,exe NETWORE SERVICE oo 1,516 K

sychost,exe LOCAL SERVICE oo 2,280 K

Swskem SYSTEM oo 104 K

Syskem Idle Process  SYSTEM a5 28K

taskmgr . exe Dan o 4,404 K

YMwareService,exe  SYSTEM oo 1,625 K

E WMwareTray . exe Dan aa 1,360 K

1 - - WMwareUser exe Dan 0o 2,876 K

3YSTEM

winlogon.exe

wscnkfy, exe
wuaucl . exe Dan an

k. l [ Cancel

show processes from all users

Processes: 29 CPU Usage: 5% Commit Charge: 220688k [ 6309




EPROC Structure from "Rootkits"

"The assembly code for loGetCurrentProcess goes to the offset
0x124 from the fs register. This is the pointer to the current
ETHREAD. From the ETHREAD block, we follow the pointer in
the KTHREAD structure to the EPROCESS block of the current
process. We then traverse the doubly linked list of EPROCESS
blocks until we locate the process we wish to hide.

One way to find a process is by its PID. The PID is located at
an offset with the EPROCESS block that varies depending on
the version of the operating system in which the rootkit is
running. Here is where determining the operating system
version will come into play."



KPRCB

*CurrentThread

*MextThread

*1d|eTh re.?ild

ETHREAD

KTHREAD

Apcstate

EPROC Structure from "Rootkits"

EPROCESS

KPROCESS

LIST_EMTRY {

e

FLIMK

EPROCESS

KPROCESS

EPROCESS

KPROCESS

LIST_ENTRY {

et

L

LIST_ENTRY {

BLINK ¥

v

FLIMK

BLINK ¥

FLINK

e

BILIMK }

Figure 7-1 Path from KPRCB to the linked list of processes.




EPROC Structure from "Rootkits"

Table 7-1 Offsets to the PID and FLINK within the EPROCESS block.

| Windows

Windows

Windows Windows Windows
NT 2000 XpP . XP SP 2 2003
PID Offset Ox94 Ox9C Ox84 Ox84 ; {1384
FLINK Offset 0x98 OxAOQ Ox88 Ox88 Ox88

(to traverse
the list of
processes)




-text:8001069BA
-text:800109BB
-text:8001089BC
-text:806169C3
-text:806189C2
-text:8001069CHB
-text:@00169D00
-text:800169D3
-text:800109D4
-text:800189D7
-text:800169DA
-text:8001089DF
-text:0001069EL
-text:8001089ES
-text:8001089E6
-text:8006169EB
-text:8001089EC
-text:8068189F1
-text:8001069F3
-text:8001089F6
-text:800109F9
-text:8001069FB
-text:8081689FB
-text:8001069FB
-text:8001089FE
-text:800106n00
-text: 8006106084
-text:00010A06
-text:00010A06
-text:00010A06
-text:80010A08
-text:800106A8BE
-text:800106A12
-text:@8816A14
-text:80010A19
-text:@06816A1C
-text:806016A1D
-text:80010A1E
-text:@0010A1F
-text:@0010A024
-text:80010A027
-text:80010A2A
-text:800106A2C
-text:800106A2C
-text:88618A2C
-text:80010A2E
-text:800106A30
-text:800106A30
-text:800106A30

* .text:88618A38
* .text:88818A35

-text:80810A2A

loc_189FB:

loc_18A86:

loc_18R2C:

push
push
mowv
call
mou
mowv
mowv
push
push
mowv
push
call
push
push
mowv
push
call
mowv
add
cmp
jz

cmp
jnz
cmp
jz

mouv
mouv
and
sub
mov
mouv
push
push
push
call
add
cmp
jnz

esi Searching EPROC List

edi

Tuar_H#], 1
ds:IoGetCurrehtProcess

ecl, oax
eax, dword_12B6Y4
ebx, [eax+esi]
ebx

[ebp+arg_8]

[ebp+var_4], ebx
offset aSEarchingFurﬁE:::Egéarching for: %d, StartPID = %ﬁ;:::::>
nullsub 1

esi
ebx
edi, offset aLuukingHtPiﬁﬁE:E:zLuuking at PID %d, EPROC = ﬂx%ﬂggz:::>
edi

nullsub_1

eax, ebx

esp, 18h

eax, [ebp+arg_#a]
short loc_18A2C

; CODE SREF: sub_189B2+78]j
[ebp+var_4], ebx
short loc_10A086
[ebp+var_8], @
short loc_18A38

; CODE XREF: sub_189B2+4CTj
eax, dword_ 12B68
esi, [eax+esi]
[ebp+var_8], @
esi, eax
eax, dword_12Bd6L4
ebx, [eax+esi]
esi
ebx
edi
nullsub_1
esp, HBCh
ebx, [ebp+arg_a]
short loc_109FB

; CODE XREF: sub_189B2+47T1j
eax, esi
short loc_18A3D

loc_18Aa38:

push
call

pop

; CODE XREE- - 4=
offset alLoopedfiroundL3; “Looped around list looking for prEEEEE:S...

nullsub_1
ecx




shadow.sys — Hooking System Calls
0x11538: Utility: Hooks Descriptor Table (pass a string and ptr)
0x114BC: Hooks NtOpenProcess using 0x11538
0x1150E: Unhooks NtOpenProcess using 0x11538

0x110B2: Utility: Hooks aW32kServiceTable (pass a string and ptr)
0x111A8: Hooks GetCursorPos using 0x110B2

0x111C1: Hooks GetForegroundWindow using 0x110B2

0x111DF: Hooks GetActiveWindow using 0x110B2

0x111FD: Hooks ThreeArg using 0x110B2

0x1121B: Hooks GetCursorinfo using 0x110B2

0x11239: Hooks OneArg using 0x110B2

0x11257: Hooks SetCursor using 0x110B2



~textz00011538 5 || [[1i 1 1011 S UB RO UT LNE [ iiiiiiiiiiiiiiiiiils

-text:80011538

-Lext:00a11598 + Attrinutes: bp-based 7 ()x11538 - HookDescriptorTable
.text:088611538 HookDescriptorTable proc Tear > CUDE ®RET : =00 _TIABGTOITp

-text:800811538 ;: sub_1158E+17Tp ..

text: 00811538
I8 arg @

-text:88811 = dword ptr 8

-text:BE61150

.text:80811538 mou edi, edi

-text:8081153A push ebp

-text:8001153B mou ebp, esp

text:0081153D mouv ecx, ds:HeServiceDescriptorTable

text: 80811543 mow ecx, [ecx]

text:aa811545 push esi

-text:B0811544 push edi

text:80811547 mou esi, eax

-text: 80811549 push ehx

ftext:0081154A shl esi, 2

text:8881154D mou edi, [esi+ecx 1] " .
.text:088115580 push edi [ L nU”SUb_1 was debug prlntf
text:aae11551 B TTE= -1

-text:88811552 push [ebp+arg_8]

.text:88811555 push offset aHookCallSe4xFr ; "Hook call %"%sy" (%044 From %08 —> %684 ...
-text:8081155A call nullsub_ 1

.text:8881155F add BSp, 1M

text:f0811562 test ebx, ebx

-text:0a811564 jnz short loc_ 11575

-text 0011566 push offset aWhoaHotPointin ; “Whoa, not pointing anything at MULLY W*__.
-text: 00811568 call nullsub_1

-text:80811578 pop eCx

text:gee11571 xor eax, eax

-text:80811573 jmp short end HookDescriptorTable

-text: @@p115¢s [ ——-——--
-text:aaA11575

-text 88811575 loc_ 11575: s=LODE _XREE - _UggkhescriptorTable+2cTj
text 88011575 cli

text: 88611570 mou eax, cr@

text 88811579 and eax, BFFFEFFFFh

text 888115 7E mou crB, eax

ftext:fona11581 mouv eax, ds:HeServiceDescriptorTable

-text 00011586 mou eax, [eax]

-text 00011588 mou [esiteax], ebx

text:00081158B mouv eax, cr@

text:00081158E or eax, 18808h

text: 86611593 mou crd, eax

text 88811596 sti

text:80811597 mou eax, edi

text 88011599

-text:88611599 end HookDescriptorTable: ; CODE XREF: HookDescriptorTable+3BTj

-text:88811599 pop edi



Shadow.sys Uses CRO "Trick"

Done exactly the way it's presented on p.67 of "Rootkits™ book

End of 0x11538 - HookDescriptorTable

cli

mov eax, cri

and eax, BFFFEFFFFhQ
mov cr, eax

mou eax, ds:KeServiceDescriptorTable
mou eax, [eax]

mou [eci+eax], ebx
mov eax, cri

or eax, 18808h

mou crfB, eax

oti

moy eax, edi




* _text:8801085F5 mou dword 12BBS ]
* _text:000105FB mou ebx, [eax+h( Near start of Shadow.sys
N s Do dward 12874 Set 0x12B58 = KeServiceDescriptorTable + 40h
* .text:9e8108665 mov eax, [eax+44M]
* .text:Bo00186068 push ecx
* _text:B868108609 push offset alOffFsetsOsuDPid ; "0OFffsets: 0DSU=%d, PID=0=%8, FLIME=8=%X, ...
* _text:8861868E mou dword 12B78, eax
* .text:BEA18613 call nullsub_1
* _text:B06108618 push dword_1Z2BAC
* _text:B881861E push dword_1Z2BEC
* _text:BAB18624 push dword_12BEY4
* .text:Be81862A push dword_12BA8
* .text:Be018630 push dword_12BAL4
* _text:BAA18636 push dword 12BAB
* _text:@881863C push offset aGfuwBxSGawBxXsqg Y"GFW=Ax%x, GAW=0x%x, SGAW=0x%x, HTOPS=8x"...
* .text:B8818641 call nullsub_1
* _text:B00108646 push dword_12B7¥8
* _text:B881864C push dword_12B74
* _text:B8818652 push dword_1Z2BBES
* .text:Pe018658 push dword_12BBY4
* .text:B8081865E push dword_12BB8
* Ltext:088108664 push offset alaBxXSscBxBxPs ; "0A=0xz%=z, SSC=0x%0x, CSC=0xz%=z, BHL=0x%x,"...
* .text:BAA18669 call nullsub_1
* _text:8801866E add esp, Shh
* .text:BaA18671 call sub_18D4E
* _text:BAB18676 cmp dword_12B84, 2
* .text:Be@1867D pop ebx
-2 Jtext:B8881867E inz short Joc i B
r " _text:B8818580 mou eax, ds:HeServiceDescriptorTable
| * _text:88818685 add eax, 46h
1" _text:888105688 push eax
| * .text:80010689 mou dword_12B58, eax
1 * _text:B8081868E Pl sLfsptbealelalliatal ol i delials . using alt shadow table: Bx"...
L * _text:088818693 jmp __DBG__pop2_  iof complete
I ~text:@8M1B698 ; ——F
| .text:88818698
1 text:08810698 loc 18698: ; CODE XREF: .text:80881867ETj
"t _text:00010698 call KeGetCurrentThread
* .text:B881869D mou eax, [eax+BEBh]
* _text:@8818603 push eax |
* _text:B80186AL mouv dword_12B58, eax
* _text:B88186A9 push offset alsIskKp28@88Grab ; 0S5 is HP/20088, grabbing shadow table fr*...
* .text:Be8186AE jmp __DBG_ _pop2__iof_complete

~text:@6BB8186B3 ;
.text:B086810856B3

-text:886186B3 _ skipping_old_fu_hide: ; CODE XREF: .text:80881851DTj
- P _text:0080186B3 push offset aSkipping0ldFuH ; “Skipping old FU hide®™
' _text:B801086E8 jmp __DBG__pop__ iof complete

r_ Stexti@@BIB6BD 1 e



-text:@80611882
-text:@80611882
-text:886118B2
-text:@80611882
-text:86611882
-text:8061186

text:a0011§
text:aam
-text:000148B2
text:aam
text:080110Q2

-text:8061188
-text:000110B4
-text:8006118B5
-text:@0611887
-text:8006118BAR
-text:@00118CH
-text:@06118C3
-text:8061168C4
-text:@a6118C7
-text:@061108CE
-text:@66118C9
-text:8061108CE
-text:@a6118CC
-text:@06118CF
-text:@0611802
-text:-80611803
-text:@800110804
-text:@o611807
-text:@o61180C
-text:800118E1
-text:800118EL4
-text:-806118EG
-text:9006118ES
-text:806118ED
-text:@06118F2
-text:-0061108F3
-text:-806110F5
-text:-@06118F7
-text:-@06118F7
-text:-@06118F7
-text:-@06118F7
-text:-006110F8
-text:006110FB
-text:@800111080
-text:806111063
-text:806111068
-text:806111068
-text:8061118E
-text:@aa11111
-text:-80611116
-text:@e611119

-text:-@061111A
towt-AOA41445

Sttt SUBROUTIHNE]

; Attributes: bp-based frame

Hook Win32ServiceTable

HookTaple proc near

= dword ptr 8
dword ptr H@Ch
dword ptr 18h

; CODE XREF: _ HookW32ServiceTable488)p
; _ HookW32ServiceTable+%ELlp ...

; "Hook call %'"%sh" (%04X) from %08X -> Z08X"...

“Whoa, not pointing anything at HULLY W".._.

REF: _ HookTable+34Tj

mou edi, edi

push ebhp

mou ebhp, esp

mou eax, [ebp+arg_ 4]

mou ecy, dword_12BS58

mou ecy, [ecx+18h]

push ehx

mou ebx, [ebp+arg_ B8]

push esi

push edi

mou esi, eax

push ehx

shl esi, 2

mou edi, [esi+ecx]

push edi

push eax

push [ebp+arg_#A]

push offset aHookCallsayxFp

call nullsub_A1

add esp, 14h

test ebx, ebx

jnz short loc_ 118F7

push offset aWhoaMotPointin

call nullsub 1

pop BCX

®oF eax, eax

jmp short loc A111C
loc_ 118F7: ~ CODE

cli

mou eax, cr@

and eax, BFFFEFFFFh

mou cr@, eax

mou eax, dword_12B58

mou eax, [eax+18h]

mou [esi+teax], ebx

mou eax, cr@

or eax, 10080h

mou cr@, eax

sti

ooy pax. pdi




.text:zO0018BCA ; !!llIiIIIIIiiIE S UBROUT LN

-text:000818BCA

text:@AB18BCO ; Attributes: bp-based frame

-text:00818BCA

.text:0808818BCA _ BuildHwndList proc near

-text:00818BCA

Hook HwndList

offset aWhoaHotPointin ; "Whoa, not pointing anything at HULL?

CODE XREF: sub_18C2E+17}p
sub_18C58+38)p

BuildHuwndList+2DTj

-text:0008108p1

-text:0001080 = dword ptr B8
-text:0060108LY

.text:B88818BCA mow edi, edi
-text:008810BC2 push ebp
-text:008816BC3 mov ebp, esp
-text:88818BCS mou ecx, dword 12B5SS8
-text:000818BCHE mou ec®, [ecx+18h]
.text:80818BCE push esi
-text:080108BCF push edi
.text:B88818BDA mow esi, eax
-text:00808106BD2 push ebhx
text:0081086BD3 | shl esi, 2
.text:00818BD6 mov edi, [esi+ecx]
.text:80818BDY push edi
-text:B808188DA push eax
-text:08008188DB push [ebp+arg_8]
-text:8008106BDE push offset aHookCalls@hxFr
-text:000810BE3 call nullsub_1
.text:00010BES add esp, 14h
.text:000810BEB test ebx, ebx
.text:80818BED jnz short loc_18BF
-text:80818BEF push

-text:000108BFL call nullsub 1
-text:0800818BF9 pop eCX
.text:000818BFA xor eax,
-text:0080810BFC jmp short log_
ftext:@0@81BBFE ; —
-text:80016BFE

-text:88818BFE loc_ 18BFE: =—88DE KREF:
-text:80818BFE cli

text:00818BFF mou eax, cr@
-text:da@18cez and eax, BFFFEFFFFh
text:a0818Cca7 mou crB, eax
text:00818CHA mou eax, dword_12BS58
-text:00816C08F mov eax, [eax+16h]
.text:88818C12 mov [esi+eax], ebx
-text:@86818C15 mou eax, cr@
-text:006106C18 or eax, 100006h
text:00818C1D mou crB, eax
-text:9@818C20 sti

text:a@818C21 mou eax, edl

-text:88818C23
-text:868818C23 loc 18C23:

: CODE KREF:

BuildHundList+3CT4

: "Hook call 3"3%s\" (%84%) from %0O8X -> ZABX" ...

L R




Example Hook: GetCursorinfo
Each hook just checks if it's WoW making the call

~CextIUUu] U 38
-text:B080108F38
-text:00010F38
-text:080108F30
-text:00010F38
-text:88818F3D
-text:88818F3E
-text:88818F3F
-text:00610FL42
-text:080108F432
-text:00010F40
-text:00010F4E
-text:080818F4D
-text:080818F4F
-text:0680818F50
text:00810F56
-text:B08010F58
-text:0680108F50
-text:B88018F5E
text:000108F63
-text:08818F6A
-text:088108F6E
-text:88818FA6C
-text:80810F6E
text:000818F 74
text:080108F76
-text:B0080108F7E
text:08018F7D
text:88818F7F
-text:B88818F85
text:00010F86
-text:B08010F8E
-text:00010F208
-text:B8808108F05
-text:00010F08
-text:88818F9D
-text:08818FA0
-text:B88818FA3
text:00810FA3

A .. . FAIRIRA TR AR

loc_18F38:

loc_ 18FA3Z:

; DATA XREF: _ HookW32ServiceTable+EDJo

mou edi, edi

push ebp

mou ebhp, esp

push ebhx

push esi

moy esi, [ebp+8]

push esi

call dword 12BCC

mouv ebx, eax

test ebx, ebx

jz short loc_18FA4

push edi

call ds:PsGetCurrentProcessid

mou edi, eax

push edi

push offset aGetcursorinfolN\  'GetCursorInfo called from process id %d".

call nullsub_1

cmp dword_ 12838, A

pop BCX

pop eCX

e sort—ioe—i L]
Cw__cai, wigie S« | Is WoW asking??

oo shout loe—

mou eax, dword 12BE8

test eax, eax

jle short loc_18FA3

push dword_12B8C

push eax

push offset aSendingBackBug<;:EEEEE£ng back bogus cursor position: %EEE::::>

call nullsub 1

mou eax, dword 12BE8

mouv [esi+BCh], eax

mouv eax, dword_12BEC

add esp, @ACh

mou [esi+1Bh], eax

; CODE XREF: .text:@80810F6CTj

- [ Y LT o R



Holodeck Cannot Find shadow.sys

wu Create A New Project Wizard - Page 2 of 3

Application Selection

Select an application to tesk

Launch an App | Attach to aghpp  Skark 5EI"'|"iEE| Akkach ko Service |

Please select a service ko skark, all services that are not disabled and are
nok currenkly running are lisked belaw,

Refresh
Mame Descripkion b
Application Managernent Provides software inskallation services su
ASP.MET Skate Service Prowvides support For out-of-process sess

Background Inteligent Tran... Transfers data bebween clients and serw
COM+ Syskern Application Manages the confiquration and tracking «

Diskributed Transaction Co... Coordinaktes transackions that span mulk
HTTP 55L This setvice implements the secure bypet
IMAPT CD-Burning COM Ser.., Manages CD recording using Image Mask .
T Y e S, T T I Y 1 i o

£ >

Cancel Back Mewxt




Holodeck Can Run Launchpad.exe

Wi Create A New Prﬂ]EL’:t Wizard - PEEE Jof 3 Select the functions to log. Mate: This will only apply to
niew log entries, not existing ones.
Options Selection S8 W | M ative functions
Sek log Filkering and other project opkions +-[] Com Functions
+-[] Dangerous Functions
+-[] File Functionz
+-[] Library Functions
u Pause Application +- [[] Wative functions +0 Mfam':'”" Functions _
on Skart H NET Funchions +- [ Mizcellaneous Functions
' _ _ +- ] Metwork Functions
IE e + F'IE Functions +-[] Frocess Functions
4 + Library Functions +-[] Registry Functions
v Child Processes +- [] Miscellaneous Functions +-[] Time Functions
Inherit Settings + Mebwork Functions - .ﬁiT functions
: + File Functions
v Akkach Debugggr : :I:Ei:;s FFUUH:E:?DH; + Library Functions
and Log Exceptions 5 d _tl:"l Funct +- [ Miscellaneous Functions
+| - W] DECUF unctions ;
Log First Chance o [J7ime Ful:llln.:ti.:.ns + M etwork: Funn:t_n:uns
Exceptions + F'n:u:.ess Funn:t!l:uns
+ Reqistry Functions
S':'mlf F'?I'?Ituhres may nok + Security Functions
w::ur. ik I:. e n:urr.ent “ [ Time Functions
:_I?ggll'llzg ||:||:|I:||:|n5, click. +- [ Swstem. Timers. Timer
BfE L0HEarn mors +- [ Svstem. TimeZone
Cancel Back Finizh
Some featurez may nokb wark, with the current logaging
optionz, click here to learn more.
OF. Cancel




Holodeck — Too many System Calls

Wi/ launch - Holodeck Enterprise Edition

File  Zession  Application  Log  Tools  Wiew  Help
HeEB0 @ H s FEwFYs e
% welcome to Holodeck e launchpad.exe Log - 3732(All Threads) |® Faults - 3732{al Threads) | q X |Project O x
Tirmestamp ‘| Thread | Cateqgory | ol | Function | Return Valus Error Cods | Exc..l Parameter 1 Patarneter 2 | u Saved Logs
+ 06/07/2007 10:12:02:905 3736 LIER.ARY mscorlib. dil System.Reflection.a...  mscorlib, Yersion=2.0.0.0, Culture=. .. Syskem. Globalization. Glo. .. i‘ Tj Saved Metwork Logs
D&{07}2007 10:12:03:108 37360 LIBRARY mscarlib, dil System,Reflection.&,..  Syskem,10.Unmanagedtemary Stream Assembly |_intl.nlp -_1| Saved CorrupFed Files
06/07/2007 10:12:04:202 3736 PROCESS mecorlb.dl  Syskem.Environment...  Microsoft Windows NT 5.1.2600 Sery... ;a"EthxcePt"’”s
06/07/2007 10:12:07:108 3736 LIERARY System.dll Syskem, Component... aq 'r R:Sgrrdfad Sessions
06/07/2007 10:12:07:514 3736 PROCESS System.dil System, Diagnostics.... TraceSwitch SecurityDernand - e’ launchpad exe fprocess - 3
06/07/2007 10:12:07:624 3736 LIBRARY System.dil System, Component. .. MarshalingCantrol [ AFILog
06/07/2007 10:12:07:733 3736 LIERARY System.dll Syskem. Camponent... EventHandlerList CObject d‘s‘d Metwork Logs
06/07/2007 10:12:07:749 3736 LIERARY System.dll Syskem. Camponent... EventHandlerLisk Object =|-44 Faults
06/07/2007 10:12:07:780 3736 PROCESS mscorfib,di Syskem Environment..,  Microsoft Windows NT 5.1.2600 Serv... “d Disk
+ 06/07/2007 10:12:08:093 3736 REGISTRY mscorlib, dil Microsoft. win32.Req... HEEY_LOCAL_MACHIME!SoftwareiMi... HEKEY_LOCAL_MACHIMNE Software\Microsoft) METFra... SE_G Mernary
06/07/2007 10:12:08:108 3736 REGISTRY mscorlb.dl Microsoft.Win32.Reg... HKEY_LOCAL_MACHIME..,  DhglITDebuglaunchSetting é zet@?rk
06/07/2007 10:12:08:108 3736 REGISTRY mecoribndl  Micrasoft Win2.Reg... HKEY_LOCAL_MACHIME...,  DbgManagedDebugger P:jgc'::
06/07/2007 10:12:08:124 3736 REGISTRY mscorlib. dil Microsoft.Win3z2.Reg... HEEY _LOCAL_MACHIME. .. 4 Custam
06/07/2007 10:12:05:202 3736 LIBRARY System.dil System, Component. .. EventHandlerLisk Chject U Resaurce Faulks
06/07/2007 10:12:08:359 3736 LIER.ARY System.dl System, Component. .. EventHandlerLisk Object <&> Lirnits
D&{07}2007 10:12:08:421 3736 PROCESS mscarlib, dil System.Environment... 2912796 " Network Corruption Fau
06/07/2007 10:12:08:499 3736 PROCESS mscorlib, di System.Environment...  cymmotlaunchpad. exe g File Corruption Faults
06/07/2007 10:12:09:280 3736 PROCESS mscorlib, dil Systemn.Environment..,  ciiymmollaunchpad,exe L) Carrupted Files
T
06/07/2007 10:12:09:2580 3736 PROCESS mscorlib. dil System.Environment...  ciymmallaunchpad. exe i Tests )
AARINTIZONT 1N 12 N9 5A1 AT | TRD ADY Suckarn Al Suckarn Carmnnnank Crrkzinay /L‘ g Exceptions
< | —
c:ymmoYlaunchpad.exe - Process 3732 Gminated Entries: 42563 |Visible: 42122
N ——
Lirnits ——— T | < ¥
|Dynamic Help O x
Disk Space v
Used: | Unitst |5 ~| 1% Log Pane Help
- Ag soon as you begin
Lirnik: .
] 26894084 the AUT Holodeck will
start to log the AP
calls you have
Memary Space specified to be logged.
Used: [g Units: [ | The log pane will hold
- any logs you are
J Limik: {1 753144 currently viewing. Logs
cah be filtered, sorted,
or exported to make
Metwork Upload Bandwidth warking with the data
. Halodeck provides as
szl ] Units: | gitspsec v | easy as possible.
J Limit: |1 pooo
1] Log Pane Links
Logs Overview
Metwork Download Bandwidth Ién _Fllterln and
. orting
Used: |D Units: |KBits,|'Sec j Exparting Logs
J Limit: |1pooo =
= Tips
To sart a column, click
B el
@ Limits 'ﬁ‘ Resources |@ File Corruption Details IQ Metwork Message Details | @ Dynamic... Properties |




Holodeck — Exceptions and BSOD's

Launchpad Exception @
@ Syskem, ArgurnentException

Absolute path information is required,

ak Syskem, Security Ukl StringExpression3et, CreatelistFromExpressions(String[] str, Boolean needFullPath)

ak Swskem. Security . Permissions. FileIOPermission, AddPathList{FileIOPermissionfccess access, AccessContraldckions control, String[] pathLiskCrig, Boolean
checkForDuplicates, Boolean needFullPath, Boolean copyPathList)

ak Syskem, Security . Permissions, FileIOPermission, .ctor(FileIOPermissiondccess access, String path)

at Syskem,Diagnostics, FileWersionInfo,get_FileMame!)

at System, Diagnostics, FileversionInfo, TaStringy)

at Replacement. DothetReplacementLibrary . SendLogiSkring category, String functionMame, Int32 paramCount, IntPtr paramérrays, Exception exception, Objeck
returnialue, IntPhr events)

at Replacement . DotMetReplacementLibrary . Runstandard TestsAndGetResults{OriginalMethod Caller afCaller, String category, String Functionfame, Object[] param,
Type returnType, Objectd: returnalue, Exception®: exception)

at HeatInterceptHandlers HandlerClass 193, GetMersionInfol MethodInterceptInfo methodIntercept, String fileMame)
sionInfolString FileMame)

ak ag.asi)
at ag.av()
ak ag.wi)

at ag.mi{Chject 4_0, Eventdrgs &_1)

But we get to see some
obfuscated functions in action

at System.Windows, Forms, Buktton, OnClick{EventArgs e)

ak Syskem, Windows, Forms. Eutton, OnMouseUpiMouseEventirgs mevent)
at Syskem. Windows, Forms. Control. WhmkMouselp{Messages: m, MouseButkons butkon, Ink3z2 clicks)

at Syskem, Windows, Forms, Contral, YindProc{Messages m)

at System. Windows, Forms, ButtonBase, \WndProc{Messages m)

ak Syskem, Windows, Forms. Butkon, WndProc{Messages m)

at Syskem. Windows , Forms . Control. Controltativetwindow, OnMessagelMessaged: m)

at System.Windows, Forms, Contral, ControlMativewindow, WndProo{ Messages m)

ak Syskem, Windows, Forms. Mativeswindow, Callback(IntPtr hwnd, Int32 msg, IntPtr wparam, IntPtr lparam)

.................................

.................................




Further Strategies

* Add printk call to shadow.sys: nullsub 1 to see
debug messages

e Edit launchpad.exe to use fixed shadow.sys on
ever call rather than writing over it each time



Observations & Questions

* Mention of FU in shadow.sys could be FU_rootkit
e Shadow/Glider does not seem to hide disk files

* Blizzard wants to make sure glider is "running"?



