HL2 Hook

The Program
The Disassembly
Other Tools
Playing Around

Conclusion



The Program Use Case

Start the program
Generates a widget showing it 1s ready
Open CS:S

HI_.2 Hook does its business and closes



Disassembly, begin!

OllyDbg - miranda32.exe - [CPLU - main thread, module miranda3]
File “iew Debug Plugins ©Options  Window Help

B4 x| W] i+ 1 4| 4f) L|E|M|T|W/H|C|/|K|B|R|.5]

5[5 A FUsH EEF

HA4E1EAL (] . FUSH ERX

HA4alBEz(] . BBCY MOy ERA, ESP

HA4a166R4(] . 23CA 04 AOO ERRX, 4

HAE4E1EAF (] « CYEd aazadcaa) Mol DWORD PTR D5: [EAX], mirandaZ. @ad4az2Ea8l

Hda4ai@nnf) - 58 FOP ERX

HA4E1ARE (L. C3 RETH

HA4Ea1 BAEF QA HOP

Aa4EiEalal . C3 RETH

HA4A1E11 50 OB 50O CHAR "1°

HA4A1A] 2 CE OB CE

HA4a1E13 Az OB A=

HA4E1E]4 A OB 5& CHAR "F"

HA4E1E15 HA OB &A

HA4E1 AL G B OB &8s

HA4A1E17 o2 OB &2 CHAR "b*

HAGE1E]LE EA OB BA

HA4A1E]19 CE OB CE

HA4E1E1A a8 OB == CHAR "&°

HA4A1A1E ES OB ES

HA4E1E1c 1A OB 1A

HA4a1E10n az OB =22 CHAR "Z2°

HA4E1A1E SAH OB 2A

HA4A1E1F CF OB CF

HAGE] B2A 5A OB SA CHAR "cZ°

HA4Ea]1E21 C1 OB Ci

HA4E] B2E = OB &F CHAR "of

HA4Ea1E23 24 OB 24

HA4E] B2 BS OB BS

HA4E]1 B25 FE OB FE

HAGE] ARG 2E OB 2E CHAR * x*

HA4A1E27 CC IHT=

HAGE] B2E &H OB &H CHAR "j"

HA4EA] B2 Ha OB as

HA4E]1 B2A C5 OB C5

HA4Ea1 B2E EE OB EBE

HA4E] B2C Yo OB &2 CHAR 'b"

HA4E1 620 23 OB 22 CHAR "z=°
AR FoE Fra OE 77 CHAE "




jump, Leaving Code Section

OllyDbg - miranda32.exe - [CPL) - main thread, module miranda3]

@ File Wiew Debug Plugins Options

Window  Help

BR4E2ERG

Slx| win] wijv 1 4

FUZH EEP

BR45266 1
Ba4c2888
BR4E62887
BR4E2E8C
BR4e2E1 1
BR4E2E16
BR462E17F
BR452612
BR462E19
aa4cz81R
AA46261E

BR4e2E10
BR4E2E1E
BR462E1F
BR452E25
BR4E2E26
aa4cz822
BR46282E
BR46282E
BR4 62624
BR462E35
BR462E2A
BR452E3R
BR462E3F
Ga4c2846
BR462843
BA462642
BER4EZE4C
BR462840
BR462E51
BR452654
BR452652

BE4CZE5E]

BR462850

BA4 62863~

BR4EZEEE
5[5 EThel5T=1E]

=11
BED 88188586
1]
63 138EAREE

653 1FZ2B4680
EE 2EBEAAEE

L]

2025 3IB1A4B06
=]

23F6

c4:iFF36
6413926

ESBE 43184888
EZ2 FBFFFFFF
(9]

2B4424 AC
22268 BoBEEEEE &
33Ce

C3

L H=
1]
2BEC24 24
Gt6:220B

&6:B2 405A
G6: 3268

74 82

S1EE A88RA106
EE EF

B 21C1 ERA4E
2BCZ

MOU EBP, 61866

FUSHAD

FUSH BE1S

FUSH miranda3.@846281F
CH%L mirandas. BR4E6ZEZE

MOP

LERA ERH,.DWORD PTR S55: [EEP+48163E1]
PUSH ER:

#OR ESI,ESI

PUSH_DWORD PTR_FS:[ESI]

MOY DWORD PTR FS:[ESI],ESP

LER ER:,DWORD FTR S5: [EEF+4@1849]
FUSH ER=

CALL mirandaz.B@@462835

RETH

MOU ERH, OWORD PTR SS5: [CESP+C]
ADD DWORD PTR DS:[ERX+EZ21,5
“OR ERH, ERA

RETH

FOF DWORD PTR FS:[ESI]

FOF ERX

MOU EBX,OWORD PTR S5:[ESP+241
“OR BX, B

MOW Cs, EA40

#OR _CH,WORD PTR DS:CEEX]

JE SHORT mirandaZ.B8462065
SUE EBEX, 18886

JMP SHORT miranda3.@@d626054
ADO Ck, 4558

[0u ERx, EB

LIEMT|wiH|[c|/|K[B[R|.[5]

are here|

UMICODE "=z3=z:z~""

=] 2]




File

View Debug Plugins

Time to Rewrite

OllyDbg - miranda32.exe - [CPLU - main thread, module miranda3]

Options  Window  Help

B

< [Ed

2|

ERX, ERX

aEdE2ESD ESI, 45BE
BE462E42 ECk, 4&
EEdE2E4E EDI, 1V
BEdE2E4S ESI, @
BE4EZE4E ESF
BE4sz2E4D ESI,ESF
BE4E2E4F ESF
BEd4e2ES] ESI, 4
Ba4c2ES4 EDI.FFFFFFFFE
BE462EST ESI,DWORD PTR DS:[ESI]
BE462EED
BE462ESE
aa462EE0( 37FF
EE4EZEEF | &2 CCYEERERE
BE4E2EEY| B9
BEdeZEEE | SBD4 MO EQ, ESF
pEdc2ESY | 35 CBlvEnan AO0R ERRX, 1708
eEd4ez2ECC| S3ER FS8 SUE EDR, -5
Bade2EEF FUSH DWORD PTR DS: CEDK]
Ba4c2EVL HMOL ED, DWORD PTR SS:[ESPI
BE462EV S AOC ESF, 4
BE462EFT
BE462EVA
BE462EVE| 58 FOF ER-
BE462EVC| 81EZ2 FCFFFFFF HHD ED<, FFFFFFFC
EE4EZESE| 41 IMNC ECH
EE4eZESS| B2 OBEEEDEE CALL mirandaZ.@@4ezESS
BE4e2ESS| S3Cd G4 HOD ESF, 4
BE4c2ESE ROL EDI, HES
Ba4e2ESE OR_EA%, EAR
Ba4cz2ED8 UE EDQ:, —
BE4E2ESS SHL ECH,2C
BE462ESS ROL EDI, 11
BE462E92| ~EB @@ JHP SHORT mirandsd. 08462E96
EE4E2ESE| ES OB@EREaREaE CALL mirandaZ.8@4&2ERR
EE4EZERE| S23Cd B4 HOD ESF, 4
BE462ERS| E& PUSH ESI
EEdeZERS | CPEd424 E12ACEEE MOV DWORD PTR S2: [ESF1,.QECEZAS]
BE4s2ERE| 59 FOF ECK
EEdcZERC | 25 YBEIlooaa AHD ERRX, 217E
BE4e2EE] MOL ERX, ERX
AR S F Al FISEARAR NE _FAX . CE79
[Ea4E2EES LoDS DWORD PTR OS:CEST]
BE4EZEED NE EZT,
BE462EBC PUSH _ERX
Ba462EED DEC EBEx
HE462EBE| 42 IMNC EBX
EE4E2EEF | 21CF ECE2AEEER OR EDI,SZEC
BE4eZECE| S22E2 FF HHMD ED, FFFFFFFF
BE4e2ECS| S3EE FC SUE ESI, -4
BE4c2ECE| S7E< “CHG ESP.ESP
BodeECh g F IHC EDT
pade2ECE] Z3C1 SO ERM, ECH
BEAdEZEDR iCl OZE AOD
EE462EDS | 21E9 D2ESAEEE SUE ECH, 5202
aE462EDC| E9 POF _ECH
aa462EDD( BBFE Or ESI.ESI
EE462EDF | SBOE MoL ERX, EB=
EE462EEL| B1CF 122488608 OR EDI, =413
BE4EZEEY| E@ FUSH ERX
3o ZEE FH PP UMUHU FTHR OS:LEERT 7
HEFCZEEH|] &8 FESOUHEE FUSH
BE4e2EE FOF EDI
aa4c2EFE| S3EE FC SUE EEX. -4
EE4E2EFZ| 21FY SF2BAa8a HOR EDI, 2B27
aE462EFS| S3ER B4 SUE ED, 4
5] T = 1= u]) TEST EDM.ED
AR4E52EFE| ~ 75 BS JHE SHORT mirandaZ. BR46ZEES

Ll E|mf 7w ] c]s]x[B[R]-]5]

Shift constant out of range 1..351

Shift constant out of ranges 1..31

Shift constant out of yranae 1..31

Getting Data

"Decrypt™

Write Dat

|

Jump back

RBegisters (FFLI

=

ECH @ElZFFESE

EDH YCIEEEZ4 ntdll.KiFastSustemCal LRet

EEX rFFOE@EE
ESF o@12FFS4
EEF GGG51668
ESI FFFFFFFF
EDI 7CO1AVEE ntdll.FCoie73S

EIF BE462ZE3E mirandaZ. BR452ESE

H EZ BEZ2 2Zbit BIFFFFFFFF]

1 C5 @@ElE 22bit EBIFFFFFFFF]

1 =5 @22 22bit GLFFFFFFFF)

8 DS @822 ZzZbit GFFFFFFEFE)

8 FS @B 3zZbit PFFOFEQEiFFF]
S G5 @agE MULL

a

LastEry ERROF_SUCCESS [ QRERAEEEHE]1
EFL @@E@@aEzis (MO, HE, MNE, A, HS, PE, GE, 5]

STE empty —L
ST1 empty
ST2 empty
T2 empty
T4 empty
STS empty
STE empty
STV empty

FET @@a@a
FCWl 827F

[alabalolalolaly]
EREOEDEET

EnSa Rl
Cond @ 8 8 A Erc A A & 8
Prec MEAR,S52 Hask 1 B

[l ]
@
@O
@

ORM BOEC @l18S@1a4 GE@@@0@aa

!-;-:---——
start

| W enterdata - Paint

CllvDbg - miranda

[Pauzed
&:;'L, iE 754 ar
:

a >




The End, | Give Up

OllyDbg - miranda32.exe - [CPU - main thread, module miranda3]

@ File Wiew Debug Plugins Options ‘Window Help =&
| -+ LiE[MT|wH|c|/[K|B|R|[S]
# |Begisters [FPLUI <
pogozEll Ef: 00001660
BEdEz01E| 9B HOP ol e
GO4EC01F| 0SS 38104888 | LEA EAX,DWORD PTR 55:[EBF+4810361 ELr aBeEan
GE462025| Ga FLSH EA% et e
BE4EZ026| IIFE WOR ESI,ESI EEh Ahlrmse
GE4E2022| BarFF36 FLUSH_OWORD PTR F5:[ESI] e
GE462020| edro926 MU DWORD PTR FS:[ESII,ESP EEr aclTEr
BR4EZEZE| SOSS 43104008 | LEA EAR, DWORD PTR 55: [EEF+481849] Er
BE4E2634| GA FLSH EA% .
ggiggggg Eg FEFFFFFF Eg%h mirands3. 8452035 EIF B84&281C mirandas. 86462810
0042056 SE4424 60 MOV ERX, DWORD PTR SS: [ESP+CI £l ks aazs eblt TIFRRERFRRY
GE46205F| G309 BoOGREEE o ADD DWORD PTR OS: [EAX+B31,S tp Rt L RS e S e
o HORERE- Eh Z @ DS @23 3Ebit BLFFFFFFFF)
BO4EZ045| E4:BFEE POP DWORD PTR F3:[ESI Hﬁﬁh‘“~x_ Infinite Call T G5 booa mLL oo
Bo4copin| Sescee 24 HoU E, DUORD PTR 5: [ESP+24] oo
5 : +
ooacenan)fansrad. oy EEd Stack Overflow 08 LastErr ERROR_SUCCESS (QAGARAZD)
Godecoa| EE:ES dosn MU Cil SA40 EFL B0088216 (MO,ME,MNE,A,NS,PE, GE, 6)
GE4EC052| G6:220B XOR Ci,WORD PTR D3:[EBX] :
BO4E205E | w74 BE E_SHORT nirandad. DA4EZAE5 e o SR
GG462050| G1EE 000BA188 EEH, 16660 UNICODE "=zz=:zw Shlsenar
GG4E2062| ~EB EF SHORT rirandss. BE462054 Sleneroruie.d
GE462065| BEIEIC1 GA45 £, 4550 SlSchobudit
GE46206A| BECI ERf, EBX ST empru B0
GE4ECOAC| B34E 30 ER:, OWORD_PTR D5: [EAX+3C] S aenon R
GE4ECOGF | G61200% ¥, l0RD PTR 05t [EAX] o
GE462072| 75 ER SHORT mirandsd. BE462850 28 T g BT
e R el ey soee o REE3 g SEEHREES
BE4E207C| v 76 22 SHORT mirandsd, BO462808 ARl ChREhl R fEE RS
GE4E207E | BDED_CO1C4E88 EDT, DWORD PTR 53: [EBF+481CC0]
GE462024| B 2S00BG0D
GE462053| &7
GE4£202a| 51
GE4E202E| SBIF MY EOT, DWORD PTR O3 [EDI]
GE462020| ES ARG200088 CALL mirandad. Be462330
BE4EZ09E| &3 FOP ECX
BE4E2093| GF FOP _ED
GE4620%4| AR E¥bs DUORD PTR ES:LEDID
BE4EZ095| ~EZ F2 LOOFD SHORT miranda3. 66462059
0452097 FraS 81104808 @| TEST DWORD PTR S5t [EBP+4E10211,1
BE4E20A1 |« 74 22 JECLHORT M irandes. GBdesa0t
BE4EZ0AE| &3 PUSH EBX
GE462004| ES E2020000 CALL mirandsd. BA462358
@E4620A3| SB FOP EEX
BE4E26RA| SBES FS1C4BRE | MOU ESI,DWORD PTR S5:[EBP+481CFE]
GE4E20EA| SOBO 37149808 | LEA EDT,DWORD PTR 5%: [EBP+461437]
GE46200c| E 20020000 CALL mirandad. BE4629F7
G04c205E| GBBS E01C4Q00 | FOU EST,DUORD" TR 55: [EBP+401CED]
GE4E20C1| S0ED CAL44EE WORD PTR £5: [EEP+4614CA1
GE462007| E 20090000 EALL niFandas. coaeoer
GE4620CC| &R BB FUSH B
GE4EZ0CE| FF9S F9104888 | CALL DWORD PTR S5:[EBF+481CF91
GE462004) BE0S MU EEX, EAX
GE462006| SEFD MU ESI,ERH
GO4EZ002| SRE0 331E48E@ | MOU ECk,DWORD PTR 55:[EBF+481E33]
GE46200F| @376 30 AOD EST,DWORD PTR D3:[ESI+3C]
BE4620E1| G FLSH ESI
GO4EZ0EZ| BFETTE 14 HOUZX ESI,W0R0 TR OS:[ESI+141
BE4620EG AOD ESI, 18
BE4520E3 AOD DWORD PTR S5:CESPI,ESI
BE4E20EL| GE FOF ESI
GE4620E0| SI7E 1C 232038@ CHE DWORD PTR OS:[ESI+1C1,382023
BE4E20F 4|« 75 78 JHZ SHORT mirandad. 0462186
BE4E20FE| 68 FLSHAD
GE4E20F7| SETE 60 HAOU EDT, OWORD PTR OS: [EST+C] v
I rrer——— .

Breakpaint at miranda3. 0046201 C | Paused

= - -

rEr - SlvDbg - mirand E = 97% | Q i LE‘ 5 AM



I
| = Process Monitor - Sysinternals: www.sysinternals.com

Process Monitor

EBX

Il File Edit Event Filter Tools ©Options Help
EH = AEBRE | vAS | A8 |2BE S
Seq. Tirme...  Process Name FID' Operation Path %
254260 10:40:... (Smiranda3? exe J064 RegClozekey HELMYS petemsCurrentControlS et S erviceshwinS ock 24 Parameters
2R4261  10:40:... [Admirandal? exe 3064 Reglpenk.ey HELMAS paterh CurrentControlS et S ervices\Winzock 25 arameters
ZR4262  10:40:... [A¥miranda3? exe 3064 Regluentalue HELMYS petemt CurrentControlS eth S erviceshWwinS ock 24WParametershw=2_ 32MumH andleBuckets
254263 10:40:... [A¥miranda3? exe 3064 RegClozekey HELMAS petemb CurrentControlS eth S erviceshWwinS ock 24 Parameters
254264 10:40:... (AJmiranda3? exe J064 ReadFile C:*Hackh_pub.13.0.3miranda3z exe
254274 10:40:... Wmiranda3? exe J064 CreateFile C:A\Hackh_pub13.0.3
24275 10:40:... [Admirandal2 exe 3064 QuerDirectony C:AHack'_pub.13.0.3azpr_keys.ini
ZR4276  10:40:... [AJmiranda3? exe 3064 ClozeFile C:*Hackh_pub13.0.3
254278 10:40:... [AJmiranda3? exe 3064 CreateFile R DOWS A gpzterm 32 WntdlL il
254282 10:40:... (WJmiranda3? exe J064 QuerpStandardinfa... C: YWD 0w S haystern 324qtdl Al
254283 10:40:... miranda3? exe J064 QuemSizelnformat... C:YWaHD WS haystern324ntdll Al
254204 10:40:... [A¥miranda32 exe 3064 CreateFils C:
254357 10:40: rnirard EE 3 C:ADocuments and Settingzhced 325 ocal Settingz\ T emporary Inkernet Files\Content. |E Shindes, dat

255007
255002
255005
255010
257807
257328
257837
257862
257865
253020
253036
253039
258144
258241
253249

£

10:40:...
1040,
10040,
10:40:...
10:40:...
10:40:...
10:40:...
1040,
10:40:...
10:40:...
10:40:...
10:40:...
1040,
1040,
10:40:...

-ﬂ\ mirandads. exe

(A miranda?? exe
[Admiranda3? exe
(A miranda3?. exe
(A rmirandal?. exe
(A miranda3? exe
(A miranda3? exe
[Admiranda3? exe
(A miranda3?. exe
(A mirandal?. exe
(A miranda3? exe
A miranda’? exe
[Admiranda3? exe
[Admiranda3?. exe
(A miranda3?. exe

3064 wiiteFile
3064 wiiteFile
3064 wiriteFile
3064 wiriteFile
3064 wiiteFile
3064 wiiteFile
3064 wiiteFile
3064 wiriteFile
3064 wiriteFile
3064 wiiteFile
3064 wiiteFile
3064 wiiteFile
3064 wiriteFile

3064
3064

FileSpstemControl
FileSpstemContral

C:\Documents and Settingshced324Local SettingzhT ermporany Internet FileshContent. |E Shindex. dat
C:A\Documentz and Settingshcsd 324 Local Settingsh T emporary Internet Fileg\Content. |E Shindes. dat
C:A\Documentz and Settingstcsd 324 Local SettiingshHistorghHiston |[ESindes. dat

C:ADocumentz and Settingzhced325Cookiesindexs. dat

C:\fDirecton

C:\fDirecton

C:\$Directany

C:A$Directany

C:A$Directony

C:\$Directon

C:\fDirecton

C:\$Directany

C:A$Directany

C:

C: AR DOS  gnztern 32 wntdl]L il W

Showing 1,491 af 554,513 events (0.26%:)




Detecting HL2

* Checks the name/path of all starting programs .exe

=43

i Process Monitor - Sysinternals: www.sysinternals.com
File Edit Ewent Filker Tools Options Help

HE | RBE | A& #5 | |[65

Seq.. Time...  Procesz Mame PID  Operation Path Result Dretail i

16142 11:04: I miranda3?. exe 2568 CQluernyM amelnformationFile C A IND WS hapstern32inotepad. exe BUFFER OWVE... Mame: W
16143 11:04: WE 2868 QuerpM amelnformationFile P RS stem32inotepad. exe SUCCESS Mame: SWWIND DWW




Found it

=/ Process Monitor - Sysinternals: www.sysinternals.com
File Edit Ewent Filter Tools ©Options Help

Hz | ABE | SAS | A5 (&6 o

Seq... Time...  Procesz Mame FID'  Operation Fath Result Dretail

A04EE 11:19..
06T 11:13.
361352 11:13..
361383 11:13..
361384 11:13..
J61386 11:13..
J61357 11:13..
J61388 11:13..
361383 11:13..
361330 11:13...
361331 11:13..
362033 11:13..
362034 11:13..
62035 11:13..
62037 11:13..
362033 11:13..
J62054 11:13..

Y miranda3? exe 3464 QueryM amelnformationFile C:\Program Files\Steamhsteamappshwuchang_fenghcounter-strike sourcehhl2. exe BEUFFER O%E... Mame: WP

A mirandad? exe 3464 QueryM amelnformationFile C:AProgram FilezhSteam'steamappziwuchang_fenghcounter-strike sourcehhl2 exe SUCCESS Mame: SProgram Fileg\Steam's
A mirandad? exe 3464 QuenyOpen CoAWIMDOWS Sepgtem32hmactf. dil SUCCESS CreationTime: 1/1/1980, Lastd,
A mirandad? exe 3464 QuenyOpen C:AWwIMDOWS Sepsterm32hmectf, dil SUCCESS CreationTime: 1/1/19380, Lastd,
A mirandad? exe 3464 ClozeFile CoAWIMD WS \WinS =85 w86 _Microzaft \Windows. Cormmon-Controls_E595b6471 44ccf. . SIICCESS

A miranda3? exe 3464 RegClozekey HELMAWSOF T ARE Yicrozoft\\windows NTACurentyersiontDiivers 32 SUCCESS

A mirandad? exe 3464 RegOpenkey HELMS oftwaretMicrozoftwindows N TACurentersionhGRE _Initialize SUCCESS Desired Access: Read

A mirandad? exe 3464 Regluent/alue HELMASOF T W ARE MMicrozoft\ windows NTACurentYersion\GRE_|nitializetDizable... MAME MOT F... Length: 20

A mirandad? exe 3464 RegClozekey HELMASOFTWwW ARE YMicrozoft\\windows NTACurentyYersiontGRE_Initialize SUCCESS

A mirandad? exe 3464 Thread Exit SUCCESS Izer Time: 00700144, Kemel 1
A mirandad? exe 3464 Thread Exit SUCCESS zer Time: 02603744, Kemel 1
A mirandad? exe 3464 Thread Exit SUCCESS Izer Time: 0.0000000, Kemel 1
A mirandadz exe 3464 Process Exit SUCCESS Exit Statuz: O, Uzer Time: 0,280
A miranda3? exe 3464 ClozeFile C:hHackh_pub.13.0.3 SUCCESS

Ad mirandad? exe 3464 ClozefFile CoAw M D DS hapstern32ntdll dil SUCCESS

A mirandadz exe 3464 ClozeFile C: SUCCESS

A mirandad? exe 3464 ClozeFile CoAWwIMDOWwWS vepstem32hkemel 32 dll SUCCESS

362056 11:19... [Admirandad? exe 3464 ClozeFile I SUCCESS
362058 11:19... [Admiranda3? exe 3464 ClozeFile CoAWwIMDOWS vepgtem32huzerd2. dll SUCCESS
362060 11:19... A miranda3? exe 3464 ClozeFile I SUCCESS
362062 11:19... [Admiranda3? exe 3464 ClozeFile CAWIMDOWS \euztern32hgdids. dil SUCCESS
62064 11:19... [ miranda3? exe 3464 ClozeFile C: SUCCESS
362066 11:19... [Admirandad? exe 3464 ClozeFile C:AWIMDOWS vevstern32hadyapid2. dll SUCCESS
362068 11:19... (A miranda3? exe 3464 ClozeFile C: SUCCESS
362070 11:19... A miranda3? exe 3464 ClozeFile C: SUCCESS
362072 1119 [Admirandad? exe 3464 ClozeFile C:AwIMDOWS \epstem32hmeing 32, dll SUCCESS
362074 11:19... A miranda3? exe 3464 ClozeFile I SUCCESS
362076 11:19... [Admirandad? exe 3464 ClozeFile CoAwIMDOWS vepgtem 32 comct 32, dll SUCCESS
362078 11:19... [Admiranda32 exe 34E4 ClozeFile C: SUCCESS
362080 11:19... [AJmirandad? exe 3464 ClozeFile CoAWIMD WS \inS =5 w86 _Microzaft \Windows. Cormmon-Controls_E595b647 44ccf. . SIICCESS
362082 11:19... [Admirandad? exe 3464 ClozeFile CoAwIMDOWS vepstem32hahell 32 dll SUCCESS
362084 11:19... [Admiranda3? exe 3464 ClozeFile C:AwIMDOWS epgtem 32 minmmo. dll SUCCESS
362086 11:19... A miranda3? exe 3464 ClozeFile C: SUCCESS
362088 1119 [AJmirandad? exe 3464 ClozeFile CoAwIMDOWS Sepstem 32 mininet. dll SUCCESS
362090 11:19... A miranda3? exe 3464 ClozeFile I SUCCESS



File Edit Options “aolumes Help

| ABE @

Filemon/Regmon

3

B4 2

#

Tirne

24323 PM
2:43:30 P
2:43:30 PM
2:43:30 PM
24331 PM
24331 PM
24331 PM
E433 PM
24331 PM
24331 PM
E433 PM
24331 PM
24331 PM
E433 PM
24331 PM
24331 PM
E433 PM
24331 PM
24331 PM
E433 PM
24331 PM
24331 PM
E433 PM
24331 PM
24331 PM
E433 PM

Frocess

} mirandadZ. ..
¥ miranda3z...
¥ miranda3z .
Y mirandadZ. .
¥ miranda3z...
¥ miranda3z. .
Y mirandadZ. .
¥ miranda3z...
¥ miranda3?. .
Y mirandadZ. .
¥ miranda3z...
¥ miranda3?.
} mirandadZ. .
J miranda3z...
¥ riranda3?...
Y mirandadZ .
¥ miranda3z...
¥ rmiranda3z?. .
Y mirandadZ. .
¥ miranda3z...
¥ rmiranda3z?.
_' miranda3z...
¥ miranda3Z...
¥ miranda3?
} mirandadz. .
¥ miranda3z...

Reguest

QUERY INFORMATION  C:\program fileshsteam'steamappswuchang_fenghocounter-stike sourcebhlZ exe

Fath

LUERY INFORMATION  CAWINDOWS vepstema2hh sctf. dll
LUERY INFORMATION  C:NWINDOWS spstern32AM sctf.dll

CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE
CLOSE

C:A M DS MwinS wS eBE_Microzoft \Windows. Common-Controls_E535b64144ccf1df

C
[
[
C
&
E
c
Ef
[}
C

C:

I
C
E
[
C

E;"».WIN DS W inS S hwiBE Microzoft \Windows. Comman-Contralz_B595b641 44ccf1df_. .

[
c
Ef
E;

C

SHackh_pub13.0.3
SAMDOWS Sapztem 32 ntdll dll

;"».WIN DS\ epstem3d2ikernel 32, dll
;'\"»-'-.-"IN DS hapstem32zer32. dll
;"\WIN DO Shapstem32W G032 I

WINDOWS LepstemIZNADYVARIZZ I

S DOS Sepetem 325 mzimg 32, dll
;'\"»-'-.-"IN DS haypstem32oomct 32, dll
SN DO S hapztem 32t shel 32 dll
S DOaS Sapetem 32N winmmm. dll

;'\"»-'-.-"IN DS apstem 32 umininet dll

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Other

FileM amel nformation
Attributes; &,
Altributes; &,




Holodeck

-"

(" Query Buffer Too Small

Moty (" Metwark Down

Protection Error @ iuery Thems

"': Debugger detected - please dose it down and restart! i
L]

ound
Windaows MT users: Please noke that having the

Winlce/SoftIce service installed means that vou are kd For Deletior
running a debugger!
rupt
OF; ot Be Opened

Bration Failed

" Access Denied




Application Log

File  Session

Tools  Wiew  Help

e 0 @ ! # BHE WY E e

% W'elcome ko Holodeck: E‘} miranda3Z.exe Log - 3432(All Threads) |E‘} Faults - 343204l Threads) | 4 x
Timestamp ‘ Thread | Cakegory ol Funckion Return Malue | Error Code Exception
06/ 10/2007 14:11:45:963 3512 DaNGERCLS kernelsz.dl EnterCritical3ection MLILL ERROR_SUCCESS ﬂ
+ 06/10/2007 14:11:48:963 3517 MEMORY kernel3z.dl Localdlloc 1715592 ERROR_SIICCESS
+ 06/10/2007 14:11:48:963 3512 REGISTRY adwapizz.dl FegqopenkeyExh 0 ERROR_SUCCESS
05 10/2007 14:11:48:973 3517 REGISTRY advapizz.dl ReqCueryhalusExd 2 ERROR_SIICCESS
05/10/2007 14:11:43:973 3512 REGISTRY advapizz.dl ReqQueryialusExd 2 ERROR_SIICCESS
Q5102007 14:11:48:973 351z REGISTRY advapi3z.dl FeglueryyalusExs 2 ERROR_SIICCESS
Q1002007 14:11:45:973 3512 DANGERCLS kernel3z . dl EnterCriticalzection MLILL ERFOR_SIICCESS
06 10/2007 14:11:45:973 3512 DAMGEROIS kernel3z.dl EnterZritical3ection MUILL ERROR_SIICCESS
Q6f10)z007 14:11:43:973 3512 REGISTRY adwapizz.dl ReqClosekey 1] ERROR_SIICCESS
+ 06/10/2007 14:11:48:973 351z MEMORY kernel3z.dl Localalloc 1723352 ERROR_SUCCESS

by

QEM10Z007 14:11:45:973 3512 DANGERCILS rnsycebd 0. dll WICSTICRY FZ3400
06 10/2007 14:11:45:973 3512 DAMGEROIS kernelsz.dl EnterCrikical3ection MULL
05/10/2007 14:11:43:973 3512 DAMGEROILS kernel3z.dl EnterCriticalGection MLILL

+ 06/10/2007 14:11:48:973 351z MEMORY kernelsz.dl Localalloc 16535112
+ 06/10)2007 14:11:43:973 3512 MEMORY kernel3z.dl LocalFres MLILL

+ 06/10/2007 14:11:48:973 351z MEMORY kernelsz.dl Localflloc 1724536

+ 06/10/2007 14:11:48:973 3512 MEMORY kernel3z.dl Localdlloc 1653112
14:11:48:973 L1z DAMNGERCILS kernelzz. di EnterCriticalzection MILL

Oe/10/2007

J

Z\Hackl_pub.13.0.3\miranda3z. exe - Process 3432

Terminated

ERRCR_SICCESS
ERROR_SUCCESS
ERROR_SUCCESS
ERROR_SUCCESS
ERROR_SUCCESS
ERROR_SUCCESS
ERROR_SUCCESS

ERROR_SUCCESS

Entries: 5159

ok

Visible: 5159

_imits

3 x|




Wmdows Sockt API

Enma s m

4 hl2h - Holodeck Enterprise Edition

application Log  Tools Help

HeHE 0@ ! # & B8NS e

File  Session

Wiena

—_i"| Wiglcome ko Holodeck, 6 miranda32.exe Log - 3432{All Threads) |@ Faults - 3432(al Threads) | 1 X [
TimesStamp Thread | Cateqgory ol Jr Funckion Return Yalue | Error Code Exception
+ 06102007 14:12:09:443 3512 PROCESS kernel3z. dll DeleteCritical5ection MILLL ERROR_SUCCESS ﬂ
06/10/2007 14:12:09:443 3512 MEMORY kernel3z. dll HeapFree True ERROR_SUCCESS
0&/10/2007 14:11:48:883 351z DANGEROUS msycrksa, dil WCSCpyY 1240096 ERROR _SUCCESS
06/10/2007 14:11:48:973 351z DANGEROUS msycrksa, dil WCSMCPY 1723400 ERROR _SUCCESS
0&6/1002007 14:11:48:973 L DAaMNGEROUS msycrka, dil WCSMICPY 1724728 ERROR _SUCCESS
06/ 10J2007 14:11:48:973 3ol1z CAaMNGEROUS msycrksa, dil WCSNCPY 1726120 ERROR _SUCCESS
06/ 10/2007 14:11:48:973 351z DAMGERCUS msyork40, dil WCSTICOY 1242456 ERROR_SUCCESS
06/10J2007 14:12:09:192 3512 CAMNGEROUS mswcrkd0, dif WCSMCPY 1239540 ERROR_SUCCESS
05/10J2007 14:12:09:222 3512 DAMNGEROUS mswcrkd0, dif WCSMICPY 1240720 ERROR_SUCCESS
06/10/2007 14:12:09:242 3512 DAMNGEROUS mswcrkd0, dif WESMCpY 12435792 ERROR_SUCCESS
0&/10/2007 14:12:09:252 351z DANGEROUS msycrksa, dil WCEMCPY 12435792 ERROR_SUCCESS

|

Bl 05102007 14

0&10/2007 14:11:46... 3512 DAaNGEROLUS kerneISE.dll Iskrcpey 1244540 ERROR_FILE_MOT_FOUMND
0&f10/2007 14:11:46... 3512 DANGEROUS kernel3z. i Iskrcpy 1244797 ERROR_FILE_MOT_FOUMND

+ 06/10/2007 14:11:46... 3512 MEMORY kernel3z.dll GetProcAddress 19071017356 ERROR_FILE_MNOT_FOUND e [
+ D6f10/2007 14:11:46... 3512 MEMORY kernel3z2.dll GetProcAddress 1907047936 ERROR_FILE_MOT_FOUMND
+ D6f10/2007 14:11:46... 3512 MEMORY kernel3z2.dll GetProcAddress 1907070521 ERROR_FILE_MOT_FOUMD
14:11:46... 3512 MEMORY kernel32.dll GetProcAddress 1907048554 ERROR_FILE_MNOT_FOUND

+ 06/10/2007

11:46:910

METWORE

CiiHackl_pub,13.0, 3 miranda3z. exe - Process 3432

I|||'|||I = H ha ] t dr t ] F'

ERROR_SUCCESS

Terminated  [Entries: 5159

Visible: 5159

o

Lirniks

1 x|




Process Explorer

Image || Performance | Performance Graph | Threads | TCPAP | Security | Environment | Stiings

Another Sysinternals program

The threads

Doesn't appear to create a threat in the game or game
launcher

Nothing useful 1n strings



Stack During Load

Propertie:

HEE]

Imag_e._:.F'erfDrman-:e. _:.F'erfc-rmance GraEuﬂ- Threads | TCP/P ( Securit_l,l.gj.l.invirunment- ( Strings.i

CPU «

CSwitch Delta Start Address
4 mirandad exe+(RPRf
206 mirandad?. ere+0x1000
BRI ditFeglreerer. ey +0xfd

This section of the file used to be encrypted

I 5Stack for thread 3988

Did it even
start?

(X

‘\ 0 ntdll dIIKIF / Eernli.aIIFiet
ct+0x12
Start Tirne: Q2227 AM
State; Wait: L serF el
F.errel Time: (:00:00.010
Idzer Time: (:00:00.010
Context Switches: 1.244
Baze Priarity: 15

Dynamic Pricrity: 15




Playing Around

Post 1nitial

load

No obvious debugger detection but program will exit

stepping through or resuming the process.

runs kernel32, user32, ntdll, and other OS modules.

CPLU - thread ODO0OEC4 , module miranda3

R4 22633
ﬁBdEQEBE

39
FFaaaoaa

1 SEBE
8509
=G

EZ G2
3§B4BD 20454208

4
~75 CE
EF
FrOE
EE
cz
23208 FF
2E0z
A 1

PLUSH ESI

MOU EST, ERK

0OR ERX,FFEFFFFF

TEST ESI,ESI

JE SHORT mirandsZ.a@423008
QBU ED:, BFF

SH EDI
MOU CH, WORD PTR DS:[ESI]

TEST CH,CH
JE SHORT EérandaS.BB4238C5

ATO S FEen e

Backup
Copy
Binary
Assemble
Label
Comment
Breakpoinkt
Run trace

Fallow
Go ko

=)

iz taken
BE422892=m iranda®. BE423893

Follave in Dump

.ﬂddrEES

Hex dump

Search Far

Qa4 25068 |

[T

Find referenres ko

Space

Enker
3

»

Main

000003F0

0000090
w OO000ECH

| EEEE |
FEEE

S L R LT



Final
Stealth

Likely not much
Named after common application

Encryption

”Code section” decrypts itself if no debugger
present

Attatch debugger after program starts and view that
section

Cannot get program to step through and generate/run it yet

Still ’holes’ 1n decrypted code



