
  

HL2 Hook

 The Program
 The Disassembly 
 Other Tools
 Playing Around
 Conclusion



  

The Program Use Case

 Start the program
 Generates a widget showing it is ready
 Open CS:S
 HL2 Hook does its business and closes



  

Disassembly, begin!



  

Jump, Leaving Code Section



  

Time to Rewrite



  

The End, I Give Up



  

Process Monitor



  

Detecting HL2

 Checks the name/path of all starting programs .exe



  

Found it



  

Filemon/Regmon



  

Holodeck



  

Standard MS C Library



  

Windows Socket API



  

Process Explorer

 Another Sysinternals program
 The threads

 Doesn't appear to create a threat in the game or game 
launcher

 Nothing useful in strings



  

Stack During Load



  

Playing Around
 Post initial load

 No obvious debugger detection but program will exit 
stepping through  or resuming the process.

 runs kernel32, user32, ntdll, and other OS modules.



  

Final 
 Stealth

 Likely not much
 Named after common application
 Encryption

 ”Code section” decrypts itself if no debugger 
present
 Attatch debugger after program starts and view that 

section
 Cannot get program to step through and generate/run it yet
 Still ”holes” in decrypted code


