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Into the cheat, Launchpad.exe

B _loix
.text:110C6F65 call sub_118C74D3 v  Mame [ tddiess =
.text:110C6F6A jmp loc_118C76AB Al =Drawimage 11095095
text:118C6F6F ; —------mmmmm oo oo o s s s s s s s s s s s A aDrivertizedFio 110C8482
.text:110C6F6F 0 I AicaaeE—
.text:118C6F6F loc 11BCAFGF: ; CODE XREF: .text:qq(| T @-fvereiating
text=118C6F6F |]l.|5|'l 11D04Ch Fl alriverdnloaded 110C87E1
.text:118C6F74 jmp loc_118C78A3 A =Druid 11030844
eRE T T1BEOF 79 § ——— - m A a0s 11090 FE3
.text:110C6F79 f1 Dt 1109DFBC
.text:110C6F79 loc 118C6F79: ; CODE XREF: .text:11(| f aDiype 11090 286
.text:118C6F79 call sub_118C6D25 A =Du 109D FEF
.text:110C6F7E jmp loc_118C76AB fi sDumpdebug 110904EE
.text:118Co6F83 ; """ -
.text:118C6F83 1 | ©
.text:118C6F83 loc_118C6FB83: ; CODE XREF: _text:11(|ine 620 of 2876 )
text:118Co6F83 cmp ds:12B98h, edi
.text:118C6F8Y jnz short loc_118C6F95 =]
.text:110C6F8B push 11D1Ch —|—|_|_mc|rESS Length Type| ~ Sting B
-Lext: 11006790 mp loc_110C70A3 el 000D00OD C  SefwindowPos
fext:118C6F?5 ; —-""""""""" .o
“text:-11BCAF95 W ket 11. 0000000E C SefwfindowT ext
.text:118C6F95 loc_118C6F95: : CODE XREF: .text:11g|™" testll. ” et indowstookE
.text:118C6F95 push dword ptr ds:12B58h R (et 000000 L S hadow table -
.text:118C4F9B mou ecx, [esi+BCh] “temti11.. 00000007 C Shaman
.text:110C6F9E push 11D 04h ntewt11.. OOOOOOOE  C ShiftState =
ftext:110C6FA3 call nullsub_1 O pest11. DO00000S C S haws
-Efx‘é:}}gggigg nov Eﬂ“-d“é”“““ Jan O test11.. 00000012 C ShowConfiguration
= +

. IE“ : pus word ptr [eax+18h] " tewt11. OODODOOE C  ShowDislg

L keRt11.. 00000009 C ShowHelp =
I00CSFEF |IIDC6FEF: fexkilac_110CaFEF

INCARFAF: Frxkilnr 11NCARFAF

line 1451 oF 7503



Themida

x

& monitar program has been found running in wour system,
Please, unload it from memory and restart wour prograrn.

ok |




Themida

* A commercial packer, originated from
Xtreme-Protector

e Main Features:

- Patching, i.e. removing certain commands from
the original file and adding them to the packer's
code.

- Mutation, i.e. real and garbage instructions that
are added are getting mutated.



Themida

Target File before protecting Target File after protecting
iTn)d BAY, BCX gax, ecx
shr pax, 2 eay, 2
push Bax code
o eax, f5:[18h] code
Yoo eax, [eax+30h] ) code
oo eax, [eaxHIEh] code
call BAYX code
oo [eby], eax code
oo BSL Ealx gsL, eax
rocy ecx 100h eck, 100h

rep movsd raovsd




Themida

Protected Target File #1

mov  eax,8890h
inc eax

mov  edx, eax
mov  [mem], ebx
push eax

pop ehx
sub edyx, ebx
Real Xprotector instructions jmp $+10
to insert in the Target File :‘h':i" :::;: ;C X
mov eax, 8891h
o ehx eax FProtected Target File #2

' $+5
T ' mov eax,0dbhiPh

xor eax, 536%h
push ebx

pop  ecx

mov ecx,eax
mov  ehx, ecx
add edi 6ai3h
mov  esi, eds

jmp $47

mow ebx, edx
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Themida

* Run-time decryption, i.e. all decryption is
happening at run-time, block by block. There are 3
'flavors' of decrypting/encrypting:

* Poly-Decrypting, the engine generates thousands of
combinations in the way that the code is decrypted at
runtime.

* DrX-Decrypting, the engine decrypts the code using
Debug Control registers, which makes debugging
virtually impossible.

* Thread-Decrypting, the engine decrypts the code
using more than one thread.
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Themida

Anti-debugger  techniques
that detect/fool any kind of
debugger

Anti-memory dumpers
techniques for any Ring3 and
Ring0 dumpers

Different encryption
algorithms and keys in each
protected application

Automatic decompilation
and scrambling techniques in
target application

Anti-disassember techniques
for any static and interactive
disassemblers

Anti-monitors techniques
against file and registry
monitors

Random = garbage  code
insertion  between  real
instructions

Advanced  Entry  point
protection
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Custom Classes

Using provided API you can program
your own class behavior (woo-hoo).

That's probably one of the reasons why
Launchpad.exe (which loads those classes)

is packed, but not obfuscated.

Any class has to be written in C#.
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Into the cheat, Glider.exe

_ 1ol x|
* Sparky '11HF9FHD 2hh Name |J¢5,“:|,:|,ESS ﬂ
* Sparky_ -118F9F8F db L
* Sparky_ :118F2?F18 db a 2 EI?S ::HEEE:?
*Sparky__ :118F9F11 db B are
*|sparky__ :118F9F12 db 8 A axhG ”WEEEEJ
* Sparky_ 118F9F13 db 1 A a5k 11106674
* Sparky__ =118F9F14 db BC3h ; + A sHE 11106420
* Sparky_ -118F9F15 dbh 5S8h ; X A avs 11107159
* Sparky_ -118F9F16 db BE9h ; T A sRsts 111072528
* Sparky_ -118F9F17 db 92h ; & Bal 1110725€
*'Sparky__ :118F9F18 db 6D3h ; + gaTab. Biplies
*|sparky__ :118F9F19 db BFFh 2 a7 shl _ILI
* Sparky_ 118F9F1A db BFFh 1] r
* Sparky_ :118F9F1B db BCBh ; + ||_i,-,,35,:,|: 66 i
* Sparky__ 118F9F1C db BEBh ; F
*|Sparky__:118F9F 1D db 4 =10/ x|
: Sparky___z118F9F1E db  51h ; II] Address Length Tupe | Sting a
,|3parky_ 118F9F1F db B8B5h ; | . Gparky_.. 00000005 € Mb40g e

Sparky__ :118F2FZ8 db BF7h ; N e on0o0n7 C PHKXEZ]
* Sparky__:118F9F21 db 86h ; C o RA
* Sparky__ :118F9F23 db B8FBh ; = "t Sparky_... 00000005 C L=24v
* Sparky_ -1108F9F24 db @F6h ; + " Sparky_... 00000006 C WM,
* Sparky_ -118F9F25 db 8DDh ; | " Sparky ... 00000005 C [ e ]
:Spar‘ky_ﬁWF?FEﬁ db 86h ; C w0 Sparky_... 00000006 C s~ Cn
) gPa":H_=::gE3E§; g'; gggn st "0 Gparky_. 0000OO0S  © M g
parky_ : : S
* 'Sparky__:118F9F29 db BF6h - - Sparky ... 00000005 C Cgdw=1Bd
*'Sparky__:118F9F2A db OD5h : + * Sparky_.. 00000005 € KFBdb _|;|
4| 4| » —
DOOFEF1S  |[110FSF15: Sparky_ :110FSF15 | 0

e e WSS eeE——————]

t110EFZEE: <an't find name Chint: use manual argl

t110EF2C2: Can't find name Chint: use manual arg)

:110EF2ES: Can't find name Chint: use manual arg)

t110EF2324: Can't find name Chint: use manual arg) 14

t110EF232E: Can't find name Chint: use manual arg)

FFOE: Can't find name (hint: use manual arg)

t110EEEF4: Can't find name Chint: use manual argl

CICIG Il ol ol el Pl Bl N R R

s L e

LR LN V|



Deobfuscating Glider.exe

[t wasn't clear whether Glider.exe uses
Themida's encrypting tool, anything
else or both (or more than just two
tools).

Dumping strings from the binary didn't
help, since there was a lot of junk and
all un-obfuscated strings seemed
unrelated to a packer(s) name.
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Deobfuscating Glider.exe

An attempt to dump/unpack the
executable yielded this:

The only thing that was verified was the
fact that the binary was packed with
something.
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Deobfuscating Glider.exe

Since there was no clue in Glider.exe for
its deobfuscation, we went back and
decided to review strings dump for
Launchpad.exe. After awhile, we've

found this:

[S8WardenLink.dl1l
gdi32.dll
psapi.dll
Userd2.dll
ntdll.dll
Advapid2.dll
JTzerenv.

GPartyHelper
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Dotfuscator

NET specific commercial obfuscator
that tampers the binary and makes it
very hard to decompile.

Dotfuscator Community Edition comes
for free with any version of Visual
Studio .NET, except Express Edition,
and is to date the most common
obfuscator for .NET applications.
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Dotfuscator

It wuses the Overload Induction
technique to rename all program
identifiers into small meaningless
names, which are divided into colliding
sets.

19



Dotfuscator

float getCheckingBalance (int accntnmbr)
vold setCheckingBalance (int accntnmbr, float value)

int getCheckingStatus (int accntnmbr)

becomes
float a(int a)

vold a(int a, float b)
int b(int a)

if standard Overload Instruction is used
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Dotfuscator

float getCheckingBalance (int accntnmbr)
vold setCheckingBalance (int accntnmbr, float value)

int getCheckingStatus (int accntnmbr)

becomes
float a(int a)

vold a(int a, float b)
int a(int a)

if Enhanced Overload Instruction is used
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Dotfuscator

The fact that Glider.exe doesn't have any function
called “a” or “b” arouse suspicion that it was
obfuscated not only with Dotfuscator. Most probably
an addition tool was involved (such as Themida).

[ INames wir =101 | =101 |
N ame I Address :I Addrezs Length Type | Sting il
A alg 11108C37 " Sparky ... 00000005  C tb406 —
A a5s 11108C70 " Sparky . 00000007  C PHKXCZ]

A aF:z 11106441 " Sparky .. 00000005  C (Udc.

A a<hs 1110E6EE " Sparky_.. 00000006 C U{=24y

A a5k 11106674 J " Sparky_.. 00000006  C WhtA

A sHE 11106420 "t Sparky . 00000006 © b it

A avsi 11107159 " Sparky .. 00000006  C dwS~Tx

A aRsts 11107258 "% Sparky .. 00000005  C b gt

A aBal 1110725E " Sparky_... 00000005  C Og3x1Bd

A aTshi 1110?3i5|j " Sparky_... 00000005  C KFEdb -
Jl | B « | L|J
Line & of &6 Al v

‘ 22




Applications used

* Debuggers/Decompilers - IDA Pro, OllyDBG,
SoftICE (completely broken on XP SP2),
Kernel Debugger (LiveKD version of it)

* Unpackers - PeiD, procDump, XprotStripper

* Process monitors - SysAnalyzer, FileMon,
RegMon, Axe 3
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