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Project 1: Hacking Database Network Protocols

General Description

Database servers today are the most critical assets of an organization. In recent years,
these servers have become the target of hackers employing three types of attack
techniques: low level network attacks against the operating system that hosts the database
server, SQL injection attacks through application servers and direct SQL based attacks.
All techniques have been widely explored and studied and commercial tools are available
to protect databases against such techniques. As a consequence hackers have started to
explore a new technique — network level attacks against the protocol used by the database
server.

All commercial database vendors (Oracle, Microsoft, IBM, Sybase) use propriety and
obscure protocols to communicate between client and database server. These protocols
have been proven to contain security related vulnerabilities, some of which became

public recently.

Requirements

In this project, students will be given protocol documentation for a specific database and
will be asked to explore it, in lab conditions, for potential security vulnerabilities.
o Each group of students will have to suggest a list of potential vulnerabilities
according to the protocol documentation
o The students are then required to actually test their suggestions against an
actual system trying to hack into it.
o In the process of trying to hack into the systems the students will be required
to find the necessary hacking tools, modify existing tools or even create their

own hacking tools

Goals

Get an understanding with the process of assessing the security and robustness of

network protocols.



Get the chance for a sneak preview into the world of hackers and crackers, their

methodology and tools.

Prerequisites

Knowledge of TCP/IP
Understanding of network protocols
Acquaintance with commercial database software (Oracle, Microsoft SQL Server, etc.)

Programming knowledge (preferably Java).



Project 2: Automatic Vulnerability Discovery

General Description

Database servers today are the most critical assets of an organization. In recent years,
these servers have become the target of hackers employing three types of attack
techniques: low level network attacks against the operating system that hosts the database
server, SQL injection attacks through application servers and direct SQL based attacks.

The latter two attack types can be leveraged by exploiting specific database
vulnerabilities that allow for privilege elevation. Recent studies by security researchers
have shown that many such vulnerabilities are luring within built in stored procedures
and functions. In particular, SQL injection vulnerabilities within stored procedures
provide a method for executing arbitrary SQL statements in the context of a privileged
user, and buffer overflow vulnerabilities provide a method for executing arbitrary code

on the database server’s machine.

Requirements

In this project, students will be required to extend an automated assessment tool for
database stored procedure. The tool, created by other students, is designed to test all
susceptible stored procedures within a database for the potential existence of buffer
overflow or SQL injection vulnerabilities.
o The students will extend the tool to support and additional database server
platform (Oracle, MS-SQL, Sybase)
o The students will implement an improvement to the detection method used by
the existing tool.

o Students may be required to fully exploit a sample vulnerability they discover.

Goals

Get acquainted with the process of assessing the security and robustness database servers.
Get the chance for a sneak preview into the world of hackers and crackers, their

methodology and tools.



Prerequisites

Understanding relational databases
Knowledge of the SQL language
Acquaintance with commercial database software (Oracle, Microsoft SQL Server, etc.)

Java Language Programming



Project 3: Automated Password Cracker for Databases

General Description

Database servers today are the most critical assets of an organization. In recent years,
these servers have become the target of hackers employing many types of attacks. Still
the most common and widespread type of attack is password cracking. In this type of
attack, a malicious individual abuses the tendency of individual users to choose weak
passwords. Thus, when assessing the security of a database server, one of the most
important questions to be asked is how strong user passwords are. Answering this

question requires a method for testing the strength of all user passwords within a server.

Requirements

In this project the students will be required to implement a password cracking engine for
a database server, based on a public domain tool.

The students will have to explore the algorithm used for encrypting the passwords and
then implement an engine that attempts various password cracking attacks (password
rules, dictionary, brute force, etc.) against the server. Emphasis should be put on

efficiency and effectiveness of the attacks.

Goals

Get acquainted with the process of assessing the security and robustness database servers.
Get the chance for a sneak preview into the world of hackers and crackers, their

methodology and tools.

Prerequisites

Understanding relational databases
Some knowledge of the SQL language

Java programming language



Project 4: Automated Database Security Scanner

General Description

Database servers today are the most critical assets of an organization. In recent years,
these servers have become the target of hackers employing many types of attacks. One of
the tools that help database owner to cope with the growing risk is a security scanner.
This tool reveals potential security vulnerabilities and configuration problems that may
be abused by an attacker. An implementation of such a tool requires an engine that can
query the database for configuration information, privileges information and so on,
coupled with an adequate set of such queries and a proper reporting mechanism.

While a number of vendors sell commercial products that implement the above
functionality there is also a public domain tool that does the same. This tool though
public domain, only implements testing scenarios for commercial database servers

(Oracle, DB2, Sybase, etc.).

Requirements

Extend a public domain tool for security database scanning to support the MySQL open
source database.
The students will be required to meet the following requirements:

o Add the code required for interacting with the MySQL database server.

o Survey the Internet for security resources regarding MySQL security

configuration and formulate scanning rules to be implemented

o Implement the security rules within the tool.
o Test the tool using various actual MySQL database servers.
Goals

Get acquainted with the process of assessing the security and robustness database servers.
Learn about the important security attributes of a database server in general and MySQL

in particular.



Prerequisites

Understanding relational databases
Knowledge of the SQL language

Some Java programming skills



