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Who am 1?

e Senior Security Researcher and Regional
Manager at Immunity, Inc.

e Research and Development of reliable Heap
Overtlow exploitation for CANVAS attack

framework

e Leading Immunity's latest project: the VulnDev
oriented Immunity Debugger




Software companies now understand the

value of security

e Over the past few years regular users have
become more aware of security problems

e As aresult 'security’ has become a valuable and
marketable asset

e Recognizing this, the computer industry has
invested in both hardware and software security
Improvements



And so... heap protection has been introduced

e Windows XP SP2, Windows 2003 SP1 and Vista introduced
different heap validity checks to prevent unlink() write4
primitives

e Similar technologies are in place in glibc 1n Linux

e There are no generic ways to bypass the new heap protection
mechanisms

— The current approaches have a lot of requirements: How do we
meet these requirements?



XP SP2 makes our work hard

e Windows XP SP2 introduced the first obvious
protection mechanism

— unlinking checks:

blink = chunk->blink
flink = chunk->flink

if blink->flink == f£link->blink
and blink->flink == chunk
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and harder...

e Windows XP SP2 introduced the first obvious
protection mechanism

— unlinking checks:

-BL Chunk-

Flink

Blink

-Chunk-
Flink
Blink

-FL Chunk-

Flink

Blink

‘ Chunk been unlinked




XP SP2 ( and Vista) 1ntroduced more heap
protections

— Low Fragmentation Heap Chunks:

metadata semi-encryption

subsegment = chunk->subsegmentcode
subsegment "= RtlpLFHKey

subsegment "= Heap

subsegment "= chunk >> 3

-




Vista heap algorit hanges make
unlink() unlikely

— Vista Heap Chunks:

metadata semi-encryption and integrity check

* (chunk) N EAP->EncodingKey

= H
checksum = (char) *( chunk + 1)
checksum = (char) *( chunk )
checksum = (char) * (chunk + 2)
1f checksum == chunk->Checksum

o
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Checksum makes 1t hard to predict and

control the header
— Vista Heap Chunks:

metadata semi-encryption and integrity check

2 3

Xor against
HEAP->EncodingKey

0
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Other protections 1n -
specific

— Other protection mechanisms:
 ASLR of pages
 DEP (Hardware NX)
e Safe Pointers
e SafeSEH (stack)

* ctc.

Vista are not heap
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A lot of excellent work has been done
to bypass heap protections

e Taking advantage of Freelist[0] split mechanism
(“Exploiting Freelist/0] on XP SP2” by Brett
Moore)

* Taking advantage of Single Linked List unlink on
the Lookaside ( Oded Horovitz and Matt
Connover)

* Heap Feng Shui in Javascript (Alexander Sotirov)

11



We no longer use heap algorithms to get
write4 primitives
e Generic heap exploitation approaches are obsolete. There

1S N0 more easy write4.

— Sinan: “I can make a strawberry pudding with so many
prerequisites”

e Application specific techniques are needed

- We use a methodology based on understanding and controlling
the algorithm to position data carefully on the heap
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We have been working on this met

for years

e All good heap overflow exploits have been 1n careful
control of the heap for years to reach the maximum
amount of reliability

odology

 We now also attack not the heap metadata, but the heap
data 1itself

— Because our technique 1s specific to each program, generic
heap protections can not prevent it

e Immunity Debugger contains powerful new tools to aid
this process
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Previous exploits :' carefull crafted
the heap

* Spooler Exploit:

— Multiple Write4 with a combination of the Lookaside
and the FreeList

« MS05 025:

— Softmemleaks to craft the proper layout for two
Write4 1n a row

e Any other reliable heap overflow

e These still used writeds from the heap algorithms

themselves! y



To estabhsh determmlstlc

control over the

Heap you need

* Understanding of the allocation algorithm

e Understanding of the layout you are exploiting

* A methodology to control the

e The proper tools to understand

allocation pattern of a process

layout

and control the

15



The heap, piece by piece

e Understanding the algorithm

— Structures where chunks are held:

* [ookaside
* FreeList

e Understanding Chunk Behaviour

— Coalescing of Chunks
— Splitting of Chunks
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A quick look at the lookaside

e [Lookaside

0

1

8 bytes L

8 bytes i

24 bytesi

~

Note: 24 bytes is
the total size. The
actual data size is:

24 - 8 =16 byes
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A quick look at the FreeList data

structure
e Freelist
1600 bytes 2000 bytes
>0 BLL  FL ~» BL FL |  » BLL  FL W
] BL.  FL
2 BL FL 24 bytes 24 bytes
>3 BL @ FL ~» BL FL = » BLL. FL
4 BL FL W
5 BLL  FL n*8 bytes
" n BL. FL - »  BL | FL W

Where n < 128
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Chunk coalescing: contiguous free
chunks are joined to minimize

fragmentation
—>
Back chunk Size
PrevSize
¢ Flink/Blink
piwr | PSize= *(pir+2)
Size = ptr-(PSize*8)
if is not BUSY:
PrevSize unlink( )
19




Chunks are split into two chunks
when necessary

e Chunk splitting happens when a chunk of a
specific size 1s requested and only larger chunks
are available

e After a chunk 1s split, part of the chunk 1s
returned to the process and part 1s inserted back
into the FreeList

20



The life-cycle of a heap overtlow

e There are four distinct segments in a heap exploit's life that you
need to understand and control:

— Before the overflow

— Between the overflow and a Write4

Might
— Between the Write4 and the function pointer trigger be the

— Hitting payload and onward (surviving) same

21
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Heaps to not al

start in the same
configuration

* With heap overflows it 1s not always easy to control
how an overwritten chunk will affect the operation of

the |

neap algorithm

e Und

erstanding how the allocation algorithm works, it

becomes apparent that doing three allocations 1in a row
does not mean 1t will return three bordering chunks

* Typically this problem is because of “Heap Holes”
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e Assume

Vulnerable(function)

A = Allocate(0x300);
B = Allocate(0x300);
Overwrite(A);
fn ptr = B[4];
fn ptr(“hello world”);

Heap Holes

Chunk is part of the

FreeList[97]

N
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* Suppose

Vulnerable(function)

A = Allocate(0x300);
B = Allocate(0x300);
Overwrite(A);
fn ptr = B[4];
fn ptr(“hello world”);

Heap Holes
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* Suppose

Vulnerable(function)

A = Allocate(0x300);
B = Allocate(0x300);
Overwrite(A);
fn ptr = B[4];
fn ptr(“hello world”);

Heap Holes
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Two types of memory caks are used in heap
exploitation

A memleak 1s a portion of memory that 1s
allocated but not deallocated throughout the life
of the target

e There are two types of memleaks:

— Hard: Memleaks that remain allocated throughout the
entire life of the target

— Soft: Memleaks that remain allocated only for a set
period of time (e.g. a memleak based on one
connection)
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Memleaks leak memory that 1s never freed
back to the allocator

 Memory stays allocated and busy until the
process/service 1s restarted

— Obviously this is the kind of memory leak most
programmers are trained to find and remove from
their programs

» Several bad coding practises lead to hard
memleaks

— Sometimes can be found via static analysis
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Hard Memleaks come from ny
places

Allocations within a try-except block that forget to free in the
except block

Use of RaiseException() within a function before freeing locally
bound allocations (RPC services do this a lot)

Losing track of a pointer to the allocated chunk or overwriting the
pointer. No sane reference 1s left behind for a free

A certain code flow might return without freeing the locally bound
allocation
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Soft memory leal s are almost as
useful to exploit writers

e Soft Memleaks are much easier to find:

— Every connection to a server that 1s not disconnected,
allocates memory

— Variables that are set by a command and remain so
until they are unset

- EX' X_LINK2STATE CHUNK=A allocates
0x400 bytes.
X-LINK2STATE LAST CHUNK=A free
that chunk.
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We correct our heap yout with emory

leaks
e In summary, memleaks will help us do different
things:
~ Filling the Lookaside e iver pome
— Filling the FreeList } consautive chanks

- Leaving Holes for a specific purpose

32



Heap Rule #1: Force and control the layout

e Assume again

Vulnerable(function)

A = Allocate(0x300);
B = Allocate(0x300);
Overwrite(A);
fn ptr = B[4];
fn ptr(“hello world”);




Heap Rule #1: Force and control the layout

 memleak(768)

Vulnerable(function)

A = Allocate(0x300);
B = Allocate(0x300);
Overwrite(A);
fn ptr = B[4];
fn ptr(“hello world”);

Calculating size:
768 +8 =776
776/8 = entry 97




Heap Rule #1: Force and control the layout

 memleak(768)

Vulnerable(function)

A = Allocate(0x300);

B = Allocate(0x300);
Overwrite(A);
fn_ptr = B[4];

fn ptr(“hello world”);

\
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Heap Rule #1: Force and control the layout
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Heap Rule #1: Force and control the layout

 memleak(768)

Vulnerable(function)

A = Allocate(0x300);
B = Allocate(0x300);
Overwrite(A);
fn ptr = B[4];
fn ptr(“hello world”);




Good exploits are the result of
Intelligent Debugging

 With the new requirements for maximum
deterministic control over the algorithm,
exploiting the Win32 heap relies on intelligent
debugging

e The need for a debugger that will fill these
requirements arises

40
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Immunity Debuger 1s the rst
debugger specifically for vulnerability
development

 Powerful GUI
e WinDBG compatible commandline

* Powerful Python based scripting engine

41



Immunity Debugger ecializ heap
analysis tools

* A series of scripts offering everything needed for
modern Win32 Heap exploitation

theap Isearchheap
lfunsniff lheap analize chunk

thippie 'modptr

42



Immunity Debugger

 Dumping the Heap:
— theap -h ADDRESS
e Scripting example:
pheap = imm.getHeap( heap )

for chunk in pheap.chunks:

chunk.printchunk ()
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— ‘ :_,m’
P - d = e M = i =
. Immunity Debugger - spoolsy.exe - | |

File Wiew Debug Plugins Immlib  Opkions ‘Window Help  Jobs

EE X p Il BiHpliegd= 1 emtwhocPk?Dbz ...5?
=101 %]
Address |Message |

HAddress Chunks

HxEES 28463 [A94] B ERS2A458 -
HArARS 264 7 E [A9E] B ERS2A47E =
AR ARS2E4 72 [A9E5] B ERS284 78 -
HrEES2E4 26 HaEES204286 -
AR EARSZ2E4 82 BaEES2E488 -
ArERSZ2E4 968 BaEES2a498 -
AR ERSZ2E4 93 BrEES2A498 -
B EESZE4 568 BraaEszE84al -
HrARSZE4 23 BraBRSZ2E4a8 - >
B BES 2684 hE B ERS2A40E -
ArERS2E4 RS BrERS2A40S -
AR ARS2E84 cE BrEES284 ol -
HrEES2E4 o2 HaEES2E84 08 -
HrEES2E64 dE HaEE2284dE -
AR ERS2E4d2 BrEES264d8 -
ArERSZ2E84 8 BrEES284eE -
HrEESZE4 =3 BraEsz2E4es -
HrEESZE4 £ B8 BraBRSZ2a4+E -
HxEES2E84 £ 3 B BRS2E4+ S -
Hr ARS2HEEE B ARSZASEAE = -
HrARS2EEES R EARSZESAS =
ArERS2E5 168 BrEES2A51E -
HrERSZ2EE1S HaEES2E51S -
ArERSZ2EE 268 B ERS2E52E -
ArERSZEE2S B ERS2ES2S -
B RS ZE5 36 B BEIZE52E -
HrEESZE5 33 B EEIZE52S -
B AESZE5 46 B BRSZAS4E -
HxARS 28543 B BRS2E54S -
HArARS2HEEE R ARSZASER -
AR ARS2HEES B ERS2AEES -
HrERS2EEEE HaEES2ESEE -
AR EARSZEEES B ERS2E5EE - B EES2EEEE B EES2A5EE
HrEARSZ2E5TE [127] B EES2EETE - BAEESZ2ESETE | AnEES2EE7E
ArERSZEE4E BrEASZ2EE4E > sizes BxEAEEEELE [BBEE] prevsize: OREEEEEEYE

B RS2 EE 46 heap: #OH RS2 EEEE # flagss B BEEEEEE 1

B BRSZE58E BABRSZESEE: sizes BrEREE1ZEs8 (823811 prewvsize: O:BEEEEE4E

B ARS2E5 86 heap: #EH BRS 2 EEAEE # flags: e BEAEEEE 1

ArERS21 82 ERARS21e88r cizes ArEaEE21vs  (842f]1 prewvcize: OROEAE]IZES

ArERS21 =82 H==]=H #ER ARS2EEEE # flagz: Hx ARREEE ] 6

HrEESZ21 82 next: HrEES2E] 78 : HaEES2E]1 7S

H BEEEEEEE u

!heap -h 0x820000 |

B EaS2Bd53 BxBRS2ade3
B ERS2E8d 78 B ERS2Ead 7@
BHERD2a4 72 BrEngd2ad s o
B E0Z2E428 B EnZ2a42a
BrEaS2E423 B E0g2a40:3
B EQS2E498 B Eng2a49a
B EQD2E493 B E0g2ad 93
BrEas284a8 BrE03268428
BHERS28da3 BrE0g32684a5
BxEas2ad0E BxEag2adba
BrEaS2ad0E BrEnS2adbeE
BrEaZ2adc8 ErEngd2adca
B ERD2E4oD B E0Z2E8do3
B EaZ2E448 B E0Z2a4da
BrEag2E4d43 ExE0g264d3
B E0S2Ed=8 B Eng2Ed=a
BrEas28de3 BrE03284e3
AR EaS28df 8 BrE032a4+a
B EaS28df 3 BrE0S28df 5
B ERS2ESEE BrERS2EsEa
B ERS2ESEE BrBRSSBsEE
BHEaZ2E518 BrEnd2as1a
BrEOD2E512 BrEnd2asia
B EaS2Es28 B E0g2E520
B EOD2E523 B E0Z2E52S
BREas28538 Br 0328538
BHEaS28533 Br 0328533
AR EaS28548 Br 0328548
AR EaS28545 BxBRS28545
B ERS2Es5E Sy ETa eyels L
BHERD2E55e B a0 2as5a
B EOD2E55E B E0Z22E55a

L1811
L1821
C183]
C184]
C185]
C18&]
C187]
Ci83]
C189]
C11@]
C1111]
C11Z2]
[113]
C114]
[115]
C11&]
C117]
L1121
C119]
C12@]
[1211]
C122]
[123]
C124]
C125]
C12a]

pu e lipeion ioelon ioelen ol oe e o lion oo o len ol en Ron o e o i en el en lon N en R N e B N s B o N e |
H I I I I I I I I I I I I e L e e




Searching the heap using Immlib
e Search the heap

— Isearchheap

what (size,uslze,psize,upsize, flags, address,
next,prev)

action (=,>,<,>=,<=,&,not, !'=)
value (value to search for)

heap (optional: filter the search by heap)

e Scripting example:

SearchHeap (1mm, what, action, value, heap = heap)

45



Comparing a heap before and after
you break 1t
e Dumping a Broken Heap:

— Save state:

e 'heap -h ADDRESS -s
— Restore State:

e 'heap -h ADDRESS -r
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Heap Fingerprinting

e To craft a correct Heap layout we need a proper
understanding of the allocation pattern of
different functions 1n the target process

e This means there 1s a need for fingerprinting the
heap flow of a specific function

47



Heap Fingerprinting

e !funsniff <address>

— fingerprint the allocation pattern of the given
function

— find memleaks
— double free

- memory freed of a chunk not belonging to our
current heap flow (Important for soft
memleaks)

48



Function Sniffing :

Address

Data

Lo |

“"__'h.

s kS A 5
.o ‘JI:,‘ : i*;:l e - niJ
— - - i
- ‘,r_,.__‘_,':'_ > N & - — _ : E
— " y -2 : >
—SRLE o B Xt e — ‘.‘

Bz277d4178cC |Free (Bx800070000, 0:00000000, 0x008a2808)

Bx77d4178c Free (0x80070000, 000000000, 0x008a6a3a)

Bz77d4178c Free (8x800700008, 0:00000000, 9x008bF758)

Bz77F8F134 Free (Bx80070008, 000000800, 0x0088a6958)

B2 77d3c2F7 Free (0x80070000, 0<00000000, 0x0088do10)

B2 77d3c2F7 Free (Bx8008700008, 000000000, 0x00000008)

B277F8F134 Free (Bx8000870000, 0200000000, 0x0008a6978)

Bx77d3c2F7 Free (0xB80070000, 000000000, 0x00000000)

Bz/cdcel12 Free (Bx80070000, 0200000000, 0x00088ecta)

8276294663 Free (8x80c500008, 000000000, 0x08c56fe8)

8278801532 Alloc(Bx80230000, 000000000, 0x000000888) -> 8:082373b8
827 7FB8e6b9 Alloc(BxB8008700008, 000000000, 0x000080208) -> B:0088a6978
B277F8e6b? Alloc(BxB80070000, 0200000000, 0x00000020) -> 0x000a6950
Bz 7c58dco7 Alloc{BxB0008700008, 000100008, Ox0088801c) -> 0z08B8ab6adn
B2 76bB819089 Free (0x800700008, 0200000000, 0x088a6a3a)

Bx76bB1cO6 Free (0xB00070000, 000000000, 0x00000000)

Bz 76bB1cBb Free (Bx800700008, 0200000000, 9x00000008)

Bz76bB81c18 Free (0x80070000, 000000000, 0x00000000)

Bz76bB1cC15 Free (Bx800700008, 0:00000000, Ox00000008)

Bz76bB1c1a Free (BxB80070008, 000000800, 0x000080008)

B277F8F134 Free (0x80070000, 0<00000000, 0x008a6950)

Bz77F8F134 Free (B:x80070000, 0200000000, 0x0088a6978)

Bz 76bB1bea Free (8x802300008, 0200000000, 0x082373b8)

Bx76a94628 Free (8xB80c50000, 000000000, 0x00c55098)

82762946208 Free (Bx80c500008, 0200000000, 8x08c56fbA)

8276294628 Free (8x80c50000, 000000000, 0x08c56d90)

Bx 0800008080 Chunk freed but not allocated on this heap flow
Bz76bB1c1a Free (Bx80070008, 0200000800, 0x000088008)

Bx 80000008 Memleakk detected

8278881532 Alloc{(BxB802300008, 000000000, Ox00088118) -3 8288237448
8288237438 Bx00237438> size: 0x 00008118 (0823) prevsize: 0x00000088 (0611)
000237438 heap: *0x00000000= flags: 000000801 (B)
820882374408 > String: ®,HoCacheCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCLEE
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Automated data ty iscoversing *
Immlib

* As we now know overwriting the metadata of
chunks to get a Write4 primitive 1s mostly no
longer viable

e The next step of heap exploitation 1s taking
advantage of the content of chunks

 We need straightforward runtime recognition of
chunk content

50



Immunity Debug offers siple
runtime analysis of heap data to find
data types

e String/Unicode

e Pointers ( Function Pointer, Data pointer, Stack
Pointer)

e Double Linked lists

— Important because they have their own unlink()
write4 primitives!
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Data Discovery

e theap -h HEAP ADDRESS -d

— See next slide for awesome screenshot of this in
action!
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Heap dump 0x00c50000

Hddress

HxBEcEGFbE
BaAncEef ed
B BEcESf 6
HxBEcEGF+8
BaAncEef fo
B BEcESf 6
HxBEcEGE 6
B BEcEGF 8
BaBncEef fo
B BEcE7216
B BEcEY218
BaAncEY 21
B BEcE Y4308
Hx BEc5 Y4368
B854 368
B BEcE g 44
B BEcE 7498
= BEcE Y498
B BEcEY498
B BEcE Y4908
Hx BEc58da8
HxBEc58da8
BaARcESeES
By BEcESe58
HxBEcE9248
B BECE9248
By BEcEI26
Hx BEcE927HE
Hx BEcE9294
BaAncE920d
By BEcE92ed
HxBEc59338
EaARcE9330
By BEcE9358
Hx BEcE926H
Hx BEcE9260
BaARCcE92E
By BEcE927E
= BEcE92308
B BECE922368
B BEcE9294
Hx BEc593368
HxBEc593308
H1BECE9338
By BEcE933c
Hx:BEc59358
HAw AA~ES=E A

Chunks

* Pointer:
» Pointer:
» Pointer:
* Un ilocode:
BrBEcEaf A -

* Pointer:
* Un iocode:
BrBEcET218

* Un iloode:
» Pointer:
Hr BEz5Y430 -

* Pointer:
¥ Double L
Hx BEC5T490 -

BrBEEac53d508
BrEEcESeEE
BxEacEe248

Fointer:
String:

Fointer:
Fointer:
Fointer:
Fointer:
Un icode:
Oouwble L
Hr BACE9260 -

T i T T

* Poilnter:
» Btring:
Hx 59280 -

» Pointer:
AxEECE9338 >

* Pointer:
¥ Unicodes
#* Double L
HAu AA~E92EH ™

heap: #E BECSEE R #*
AXEECEE0aS in BHE0CSEEER |

AuEEE7ARdd in BaO0EFEEEEA |

AxEECEY218 in BxERcEEERR |

" MoCacheCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC oo
size: HABEEERZZ2A (BE844)] prevsize: E4EEEEEEZIE (@EGET)

I==]=H #HH BECESEARR#* flags: HxHEEEEEEL (B

AxEECEY218 in BxEACESEEER |

" MoCacheCCCCCCCCCCCCCCCCCCCCCa

size: HABEEEEZZ2A (BE44] prevsize: B4HEEEEZZE (BE44)

heap: #H BECSEERE #* flags: HxEEEEEEAL (B

" MoCacheCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC oo
AuEE44@08c in B1O0428600 |

size: HaBAEEEARRAGE (BEEz]  prewvsize: HAHEEEEZZE (HE44)

heap: #H BECESEE R #* flags: HxEEEEEEEL (B

AXEECEYZ218 in BHEACSEEER |

flags: BrEdaEEan1 (B

inked List: [ B4E8cEE178, B:4B8Ec59352 )
size: HaBAER13d2 (831b) prewvsize: B4HEEEEESH ([ @EGEC)
heap: #E1 BACSAERE* flags: AR AEAREREE [(F1

nexdt: BrBEEcER] 7S prewus B BEc59358

size: HaBEEERATR  (BAEle] prewvsize: E4EEEE18d4d8 (A31b)
heap: #H BECSEERE #* flags: HxEEEEEEEL (B
Sizes BAEAEESFE  (BEYe]  prevsize: BREBEEAAFE (AE1s]
heap: #EH BEACESERRE # flags: BrEEEEEEE]L (B
size: HABEEERALS  (BEE3) prevsize: B4EEEEE3FE (HETE)
heap: #E1 BACSAERE* flags: ARAEARERR]L (B
BrBERab3E in GHEEETEDEES |

*LHMEHMR "

HxBAEC59338 in @xEEcSE8EE |

B EAEEZARAEZ in BxEEEZABEE |

BrBEc5Z28c2 in AnEEcSEaaEE |

B BAEC59268 in @xEECSEEEE |

"IMHMZz211 T

inked List: [ B4EEcE7498, B:40EcEAL17S )

size: HABEEEARAZE  (BEE4] prewvsize: H4HEEEEELS (HERI)
heap: #H BECSEERE #* flags: HxEEEEEEEL (B
BrAEEab3FE in BREEETASEGS |

*LHMEHMR "

size: HABEAEERRBR (BE158) prevsize: B4EEEEEEZE ([ BEGEG)
heap: #E1 BACSAERE* flags: ARAEARERR]L (B
BrBEEc593228 in AnEEcSEgEaE |

size: HAaBEEERAZE  (BEE4] prevsize: H4HEEEEERE (HE1G)
heap: #H BECSEERE#* flags: HxEEEEEEEL (B

B AECE92628 in BREACSEEEE |

"IMMz211 °

inked List: [ B488c57498, B:4B8Ec5017E )

=== AvAEAAAA-BEE TH1981 prevsize:* AeAAAAFAARZA [ AARD ]




Data Discovery can be scripted easily

import libdatatype

dt = libdatatype.DataTypes( 1imm )

ret = dt.Discover ( memory, address, what)
memory memory to 1inspect

address address of the inspected memory

what (all, pointers, strings,
ascilistrings, unicodestrings,
doublelinkedlists, exploitable)

for obj 1in ret:

print ret.Print ()
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Heap Fuzzing heaps you discover a
way to obtain the correct layout

e Sometimes controlling the layout 1s not as easy as
you think, even though 1t sounds straightforward

in theory

* From this the concept of Fuzzing the Heap arises,
to help 1n discovering the correct layout for your
process (manually or automatically)
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Heap Fuzzing

e Ichunkanalizehook

* (et the status of a given chunk at a specific
moment. Answers the common questions:

— What chunks are bordering your chunk?
— What is the data in those chunks?
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Heap Fuzzing

* Run the script, Fuzz and get result...
* usage:
chunkanalizehook (-d) -a ADDRES <exp>
-a ADDRESS address of the hook
-d find datatypes
<exp> how to find the chunk

€X:. Ichunkanalizehook -d -a Ox77fcb703 EBX - &8
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#. Immunity Debugger - spoolsv.exe - | |

File Miew Debug Plugins Immlib  Options  Window Help  Jobs

ST WX b Il lemtwhcp SN it ot osic to o this? Empi
_|of x|

TEHSFLEE ES DFHSFFFF L JMF, &5PO0LSS. DL LAL locSp LHem s a | Registers (FPU)
TERSFLOE  SEFS MOU EDI, EAX S abazaray
TERSFCED  3EFE CHP_EDI, EEH ASdmasds
TEAETLEF w74 27 SHORT winZ2spl. FEASTCEE SErEas g
TEREFCLL  FF7PE B4 FUSH DWORD FTR DS:[ESI+4] e
TERSTC14 PUSH DWORD FTR_SS: [EBF+E] B Faag
CERSCLIT €3 PUSH win32spl. 7ERSSIED UNICODE "Hws™iws" SOniF bt
7ERSTCLD EC11A57E OWORD PTR OS: [<4USERSZ.weprintflUl>] USERSE. wsprintfll poLEacla
TERETLES AOD ESP, 18

TENSFLZE E7 FUSH EDI TPFCCEES
TEREFCZT ES GEA4FFFF ZJHP. &5PO0LSS. Al locSp LStrs Az
TERSFCZC  §985 S8FOFFFF MOV DUORD FTR S5: [EBF-2751, ERX SRR
TERSFLSE &7 FUSH EOI CrEEt
TEREFCZE  ES BSASFFFF ZJHP, &5P00LSS. DL IFreeSp LHem? EEEE
TERSFCZE ES 1DASFFFF win3Zspl.TEAG1FEA e
TERSFCS0  ES 7FASFFFF win3Zspl. TEASZEC] EERt
TERETLAZ - cp

TERETC44

TERETLAT

TEREFCAL

FEASFCAE Address |Hessage

peRErLEd fLZVUBUY | NMUUULE L. AWINMI ASYS LENSL VHUUHF Lo 2 - ULL

PERSFCED FC3400008 Module C:\WINHNTAsystem3Z\SECUR3Z.DLL

FCAHEBA08 Hodule CIAWIHHTAsystem32%KERHEL232.d1l1
J7FA144B Attached process paused at ntdll.DbgBreakPoint
Expression: ['EDI", '-°, '8']
E = Hooking on expression: *['EDI', '-', 8]°
A1 BEEAAS Thread 68808434 terminated, exit code B8
oloeEats Thread @8880846C terminated, exit code B

SiSSESEE BOC596088| > Hit Hook Bx76a57ci1c, checking chunk: B8xB8c596060

B1BEEE3E
olooEnss BOC59608 0xB0c59600> size: @z 08006210 (0B42) prevsize: DxB00000838 (00O7)

Si%gggg% Aacs2604a heap: *Ax 00000000« flags: gx 0000881 (B)
A1BEEASS BBC59818 0z B00c59818> size: Bx0000087Ff0 (00fe) prevsize: 0xX00000210 (0042)

oloaEaes gOC59810 heap: *08xB000000A= flags: 6x 808006818 (F|T)

Si%gﬁ%@g ABCS98140 next: BxBABCcS 7408 prev: A= BAcS @178
PRIt ol F7FCCA663 | Access violation when writing to [42424242

T T iaE e

!chunkanalizehuuk -a Dx76a57clc EDI - 8| -




Inject Hook

e One of the biggest problems when hooking an
allocation function is speed

e Allocations are so frequent in some processes
that a hook ends up slowing down the process
and as a result changing the natural heap
behaviour (thus changing the layout)

— Isass

— 1explorer
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K s OWI N OLI'R

Inject Hooks into '_ pProcess
speeds things up

e This means doing function redirection and
logging the result in the debugger itself
(Avoiding breakpoints, event handling, etc)

e Can be done automatically via Immlib
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VirtualAllocEx

process

/

mapped mem
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mapped mem

o -
InjectHooks
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Inject Hook

mapped mem

o -
Redirect

Function

RtlAllocateHeap
RtlFreeHeap
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Inject Hook

mapped mem

o -
Run the program

RtlAllocateHeap IOfE’ d]ata
RtlFreeHeap
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Inspect the result

Inject Hook

process

>

mapped mem

log data
[...]
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Inject Hook

e Hooking redirection:
— lhippie -af -n tag name
e Hooking redirection as script:

fast = immlib.STDCALLFastLogHook( imm )
fast.logFunction( rtlallocate, 3)
fast.logRegister( "EAX" )
fast.logFunction( rtlfree, 3 )
fast.Hook ()
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Finding Function Pointers

e If we achieve our write primitive by overwriting
some structure in the data of the chunk (e.g. a
doubly linked list, data pointers, etc.) we need to
figure out what function pointers are triggered
after our write primitive so we can target those
function pointers

time line

setting heap layout

overwrite function

Write primitive

Function ptr triggered
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Finding Function Pointer

e !modptr <address>

— this tool will do data type recognition looking for all
function pointers on a .data section, overwriting them
and hooking on Access Violation waiting for one of
them to trigger and logging 1t

setting heap layout overwrite function Write primitive Function ptr triggered
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The fe

 In the near future ID will have a heap simulator
that, when fed with heap flow fingerprints, will
tell you which function calls are needed to get the
correct heap layout for your target process

e Simple modifications to existing scripts can put
memory access breakpoints at the end of every
chunk to find out exactly when a heap overflow
happens

— This 1s great for fuzzers
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Conclusions

e Exploiting heap vulnerabilities has become much
more costly

e Immunity Debugger offers tools to drastically
reduce the effort needed to write reliable heap
overflows

— On older Windows platforms getting a reliable write4
the traditional way

— On newer Windows platforms by abusing program-
specific data structures
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Thank you for your time

Contact me at:

nicolas.waisman@immunityinc.com

IMMUNITY ... Security Research Team
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