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W hat is Social Engineering?

“U sing influence, deception, and/or 
psychological m anipulation  to persuade 

others to com ply w ith a request.” 

W hat is the im pact/threat of se?



W hy A ttackers U se Social 
Engineering

• Easier than hacking a system

• N o Intrusion D etection System  (ID S) 
can detect SE

• Low  cost/risk for the attacker

• W orks on every O /S platform

• N o logs (audit trail)

• N early 100%  Effective

• G eneral lack of aw areness



Security Laxity Security Laxity –– Survey ResultsSurvey Results

Nine in ten (90 per cent) of office workers Nine in ten (90 per cent) of office workers 
at London's Waterloo Station gave away at London's Waterloo Station gave away 
their computer password for a cheap pen, their computer password for a cheap pen, 
compared with 65 per cent last year. compared with 65 per cent last year. 



Typical G oals of the 
A ttacker

• Source code 
• C ustom er lists
• Financial data
• M arketing & new  product plans
• Proprietary inform ation on 
m anufacturing processes

• C ontract bids
• M erger & acquisition inform ation
• R esearch docum ents
• A ccess to com puting resources (D D O S)
• To see w hat they (hackers) can find



W ho A re the Prim e 
Targets?

• H elp D esk Personnel

• C ustom er Service R epresentatives

• R eceptionists

• A dm inistrative A ssistants

• Security G uards

• System  O perators and Technicians

• Sales and M arketing Staff

• A nyone w ho has electronic or physical 
access 



C om m on A ttack M ethods

• R eveal, transm it, or change passw ord to 
a suggested w ord or phrase.

• C reate an account (user or adm in)
• Execute a program  (Trojan horse attack)
• R eveal dial-in num ber or rem ote access 
procedures

• A dd privileges or access rights to 
existing accounts

• Send or transfer confidential 
inform ation



Why Does Social Engineering Why Does Social Engineering 
Work So Well?Work So Well?

Are not aware of the threat of SEAre not aware of the threat of SE
Naturally want to help others Naturally want to help others 
Underestimate the value of informationUnderestimate the value of information
Want to stay out of troubleWant to stay out of trouble
Have no personal investment in the Have no personal investment in the 
information they are asked to provideinformation they are asked to provide
Are often too busy to verify identity and Are often too busy to verify identity and 
authorizationauthorization
Do not realize the consequences of their Do not realize the consequences of their 
actions.actions.



Factors in the B usiness Environm ent 
that Increase R isk

• M ounting pressure on em ployees to get 
w ork done quickly

• Increased reliance on off-site personnel
• M ultiple office locations
• Job review s based on level of 
perform ance and team  participation –
not security com pliance.

• Virtual interaction w ith partners, 
vendors, and suppliers 

• Focus on being part of the “team ”
• H igh turn-over rate



The H um an Factor – Forces that M ake 
People Vulnerable

People generally…

• Tend to im plicitly trust others 
(propensity and prior history)

• Tend to help people they like 

• Perceive that security is a w aste of 
tim e or a w ork im pedim ent

• H ave illusions of invulnerability 
(“it w on’t happen to m e” syndrom e)



Pretexting: The C on

• attacker gathers inform ation in order to 
construct a pretext for contact
– Establish identity & “need to know ”

– D evelop plausible ruse to gain com pliance

– B uild the target’s confidence through prior 
know ledge or identity

– Strategize the target’s possible objections 
for non-com pliance 

– D evelop a counterargum ent to overcom e any 
objections

– Leaving an “out” to avoid raising suspicion



Intelligence G athering

• C ollectively, sm all nuggets of seem ingly 
useless inform ation can be joined to 
form  valuable inform ation

• K ey techniques:
– U sing the Internet

– O pen source inform ation

– D um pster diving

– Surveillance (cellular & tw o-w ay radio)



R esearching the 
C om pany

• C om pany w eb site 
• N am es of personnel

• O rganization chart / structure

• C orporate new sletters
• Intra-com pany phone directory

• Lingo, term inology & server nam es 
• O pen positions, H R  listings 

• N ew  H ires 

• Inform ation on telecom m uters that use rem ote 
com pany resources

• Sales and m arketing m aterials



D igging up Personnel 
Inform ation

• Phone num bers & Em ail addresses
• Title / position at com pany

• Job responsibilities/duties (access)

• H obbies or special interests 
• Schools attended

• R em ote access privileges (telecom m uters)
• Personal W eb Page/B iography / R esum e / 

Published papers
• Personal identifying inform ation

• W ork/Vacation schedules

• Past new sgroup postings



D um pster D iving: w aste 
archeology

• G old m ine of inform ation
– Project nam es and plans, correspondence

– Em ployee nam es, internal em ail addresses, 
phone directories, m anuals, & calendars

– C om pany letterhead, m em os, notes

– D iscarded m edia (hard drives or rem ovable 
m edia)

– Yes, even user lists and passw ords

• Incredibly, not illegal unless:
– “N o Trespassing” sign is posted

– Trash is on private property



H ow  A ttackers B ypass 
Verification C ontrols

• C all forw arding an existing em ployee’s 
num ber

• Forging outbound C aller ID

• C om prom ising a trusted voice m ail box

• telephone receptionist – fax exploit

• U sing pre-paid C ellular phones

• Forging fax or e-m ail headers



Influence agents:
Psychological triggers

• Liking 

• A uthority

• R eciprocation

• C onsistency

• Scarcity

• Social validation



C uriosity: killed the cat

• Plant a floppy or cdrom  on the 
target’s facilities

• Send an enticing em ail w ith a 
m alicious attachm ent

• Influence the target to visit a w eb 
site that has m alicious code



H ow  to recognize possible 
attacks

• R efusal to give contact inform ation

• O ut of the ordinary request

• R ushing w ith urgent request

• M irroring interests and background 
characteristics

• Laying on too m uch flattery 

• Intim idation using authoritative com m ands from  
m anagem ent 

• O ffers help w ith an unknow n problem

• C laim s the request has been approved by 
m anagem ent



B uilding resistance to 
m anipulation

• D em onstrate personal vulnerability

• Train em ployees to focus on the nature 
of the request

• Take a m om ent to evaluate a request

• Verify identity and authorization

• M odify enterprise politeness norm s

• C hange attitudes tow ard inform ation –
protecting vs. sharing

• Educate personnel w hy security 
protocols are critical to the business



Incident R esponse

• The key is to know  w hen you’ve had 
an incident

• Train em ployees to properly 
docum ent suspicious events

• Issue security alerts w hen 
suspicious activity is noticed

• Train personnel to use “reverse” 
social engineering
– K now ing your enem y is half the battle



8 steps to building the 
hum an firew all

• Security Policy

• Security A w areness training

• Inventory inform ation assets

• D eploy data classification

• Social engineering pen-testing 

• Incident R esponse planning

• Lim it inform ation leakage

• U sing technology (D esign & A V)



C onclusion

• Social Engineering is the single, 
m ost effective and dangerous 
threat to inform ation security

• C onstant vigilance is required to 
m itigate this threat

• The m ost effective 
counterm easures are policies, 
aw areness/resistance training, 
incident response and pen-testing



A dditional resources

• The A rt of D eception –
w w w .am azon.com /m itnick

• The H um an Firew all C ouncil
– w w w .hum anfirew all.org

• D r. K elton R hoads
– w w w .w orkingpsychology.com

• Influence by R obert B . C ialdini

• C onfidential by John N olan




