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What is Social Engineering?

“Using influence,deception,and/ or
psychol ogical manipul ation to per suade
otherstocomplywitharequest.”

What isthe impact/ thr eat of se?
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Why Attacker s Use Social
Engineering

e Easier than hacking a system

* No Intrusion Detection System (IDS)
can detect SE

e Low cost/ risk for theattacker
e« Workson every O/ Splatform
 Nologs (audit trail)

e Nearlyl1l00% Effective

e General lack of awar eness
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Securty Laxity — Sunvey Results

= Nine inten (90 per cent) ofi office workers
at London’s \Waterloo Station gave away
thelr computer password for a cheap pen,
compared with 65 per cent last year.



Sourcecode
Customer |ists
Financial data

Mer ger &acqmsit--io_n info
Research documents
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Who Arethe Prime
Targets?
« Hel p Desk Personnel
| e Customer Service Representatives
« Receptionists
« Administr ative Assistants
e Security Guards
e SystemOper ators and Techniclans

e Salesand Mar keting Staff
 Anyonewho haselectronic or physical
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Common Attack Methods

i 31/

« Reveal,transmit,or change passwordto
a suggestedwordor phrase.

« Createan account (user or admin)
e« Executeaprogram(Trojan hor se attack)

e Reveal dial4n number or remote access
procedur es

e Add privilegesor accessrightsto
existing accounts

e Send or transfer confidential

INfor mation




Why Dees) Secial Engineerng
Woerk Se Well?

* Are not aware of the threat off SE
*:Naturally: want to help others

* Underestimate the value of information
= \WWant to stay out of trouble

*:IHave no personal investment in the
Information they are asked to provide

*: Are often too busy to verify identity and
authorization

® Do not realize the consequences of their
actions.



Factorsinthe Business Environment
that Incr ease Risk

e Mounting pressureon employeesto get
wor k done quickly

e Increasedrelianceon off site personnel
« Multipleofficelocations

« Jobreviews based on |l evel of
performance and teamparticipation —
not security compliance.

 Virtual interaction with partners,
vendors,and suppliers

e Focuson being part of the “team”
e Highturn-over rate



The Human Factor — Forcesthat Make
People Vul ner abl e

P

Peoplegenerally...

e« Tendto implicitlytrust others
(pr opensity and prior history)

« Tendto hel ppeopletheylike

e Perceivethat securityis awaste of
timeor awor k impediment

« Have il lusions of invul ner abil ity
(“it won't happento me” syndr ome)
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Pretexting: The Con

. e

« attacker gathersinformation in order to
construct a pr etext for contact
— Establish identity & “need to know”
— Develop plausibleruseto gain compliance

— Buildthetarget’'sconfidencethrough prior
knowl edge or identity

— Strategizethetarget’s possible objections
for noncompliance

— Developacounterargument to overcome any
objections

Leaving an “out” to avoid r aising suspicion
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Intelligence Gathering

e Collectively,small nuggets of seemingly
uselessinfor mation can bejoinedto
formval uableinformation

« Keytechniques:

— Using thelInter net

— Open sourceinfor mation

— Dumpster diving

— Sur veillance (cellular &two-wayradio)







Digging up Personnel
Inf or mation

 Phonenumbers & Email addr esses
 Title/ position at company

e Jobresponsibilities/ duties (access)
 Hobbies or special inter ests

e Schoolsattended

 Remote access privileges (tel ecommuter s)

e Personal Web Page/ Biography/ Resume/
Published papers

« Personal identifying infor mation
« Work/ Vacation schedul es
 Past newsgroup postings
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Gold mine of infor mation
— Project names and plans,correspondence

— Employee names,inter nal email addr esses,
phonedirectories,manuals, & calendars

— Companyletter head, memos, notes

— Discar ded media (hard drives or removabl e
media)

— Yes,even user listsand passwords
e Incredibly,not illegal unl ess:
— “No Trespassing” sign Is post ed
| — Trashison private property X _
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How Attacker S Bypass
Verification Controls

e Call forwarding an existing empl oyee’s
number

 Forging outbound Caller ID

e Compromising atrusted voice mail box

« telephonereceptionist — fax exploit

e Using preypaid Cellular phones

 Forging fax or emmail header s
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Infl uence agents:
Psychol ogical triggers

Milam

Liking
e Authority

e Reciprocation
e Consistency
e Scarcity

Socilal validation
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Cur iosity:Kkilledthe cat
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e Plant afloppyor cdromonthe
target’'s facilities

e Send an enticing email with a
mal icious attachment

e Influencethetarget tovisit aweb
sitethat has malicious code

e




How torecognize possibl e
attacks

P

« Refusal togivecontact infor mation
 Out of theordinaryrequest
* Rushing with urgent r eguest

« Mirroringinterests and background
characteristics

« Layingontoo much flattery

 Intimidation using authoritative commandsfrom
management

e Offershelpwithanunknown problem
« Claimstherequest has been approved by

‘
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Buil ding r esistanceto
manipul ation

Demonstrate personal vulner ability

Train employeestofocusonthenature
of therequest

Take a moment to evaluate arequest
Verifyidentity and authorization
Modify enter prise politeness nor ms

Change attitudestoward infor mation —
protecting vs.sharing

Educate personnel whysecurity
protocolsarecritical tothe business
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ous activityisnotice

ain personnel touse “rever se’
social engineering

— Knowing your enemyis half the battle



8 stepsto builldingthe
human fir ewal |

e Secur ity Policy

e Security Awarenesstraining

e Inventoryinfor mation assets

« Deploydata cl assification

e Soclal engineering pentesting
 Incident Response planning

e Limit iInfor mation | eakage

e Usingtechnology (Design & AV)
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Conclusion

e Soclial Engineeringisthesingl e,
most effectiveand danger ous
threat toinfor mation security

e« Constant vigilanceisrequiredto
mitigatethisthr eat

e« The most effective
counter measur es ar e policies,
awar eness/ resistancetraining,
Incident response and pendesting
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Additional resour ces

The Art of Deception —

The Human Firewall Council
—www.humanfirewall.org

Dr.Kelton Rhoads
—WWWwW.wor kingpsychology.com

Influence by Robert B.Cial din|

Confidential by John Nol an
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NELLO! "SNICKER*
THIS IS THE HELP DESK
“CHUCKLE" | NEED

Mhat was your
Name again?




