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Smart Device Risk Awareness

= Do companies realize the risk?
—59% agree mobile devices create a high security risk
—49% think mobile device security is a high priority

= What are companies concerned with?
—74% are very concerned with data loss/protection
—70% are very concerned with mobile malware

= How are companies impacted?
—43% reported lost or stolen devices
—23% reported malware infected devices
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Smart Device Risk Assessment

= Risks when a device is infected
— SMS/Email/Voice monitoring
— Data loss
— Unwanted root — Bypassing permission model
— User tracking
— Unauthorized corporate network access
— Identity theft
—Man-in-the-Middle attacks
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Threat Vectors

Social-Engineering Evasion Tactics

= Rogue Android markets = Rogue applications

= Infected applications = System folder installation
= SMS phishing = Polymorphic distribution
= Man-in-the-middle = Payload encryption

= Drive-by infection = Security app removal

= QR code = Payloads embedded in

image files
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Threat Vector Timeline

B24/2011

1212212010 521212
S SMS.Fakelnst ,
Geimini 5/28/2011 Rogues NotCompatible
Infected Zimto ; Drive-by
* Rogue Banker 1/19/2012 "
* SMS.Fakelnst
882010 Dbxfuscatlon
Fakepla}"er AN TR0 100202011
Rogue DroidDream Rogue Markets Ad T‘”zm h
x . x wlauncher
Pirated Apps : :
% Device Admin
10/1/2010  1/1/2011  4/1/2011  7/1/2011  10/1/2011  1/1/2012  4/1/2012  7/1/2012
7/23/2010 8/31/2012

6 | Friday, October 05,2012 | Webroot Software, Inc. | Proprietary and Confidential Information EBROQAT®



Real World Example 1

= Threat Vector: Premium SMS Trojans
—Threat: Fakelnst, Opfake, Jifake, SMSSend

. . OpInfo returning SM3Count For ru = 3
_ InfeCtS . And rOId sendMessage  Sending SMS #1
an 2855
. 1 OpInfo returning SM3Count For ru = 3
BehaVIOr sendMessage  Sending SMS #2
. an 2151
« Send premium-sms messages OpInfo rekurning SMSCount For ru = 3
sendMessage  Sending SMS #3
an 7151
* Rogue apps and Market places OpInfo returning SMSCount For ru = 3
OpInfo returning SMSCount For ru = 3

# 2855 range of 170-203.20 rubles US55.52-6.60

= Why is th|s COncerning? #9151 range of 101.60-140.42 rubles US $3.30-4.56

#7151 range of 33.87-40.00 rubles US51.10-1.30

Total cost
137.17-383.62 rubles US$9.92—12.45
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Real World Example 2

= Threat Vector: Rooted/jailbroken device

Install Shield Alert
Webroot determined that the

— Threat: DroidDream
— Infects: Android
— Behaviors

* Roots device
« Adds device to a bot network

- Installs payload apps
= Why is this concerning?
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application which was just
installed is a threat

Threat Details
Application: Super Guitar Solo
Threat Name: Android.DroidDream
Category: Trojan

Threat Description:

Webroot has determined that this app is a
Trojan. Trojans initially appear legitimate,
but perform illicit activity or facilitate
unauthorized access to your device once
- installed. Such applications may do the
following:

- Send SMS, MMS, and emails in the
background

- Make phone calls in the background

- Track your location

- Read your browser History/Bookmarks
- Steal sensitive data

- Participate in a botnet

- Conduct click fraud

Remove application threat

Ignore

BROOT"



Real World Example 3

= Threat Vector: Data loss
— Threat: FindAndCall
— Infects: iOS and Android
— Behaviors

« Collects contacts info (hame, number, email, etc.)
» Sends data to remote server without user consent

» Uses collected contact data to spam SMS contacts

= Why is this concerning?
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Security Tips

= Smart device policy, education

= Passwords, not swipe lock screens
= Encrypt confidential data

= Remote locate and/or wipe

= MDM (Mobile Device Management)
= Device backup

= Get help
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