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Internet Challenges

O Bloggers and independent media challenge traditional corporate and
state-owned media

O VolP is seen as a threat by traditional tele-communications
companies

O QOffshore gambling and banking sites challenge existing laws and
regulations

O File sharing services have significantly impacted the area of copyright
and intellectual property

O Spam, child pornography, identity theft, computer break-ins and
terrorism present significant security concerns



Borders 1in Cyberspace

In an effort to counter the once borderless
Internet, states are seeking to create
informational boundaries in cyberspace.



Informational Borders

O Although decentralized there are significant “choke
points” at which controls can be placed on the Internet

O Technical & non-technical mechanisms used to censor
and control access to the Internet

O Filtering is the technical mechanism through which such
controls are operationalized




Internet Filtering

O Internet content filtering is a term that refers to the techniques by
which control is imposed on access to information on the Internet

O The motivations for state-directed Internet filtering include those
with:
= a specific emphasis on e-commerce: tax, copyright, VolP
= a specific emphasis on children: child pornography, violence
= a specific emphasis on content
cultural: pornography and gambling

political: dissidents and independent media
security: (cyber)terrorism and hacking




Filtering Techniques

O

O

O

ser Workstations

Content Filter

DNS filtering: modification to DNS servers to prevent a domain name from resolving to the
correct IP address.

IP filtering: entries are made in routing equipment that stop all outgoing requests for a
specific IP address

URL filtering: filtering technology that (a) reassembles the packets for traffic flowing through
its network, (b) reads each http request, and (c) if the URL in the request matches one of the
URLSs (or keywords) specified in a blocklist, block the http request.



Filtering Technology
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Transparency &
Accountability

Some countries are quite transparent about
filtering practices, from both a policy and
technology standpoint, while others remain
closed and secretive.




The Decision to Filter
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Accountability

O Most countries that filter are unable to publicly answer the
following questions:
= What are the blocking criteria?
" |s there a review process?
= What is the policy on collateral blocking?
" |s there a grievance mechanism?
® How can designations be changed if there is miscategorization?

" How are Internet users informed that they are attempting to
access prohibited content?




Accessing Filtered Content
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Targeted Content
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From Filtering to Censorship

O Most countries that filter the Internet target content that is specific to
the country itself and is in the local language.

O These websites generally include human rights organizations,
independent media, oppositions groups or political parties, and
religious conversion or spiritual groups.

O Sites that contain content opposed to or dissenting from the views of
the current government are most often the targets of filtering.

O The control over information begins to move from filtering into overt
political censorship.



Middle East & North Africa

== Tunisia

Tunisia uses Smartfilter to block access to
sites categorized as Sex, Nudity, and

Anonymizers. They extend this list to also
block access to political parties, NGOs and

wehsites that provide alternative information
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on Tunisia,

== Blocked

* http:/Awoeew, tunezine.com
* hitp:/fwowew . cpriunisie.com
* http: /Aweaew, albadil.org
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== Iran

Iran uses commercial filtering technolagy to
block access to wehbsites categorized as
Pornography and Anonomizers. Iran has
added numerous sites blocked for political
reasons, including blogs, political parties,

news outlets and websites supporting the _
manarchy. > Syria
== Blocked Syria blocks access to a limited amount of

sites categorized as Pornography and
Anonymizers, Syria primarily focuses on
independent media, human rights groups,
kurdish sites, and sites the urge demoractic

* http: /Awewew hoder.com
* http: /Awww . iran-e-sabz.org
* hitp:/fwww . montazer.com
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== Blocked

* http:/fwewone thisissyria.net
* http: /fwww reformsyria.net
* http:/fwewowe . amude. com
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Asia

== Uzbekistan

Uzbekistan blocks access to the websites of
banned Islamic movements, independent
media, NG0s and websites critical of the
government's human rights record, as well as
sorme pornography.

== Blocked

* hitp:/Aweww . muslimuzbekistan. com
* hitp:/Awww . stopdictatorkarimov,.com
* hitp:/fwww . soros.org
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== Myanmar (Burma)

Myanmar uses Fortinet technology to block
access to websites categorized as
pornography. This list is extended to block
numerous webmail providers, human rights
" | websites, and some news outlets, The

’ majority of the blocking is focused on
‘\% dissident websites promoting a Free Burma.

== China

China blocks access to wehsites containing
content related to Taiwanese and Tibetan
independence, Falun Gong, Dalal Lama,
Tianaman Square, and opposition political

== Blocked movements,
* hitp: /fwoww amnesty . org
}." * http: /firrawaddy.org »>> Blocked
¢ http: /fwwew  freeburma.org * http:/fwww . amnesty.org
.i ] - o 77 ; * http:/Awewew president. gow. tw
i + http: //news.bbc.co.uk
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Unintended Consequences
]

Often, those implementing filtering are unaware of
the consequences that the mechanism of filtering
can have. They most likely do not consider over
blocking or consider it acceptable collateral
damage.



Collateral Filtering
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Why Block by IP?

O Blocking by IP is effective (the target site is effectively
blocked) and no new equipment needs to be purchased.

O Virtual hosting allows many thousands of individual web
sites to be hosted on a single IP address.

O When an |P address is blocked, there is a significant

chance that many unrelated websites will be blocked in the
process.




Filtering’s Impact

O Placing restriction on freedom of speech in a non-
transparent way:

= Ceding to commercial entities the responsibility of placing
limitations on freedom of speech through tools that are sheltered
from close public scrutiny because of intellectual property
protections

= Blocking access to content that was never intended to be blocked




Mission Creep

Regardless of the initial reason for implementing
Internet filtering, there is increasing pressure to
expand its use once the filtering infrastructure is

in place.



A Technical “Quick Fix”

O Governments are tempted to use it as a tool of political
censorship or as a technological “quick fix” to problems that
stem from larger social and political issues.

O Some suggest that filtering may be a solution for
cyberterrorism and the use of the Internet for coordination,
data collection, and propaganda by terrorist organizations




[_.1imited Effectiveness

O Countries may be able to filter casual or inadvertent access
to websites but this will not significantly impact those
determined to view this content

O National filtering is primarily restricted to web-sites (HTTP)
and largely ignores other protocols

O The Internet does not exist in a media vacuum: if a website
Is blocked, news media are going to cover significant
events




Circumvention

* There are numerous circumvention
technologies available that allow users Il
to access filtering content
|

* Although governments and
commercial filtering manufacturers S b =
actively target public anonymity and e s
circumvention sites they are unable to
effectively counter distributed, private
circumvention strategies
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The Filtering Matrix

A matrix of control in which technological and non-
technological measures intersect at different levels of
access to enforce strict information control policies.



Self-Censorship

O Law & Regulations
O Industry self-regulation
O Localized filtering

O State-directed encouragement of
filtering products

O Climate of self-censorship
brought on by fear, arrests and
intimidation

A zearch for & (tibet) restricted to
.gov websites in Chinese language
Y ahool produces results including
vOR, [ay

<=== A search for B (tibet) restricted to

.gov websites in ¥ahool's China
Fortal produces results that do not
include voa. gov

A search for & (tibet) restricted to
voa, gov websites in Chinese
language Yahoo! produces results.

..................

« || A gearch for & (tibet) restricted to

voa. gov websites Yahoo!'s China
Fortal does not produce results,




Blocking Internet Services

T —. == O VOIP
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= = British Telecom blocks access to ports

associated with VOIP
o = Vonage, has filed a complaint with the FCC
= about "an instance of portblocking... by a
I high-speed Internet provider."

o o L O Saudi Arabia blocks standard proxy
I server ports to counter possible
“““““““““““““ = == Clrcumvention

O Many ISP’s block outbound
connections on port 25 (smtp) to
combat spam (Bell Sympatico)




Geolocation Filtering

O Reverse filtering, content accessible or inaccessible by geographic
location

&1 Download Java Software - Micrasoft Internet Explorer provided by Sympatico ==&
File  Edi ]

O Internet users located in Iran are unable to download the
Java JRE

O During the run-up to the US election georgewbush.com
was blocked outside the USA (and Canada)

O China: Google News China removes news items from
certain sites (that are blocked in China)

O Germany and France: Localized Google search result
exclusions for Nazi/hate sites

3 O The Pentagon restricted international access to the
S Federal Voting Assistance Program (www.fvap.gov)
e 0O NBC &BBC restricted access to Olympic footage based on
R S geographic location
O GoDaddy Domain Registrar: restricts registrations from
certain countries it deems a risk of credit card fraud

::::::




National Intranet

O National Intranets allow countries to O Myanmar (Burma): launched in 2001 the
“Myanmar Intranet” contains local content as

conserve expensive international well as approved foreign content (Some net
bandwidth by providing services access packages only allow access to the

. Intranet; cost is used as a mechanism of
(such as web hosting) and external filtering).

content (caching or mirroring external &  Cuba: Intemet access is costly and restricted,
locals use the Cuban Intranet which carries

content) to domestic users without officially-approved websites

having to route the users' requests O Lran: reportsehdly deg?lopér%g a Nﬁtlilc)makll Ingranliat
: nown as Shaare'2 (or Shaareh Il) which wi




Blog Filtering

O When users post blog entries the
v blogbus.com filtering mechanism checks to see if the
post contains any banned keywords. If
S **E@ **’Elﬁ M*L}*@ **Ilﬁiﬁ such a keyword Is present the filtering
A A A Ar . ' .

O The kewords focus on topics such as:
independence movements (Tibet,
Taiwan), the Tiananmen Square

= incident in 1989, Chinese communist

) HIRESE RS ! leaders such as Jiang Zemin, different

names for Falun Gong, and sensitive

words referring to uprisings or
suppression.

www. blogen.com

www.blogdriver.com

AT S el gesa 3l TR 15
g BTERR, WHES

freechina




Search Engine Filtering
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Forums & Chat
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Important Implications

Press Freedom

a7 14 19 3 0 Non-transparent filteri.nlg practices
e B i meld into forms of political

Africa Americas Asia Europe  North Africa / Middle East Ce n SO rSh i p

O Internet filtering represents a
significant threat to democratic

nd practices
O Rise of gated/locked-down
| information society



Questions?

Email: nart@citizenlab.org

Blog: http://ice.citizenlab.org/

Web: http://www.opennetinitiative.net/
Chat: irc.citizenlab.org #citizenlab



