WLSAT Section 3

Section 3

Sniffing and Capturing Data on Open Wireless Networks

Here is where we start into some of the ‘scary’ parts of a Security Assessment. We’ll capture data in a
variety of formats and with different tools - both Windows and Linux - to show how vulnerable open
wireless LANs can be.

We’ll capture and review Web, VolP, E-mail, Internet Messaging, and FTP traffic showing not only the
data itself, but usually the usernames and passwords associated with the traffic.

This is a great section to use when a client doesn’t think they are very vulnerable. This is also great to
run at a conference, airport, or hotspot to see what other people are doing.

With all other tools included in your student kit - you’re only going to be doing these with PERMISSION!
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Lab 3.1: Capture and Analyze Applications over 802.11

NetResident is an advanced network content monitoring program that
captures, stores, analyzes, and reconstructs network events such as e-mail
messages, Web pages, downloaded files, instant messages and voice
conversations. NetResident uses advanced monitoring technology to capture
the required data from the network, saves it to a database, reconstructs it,
and displays this content in an easy-to-understand format.

While NetResident is similar to network analyzers in many respects, it focuses
on high-level protocols that are used to transfer content over the Internet or
LAN. With NetResident, you don't need a profound understanding of networking
technologies, have to use complex packet capturing and analysis software, or
dig through network packets in order to reconstruct the actual data;
NetResident does all the work for you and presents only the Web pages, e-
mails, instant messages, or downloaded files as requested. NetResident is used
by network administrators to enforce IT policy, parents to monitor their
children's communication on the Internet, and by forensic experts to gain
crucial information.

Product Information

Source

Tamosoft
Professional Version
$299.00

www.tamos.com

What you will do in this lab:

. Configure and use NetResident to ‘see’ network traffic on the Wireless
LAN

Lab Part 1 - Start a Capture in CommView

Step 1.

If we were using NetResident in a Wired environment, we could be watching all
network traffic live. But since we’ll be watching a Wireless LAN we’ll need to
use CommView for WiFi to first capture the packets, then replay them in
NetResident.

Load Ugqibuiti SRC card
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Step 2. GotoStart 2> f‘switch to Commview for wWifi Driver’.

Switch to Commbiew For WiFi Driver
Switch to OmniPeek Personal Driver
% windows Update

A wordrad

If) Programs
b
|4 Documents
G’ Settings
- Search
©) Help and Support
2 Run...

] Log Off Administrator. ..
0] Turn OFf Computer...

|#istart | ([ O BN € @_]-

Step 3. Launch commview for WiFi. Start = Wireless Tools
> CcommView for wifi

IFiIe Search VYiew Tools Settings Rules Help

BEWPY ¥ QRIS T L[S8S
Qj MNodes | Channels | 94 Latest IP Connections % Packets I Logging | @ Rules | 8\9 Alarms l

Mo~ | Protocol Src MAC | Dest mac | sre1p | Dest 1P
I

—
Step 4. Start a Capture with the capture button. !,

Step 5. Select Scan tostart CommView for W17F1i scanning channels for
available 802.11 traffic.
x|
Scanning | Options I
Access Points & Hosts I Signal I I
=l Channel 1

24 Cisco:E0:6B:60 mmOo0oo

‘B AskeyCompu:34:08:2C  mmmOD No item selected

‘B 00:18:DE:AB:D6:EB sEmmm

‘B GemtekTech:SE:7D:72  mmmOD

[ Scanner

Stop Scanning I

Reset Save ... I

— Capturing
Select a channel and click "Capture” to close the
scanner window and start capturing

Band: {a02.11b/g

=l
|
Capture |

Channel: I 1

|302.11ng: Scanning channel 2 ...
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Step 6. Select the channel for the classroom AP thenclick
Capture.

Lab Part 2 - Use your Nokia N800 to connect to view a web page, start a WvolP
call, and googletalk to IM.

Step 1. While you are capturing on a selected channel connect your Nokia N800 to the
classroom AP and view a website.

Step 2. Start a Gizmo call on your Nokia to the student sitting next to you.

Step 3. Open a googletalk IM chat on the Nokia N800 to a student sitting next to you.

Lab Part 3 - Stop the CommView capture and view the application traffic in
NetResident

Step 1. After a while, say 10 minutes, stop the capture

Step 2. Now save the capture as a log file.

File Search Yiew Tools Settings Rules Help
Start Capture Ctrl+5

Suspend Packet Output

Remote Monitoring Mode Ctrl+E

Save MNodes As ...
Save Channels s ...

Save Latest IP Connections As ... Ctrl+I

Save Packet Log As ... Ctrl+P

Step 3. Save the capture file to your desktop to make it easy to find. Give it a name.
Step 4. Close Commview for WiFi.
Step 5. Open NetResident.Start - Network Analysis =

NetResident

3?,{ NetResident

File Search View Events Tools Help

Events
| Groups |/ Refresh | 7 Filter = | ! HostAlias v | | Save~ 4 Delete || Event Detail
Groups I Count | Date Last Updated lProtocoI
[27] Dates 0
4 Protocols 0
U party A 0
& party B 0
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Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Step 11.

We will now Open the log file we created with CommView for WiFi - and allow
NetResident to ‘replay’ the packets into different data streams.

3?’_ NetResident

File Search View Events 1
Connect

W Disconnect

Manage Database. ..

Import Logs...

Exit

This will start the Log Import Wizard.
x|

Import source selection

Select a file you'd like to import into the database. Depending on the file size, the process may
take significant time.

Browse to your log file.

& Original date (from log File)

Check this box if vou'd like to apply the current filter to data to be imported; otherwise, all the
packets wil be imported.

[V Use current service filters while importing the data

Click Next to accept defaults.
|

File imported successfully

File "D:\Documents and SettingsiadministratoriDesktop)Testl.ncf" has been imported
successfully,

5338 records processed.

Click Finish to complete the wizard.

This will now open a Capture File.
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Events |

JGroups ~ | Refresh | 7 Fiter = | 2 Host alias - | {1 Save - D€ Delete || Event Detail ‘
| count || pate - | Last Updated | Protocol | party & Portd | PartyB PortB | Description
1 i, 5/8/20072:09:14 ... (@) Web  [10.0.0.138] 1576 [72.14.253.103] 443 ) SSL session with https:/{72.14.253.103
2 . 5/8/2007 2:09: @ Web [10.0.0.138] 1578 [209.85.139.18] 443 ) s5L session with https://209.85.139.18
< party A 2 . 582007 2:09:15 ... (Y Web  [10.0.0.138] 1582 [72.14.253.103] 443 ) 551 session with https:/(72.14.253.103
) 5—_‘ Party B 5 5/8/2007 2:09:18 ... @ Web [10.0.0.138] 1580 [209.85.139.18] 443 ) s5L session with https://209.85.139.18
. 5[8/2007 2:09:25 ... § [10.0.0.138] 1603 [209.85.139.18] 80 <= &) mail.google.com:GET [mail{7auth=DQA...
. 5/8/2007 2:09: [10.0.0.138] 1618 [70.86.31.45) 995 ) 55L session with https:/{70.86.31.45:995
. 5/8/2007 2:09: [10.0.0.138] 41656 [10.0.0.17) 17064 27221 A call from 7?7 10.0.0.138 to 277 10.0.0.17
[10.0.0.138] 1623 [64.236.91.24] 80 &~ \ﬂ www.cnn.com:GET /.element/ssijautof...
. [10.0.0.145] 3140 [70.86.31.45) 993 ) 551 session with https:/{70.86.31.45:993
< >
Step 12. Scroll through the various conversations, some are HTTP, some VolIP, others IM.

Whatever you were doing (as well as your other classmates at the same time on
the same channel)

Step 13. SelectaVOIP stream.

a
a
a
a
a
a
a
a

5/8/2007 2:09:... 5/8/2007 2:09:14 ... (Y Web  [10.0.0.138] 1576 [72.14.253.103] 443 ) 55L session with https:(/72.14.253.103
5(8/2007 2:09:... 5/8/2007 2:09:15 ... (@) Web  [10.0.0.138] 1578 [209.85.139.18] 443 ) 5L session with https:(}209.85.139.18
5/8/2007 2:09:... 5/8/2007 2:09:15 ... ) Web  [10.0.0.138] 1582 [72.14.253.103] 443 ) 5L session with https:(/72.14.253.103
5(8/2007 2:09:... 5/8/2007 2:09:18 ... (@) Web  [10.0.0.138] 1580 [209.85.139.18] 443 ) 5L session with https:(}209.85.139.18
5/8/2007 2:09:... 5/8/2007 2:09:25 ... () Web  [10.0.0.138] 1603 [209.85.139.18] a0 <= &) mail.google.com:GET mail{?auth=DQA

5/8/2007 2: 5/8/2007 2:09:33 . [10.0.0.138] 1618 [70.86.31.45] 995 ) 55L session with https:{/70.86.31,45:995

[10.0.0.17] ?: & call from 727 10.0.0.138 to 7?7 10.0.0,
5/8{2007 2: 5/8/2007 2:09:44 ... [10.0.0.138] 1623 [64.236.91.24] 80 & Q www.cnn.com:GET /.element/ssifauto
5/8{2007 2:10:...  5/8/2007 2:10:22 ... [10.0.0.145] 3140 [70.86.31.45] 993 ) 55L session with https://70.86.31,45:993
Step 14. Note the Detail and Media stream details available for this IP conversation.

Calling Party 777 10.0.0.138
Called Party 77?7 10.0.0.17
¥OIP Protocol 7777
Media state Can be decoded as an audio file
= <3> Media Streams
= = 222 10.0.0.138
= 10.0.0.138 => 10.0.0.17
7777 [0] 0:00:00.0 0:00:27.5 Can be decoded as an audio file
= <5 222 10.0.0.17

= 10.0.0.138 =>10.0.0.17
7777 [0] 0:00:00.4 0:00:21.5 Can be decoded as an audio file

Step 15. Since this audio file can be decoded... lets give it a try by clicking on the Play
Play

Button.

\? NetResident Media Stream Player x|

Play | 0:28.0
10.0.0.138 => 10.0.0.17
|
A

™ Mute o000 | om0 | v
10.0.0.138 => 10.0.0.17

I
A
™~ Mute o004 | | o2s | v
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Step 16. You can now listen back to your VolP conversation.
Step 17. Look at some of the other types of IP data streams Net Resident can decode.

MSN: Chat with (own passport ryan@inpnet.org)

- Ryan -(ryan@inpnet.org) Entered chat
51452007 12:35:27 PM

- Ryan -(ryan@inpnet.org) well...it is kind of true...
51452007 12:35:30 PM

Event Detail

| £ Loy | More... ~

dealmein.pgpartner.com

Kingston 1GB PC4200
DDR2
Price: $57.25

slall |63 (4| More... ~

Untitled
38031 (15[ 0,][0,"

[0,"aahlander@novell.com’

ov

com”,"
‘Stamps. com Account Support” 0,000,
00,

"a .
0000,"00000."At
0,"aschaegis@novell.com" 01,]

10" awierzhicka@novell.com”," " ,"Agnieszka Wierzbicka" 0,000,000 § 0.0,"Agnieszka Wierzbicka® "Agnieszka" 0, 0,0 0 "awierzbicka@novell.com” 0,0,]

Here is a list of all the Protocols NetResident can decode.

Protocol I Description

v . JFTP FTP Protocal

v ) web World Wide Web Protocol

v %I1CQ/aM  1CQ and AIM messaging

[V e Internet relay chat protocol

[V 2 mail Mail protocols (POP3, SMTP, IMAP)
[V & msn MSN protocol

[V 5 News News protocol (NNTP)

v Q:;} Telnet Telnet Protacol
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Lab 3.2: Capture and Analyze POP3 Email Traffic

What you will do in this lab:

. Connect to a POP3 server to check incoming email
. Capture passwords using Winsniffer

Lab Part 1 - Capturing POP3 passwords using Winsniffer

Step 1. Connect Ubiquiti card to classroom AP.

> >

Step 2. Launch winsniffer. Start > Network Analysis =2
wWinsniffer

Step 3. Let instructor know that you are ready to capture passwords.

Step 4. Instructor will now access a variety of sites that need passwords; FTP, IM, e-
Mail, network shares, etc.

Step 5. Verify passwords were captured in Winsniffer.

Lab Part 2 - View pop3 email content with Omnipeek
Step 1. Insert the Ubiquiti Card in the PCMCIA Slot on the side of your WLSAT Laptop.

(you can use either the small 2.2dBi or the 5dBi antennas - note the arrow on
the bottom pointing to the antenna jack to use)

Step 2. GotoStart = ‘Switch to omniPeek Personal Driver’.

03 - Sniffing and Capturing Data.v7 © 2007 Institute for Network Professionals
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Switch to AirDefense Mobile Driver

Switch ko CommView for WiFi Driver
Switch to OmniPeek Personal Driver
Windows Update

WordPad

Programs
Documents
Settings
Search

Help and Support

DeLebe | Vet

Run...

Log Off Administrator. ..

oS

Turn Off Computer...

Fstart | mEeS |
x|

L3 \
\l/ OmniPeek Personal driver has been loaded.

Step3. Launch omnipeek Personal.Start - Wireless Tools =>
wildPackets OmniPeek Personal.

L

Step 4. Choose the UbTquiti ABG PCMCIA WLAN as the adapter to use. Then
click OK to continue.

*® None
Lo1] File
=4 Local machine: WLSAT-01
- #% Intel Centrino ABG WLAN
- H9 Bluetooth PAN
- #¥ Broadcom Gigabit LAN
= PXUbiquiti ABG PCMCIA WLAN
- H YMware Host-Only LAN
- E9 YMware Bridged LAN

Step 5. Start a capture on channel 6.
Step 6. View capture in Omnipeek and verify email content was able to be viewed.
03 - Sniffing and Capturing Data.v7 © 2007 Institute for Network Professionals
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Lab 3.4: Using three AirPcap’s to capture ALL the

packets as a device roams across channels DEMO

Instructor will Demo Airpcap Trio

This lab shows a USB hub, with three AirPcap devices all connected at the same
time. Using a ‘Virtual’ NIC interface, all three can be combined into a single
packet stream. Thus showing all packets from channels 1, 6 and 11
simultaneously in a single packet trace. What a great way to ‘see’ a STA
(Client) roaming from one AP to the next.

When monitoring on a single channel is not enough, multiple AirPcap adapters
can be plugged into a hub or your laptop and used to capture traffic
simultaneously on different channels. The AirPcap driver provides support for
this operation through our Multichannel Aggregator (MCA) technology, that
exports multiple AirPcap adapters as a single capture stream. Other solutions
implement multi-channel monitoring using a single radio and channel-hopping.
This means that you are monitoring each channel only part of the time, missing
important packets.

03 - Sniffing and Capturing Data.v7 © 2007 Institute for Network Professionals
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Lab 3.5: Capture and analyze web traffic using Driftnet

and Etherape

Etherape allows you to see, in real-time, the following: bandwidth
consumption, established communications, threats of an attack, etc.

Driftnet is a tool designed to capture and display images found in network
traffic. It is designed to pick up all images it can see in real-time and either
shows them on screen using webcollage or saves them to folder.

Product Information

Source
Open Source GPL

http://www.ex-parrot.com/~chris/driftnet/

http://etherape.sourceforge.net/

Where, When, Why

As an analyst, it is important to know the tools that are available to view open
network traffic. Information gathered by using tools such as these can aid an
attacker in further exploiting the network. If the traffic is unencrypted,
anyone with the right tools can see this traffic without being authenticated.

Driftnet’s uses may be considered controversial. It can be used to spy on
others browsing habits, help determine the cause for major bandwidth
consumption, or serve as an alternative to searching through log files to
validate those in violation of corporate security policy.

Usage and Features
. Monitor network usage

. Determine how much time is wasted on unproductive habits on network

. Spy on a user

Requirements / Dependencies
. Linux with Libpcap, Libjpeg, Libungif, and GTK installed

Where to Go for More Information
http://www.ex-parrot.com/~chris/driftnet/

http://etherape.sourceforge.net/

03 - Sniffing and Capturing Data.v7 © 2007 Institute for Network Professionals
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What you will do in this lab:

. View and save images found in wireless traffic

Lab Part 1 - Using Drifnet

Step 1. Reboot into Backtrack Linux onyour WLSAT
Laptop.
Step 2. To open a command prompt cTick onthe terminal icon inthe lower

left-hand corner.

Step 3. To view all the available options and parameters of Dri ftnet type
driftnet -help.

Options:

-h
-y
-i interface
-p
-a

-m humber
-d directory

-x prefix
-3

-S
-M command

“ # driftnet —-help
driftnet: unrecognised option --
driftnet, version 0,1,6
Capture images from network traffic and display them in an ¥ window,

Synopsis: driftnet [options] [filter code]

Display this help message,

Verbose operation,

Select the interface on which to listen (default: all
interfaces),

Do not put the listening interface into promiscuous mode,
Adjunct mode: do not display images on screen, but save
them to a temporary directory and announce their names on
standard output,

Maximum number of images to keep in temporary directory
in adjunct mode,

Use the named temporary directory,

Prefix to use when saving images,

Attempt to extract streamed audio data from the network,
in addition to images, At present this supports MPEG data
only,

Extract streamed audio but not images,

Use the given command to play MPEG audio data extracted
with the -s option: this should process MPEG frames
supplied on standard input, Default: “mpgl23 -',

Filter code can be specified after any options in the manner of tcpdump(8),
The filter code will be evaluated as tcp and (user filter code)'

You can save images to the current directory by clicking on them,

Step 4. Create a directory for Driftnet to dump into:

mkdir /tmp/driftnet_images

03 - Sniffing and Capturing Data.v7
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Step 5. Now Driftnet will capture all images it sees that are destined to a common
access point. We need to make sure that we associated with the access point
first but WE DON’T WANT AN IP ADDRESS! You can do so by using your discovery
tool of choice (airodump-ng, kismet, network stumbler,etc.) For example, if |
want to see all images on the HOTlabs network | would type the following:

./ath_normal < just in case your card is in monitor mode

ifconfig ath0 down
iwconfig ath0 essid “HOTT7abs”

ifconfig athO up

NOTE: Your athO interface should NOT be in monitor mode for this tool to work
properly. If it is in monitor mode you will get a link type error. If you get that
error, simply type ./ath_normal and that script will put your card into the
default managed mode.

Step 6. Now we can simply pass that directory to driftnet and tell it what interface to
listen on and the program will do the rest.

At the command prompt type:
driftnet -i ath0 -d /tmp/driftnet_images

It is obvious that someone is searching for surf related topics on Google!

03 - Sniffing and Capturing Data.v7 © 2007 Institute for Network Professionals
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NOTE: You will want to make the window as big as it can go to avoid truncation
of any images. If you want to save any of the images, you can simply click on
the image and it will save into the folder from which you ran driftnet. Driftnet
will delete all images that are found in the folder when driftnet closes to save
space. If you want to save any images then you need to move them to another

folder before driftnet closes.

© 2007 Institute for Network Professionals
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Lab Part 2 - Using Etherape
Step 1. To open a command prompt cTick onthe terminal icon inthe lower
left-hand corner.
Step 2. Type etherape —--help to get a list of all options and parameters.

Step 3. To view traffic on either the channel your card is in or on the network that you
are connected to simply type etherape at the command prompt.

NOTE: If you are connected to a switched network then you will only be able to
see broadcast traffic unless you are on a spanned port or are poisoning a host
in order to route their traffic to your machine. This exercise is assuming that
you are using a wireless card to view wireless traffic.

Step 4. From this point on you are seeing, in real-time, what is happening on the
network or ‘in the air’. The protocols are color coded off to the left and the
bandwidth consumption is indicated by the increasing and decreasing shapes
next to the ip addresses/hostnames/domain names.

This would indicate that 192.168.1.103 is receiving
a lot of traffic from 192.168.1.102.

1521681103

To see what a large download of a shockwave file
looks like browse to www.2advanced.com and enter
the site. At first you will notice a lot of traffic and
bandwidth are used but when you visit the site a
second time not that much are used. That is due to
your browser caching the site locally on your own
computer so that it doesn’t have to reuse resources.

03 - Sniffing and Capturing Data.v7 © 2007 Institute for Network Professionals
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File Capture View Help |
» n o X [
Pause Stop Pref. Prot.

Protocols
TCP-Unkng stuﬂ'lag
)
d5|-68-89-25€-1io (?rl
ppp-70-253-90-179.dsl.austtx.sw
82-171-217-173.dsl.ip.tiscali.nl

et
82-299.neb.res.mcom
-132-217-200.bb.netvision.net.il

dynamic2-240-169.usc.edu
82.247481.169
ip68-107-117-166.sd.sd.cox.net
200.89.452.158
aB88-114-73-154 eli
ccl7398-a.assenl.drhome.nl
c-67-168-196-144 hsdl.wa.comcast.net
77-99-107-141.cable.ubrl5.edin.blueyonder.co.uk
76.183.61.broad.wh.hb.dynamic.163data.com.cn
62.225.51.135
124.125.16.134
80.64.73.130
ip503d5b80.speed.planet.nl
192.168.73.120
194.152.21.118
83.222.48.114
erinho.demon.nl
89.133.130.105
192.168.73.105
192.168:737104
h102099.upc-h.chello.nl
host81-158-109-96.range81-158.btcentralplus.com
89-172-88-88.adsl.net.t-com.hr
68-190-212-81.dhcpegldl.ca.charter.com
S010600023f833181.vn.shawcable.net
adsl-69-236-123-78.dsl:pltn13.pacb

laajakaista.fi

DOMAIN

ell.net

69-137-ftth.onsnetnuenen.nl

60-165.173.8 sI2.versa
ip60-165-173-82 adc'zcﬁ?%.“éﬁ
701

C-61-R9-
B8

cpc2-warwl-0-0-cust?13.sol2.cable.ntl.com
host86-150-39-215.range86-150.btcentralplus.com
215.148.111.218.klj04-home.tm.net.my
88-134-171-221-dynip.superkabel.de
host81-159-203-226.range81-159.btcentralplus.com
190.58.4.233
p2239-ipbf807souka.saitama.ocn.ne.jp
a213-84-153-243.adsl.xs4all.nl
168-103-110-245.albg.qwest.net
86.60.44.249
239.255#255.250
82-203-152-251.dsl.gohome. fi

85.139.193.2
219.160.135.4
cachens2.viawest.net
89.142.40.7
213.26.97.7
216.6.1.13
pppll6-15.adsl.forthnet.gr
ar-in-f18.google.com
83.1450226.18
a88-115-44-21 elisa-laajakaista fi
bylmsg2145210.phx.gbl

host86-136-102-23.range86-136.btcentralplus.com

ip9135221b.speed.planet.n|
-0-cust287.midd.cable.ntl.com

n

iéorconnect net.au

IReadlng data from ath0 in IP mode

By using Etherape with a wireless card, you can see that it becomes very
difficult to interpret everything but it offers a way to determine very quickly
who the active hosts / potential targets are without being associated with any

access point.

To further utilize Etherape you may double click in the
protocol color coding window to the left in order to view what
types of traffic are used the most.

Columns
Protocol ¥ | InstTraffic | Accum Traffic | Last Heard | Packets
. DOMAIN 0 bps 6.729 Kbytes 9" ago 43
GNUTELLA 0 bps 719 bytes 12" ago 12
D ICMP 0 bps 546 bytes 1'58"ago 6
SSDP 0 bps 1.117 Kbytes 41" ago 4
l TCP 1.113 Kbps 36.484 Kbytes 0" ago 562
. TCP-Unknown 998 bps 623.229 Kbytes 0" ago 1110
UDP-Unknown 365 bps 8.818 Kbytes 1" ago 43
l www 0 bps 516.951 Kbytes 17" ago 375
03 - Sniffing and Capturing Data.v7 © 2007 Institute for Network Professionals
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Step 5. For a graphical view of network usage, Etherape is perfect. However, if you
are looking to analyze the traffic in more detail you may use your favorite
protocol analyzer.

NOTE: you may also import traffic gathered with a protocol analyzer into
Etherape from the command line with the -r switch; Etherape will then
proceed to incrementally display the traffic is if it’s viewing the traffic in real-
time as well.

What you learned in this Lab:
In this Lab you learned to use Etherape and Driftnet to:

* Graphically view network traffic in real-time

* View and save images that are in transit
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