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MyFirewall (Pierre Burri)

'/ bi n/ bash

Copyright (c) 2002-2003 Pierre Burri

MyFirewall is free for personal use only.

Use this firewall at your own risks, | am NOT responsable if soneone is

able to break through it and corrupt your system You have been warned!

File Name : /etc/init.d/ MyFirewall

Ver si on :1.2r09
Aut hor : Pierre Burri, can be reached at p.burri @i nux-age. com
This firewall is my own "soup"” but inspired fromthe book

"Das Firewall Buch" from Wl fgang Barth, "Linux Firewalls"
second edition from Robert L. Ziegler, many articles and
ny first firewall with ipchains

Li cence : GNU GENERAL PUBLI C LI CENCE (GPL)
Dat e : 19- May- 2001
Rel ease : 05-Jun-2001 added forwarding for |ICW

09-Jun-2001 added possibility to adm nister the server from
a renote host (ssh)
07-Jul -2001 ssh uses now only unprivil eged ports
10-Jul -2001 renoves nodul e ipchains if necessary (SuSE 7. 2)
change grep to "inet addr" (SuSE 7.2)
added transparent proxy
12-Jul -2001 wuse REDI RECT for transparent proxying
"iptables -t nat -F' added when the firewall is
st opped
02- Nov-2001 added tests for icnp_xxx because sone kerne
par anet ers have di sappeared with SuSE 7.3
15- Nov- 2001 added second ethernet card for ADSL,
added a few new | ocal vari abl es
24- Nov-2001 added a test if the script is run in a ternina
12- Dez-2001 added MSS (Max Segment Size) correction for ADSL
in the FORWARD chai n
20- Dez-2001 cl eanup unnecessary test |ines
added many nore comments, the new chains www for,
renamed | ogdropsyn in | ogdropopen, echo-request in
I NPUT but with burst-limt, doesn't |og netbios
packets anynore etc...
3-Jan-2002 service auth added in OUTPUT filter.
TCP fl ags check added. New chains tcp_fl ags,
spoofed_src_ip, spoofed dst_ip, icpmin &
i cnp_out added. |og end of nat table.
Repl aced comout and comfor with ww serv.
11- Apr-2002 - changed the grep of the I P Addr because of
english (addr) and german (Adr).
- because of SuSE 8.0 added variables ifconfig,
netstat and iptables
- added variable allow sntp & allow http for nore
flexibility and test purposes
15- Apr-2002 - renoved ethl for DSL.
wi th pppoe, only ppp0 is used and not ethl.
- added variable allow smp_test
7-Jun-2002 - fixed ping problem
8-Jun-2002 - added possibility of a pernmanent ssh entry.
- added variable forwarding for the possibility
to disabl e forwardi ng/ masquer adi ng functi ons.
- all lan can be disabl ed.
9-Jun-2002 - fixed bug with ssh renpte entry.
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Usage

20-Jun-2002 - added variables allow pop3 and allow ftp for
for pop3 server und ftp server
- for tests purposes added variables inside C |an
& al | ow_cups_b.

16-Jul - 2002 - added Tine Server entry and vari abl e

16-Cct-2002 - corrected a spelling mstake (int_infl ->int_ifl)
17-Cct-2002 - added echo-reply in icnp_out

28-Cct-2002 - added protocols for VPN-Clients.

29-Qct-2002 - added variable for switching | ogging on/off

13- Nov-2002 - allow pop3s - "pop3 over ssl" (Port 995)
07-Dec-2002 - allow i maps - "I map over ssl" (Port 993)
30-Mar-2003 - allow a second ntp server

- read variable from/root/. MFirewall.config
if file exists.
31-Mar-2003 - renove filters on nat tables
5-Apr-2003 - read variable fromthis file in any case
and read afterward the variable from
.MyFirewal | . config
- possibility to close sonme unprivilege ports
if ftp is open (unpriv_ports_to_cl ose)
- added all ow_webnin
- dnz_serverl added for test purposes
16- Apr-2003 - added the follow ng variabl es:
al | ow_i psec, bypass_www_serv_input, nb_pings,
bypass_www serv_forward, allow ww ip_as _src_for | an
forward ports _to _cl ose, allow hylafax, hylafax ports
- renanmed unpriv_ports_to close to
i nput _ports _to_cl ose
23- Apr-2003 - added variable allow only first_paraneter
and a warni ng nessage conmes on the terni nal
25- Apr-2003 - added variabl es udp_ports_to _not_log &
tcp_ports to _not | og
- added variable forward subnet to cl ose
1- May-2003 - added rules and variable for ntpd
26- May-2003 - bug in the rules sequence in FORWARD fi xed.
27-May-2003 - bug in forward_ports_to_cl ose fixed
(wwv i f instead of $www if).

fetc/init.d/ MyFirewall cnd [ext-IF] [dis]|ena]lP-Address]

1. param cnd = start or stop or restart or status.
2. param ext-IF = ppp0 for ADSL/ Modem ipppO - ipppn for | SDN
3. param ssh-entry. If there is no 3. paraneter or 3. paramneter
is "dis", then ssh fromoutside is disabled (default).
If 3. argunment is "ena", then ssh fromoutside is
enabled. If 3. paraneter is an |P-Address, then only
this | P-Address can enter through the firewall.

Since version 1.2, M/Firewall reads its variables fromthis file

and afterward fromfile /root/. WFirewall.config if it exists.
This neans that the variables defined in . MFirewall.config wll

overwite the variable defined here!

.MyFirewal | .config should have a file access of 640 or 600.

MyFirewal I should be called by /etc/ppp/ip-up.loca
don't forget to nake it execubal e: chnod 755 /etc/ppp/ip-up.loca

i p-up.local should have the follow ng Iines:

#!/ bi n/ bash
lfetc/init.d/ MFirewall restart $1

It is probably a good idea, especially if you run a proxy |ike
squid, to start as well a cache DNS Server (bind9 or bind8)
beside the firewall. Don't forget to put the DNS Servers of your
| SP (Provider) in the configuration file of /etc/naned. conf
A list of DNS Servers can be found on the foll owi ng web page:
http://ww. fli4l.del/german/dns. htm

(the followi ng exanple is for DNS servers of T-Online):

forwarders { 194.25.2.129; 194.25.2.130; };
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#

# and configure carefully who can access your name server, eg.

#

# al l owquery { 127.0.0.1; 192.168.30.0/24; };

#
#::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
if [ $TERM = "linux" -o $TERM = "xterni ]

t hen

col _70="\ 015\ 033[ 80C\ 033[ 10D"
green_on="\033[ 1; 32nf

red on="\033[1; 31nt

col or _of f="\033[ m 017"

rc_done=%col _70%green_on"done" $col or_of f
rc_fail ed=$col _70%red_on"fail ed"$col or_of f
se

rc_done="done"

rc_failed="fail ed"

o

—

Variables with 3 stars *** have to be adapt ed!

Al or sone of these variables will be overwitten if you have the persona
configuration file /root/. WFirewall.config !!

the following 3 variables have to be eventually adapded if "ifconfig" or
"netstat" or "iptables" are not in the same path on your linux distribution.
These are set for SuSE Linux 8.0

For Debi an and Red Hat: i ptabl es=/sbin/iptables

i fconfig="/sbin/ifconfig"

net stat="/bin/netstat"

i pt abl es="/usr/sbin/i ptabl es"”

HHHFHHFHHFER

# Definition of |ocal variabl es.

# *** "ssh rip" allowto control if a renpte connection through ssh to this
# host is possible. The possible values are "dis" (disabled) or "ena"

# (enabled). The value of "ssh_rip" is overwitten, wenn an | P-Address is
# given as a third paramater at the start of the firewall

ssh_rip="dis"

# *** do you want to allow access to your web server (Apache) from outside?
# default = no
al | ow_htt p="no"

# *** do you want to allow access to your nail server (Sendmail, Postfix,
# Qmail) from outside?

# default = no

al | ow_smt p="no"
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# the following variable is only for test purposes
all ow smtp_test="no"

# *** do you want to all ow access to your POP-3 server (qgpopper)
# from out si de?

# default = no

al | ow_pop3="no"

al | ow_pop3s="no"

al | ow_i maps="no"

# *** do you want to allow access to your FTP server from outside?
# default = no
al | ow_ftp="no"

#if allow ftp=yes, all unprivilege ports will be open. input_ports to_close
# allows to close all ports that we don't want to be suddenly open.

# input_ports_to_close can be a |ist of several ports.

# i nput_ports_to_cl ose="8081 10000"

i nput _ports_to_cl ose=""

# simlar to input_ports to close, it is possible to block some ports that
# are normal ly forwarded, undepedently of the variable allow ftp
forward _ports to_cl ose=""

Since this firewall is also used in certains schools, it mght be
desirable to stop sone file sharing servers |ike eDonkey, Gautell a,
Napst er, Morpheus etc. Sonme students otherwi se woul d use al nost the
whol e bandwi dt h for thensel ves. .

Both variables forward ports to close & forward_subnet to cl ose
can be used for this.

Ai st er: TCP 5025

Bear shar e TCP 6346

Di rect Connect: TCP 411 412

eDonkey: TCP 4661 4662 UDP 4665

Ghutella: TCP 6346

G okster: TCP 1214

Hot | i ne: TCP 1234 5498 5499 5500 5501

KaZaA: TCP 1214

LimeWre: TCP 6346 6347

Napst er : TCP 6699

ToadNode: TCP 6346

W nMX: TCP 6699 UDP 6257

Xol ox: TCP 6346

Audi ogal axy: 64.245.58.0/ 24 64.245.59.0/ 24
| Mesh: 216. 35. 208. 0/ 24

Napi gat or : 209. 25.178. 0/ 24

Napster: 64.124.41.0/ 24

W nMX: 209. 61. 186. 0/ 24 64.49. 201. 0/ 24

HHFHFHHHFHHFHFHFHHFHHFFEHFHEHHFEEHFH

forward_subnet to_cl ose=""

# do you want to allow access to your hylafax server or hylafax ftp server?
al | ow_hyl af ax="no"

# The old port is 4557, the new one is 4559

# hyl af ax_ports="4557 4559"

hyl af ax_port s="4559"
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# do you want to allow access to your webnin interface?
# webnin should be setup with SSL!

# default = no

al | ow_webmi n=no

webm n_port ="10000"

allowredirection to web, mail, ftp servers in a DMZ
dnz_server 1=192. 168. 30. 250
dnz_serverl ports="80 21"

#
#
#
# is your firewall inside of a class Clan? M/Firewall is thought to

# protect a lan fromthe Internet. But, mainly for test purposes, it is

# possible to setup MyFirewall to protect a single host inside of a

# class C Ilan.

# 1f you set inside_C | an=yes, probably def_ext_int will be = ethO,

# lanl & lan2 will be disable and forwarding will be = no

# Be sure you understand what you are doing before you change this vari abl e!
# default = no

i nside_C | an="no"

# do you want to all ow CUPS broadcasts?

# this variable works only if inside Clan=yes and is mainly thought
# for tests purposes.

# default = no

al | ow_cups_b="no"

# do you want to allow VPN-Clients?

# Prococol esp (50) and UDP port 500.

# default = no

al l ow_vpn_clients="no"

# put here the |P-Address of your VPN-Servers
vpn_server1="0/0"

# if do not have a second VPN-Server, just renove it.
#vpn_server 2=0/0

# do you allow full ipsec traffic?
al | ow_i psec="no"

# do you want to | og dropped packets?

# the logfiles are in /var/l og/ messages and by SuSE also in
# /var/log/firewall.

# default for log_on = yes. default for log_nat_on = no

| og_on="yes"

| og_nat _on="no"

# sone ports create a lot of entries in the log file. the two foll ow ng
# variables allowto drop these port so there are not | ogged.
udp_ports to not | og="137 138"

tcp_ports_to_not_I| og="139"

# *** def _ext_int = default external interface (for the firewall's first
# start)

# i ppp0 - ipppn for |1SDN, pppO for T-DSL/ADSL or Mdens

def _ext i nt =ppp0

# *** does this firewall run on a router? (this nmeans that forwarding and
# masquar adi ng i s necessary)

# default = yes, otherwise set it to no.

f or war di ng="yes"
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# *** the variable "adsl _router" is only necessary if you use this firewall
# on a router with a adsl/t-dsl connection.

# | f you do not use this host as a adsl router, set "adsl _router" to no.
adsl _router="yes"

# *** int_ifl (internal interface 1 is for the clients)
int_ifl="eth0"

#int_if2 (internal interface 2 can be for a DMZ)

#int _if2="eth2"

# first ipsec interface
i psec_i f0="i psec0"”

# *** | P address of this host where this firewall is running
ny_host=$($ifconfig $int_ifl |grep "inet [Aa]d" |cut -d: -f 2 |cut -d" " -f 1)

# *** lan 1 & 2 (local area network) are for your regular client-hosts,
# adapt it to your own needs

#if you do not have a lan at all, then coment out (#) lanl & | an2.

| an1="192. 168. 30. 0/ 24"

# *** i f you do not have a second subnet, just renove "l an2" here or
# comment it out. "lan2" an be used for exanple as a DMZ.
#l an2="192. 168. 50. 0/ 24"

# unprivileged ports
unpriv_p="1024:"

# trace_p are the ports for "traceroute"
trace_p="33434: 33523"

# *** | P-Address for a transparent Proxy Server (Squid)
# renove "proxy" if you do not have a transparent Proxy Server
# proxy=$ny_host

# Listening Port for the Proxy Server
proxy_p="3128"

# Tinme Servers

# For a NTP-Server List see: http://ww.eecis.udel.edu/~mlls/ntp/clockla.htn
# ntp3.fau. de

ntp_server1="131. 188. 3. 223"

# ntpsl-1l.cs.tu-berlin.de

#nt p_server2="130. 149. 17. 8"

# The ntp daenon (ntpd/xntpd) uses one of the unpriv sports

# The client program ntpdate uses sport ntp (123)

al | ow_nt pd="no"

# allow to bypass rules of chain www serv
bypass_www_serv_out put =" no"
bypass_www_serv_f orward="no"

# as to be set in certain special cases
# e.g. ping to the owmn internet |IP address
all ow ww _ip_as_src_for_|lan="no"

# defines how many pings are allowed per m nutes

# default is 5 per mnutes
nb_pi ngs="5"
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# allows to disable the entrance of paraneter $2 (external interface)
# and $3 (ssh renpte access) on the command line. This is very useful
# for servers that are administrated renotely, to avoid to block the
# own access over ssh.

# default value = no

all ow only first_paraneter="no"

# anyt hing = The | nternet
any="0/0"

# list of illegal |IP addresses
class_a="10.0.0.0/8"

class _b="172.16.0.0/ 12"
class_c="192.168. 0. 0/ 16"
class_d nulticast="224.0.0.0/4"
cl ass_e_reserved="240.0.0.0/5"
| oopback="127.0.0.0/8"
broadcast _src="0.0.0. 0"

br oadcast _dst =" 255. 255. 255. 255"

# Takes variable definition from/root/. WFirewall.config
if [ -e/root/. WFirewall.config ]
t hen
/root/. WFirewall.config
fi

# Determnes all the interfaces
if [ $1 = start ]

# Determnes the | SDN or ADSL interface
if [ $2 ]
t hen
if [ $allow only first_paraneter = "no" ]
t hen
wwy_i f =$2
el se
if [ $TERM = "linux" -0 $TERM = "xterni ]
t hen
echo -e $red_on"Only first paraneter \
(start|stop|restart|status) is allowed!"$col or_off
fi
www_i f =$def _ext _int
fi
el se
ww_i f =$def _ext _int
fi

# Makes a list of all used interfaces
all _if="$www if $int if1"
if [ $int_if2 ]
t hen

all _if="%$ww if $int_ifl $int_if2"
fi

# Determnes the local IP on the external interface
www_i p=$($ifconfig $Sww if |grep "inet [Aa]d" |cut -d: -f 2 |cut -d" " -f 1)
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# deternmines if a renpte connection with ssh for adm nistration purposes
# is allowed. ssh_rip = ssh renote |P address
if [ $3 ]
t hen
if [ $allow only first paranmeter = "no" ]
t hen
ssh_ri p=%$3
fi
fi
fi
e o e e e e e emmee e
START - - - - e e e e
case "$1" in
start)
BCNO - - - - - i oo
echo MyFirewall: Interface=$ww_if Local -1P-Address=$wwv_i p

# Turning on dynam c kernel paraneters

echo 1 > /proc/sys/net/ipv4/tcp_syncookies
echo 1 > /proc/sys/net/ipv4/icnp_echo_ignore_broadcasts
echo 1 > /proc/sys/net/ipv4/icnp_ignore_bogus_error_responses

# the follow ng paraneters don't exist anynore with SuSE 7.3
file_exists="/proc/sys/net/ipv4/icnp_destunreach_rate"
test -e $file_exists & echo 5 > $file _exists

file_exists="/proc/sys/net/ipv4/icnp_echoreply_ rate"
test -e $file_exists & echo 5 > $file_exists

file_exists="/proc/sys/net/ipv4/icnp_paranprob_rate"
test -e $file exists & echo 5 > $file _exists

file_ exists="/proc/sys/net/ipvd/icnp_tineexceed rate"
test -e $file _exists & echo 10 > $file_exists

for f in $all _if; do

if [ $allow.ipsec = "no" ]
t hen
echo 1 > /proc/sys/net/ipvd/conf/$f/rp_filter
el se
echo 0 > /proc/sys/net/ipvd/conf/$f/rp_filter
fi
echo 0 > /proc/sys/net/ipv4/conf/ $f/accept_redirects
echo 0 > /proc/sys/net/ipval/conf/$f/accept _source_route
echo 0 > /proc/sys/net/ipv4/ conf/ $f/bootp_rel ay
echo 1 > /proc/sys/net/ipv4/ conf/$f/1og martians
done

# Load the nodul e ip_tables and renove ipchains if allready |oaded
nodpr obe -r ipchains
nodpr obe i p_tables

# Set default policies
e
echo "Setting up firewall rules..."

$iptables -P INPUT  DRCP

$i ptables -P QUTPUT DROP

$i pt abl es -P FORWARD DRCP

# Flushes all rules of all policies + nat table
$iptables -F

$iptables -t nat -F

# Create custoni zed chains

$i ptabl es -N wwv_serv
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$i ptabl es -N com check
$i ptabl es -N spoofed _src_ip
$i ptabl es - N spoofed dst _ip
$iptables -Nicnp_in
$i ptables -N icnp_out
$iptables -N tcp_flags
$i ptabl es - N | ogdr opspoof
$i pt abl es - N | ogdr opopen
# *** | ogdropspoof chain *** = log & drop spoofed packages
-«
if [ $log_on = "yes" ]
t hen
$i ptabl es - A | ogdropspoof -j LOG --1og-prefix "spoofed-ip "
fi

$i ptabl es - A | ogdropspoof -j DROP

# *** | ogdropopen chain *** = log & drop new connecti ons

2
if [ $log_on = "yes" ]
t hen
$i ptabl es - A | ogdropopen -j LOG --1og-prefix "new or-open "
fi

$i pt abl es - A | ogdr opopen -j DROP

# ***x tcp_flags chain *** = check the validity of tcp flags

-«
# 1st field = which flags are checked

# 2nd field = which flags are set

$iptables -Atcp_flags -p tcp --tcp-flags ALL NONE -j DROP

$iptables -A tcp_flags -p tcp --tcp-flags SYN FIN SYN, FIN -j DROP
$iptables -A tcp_flags -p tcp --tcp-flags SYN, RST SYN, RST -j DROP
$iptables -A tcp_flags -p tcp --tcp-flags FIN, RST FI N, RST -j DROP
$iptables -Atcp_flags -p tcp --tcp-flags ACK, FIN FIN -] DROP

$iptables -A tcp_flags -p tcp --tcp-flags ACK, PSH PSH -j DROP

$iptables -A tcp_flags -p tcp --tcp-flags ACK, URG URG -j DROP

# *** jcnp_in chain *** = accepts sone icnp types

H m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm -
if [ $log_on = "yes" ]
t hen

$iptables -Aicnp_in -p icnp --fragnment -j LOG --log-prefix "fragmented
fi
$iptables -Aicmp_in -p icnp --fragment -j DROP
$iptables -Aicnmp_in -p icnp --icnp-type echo-reply -j ACCEPT
$iptables -Aicnp_in -p icnmp --icnp-type echo-request \

-mlimt --limt $nb_pings/nminute -j ACCEPT
$iptables -Aicnmp_in -p icnp --icnp-type echo-request -j DROP
$iptables -Aicnmp_in -p icnp --icnp-type destination-unreachable -j ACCEPT
$iptables -Aicnp_in -p icnp --icnp-type source-quench -j ACCEPT
$Siptables -Aicnp_in -p icnp --icnp-type tinme-exceeded -j ACCEPT
$Siptables -Aicnp_in -p icnp --icnp-type parameter-problem -j ACCEPT
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**»* spoofed _src_ip chain *** = list of invalid source |IP addresses

H* H#

# The following lines are taken fromwmv |inux-firewall-tools/linux
# Refuse addresses defined as reserved by the | ANA

# | ANA = Internet Assigned Nunbers Authority (ww. iana.org)

# Note: this list includes the |oopback, multicast,

# and reserved addresses.

g 0.*.*.*- Can't be blocked for DHCP users.

$

i ptabl es -A spoofed src_ip -s $class_a -j 1 ogdr opspoof
i ptabl es -A spoofed src_ip -s $class b -j 1 ogdr opspoof
if [ $inside_Clan = "no" ]
t hen
$i ptabl es -A spoofed_src ip -s $class c -j logdropspoof

fi
$i ptabl es -A spoofed_src_ip -s $class_d nulticast -j |ogdropspoof
$i ptabl es -A spoofed_src_ip -s $class_e_reserved -j |ogdropspoof

$i ptabl es - A spoofed_src_ip -s $l oopback -j | ogdr opspoof
$iptables -A spoofed_src_ip -s 0.0.0.0/8 -j | ogdr opspoof
$i ptables -A spoofed_src_ip -s 169.254.0.0/16 -J | ogdr opspoof
$i ptables -A spoofed_src_ip -s 192.0.2.0/24 -] | ogdr opspoof
$i ptabl es -A spoofed src_ip -s $broadcast _src -j | ogdr opspoof
# *** spoofed _dst _ip chain *** = list of invalid destination IP addresses
e
$i ptabl es -A spoofed dst _ip -d $broadcast dst -j | ogdr opspoof
$i ptables -A spoofed_dst_ip -p ! udp -d $class_d_multicast -j |ogdropspoof

# *** com check chain *** = conmon check to I NPUT & FORWARD chai ns
i
# Checks spoofed addresses, tcp flags and UDP open/listening ports.

$i ptables -A comcheck -p tcp -j tcp_flags

# Spoofing Protection:
# no packets conming in schould claimto be fromlan 1 or 2

if [ $lanl ]
t hen
$iptables -A comcheck -i $ww if -s $lanl -j | ogdropspoof
fi
if [ $lan2 ]
t hen
$i ptables -A comcheck -i $ww_if -s $lan2 -j | ogdropspoof
f
$i ptables -A comcheck -i $ww if -j spoofed src_ip
$i ptables -A comcheck -i $ww if -j spoofed dst _ip

# reject all udp connections started fromthe Internet
# on listening port >= 1024, (for eg. NFS)
# but except port related to DNS
for udp_p in $($netstat -nlpu | grep -v nanmed | \
cut -d: -f2 | cut -d" " -f1 ] \
sed -n '/[0-9].*/p'); do
if [ $udp_p -ge 1024 ]; then
$iptables -A comcheck -p udp -i $ww if --dport $udp_p -j | ogdropopen
fi
done

# reject anything + log to X Wndow ports
$i ptables -A comcheck -p tcp -i $ww_if --dport 6000: 6063 -j | ogdropopen

# reject + log anything to Open W ndow port
$iptables -A comcheck -p tcp -i $wwm_if --dport 2000 -j | ogdropopen

# reject + log anything NFS & RPC port

# udp ports are already taken care above
$iptables -A comcheck -p tcp -i $ww_ if --dport 2049 -j | ogdropopen
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$iptables -A comcheck -p tcp -i $ww_ if --dport 111 -j | ogdropopen

# e e —————————p e ————————————————————————————————————————
# accept everything comming from]loopback device
$iptables -A INPUT -i lo -] ACCEPT
if [ $allow.ipsec = "yes" ]
t hen
$iptables -A INPUT -p udp --sport 500 --dport 500 -j ACCEPT
$iptables -A INPUT -p 50 -j ACCEPT
$iptables -A INPUT -p 51 -j ACCEPT
fi
# accept everything comming fromthe lan 1 & 2
if [ $lanl ]
t hen
$Siptables -A INPUT -i $int_ifl -s $lanl -j ACCEPT
fi
if [ $lan2 ]
t hen
$iptables -A INPUT -i $int_if2 -s $lan2 -j ACCEPT
fi
# accepts sone icnp types
if [ $allow.ipsec = "no" ]
t hen
$iptables -A INPUT -i $ww if -picnp -j icnp_in
el se
$i ptabl es - A I NPUT -picnp -j icnp_in
fi

# checks TCP Fl ags and
# log and drop all possible known spoofed adresses
$iptables -A INPUT -i $ww if -j com check

# Admin entry:(ssh) only possible with a defined |IP address or "ena"

H o o e e o o L o o o e e e e e e e o o e e e e e e e e e e mmmeee oo
if [ $ssh_rip !'="dis" ]
t hen

if [ $ssh_rip = "ena" ]

t hen

$iptables -AINPUT -p tcp -i $wwmww if -s $any --sport $unpriv_p \
-d $www_ip --dport ssh \
-mstate --state NEW-j ACCEPT

el se

$iptables -A INPUT -p tcp -i $wwmww if -s $ssh_rip --sport Sunpriv_p \
-d $www_ip --dport ssh \
-mstate --state NEW-j ACCEPT

fi

fi
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# Al ow access to a mail server?
if [ $allow sntp = "yes" ]
t hen

$iptables -A INPUT -p tcp -i $ww if -s $any --sport

-d $ww_ip --dport sntp
-mstate --state NEW -]
fi

# Al ow access to a POP-3 server?
if [ $allow pop3 = "yes" ]
t hen

\
ACCEPT

$iptables -A INPUT -p tcp -i $ww if -s $any --sport

-d $w_ip --dport pop3
-mstate --state NEW -]
fi

# Al ow access to a "POP-3 over SSL" server?
if [ $%all ow pop3s = "yes" ]
t hen

\
ACCEPT

$iptables -A INPUT -p tcp -i $ww if -s $any --sport
-d $www_ip --dport pop3s \

-mstate --state NEW -]
fi

# Al ow access to a "I MAP over SSL" server?
if [ $allow.imps = "yes" ]
t hen

ACCEPT

$iptables -A INPUT -p tcp -i $Sww if -s $any --sport
-d $ww_ip --dport imaps \

-mstate --state NEW -]
fi

# Al ow access to a FTP server?
if [ $allow ftp = "yes" ]
t hen

ACCEPT

Pierre Burri

Sunpriv_p \

$unpriv_p \

Sunpriv_p \

Sunpriv_p \

$iptables -AINPUT -p tcp -i $wwmww if -s $any --sport $unpriv_p \

-d $www_ip --dport ftp \
-mstate --state NEW -]

ACCEPT

# cl oses sone ports that are suddenly open because of ftp

# for exanple 8081 is for tontat
if [ "$input_ports_to_close" I="" ]
t hen

for p in $input_ports_to_close
do

$iptables -A INPUT -p tcp -i $ww_if -s $any --sport Sunpriv_p \
-d $ww ip --dport $p -j DROP

done
fi

$iptables -AINPUT -p tcp -i $www if -s $any --sport $unpriv_p \

-d $www_i p --dport S$unpr
-mstate --state NEW -]

fi

iv_p\
ACCEPT
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# Al ow access to a Hyl afax server?
if [ $allow hylafax = "yes" ]
t hen
if [ "$hylafax_ports" = "" ]
t hen
for p in $hyl afax_ports
do

$iptables -AINPUT -p tcp -i $wmw if -s $any --sport $unpriv_p \
-d $ww_ip --dport $p -j ACCEPT
done
fi
fi

# Al l ow access to Webni n?
if [ $allow webmn = "yes" ]
t hen
$iptables -A INPUT -p tcp -i $ww if -s $any --sport Sunpriv_p \
-d $ww ip --dport $webm n_port \
-mstate --state NEW-j ACCEPT
fi

# Inside_c_| an?
if [ $inside_Clan = "yes" ]
t hen
# Al ow CUP broadcasts?
if [ $allow cups_b = "yes" ]
| an_b=$(echo $ny_host |cut -d. -f 1-3).255
t hen
Siptables -AINPUT -p udp -i $www if --sport 631 \
-d $lan_b --dport 631 -j ACCEPT
fi
f

# Al low access to web server?
if [ $allow http = "yes" ]
t hen
$iptables -AINPUT -p tcp -i $www if -s $any --sport $unpriv_p \
-d $wwv_ip --dport http \
-mstate --state NEW -] ACCEPT
$iptables -A INPUT -p tcp -i $ww_ if -s $any --sport Sunpriv_p \
-d $ww_ip --dport https \
-mstate --state NEW-j ACCEPT
fi

# accept replies only when the connection has been started by oneself
S
$iptables -A INPUT -m state --state ESTABLI SHED, RELATED -j ACCEPT

# doesn't log certain ports that fill up the log files
if [ "$udp_ports_to_not_log" !=""
t hen
for p in $udp_ports_to_not_Iog
do
$iptables -A INPUT -p udp --dport $p -j DROP
done
fi
if [ "$tcp_ports_to_not_log" !'="" ]
t hen
for pin $tcp_ports_to_not_Iog
do
$iptables -A INPUT -p tcp --dport $p -j DROP
done
fi

if [ $log_on = "yes" ]
t hen
$iptables -A INPUT -mstate --state NEW I NVALID \
-j LOG --log-prefix "in-new "
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fi
# log all surviving incommi ng packages
2
if [ $log_on = "yes" ]
t hen

$iptables -A INPUT -j LOG --log-prefix "end-in "
fi

# drops invalid new packages (SYN
$iptables -A INPUT -mstate --state NEWINVALID -j DROP

H okkk |Cn-p Out * Kk K *
# :::::::::_::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
# accept some | CMP

$iptables -Aicnp_out -p icnp --icnp-type echo-reply -] ACCEPT
$iptables -Aicnmp_out -p icnp --icnp-type echo-request -] ACCEPT
$iptables -Aicnmp_out -p icnp --icnp-type destination-unreachable -j ACCEPT
$iptables -Aicnp_out -p icnp --icnp-type fragnentati on-needed -] ACCEPT
$Siptables -Aicnp_out -p icnp --icnp-type source-quench -j ACCEPT
$Siptables -Aicnp_out -p icnp --icnp-type tinme-exceeded -j  ACCEPT
$Siptables -Aicnp_out -p icnp --icnp-type paraneter-problem -j ACCEPT

# *** WWW_Serv *** = output and forward to the Internet Services

# DNS
$iptables -A ww _serv -p tcp --sport $unpriv_p --dport domain -j ACCEPT
$iptables -A ww _serv -p udp --sport $unpriv_p --dport domain -j ACCEPT

# HITP & HTTPS
$iptables -A ww _serv -p tcp --sport $unpriv_p --dport http -j ACCEPT
]

$iptables -A ww _serv -p tcp --sport $unpriv_p --dport https -j ACCEPT
# LMAP, | MAPS, POP3, POP3S & SMIP
$iptables -A ww _serv -p tcp --sport $unpriv_p --dport imap -j ACCEPT

|

$iptables -A ww _serv -p tcp --sport $unpriv_p --dport imaps -] ACCEPT
$iptables -A ww _serv -p tcp --sport $unpriv_p --dport pop3 -j  ACCEPT
$iptables -A ww _serv -p tcp --sport $unpriv_p --dport pop3s -] ACCEPT
$iptables -A ww _serv -p tcp --sport $unpriv_p --dport sntp -j ACCEPT

# FTP (outgoing, control port)

$iptables -A ww _serv -p tcp --sport $unpriv_p --dport ftp -j ACCEPT

# FTP_DATA (outgoi ng, passive data connection)

$iptables -A ww _serv -p tcp --sport $unpriv_p --dport $unpriv_p -j ACCEPT
# SSH

$i ptables -A ww serv -p tcp --sport $unpriv_p --dport ssh -j ACCEPT

# Traceroute
$i ptables -A ww _serv -p udp --sport $unpriv_p --dport $trace_p -j ACCEPT

# Auth
$i ptables -A ww serv -p tcp --sport $unpriv_p --dport auth -j ACCEPT

# Time Servers (ntpdate uses sport ntp, xntpdd uses sport 1024:)
$Siptables -A ww serv -p udp --sport ntp -d $ntp_serverl --dport ntp \

-j ACCEPT
if [ $ntp_server2 ]
t hen
$iptables -A ww serv -p udp --sport ntp -d $ntp_server2 --dport ntp \
-j ACCEPT
fi
if [ $allow ntpd = "yes" ]
t hen
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$iptables -A ww _serv -p udp --sport $unpriv_p -d $ntp_serverl \
--dport ntp -j ACCEPT
if [ $ntp_server2 ]
t hen
$iptables -A ww _serv -p udp --sport $unpriv_p -d $ntp_server2 \
--dport ntp -j ACCEPT
fi
fi

# VPN - Virtual Private Network

if [ $allow vpn_clients = "yes" ]
t hen
$iptables -A ww serv -p esp -d $vpn_serverl -j ACCEPT

$iptables -A ww serv -p udp --sport 500 \
-d $vpn_serverl --dport 500 -j ACCEPT
if [ $vpn_server2 ]
t hen
$i ptables -A ww _serv -p esp -d $vpn_server?2 -j ACCEPT
$i ptables -A www _serv -p udp --sport 500 \
-d $vpn_server2 --dport 500 -j ACCEPT

# accept loopback, lan 1 & 2
$i ptables -A QUTPUT -0 lo -j ACCEPT

if [ $allow.ipsec ]

t hen
$i ptables -A QUTPUT -p udp --sport 500 --dport 500 -j ACCEPT
$i ptables -A QUTPUT -p 50 -j ACCEPT
$iptables -A QUTPUT -p 51 -j ACCEPT

fi

if [ $lanl ]

t hen
$iptables -A QUTPUT -0 $int_ifl -s $my_host -d $lanl -j ACCEPT
if [ $allow ww ip_as_src_for_lan = "yes" ]
t hen

$iptables -A QUTPUT -0 $int ifl -s $ww ip -d $lanl -j ACCEPT
fi

fi

if [ $lan2 ]

t hen
$iptables -A QUTPUT -0 $int _if2 -s $ny_host -d $lan2 -j ACCEPT
if [ $allow ww. ip_as_src_for_lan = "yes" ]
t hen

$iptables -A QUTPUT -0 $int_if2 -s $ww ip -d $lan2 -j ACCEPT
fi
fi

# checks TCP flags integrity and allow sone | CMP types

$iptables -A QUTPUT -p tcp -j tcp_flags
$iptables -A QUTPUT -p icnp -j icnp_out
# doesn't allow illegal destination |P addresses

$i ptabl es -A OQUTPUT -] spoofed_dst_ip

# just for internal mail server tests
if [ $allow sntp test = "yes" ]
t hen
$iptables -A QUTPUT -p tcp -s $www ip --sport sntp \
-d $any --dport Sunpriv_p -j ACCEPT
$iptables -A QUTPUT -p tcp -s $www_ ip --sport snmtp \
-d $any --dport sntp -j ACCEPT
fi
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# outgoing established & rel ated connections
#

$iptables -A QUTPUT -0 $ww _if -mstate --state ESTABLI SHED, RELATED \

-j ACCEPT
if [ $bypass_www serv_out put = "yes" ]
t hen
$iptables -A QUTPUT -0 $ww if -s $ww ip -mstate --state NEW-j ACCEPT
el se

$iptables -A QUTPUT -0 $ww if -s $www ip -mstate --state NEW -j
WAWY_Ser v

fi
# doesn't log certain ports that fill up the log files
if [ "$udp_ports_to_not _log" !=""
t hen
for p in $udp _ports to _not | og
do
$i ptables -A OQUTPUT -p udp --dport $p -j DROP
done
fi
if [ "$tcp_ports_to_not_log" !="" ]
t hen
for pin $tcp_ports_to_not_|og
do
$i ptables -A QUTPUT -p tcp --dport $p -j DROP
done
fi
# log all surviving outgoing packages
H m e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm— oo
if [ $log_on = "yes" ]
t hen
$i ptables -A OQUTPUT -j LOG --1o0g-prefix "end-out
fi

# drops all invalid new packages (SYN
$iptables -A QUTPUT -0 $ww if -mstate --state NEWINVALID -] DROP
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# ***x NAT / MASQUERADI NG ***
# s S S S S . .. ., ., - . .. .. . . T, . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
if [ $forwarding = "yes" ]
t hen
# transparent proxy for all clients
if [ $proxy ]
t hen
$iptables -t nat -A PREROUTING -i $int _ ifl -p tcp \
--sport $unpriv_p -d ! $proxy --dport http \
-j REDI RECT --to-port $proxy_p
# redirection of https to squid doesn't seemto work!
#$i ptables -t nat -A PREROUTING -i $int_ifl -p tcp \
# --sport $unpriv_p -d ! $proxy --dport https \
# -j REDIRECT --to-port $proxy_p
fi
# | P Adress Redirection for Servers in a DW
if [ $dnmz_serverl ]
t hen
for pin $dnz_serverl ports
do
$iptables -t nat -A PREROUTING -i $ww if -p tcp \
-d $www ip --dport $p \
-j DNAT --to-destination $dnz_serverl
done
fi
if [ $lanl ]
t hen
$iptables -t nat -A POSTROUTING -o $ww i f -s $lanl -j MASQUERADE
fi
if [ $lan2 ]
t hen
$iptables -t nat -A POSTROUTING -0 $ww _if -s $lan2 -j MASQUERADE
fi
if [ $log_nat_on = "yes" ]
t hen
$iptables -t nat -A PREROUTING -j LOG --1o0g-prefix "end-nat-pre "

$iptables -t nat -A POSTROUTING -j LOG --1o0g-prefix "end-nat- post

~$iptables -t nat -A OUTPUT -j LOG --1o0g-prefix "end-nat- out

fi

# turn on | P _Forwardi ng and dynam ¢ address

# oo sy

echo 1 > /proc/sys/net/ipvd/ip_ forward
echo 1 > /proc/sys/net/ipv4/ip_dynaddr

# e e s e s s s s s s s s g s s
if [ $allow. ipsec ]
t hen
if [ $lanl ]
t hen

$Siptables -A FORWARD -i S$int_ifl -0 $ipsec_ifO -j
$iptables -A FORWARD -i S$ipsec_ifO -o $int_ifl -j
fi
if [ $lan2 ]
t hen
$iptables -A FORWARD -i $int_if2 -0 S$ipsec_if0 -j
$iptables -A FORWARD -i S$ipsec_ifO -o $int_if2 -j
fi
fi

# correction of MSS (Max Segnent Size) for ADSL client
# 1452 Bytes + 40 Bytes (TCP Header) + 8 Bytes (PPPoE)
if [ $adsl _router = "yes" ]

ACCEPT
ACCEPT

ACCEPT
ACCEPT

S

= 1500 Bytes
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t hen

$iptables -A FORWARD -p tcp --tcp-flags SYN, RST SYN \

_ -]
fi

$i ptabl es -A FORWARD - i

Sww_i f
-mstate --state ESTABLI SHED, RELATED -j

- 9 June 2003

TCPMBS - -cl anp-nss-to-pntu

-0 $int if1\

$iptables -A FORWARD -i $int_ifl -o $ww if \

-mstate --state ESTABLI SHED, RELATED - |

if [ $int_if2]
t hen
$i ptabl es -A FORWARD - i

—mmaw——QMeEQMMS%DRaNH31

$i ptabl es - A FORWARD - i

-mstate --state ESTABLI SHED, RELATED -j

fi
# Al ow SYN for Servers

$Sww if -0 $int_if2\

$int_ if2 -0 Sww if \

n a DW

if [ $dnz_serverl ]

t hen
for pin $dnz_serverl ports
do
$iptables -A FORWARD -i $ww if -p tcp \

-d $dnz_serverl --dport $p \
-mstate --state NEW-j ACCEPT

done

fi

# all ow some | CMP types

$i ptables -A FORWARD -p icnp -j icnp_out

# checks TCP Fl ags and spoofed |Ps

$i pt abl es - A FORWARD - i

# closes sone ports that

t hen
for pin $forward_ports_to_cl ose
do
if [ $lanl ]
t hen
$iptables -A FORWARD -p tcp -i $int_ifl -0 $ww if
-s $lanl --dport $p -j DROP
$iptables -A FORWARD -p udp -i $int_ifl -o $ww if
-s $lanl --dport $p -j DROP
fi
if [ $lan2 ]
t hen
$iptables -A FORWARD -p tcp -i $int_if2 -o Sww if
-s $lan2 --dport $p -j DROP
Siptables -A FORWARD -p udp -i $int_if2 -o Swww i f
-s $lan2 --dport $p -j DROP
fi
done

fi

Swww i f -]

com check

Pierre Burri

ACCEPT
ACCEPT

ACCEPT
ACCEPT

are nornally open through www_serv
if [ "$forward_ports_to_close" !="

closes sone subnet that are nornally open through www_serv

if [ "$forward_subnet_to_
t hen

for
do

if [ $lanl ]
t hen

cl ose"” I=""

p in $forward subnet to _cl ose

$iptables -A FORVARD -i $int_ifl -o $www if \

fi
if [ $lan2 ]
t hen

-s $lanl -d $p -j DROP
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$iptables -A FORWARD -i $int_if2 -o $ww if \
-s $lan2 -d $p -j DROP

fi
done
fi
if [ $lanl ]
t hen
if [ $bypass_www serv_forward = "yes" ]
t hen
$iptables -A FORWARD -i $int_ifl -s $lanl -o Swww if \
-mstate --state NEW-j ACCEPT
el se
$iptables -A FORWARD -i $int_ifl -s $lanl -0 $wwn i f \
-mstate --state NEW-j www_serv
fi
fi
if [ $lan2 ]
t hen
if [ $bypass_www serv_forward = "yes" ]
t hen
$iptables -A FORWARD -i $int_if2 -s $lan2 -o $www if \
-mstate --state NEW-j ACCEPT
el se
$iptables -A FORWARD -i $int_if2 -s $lan2 -0 $wwn i f \
-mstate --state NEW-j www_serv
fi
fi
# catch all surviving rules for |ogging purpose
B o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm e
if [ $log_on = "yes" ]
t hen
$iptables -A FORMWARD -i $ww if -0 $int_ifl\
-mstate --state NEW I NVALID \
-] LOG --log-prefix "forwdrop
if [ $int_if2]
t hen
$iptables -A FORWARD -i $ww if -o $int_if2\
-mstate --state NEW I NVALID \
-j LOG --log-prefix "forw drop
fi
fi

$iptables -A FORMVARD -i $ww if -0 $int_ifl\
-mstate --state NEWINVALID -j DROP
if [ $int_if2 ]
t hen
$iptables -A FORWARD -i $wwv if -0 Sint_if2\
-mstate --state NEWINVALID -j DROP
fi

if [ $log_on = "yes" ]
t hen

$iptables -A FORWARD -j LOG --1og-prefix "end-forw "
fi

#if [ $forwarding = "yes" ]
el se
echo 0 > /proc/sys/net/ipva/ip_forward
echo 0 > /proc/sys/net/ipv4/ip_dynaddr
f

echo -e "$rc_done"
st op)

echo -n "shutting down firewall rules.
# Turning off | P Forwarding
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echo 0 > /proc/sys/net/ipval/ip_forward

# Set default policies & clear all rules
$i ptables -P I NPUT ACCEPT
$i ptabl es -P OUTPUT ACCEPT
$i pt abl es - P FORWARD DROP

$iptables -t nat -P PREROUTI NG ACCEPT
$i ptables -t nat -P POSTROUTI NG ACCEPT
$iptables -t nat -P OUTPUT ACCEPT

# flushing all rules of all policies
$iptables -F
$iptables -t nat -F

# Del ete custom zed chains
$i ptables -X

echo -e "$rc_done"

restart)
$0 stop && $0 start $2 $3 || echo -e " $rc_failed"

st at us)
$i ptabl es -nvL
echo " "
echo "--- **%* NAT- TABLE *** oo "
echo " "

$iptables -t nat -nvL
*)
echo -n "Usage: $0 {start|stop|restart]|status}"

echo -e "$rc_fail ed"
exit 1

esac
exit O
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