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Optimization

Don't use aregex if you don't have to
PHP has arich set of string manipulation functions - use them!

BAD: <? $new = ereg_replace("-","_",$str),; ?>
GO0D: <?  $new = str_replace("-","_",$str); ?>
BAD: <? preg_match('/(\..*?)$/', $str, $reg); ?>
GOOD: <? substr($str,strrpos($str,'.")); ?>

Use References if you are passing large data structs around to save memory

There is atradeoff here. Manipulating referencesis actually a bit slower than making copies of your
data, but with references you will be using less memory. So you need to determine if you are cpu or
memory bound to decide whether to go through and look for places to pass references to data instead
of copies.

Use Pearsistent Database connections

Some database are slower than others at establising new connections. The slower it is, the more of an

impact using persistent connections will have. But, keep in mind that persistent connections will sit
and tie up resources even when not in use. Watch your resource limits as well. For example, by
default Apache's

Using MySQL? Check out mysqgl _unbuffered query()

Use it exactly like you would mysqgl_query(). The difference is that instead of waiting for the entire
guery to finish and storing the result in the client API, an unbuffered query makes results available to
you as soon as possible and they are not alocated in the client API. You potentially get access to
your data quicker, use alot less memory, but you can't use mysgl_num_rows() on the result resource
and it islikely to be slightly slower for small selects.

Hey Einstein!

Don't over-architect things. If your solution seems complex to you, there is probably a smpler and
more obvious approach. Take abreak from the computer and go out into the big (amazingly realistic)
room and think about something else for a bit.
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Adding an extension

Problem

You need PHP's built-in ftp functions for the ultra-cool script you are writing, but your service
provider does not have PHP compiled with the --enable-ftp option.

Solution

If you have a shell account on a system with the same operating system as your web server, grab the
PHP source tarball and build using:

--wi th-apxs --enabl e-ftp=shared
Y ou can check which flags your provider used by putting a phpinfo() call in ascript on your server.
<?phpi nfo() ?>

Once compiled, you will find a "modules/ftp.so” file which you can copy to your web server and
enable either by putting:

ext ensi on=ftp. so
in your php.ini file or by adding this to the top of your script:
<?php dl ("ftp.so") ?>
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Sidesiiz Cookie Expiry

Problem

Short expiry cookies depend on users having their system clocks set correctly.

Solution
Don't depend on the users having their clocks set right. Embed the timeout based on your server's
clock in the cookie.
<?php
$value = tinme()+3600 . ':' . $variable;

Set Cooki e(' Cooki e_Name', $val ue);
?>

Then when you receive the cookie, decode it and determineif it is still valid.

<?php
list($ts,$variable) = explode(':', $Cooki e_Nane, 2);
if($ts < time()) {

} else {
Set Cooki e(' Cooki e_Nane','");
by
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Client/Server Request/Response

HTTPisasimple client/server protocol with statel ess request/response sequences.

The Client HTTP Request

7 possible HTTP 1.1 request types: GET, PUT, POST, DELETE, HEAD, OPTIONS and TRACE.
Any number of HTTP headers can accompany a request.

GET /fil enane. php HTTP/ 1.0

Accept: image/gif, imagel/x-xbitmp, inmage/jpeg, image/pjpeg, imagel/png, */*
Accept - Charset: is0-8859-1,*,utf-8

Accept - Encodi ng: gzip

Accept - Language: en

Connection: Keep-Alive

Host: | ocal host

User-Agent: Mozilla/4.77 [en] (X11; U, Linux 2.4.5-pred4 i686; Nav)

The Server HTTP Response

HTTP/ 1.1 200 K

Date: Mon, 21 May 2001 17:01:51 GMI

Server: Apache/ 1. 3.20-dev (Unix) PHP/4.0.7-dev
Last-Mdified: Fri, 26 Jan 2001 06: 08: 38 GMJI
ETag: "503d3-50-3a711466"

Accept - Ranges: bytes

Content-Length: 80

Keep-Alive: tinmeout=15 nax=100

Connection: Keep-Alive

Content - Type: text/htm
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Keep-Alive

When a keep-alive request is granted the established socket is kept open after each keep-alive
response. Note that a keep-alive response is only possible when the response includes a
content-length header.

request
request
request
request

AP WNPE

20 bytes
120 bytes
60 bytes
?? bytes

Y ou cannot rely on the keep-alive feature for any sort of application-level session state maintenance.

Using Output Buffering to get content-length

<?php
ob_start();
echo "Your Data";
$l = ob_get_length();
Header (" Content-length: $I");

ob_end_flush();
?>

You will have to weigh the trade-off between the extra cpu and memory that output buffering takes
against the increased effciency of being able to use keep-alive connections for your dynamic pages.
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Connection Handling

PHP maintains a connection status bitfield with 3 bits:

0 0- NORMAL
0 1-ABORTED
0 2-TIMEOUT

By default a PHP script is terminated when the connection to the client is broken and the ABORTED
bit is turned on. This can be changed using the ignore_user_abort() function. The TIMEOUT bhit is
set when the script timelimit is exceed. Thistimelimit can be set using set_time_limit().

<?php

set_tine limt(0);

i gnore_user _abort(true);

/* code which will always run to conpletion */
?>

Y ou can call connection_status() to check on the status of a connection.

<?php

i gnore_user _abort(true);
echo "sone output”;

i f(connection_status()==0) {

/1 Code that only runs when the connection is still alive
} else {

/1 Code that only runs on an abort
by

Y ou can also register afunction which will be called at the end of the script no matter how the script
was terminated.

<?php
function foo() {
i f(connection_ status() & 1)
error _| og(" Connecti on Aborted", 0);
i f(connection_status() & 2)
error_| og("Connection Tined Qut", 0);
i f(!connection_status())
error_log("Normal Exit",O0);
}

regi ster_shutdown_function('foo');
?>
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A variable variable looks like this; $$var

So, if $var = 'foo' and $foo = 'bar' then $$var would contain the value 'bar' because $$var can be
thought of as $foo" which is simply $foo which has the value 'bar'.

Variable variables sound like a cryptic a useless concept, but they can be useful sometimes. For
example, if we have a configuration file consisting of configuration directives and values in this
format:

f oo=bar
abc=123

Then it isvery easy to read thisfile and create corresponding variables:

<?php
$fp = fopen('config.txt',"'r');
while(true) {
$line = fgets($fp, 80);
if(!feof ($fp)) {
if($line[0]=="# || strlen($line)<2) continue;
|'i st ($nane, $val ) =expl ode(' =", $line, 2);
$$name=tri m $val );
} el se break;

}
fcl ose($fp);
?>

Along the same lines as variable variables, you can create compound variables and variable
functions,

<?php
$str = 'var';
$var_toaster = "Hello World";
echo ${$str.' _toaster'};

$str(); // Calls a function nanmed var()
${$str.' _abc'}(); [/ Calls a function naned var_abc()
?>
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References

References are not pointers!

<?php
$f oo
$bar

?>

$foo —3 Hello

fbar —[::: World

<?php
$bar = & $foo;
?>

ffoo —D Hello ref count = 2

Sbar
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Returning References

Passing arguments to afunction by reference

<?php

function inc(& $b) {
$Sh++;

}

$a = 1;

i nc($%$a);
echo $a;
?>

Output:
2

A function may return areference to data as opposed to a copy

<?php

function & get _data() {
$data = "Hell o World";
return $dat a;

}
$foo = & get_data();
2>

-10-
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debug backtrace

October 24, 2002

debug_backtrace() isanew function in PHP 4.3

Custom error handler

<?

function nyErrorHandl er ($errno, $errstr, $errfile, $errline) {

echo "$errno: $errstr in Serrfile at line $errline\n";
echo "Backtrace\n";
$trace = debug _backtrace();
foreach($trace as $ent) {
if(isset($ent['file' ])) echo $ent['file'].
if(isset($ent[' function' ])) {
echo $ent['function']." ('
|f(|sset($ent[ args'])) {
$ar gs=""
foreach($ent[ args ] as $arg) { $args.=%arg.’
echo rtrim($args,',"');

echo ')
}
if(isset($ent[’ 1)) echo "at line '.$ent['line'].
if(|sset($ent[ file'])) echo 'in '.$ent['file'];
echo "\ n";

}
set _error_handl er (' nyErrorHandl er');
include 'file2.php';

test2(1,0);
2>

Custom error handler

<?

function test1($b, $a) {
$a/ $b;
}

function test2(%a, $b) {
test 1( $b, $a) ;
}

?>

-11-
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e Safe Mode o

Safe Mode is an attempt to solve the shared-server security problem. It is architecturally incorrect to
try to solve this problem at the PHP level, but since the alternatives at the web server and OS levels
aren't very realistic, many people, especially ISP's, use safe mode for now.

The configuration directives that control safe mode are:

safe_node = Of

open_basedir =

safe _node_exec_dir =
safe_node_al | owed_env_vars = PHP_

saf e_node_protected_env_vars = LD LI BRARY_PATH
di sabl e_functions =

When safe_mode is on, PHP checks to see if the owner of the current script matches the owner of the
file to be operated on by afile function.

For example:
STWFWT - - 1 rasnus rasmus 33 Jul 1 19:20 script.php
SPWF--F-- 1 root r oot 1116 May 26 18:01 /etc/passwd

Running this script.php
<?php
readfile('/etc/passwd');
2>
resultsin this error when safe mode is enabled:

<b>War ni ng</ b>: SAFE MODE Restriction in effect. The script whose uid is 500 is
not allowed to access /etc/passwd owned by uid O in <b>/docroot/script.php</b> on
line <b>2</b>

If instead of safe_mode, you set an open_basedir directory then al file operations will be limited to
files under the specified directory. For example (Apache httpd.conf example):

<Di rectory /docroot >
php_adm n_val ue open_basedir /docroot
</Directory>

If you run the same script.php with this open_basedir setting then thisis the result:

<b>War ni ng</ b>: open_basedir restriction in effect. File is in wong directory in
<b>/ docr oot/ scri pt. php</b> on |ine <b>2</b>

Y ou can also disable individual functions. If we add thisto our php.ini file:
di sabl e _functions readfile, system
Then we get this output:

<b>War ni ng</ b>: readfile() has been disabled for security reasons in
<b>/ docroot/scri pt. php</b> on |ine <b>2</b>

-12 -
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Security

Watch for uninitialized variables

<?php
i f($user=="rasmus') {
$ok = true;
}
i f($ok) {
echo "$user |ogged in";
?>

Catch these by setting the error_reporting level to E_ALL. The above script would generate this
warning (assuming $user is set):

<b>War ni ng</ b>: Undefined variable: ok in <b>script.php</b> on |ine <b>6</b>

You can of course also turn off register_globals, but that addresses the symptom rather than the
problem.

-13-
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Security

Never trust user datal

<?php
readfil e($fil ename);
2>

Turning off register_globals doesn't make this any more secure. The script would instead look like
this:

<?php
readfil e($HTTP_POST_VARS['fil enane']);
?>

The only way to secure something like thisis to be really paranoid about cleaning user input. In this
case if you really want the user to be able to specify a filename that gets used in any of PHP's file
functions, do something likethis:

<?php
$doc_root = $HTTP_SERVER VARS[' DOCUMENT ROOT' | ;
$fil enane real path($fil enane);
readfil e($doc_root. $fil enane);

?>

You may also want to strip out any path and only take the filename component. An easy way to do
that is to use the basename() function. Or perhaps check the extension of the file. You can get the
extension using this code:

<?php

$ext = substr($str,strrpos($str,'."));
?>

-14-
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Security

Again, never trust user datal

<?php
system("ls $dir");
2>

In this example you want to make sure that the user can't pass in $dir set to something like: ".;cat
letc/passwd” The remedy is to use escapeshellarg() which places the argument inside single quotes
and escapes any single quote charactersin the string.

<?php
$di r=escapeshel l arg($dir);
system("ls $dir");

?>

Beyond making sure users can't pass in arguments that executes other system calls, make sure that
the argument itself is ok and only accesses data you want the users to have access to.

-15-
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Security

Many users place code in multiple files and include these files:

<?php
require 'functions.inc';
?>
Or perhaps
<?php
require 'functions. php'
?>

Both of these can be problematic if the included file is accessible somewhere under the
DOCUMENT_ROOT directory. The best solution is to place these files outside of the
DOCUMENT_ROOT directory where they are not accessible directly. You can add this external
directory to your include_path configuration setting.

Another option is to reject any direct requests for these files in your Apache configuration. You can
use arule like thisin your "httpd.conf" file:

<Files ~ "\.inc$">
O der all ow, deny
Deny from all
</Files>

-16 -
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Security

Take this standard file upload form:

<FORM ENCTYPE="nul ti part/form data" ACTI ON="upl oad. php" METHOD=POST>
<I NPUT TYPE="hi dden" name="MAX_FI LE_SI ZE" val ue="100000">

Send this file: <INPUT NAME="nyfile" TYPE="file">

<I NPUT TYPE="subm t" VALUE="Send Fil e">

</ FORM>

The correct way to put the uploaded file in the right place:

<?php
/* Not under DOCUMENT_ROOT */
$destination = "/sone/ path/ $nyfile_name";

nove_upl oaded_fil e($nmyfile, $destination);
2>

If you are uploading files to be placed somewhere under the DOCUMENT_ROQT then you need to
be very paranoid in checking what you are putting there. For example, you wouldn't want to let people
upload arbitrary PHP scripts that they can then browse to in order to execute them. Here we get
paranoid about checking that only image files can be uploaded. We even ook at the contents of the
file and ensure that the file extension matches the content.

<?php

$type = $HTTP_PCST_FI LES[ ' nyfile' ]['type'];
$file = $SHTTP_POST_FI LES[' nyfile' ]['tnp_nane'];
$name = $HTTP_ PCST _FILES[" nyfile ][' name'];
$types = array(0,'.gif', .jpg ,'.png ,'.sw');
list(,,$type) = getinage5|ze($flle)
if($type) {

$nanme = substr($name, 0, strrpos($str,'."));

$nanme .= $types[ $type];

}
nove_upl oaded_fil e($nyfile, "$DOCUMENT_ROOT/i mages/ $nane");
?>

-17-
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Sessions

Starting a Session
To start a session use session_start() and to register a variable in this session use the $ SESSION
array.

<?php

session_start();

$ SESSION['nmy_var'] = "Hello Wirld';
?>

If register_globals is enabled then your session variables will be available as normal variables on
subsequent pages. Otherwise they will only beinthe $ SESSION array.

<?php
session_start();

echo $ SESSION[' ny_var'];
?>

-18-
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Default session settings are set in your php.ini file:

session.save_handler = files ; Flat file backend
sessi on. save_pat h=/t ; where to store flat files
sessi on. nanme = PHPSESSI D ; Nanme of session (cookie nane)
session.auto_start =0 ; init session on req startup
sessi on.use_cookies =1 ; whet her cooki es should be used
session.use _only cookies = 0 ; force only cookies to be used
session.cookie lifetime = 0 ; 0 = session cookie

sessi on. cookie_path =/ ; path for which cookie is valid
sessi on. cooki e_domain = ; the cookie donmain
session.serialize_handler = php ; serialization handler (wddx| php)

session.gc_probability =1 gar bage col |l ecti on prob.
sessi on. gc_di vi dend = 100 If 100, then above is in %
session.gc_maxlifetime = 1440 garbage collection max lifetine

filter out external URL\'s
# of bytes from entropy source
addti onal entropy source

session.referer_check =
session.entropy length =0
session.entropy file =
session.use _trans_sid =1 ; use automatic url rewiting
url _rewiter.tags = "a=href, area=href, frane=src,input=src"

session.cache_limter = nocache ; Set cache-control headers
sessi on. cache_expire = 180 ; expiry for private/public caching

Cache-control is important when it comes to sessions. You have to be careful that end-user client
caches aren't caching invalid pages and also that intermediary proxy-cache mechanisms don't sneak in
and cache pages on you. When cache-limiter is set to the default, no-cache, PHP generates a set of
response headers that look like this:

HTTP/ 1.1 200 OK

Date: Sat, 10 Feb 2001 10:21:59 GMI

Server: Apache/ 1. 3.13-dev (Unix) PHP/4.0.5-dev

X- Power ed- By: PHP/ 4. 0. 5- dev

Set - Cooki e: PHPSESSI D=9ce80c83b00adaef b384ac4cd85c3daf; pat h=/

Expires: Thu, 19 Nov 1981 08:52: 00 GMI

Cache-Control : no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Connection: close

Cont ent - Type: text/htm

For cache_limiter = private the cache related headers look like this:

Set - Cooki e: PHPSESSI D=b02087ce4225987870033eba2b6d78c3; pat h=/
Expires: Thu, 19 Nov 1981 08:52: 00 GMI
Cache-Control : private, max-age=10800, pre-check=10800

For cache_limiter = public they look like this:

Set - Cooki e: PHPSESSI| D=37421e3d0283c667f 75481745b25b9%ad; pat h=/
Expi res: Tue, 12 Feb 2001 13:57:16 GVI
Cache-Control : public, nax-age=10800

-19-
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Y ou can change the session backend datastore from a script using session_module_name().

<?php

session_nodul e_nane("files"); [/ ASCII files

sessi on_nodul e_nane("mi) ; /1 Shared nmenory

sessi on_nodul e_name("user"); /1 Custom sessi on backend
?>

You can aso define your own custom session backend datastore using the
session_set save handler() function.

<?php
session_set_save_handl er ("nmyQpen", "myd ose",
"nyRead", "nyWite",
"myDestroy", "nyGC');
?>

Y ou would then write these 6 functions.

-20-
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Let's have alook at an actual custom session backend. This uses MySQL to store the session data.
We could set these right in the script, but let's make use of Apache's httpd.conf file to set our custom
save handler for a portion of our web site.

<Directory "/var/htm/test">
php_val ue sessi on. save_handl er user
php_val ue session. save _path nydb
php_val ue sessi on. nane sessi ons
</Directory>

The MySQL schema looks like this:

CREATE TABLE sessions (
id char(32) NOT NULL,
data text,
ts tinestanp,

PRI MARY KEY (i d)

)
We can now write our handler. It lookslikethis:

<?php

functi on open($db, $name) {
gl obal $tabl e;
mysqgl _connect (' | ocal host');
nysqgl _sel ect _db($db);
$tabl e = $nane;
return true;

}

function close() {
mysql _cl ose();
return true;

}

function read($id) {

gl obal $tabl e;

$result = nysql _query("select data from $table where id="$id ");

if($result & nysqgl _numrows($result)) {
return nysql _result($result,0);

} else {
error_log("read: ".nysql _error()."\n",3,"/tnp/errors.|og");
return "";

}

function wite($id, $data) {
gl obal $tabl e;
$dat a = addsl ashes($dat a) ;
nysqgl _query("replace into $table (id,data) values('$id ,'$data')")
or error_log("wite: ".mysql _error()."\n",3,"/tnp/errors.log");
return true;

}

function destroy($id) {
gl obal $tabl e;
nysql _query("delete from $tabl e where where id="$id ");

function gc($max_tinme) {
gl obal $tabl e;
mysql _query(
"del ete from $tabl e where UN X_TI MESTAMP(ts) <UNI X_TI MESTAMP() - $max_ti ne")

-21-



or error_log("gc: ".nmysqgl _error()."\n",3,"/tmp/errors.log");
return true;

}

session_set _save handler('open','close','read','wite','destroy','gc');
?>

Our PHP files under /var/ntml/test then smply need to look something like this:

<?php
requi re 'handl er. php'

session_start();
session_register('var');
$var = "Hello Worl d";

?2>

-22.
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$PATH_INFO isyour friend when it comes to creating clean URLS. Take for example this URL:
http://ww. conpany. conl product s/routers
If the Apache configuration contains this block:

<Location "/products">
ForceType application/x-htt pd-php
</ Locati on>

Then all you have to do is create a PHP script in your DOCUMENT_ROOT named ‘products and
you can use the $SPATH_INFO variable which will contain the string, ‘/routers, to make a DB query.

-23.-
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ErrorDocument

Apache's ErrorDocument directive can come in handy. For example, this line in your Apache
configuration file:

Error Docunent 404 /error. php

Can be used to redirect all 404 errors to a PHP script. The following server variables are of interest:

0 $REDIRECT_ERROR_NOTES - File does not exist: /docroot/bogus

0 $REDIRECT_REQUEST_METHOD - GET

0 $REDIRECT_STATUS - 404

0 $REDIRECT_URL - /docroot/bogus

Don't forget to send a 404 status if you choose not to redirect to areal page.

<? Header (' HTTP/ 1.0 404 Not Found'); ?>

Interesting uses

0 Search for closest matching valid URL and redirect
0 Use attempted url text asa DB keyword lookup
0 Funky caching

-24-
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Funky Caching

An interesting way to handle caching isto have all 404's redirected to a PHP script.
Error Docunment 404 /generate. php

Then in your generate.php script use the contents of $SREDIRECT_URI to determine which URL the
person was trying to get to. In your database you would then have fields linking content to the URL
they affect and from that you should be able to generate the page. Then in your generate.php script do
something like:

<?php
$s = $REDI RECT_UR
$d = $DOCUMENT_ROCT;

/1 determ ne requested uri

$uri = substr($s, strpos($s,$d) + strien($d) + 1);

ob_start(); // Start buffering output

/1 ... code to fetch and output content fromDB ..

$data = ob_get _contents();

$f p = fopen(" $DOCUVENT_ROOT/ $uri ™,  w );

f put s( $f p, $dat a) ;

fclose($fp);

ob_end_flush(); // Flush and turn off buffering
?>

So, the way it works, when a request comes in for a page that doesn't exist, generate.php checks the
database and determines if it should actually exist and if so it will create it and respond with this
generated data. The next request for that same URL will get the generated page directly. So in order
to refresh your cache you simply have to delete the files.

-25-
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Creating a PNG with a TrueType font

<?

Header (" Content -type: inmage/ png");

$i m = | mageCreat e(630, 80);

$bl ue = I nageCol or Al | ocat e( $i m 0x5B, 0x69, 0xA6) ;

$white = I nageCol or Al | ocat e( $i m 255, 255, 255) ;

$bl ack = I mageCol or Al | ocate($imO0, 0, 0);

| mmgeTTFText ($im 45, 0, 10, 57, $black, "CANDY", S$text);
| mageTTFText ($im 45, 0, 6, 54, $white, "CANDY', S$text);
| magePNG( $i m) ;

7>

<I MG src="t xt. php?t ext =<?echo url encode( $t ext) ?>">

-26-
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Colours

Color Handling

For images with an 8-bit indexed palette it can be tricky to manage colors.

<?

$im = | mageCreat e(300, 256);

for($r=0; $r<256; $r++) {
$col = I mageCol or Al | ocate($im $r, 0, 0);
| mageLi ne($im O, $r, 100, $r, $col);

}
for($g=0; $g<256; $g++) {
$col = I mageCol or Al | ocat e($i m 0, $g, 0) ;
| magelLi ne($i m 100, 255-$g, 200, 255-%g, $col);

}

for ($b=0; $b<256; $b++) {
$col = I mageCol or Al | ocat e($i m O, 0, $b) ;
| mageLi ne($i m 200, $b, 300, $b, $col);

}

Header (' Cont ent - Type: inmage/png');
I magePNG $i n) ;

?>

Output:

For paletted images the following functions can be useful:

0 ImageColorClosest
0 ImageCol orExact
0 ImageColorDeallocate
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Colours

Colour Handling
For Truecolor images we have no such issues.

<?
$im = | mageCreat eTruecol or (300, 256) ;
for($r=0; $r<256; $r++) {

$col = I mageCol or Al | ocate($im $r, 0, 0);

| mageLi ne($im O, $r, 100, $r, $col);

}
for($g=0; $g<256; $g++) {
$col = I mageCol or Al | ocat e($i m 0, $g, 0) ;
| magelLi ne($i m 100, 255-$g, 200, 255-%g, $col);

}

for ($b=0; $b<256; $b++) {
$col = I mageCol or Al | ocat e($i m O, 0, $b) ;
| mageLi ne($i m 200, $b, 300, $b, $col);

}

Header (' Cont ent - Type: inmage/png');
I magePNG( $i m) ;

?>

Output:
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Truecolor Colors

Truecolor color handling

For Truecolor images the colors are actually simple 31-bit longs. Or, think of them as being
composed of 4 bytes arranged like this:

[—0000000

The highest or leftmost bit in the alpha channel is not used which means the alpha channel can y
have values from 0 to 127. You can use the ImageColorAllocate() as with paletted images, but you
can also specify the color directly.

A
|

For example:
<?
$im = | mageCreat eTruecol or (400, 300);

| mageFi | | edRect angl e($i m 0, 0, 399, 299, Ox00f fffff);

| mageFi | | edEl | i pse($i m 200, 150, 300, 300, 0x00000000) ;

| mageAl phaBl endi ng($i m true);

| mageFi | | edRect angl e($i m 100, 0, 400, 100, Ox60ff 1111);

I mgeFi | | edRect angl e($i m 100, 100, 400, 200, 0x30ff 1111);
I mgeFi | | edRect angl e($i m 100, 200, 400, 300, 0x10ff 1111);
Header (' Cont ent - Type: inmage/png');

I magePNG( $i n) ;

?>

Output:

This example could also be written like this:

<?php

$im = | nageCreat eTruecol or (400, 300);

$white = I mageCol or Al | ocat e( $i m 255, 255, 255) ;
| mageFi | | edRect angl e($i m 0, 0, 399, 299, $white);
$bl ack = I mageCol or Al | ocate($i m 0, 0, 0);

I mageFi | | edEl | i pse($i m 200, 150, 300, 300, $bl ack) ;

| mgeAl phaBl endi ng($i m true);

$col = I mageCol or Resol veAl pha($i m Oxff, 0x11, 0x11, 0x60) ;
I mgeFi | | edRect angl e($i m 100, 0, 400, 100, $col );

$col = | mageCol or Resol veAl pha($i m Oxff, 0x11, 0x11, 0x30);
I mgeFi | | edRect angl e($i m 100, 100, 400, 200, $col );

$col = | mageCol or Resol veAl pha($i m Oxff, 0x11, 0x11, 0x10);
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| mageFi | | edRect angl e($i m 100, 200, 400, 300, $col );
Header (' Cont ent - Type: inmage/png');

I magePNG $i n) ;

?>
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Truecolor Colors

Truecolor Color Handling

Given the nature of the way truecolor colors are constructed, we can rewrite our color testing strip
using PHP's bitshift operator:

<?

$i m = | rageCr eat eTr ueCol or ( 256, 60) ;

for ($x=0; $x<256; $x++) {
| mgeLi ne($im $x, 0, $x, 19, $x);
| mgeLi ne($i m 255-$x, 20, 255-%$x, 39, $x<<8);
| mageLi ne($im $x, 40, $x, 59, $x<<16);

}

Header (' Content - Type: inmage/png');
| magePNG( $i m) ;

?>

Output:
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|mageCol orAt

Using ImageCol orAt()

<? $image = "presentations/slides/intro/php-tiny.jpg"; ?>
<i mg src="<?=$i mage?>"><br />
<?

$i m = i nagecr eat ef r onj peg( $i nage) ;

$dx i mgesx($im;

$dy = i magesy($im;

for($y = 0; $y < $dy; $y++) {
for($x=0; $x < $dx; $x++) {
$col = imagecolorat ($im $x, $y);
$rgb = i magecol orsforindex($i m $col );
printf('<font col or =#%2x%2x%2x>#</f ont >' |
$rgb['red' ],$rgb[ ' green'], $rgb[' blue']);

echo "<br />\n";

}
i magedestroy($in;
2>

Output:

B A R R T R R AT R AT R A R T R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B A R R T R R AT R AT R A R T R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B A R R T R R AT R AT R A R T R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T A R AT R AT R R R AT R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T A R AT R AT R R R AT R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T A R AT R AT R R R AT R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T A R AT R AT R R R AT R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T A R AT R AT R R R AT R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T A R AT R AT R R R AT R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T A R AT R AT R R R AT R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T R R AT R AT R R AT R ]
RHHBHHHHBHHBH BB R R R R R R R R R
HHHBHHHHBHHBH BB AR A R A AR R AR R
B R R R T R R AT R AT R R AT R ]
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CreateFrom and Bounding Box Math

<?

Header (" Content -type: inage/ png");
$font = 'phpi';

if(!$si) $si = 66;

$i m = | mageCr eat eFr onPNGE ' php- bl ank. png' ) ;
$tsize = i maget tf bbox($si, 0, $f ont, $text);
$dx = abs($tsize[2]-$tsize[0]);

$dy = abs($tsize[5]-$tsize[3]);

$x = ( imagesx($im - $dx ) / 2;
$y = ( imagesy($im - $dy ) / 2 + 3*$dy/ 4;

$bl ue = I mageCol or Al | ocat e( $i m 0x5B, 0x69, 0xA6) ;

$white = I mageCol or Al | ocat e( $i m 255, 255, 255) ;

$bl ack = I nmageCol or Al | ocate($imO0, 0, 0);

| mageAl phaBl endi ng($i m true);

| mageTTFText ($im $si, 0, $x, $y, $white, $font, $text);

I mageTTFText ($im $si, 0, $x+2, Py, $white, $font, $text);
| mageTTFText ($im $si, 0, $x, $y+2, $white, $font, $text);

| mageTTFText ($im $si , $x+2, $y+2, $white, $font, $text);
I mgeTTFText ($im S$si , $x+1, $y+1, $black, $font, $text);
I magePNG $i m)

2>

QOQOO0OO0O0O

<I MG src="t xt 2. php?t ext =<?echo url encode( $t ext) ?>&si =<?echo $si ?>">

Text: Size:
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Scaling and the Alpha Channel

<?

Header (' Content - Type: inage/png');

$hei ght = 600;

$txt = "Carl in his strawberry hat';

$size = | mageTTFBbox(25,0,'tinesi', $txt);

$t xt _w = abs($si ze[ 2] - $si ze[ 0] ) ;

$txt _h = abs($size[ 6]-%size[1]);

$bg = | nageCr eat eFromlpeg(' i ng_resi ze.jpg');
$inmg_wi dth = i magesx($bg);

$i ng_hei ght = i nagesy($bg);

$wi dt h = ($hei ght)/ $i ng_hei ght * $i ng_wi dt h;

$sizing = "Oiginal image size $inmg_w dth x $inmg_height\r\n";
$sizing .= " New i mage size $wi dth x $height"”;

$i m = I mageCr eat eTr ueCol or ( $wi dt h, $hei ght) ;

| mageAl phaBl endi ng($i m f al se);

I mgeCopyResanpl ed( $i m $bg, 0, 0, 0, 0, $wi dt h, $hei ght, $i ng_wi dt h, $i ng_hei ght) ;
$white = I nageCol or Al | ocat e( $i m 255, 255, 255) ;

| mageTTFText ($i m 15, 0, 20, 20, $whi te, ' couri', $si zi ng);

I mageDest r oy( $bg) ;

$col = | mageCol or Resol veAl pha($i m 10, 10, 10, 50) ;

| mageAl phaBl endi ng($i m true);

$box = ($width-$txt_w)/2;

| mageFi | | edRect angl e( $i m $box- 10, $hei ght - $t xt _h- 30, $wi dt h- $box, $hei ght - 5, $col ) ;
| mageAl phaBl endi ng($i m fal se);

$yell ow = I mageCol or Al | ocat e( $i m 255, 255, 10) ;

| mageTTFText ($i m 25, 0, $box, $hei ght - $t xt _h-5, $yel l ow, ' ti mesi', $txt);

| magePNG $i n) ;
7>

Output:



s . g
Criginal 1maga s

Carl in his strawberry hat
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Text

Built-in Fonts
GD comes with 5 built-in fonts. They aren't all that useful.

<?

$im = | mageCreate(175, 125);

$white = I mageCol or Al | ocat e( $i m 255, 255, 255) ;

$bl ack = I mageCol or Al |l ocate($imO0, 0, 0);

I mgeString($ima1l, 10, 20, "Font 1: ABCdef", $bl ack);
| mageString($i m2, 10, 35, "Font 2: ABCdef", $bl ack) ;
I mgeString($im3, 10, 53,"Font 3: ABCdef", $bl ack);
| mageString($im4, 10, 70, "Font 4: ABCdef", $bl ack);
I mageString($i mb5, 10, 90, "Font 5: ABCdef", $bl ack) ;
I mgeStri ngUp($i m5, 150, 118, "Vertical Text", $bl ack);
Header (' Content - Type: inage/png');

| magePNG( $i m) ;

2>

Output:

Fomt 1i AECdes

Font 2: ABCdef

Font 3: ABCdef
Font 4: RBCdef
Font 5: ABCdef

Vertical Text
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TrueType Fonts

You can use any TrueType Font that includes a Unicode mapping table. Fonts such as Wingdings
will not work.

<?

$im = | mageCreat e( 600, 7150);

$white = I mageCol or Al | ocat e( $i m 255, 255, 255) ;
$bl ack = I mageCol or Al |l ocate($imO0, 0, 0);

%dir = opendir('/usr/share/fonts/truetype');
y=30;

while($file = readdir($dir)) {
if(substr($file,strrpos($file,'."))==".ttf") {
| mageString($imb5,5, $y- 20, substr($file, 0,-4), $bl ack);
[$mageTTFText ($i m 30, 0, 100, $y, $bl ack, substr($file, 0, -4), " ABCdéf 123");
y+=40;

Header (' Content - Type: inmage/png');
| magePNG( $i m) ;
?>

Output:
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<?php

$data = exif_read_data(' presentations/slides/intro/ing _resize.jpg');

foreach($data as $key=>%val ) {
if(is_array($val)) {

f or each( $val
echo $key."[$k]:

} else
echo "$key:

}

?>
Output:

Fi | eNane:
FileSize:

Fil eType
M nmeType:

as $k=>%v)

i mg_resize.jpg
Fi | eDat eTi me: 1027351588

669158
2

i mage/ j peg
Secti onsFound: ANY_TAG

Reading EXIF Headers from a JPEG

$v<br />\n";

". @ubstr($val, 0, 40)."<br />\n";

I FDO, THUMBNAI L, EXIF

COVPUTED[ ht m ]: wi dt h="1536" hei ght ="1024"
Hei ght]: 1024

COVPUTED]

COMPUTED] W dt h] :

COVPUTED]

I sCol or]:

1536

COVPUTED| Byt eOr der Mot or ol a] :

0
COVPUTED| Apert ureFNunber]: /4.0
m

COVPUTED[ FocusDi st ance] : 1. 07
COWPUTED| Thumbnai | . Fi |l eType]: 8

COVPUTED| Thunbnai | . M meType] :

COVPUTED[ Thunbnai | . Hei ght]: 64
COWPUTED[ Thunbnai | . Wdth]: 96
Make: Eastnman Kodak Conpany

Model : KODAK DC265 ZOOM DI G TAL CAMERA (VO1. 00)

Oientati
XResol ut i
YResol ut i
Resol uti o

on: 1

on: 150/1
on: 150/1
nUnit: 2

YCbCrPositioning: 1

Exif_IFD_
THUVBNAI L
THUMBNAI L
THUMBNAI L
THUVBNAI L
THUMBNAI L
THUMBNAI L
THUVBNAI L
THUMBNAI L
THUMBNAI L
THUVBNAI L
THUMBNAI L
THUMBNAI L
THUVBNAI L
THUMBNAI L
ExposureT
FNunber :

Exi f Vers

Dat eTi nreOri gi nal :

Poi nter: 190
| mgeWdth]: 96
| mgelLength]: 64
Bi t sPer Sanpl e]: Array
Conpression]: 1
StripOifsets]: 1748
Oientation]: 1
Sanpl esPerPi xel ]: 3
RowsPer Strip]: 64
Stri pByt eCount s] :
XResol ution]: 72/1
YResol ution]: 72/1
Pl anar Confi guration]:
Resol utionUnit]: 2
me: 1/250
400/ 100
on: 0200

Conmponent sConfi gur ati on:

<?

Fetching an embedded thumbnail

18432

1

i mage/tiff

Photonetriclnterpretation]: 2

1999: 01: 31 04:17:59
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Header (' Cont ent -t ype:

echo exif_thunbnail (' p0004557. pg’);

?>

i mge/tiff');
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Cool!

Super-cool Dynamic Image Generator
Want to be cooler than all your friends? Well hereit sl

First, set up an ErrorDocument 404 handler for your images directory.

<Di rectory /hone/ doc_root/i mages>
Error Docunent 404 /i mages/ gener at e. php
</Directory>")

Then generate.php looks like this:

<?php
$f1lename = basename($_SERVER[' REDI RECT_URL']);
if(preg_match(' /A([*_1*?2) _([*_1*?2) _([*]*2\.(.*2)$/',$filenane, $reg)) {
$type = $reg[1];
$text = $reg|?2];
$rgb = $reg[3];
$ext $reg[ 4] ;

}

i f(strlen($rgb)==6) {
$r = hexdec(substr($rgb,0,2));
$g = hexdec(substr($rgb, 2,2));
$b = hexdec(substr($rgb, 4,2));
} else $r = $g = $b = O;

switch(strtol ower($ext)) {

case 'jpg'
Header (" Cont ent - Type: inmage/jpg");
br eak;

case 'png'

case 'gif': /* W don't do gif - send a png instead */
Header (" Cont ent - Type: i nage/ png");
br eak;

def aul t:
br eak;

’

}

switch($type) {
case 'solid
$i m = i magecreat et ruecol or (80, 80);
$bg = inmmgecol oral |l ocate($im $r, $g, $b);
i magefill edrectangl e($i mO0, 0, 80, 80, $bg);
br eak;
case 'button’'
$si 32; $font = "php";
$im |nagecreatefronpng( bl ank_wood. png' ) ;
$tsize = I magettfbbox($si, 0, $font, $text);
$dx abs($tsize[2]-$tsize[0]);
$dy abs(S$tsi ze[ 5] - $tsize[3]);
= ( imagesx($im - $dx ) / 2;
= ( inmagesy($im - $dy ) / 2 + $dy;
$mh|te = I mageCol or Al | ocat e( $i m 255, 255, 255) ;
$bl ack = I nageCol or Al | ocat e($i m $r, $g, $b);

| mageTTFText ($im $si, 0, $x, By, $white, $font, $text);

| mageTTFText ($im $si, 0, $x+2, $y, $white, $font, $text);

| mageTTFText ($im $si, 0, $x, $y+2, $white, $font, $text);

| mageTTFText ($im $si, 0, $x+2, $y+2, $white, $font, SPtext);
| mageTTFText ($im $si, 0, $x+1, $y+1, $black, $font, S$text);

br eak;
}
Header ("HTTP/ 1.1 200 OX");

$dest _file = dirname($_SERVER]' SCRI PT_FILENAME ]).'/"'. $fil enane;
switch(strtol ower ($ext)) {
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case 'png':
case 'gif':
@ magePNG( $i m $dest _file);
| magePNG( $i m) ;
br eak;
case 'jpg':
@ mageJPEGQ $i m $dest _file);
| mageJPEGQ($i m ;
br eak;

}

?>

The URL, http://localhost/images/button_test 000000.png produces this image:

test
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A PDF Invoice

<?php
$pdf = pdf _new();

pdf _set i nf o( $pdf, Author","Rasnus Lerdorf");

pdf set _info($pdf, "Title","Sanple Invoice");

pdf _set _info($pdf, "Creator", "See Author");

pdf _set _i nf o($pdf, "Subject", "Sanple Invoice");

$sizes = array(' a4' =>' 595x842', 'letter' =>'612x792', 'legal' =>'612x1008");

if(!isset($type)) S$type='letter';
l'ist($x,3y) = explode('x', $sizes[$type]);

$items = array(array(' Qur special |ow cost w dget that does everything',6'299.99'),
array(' Qur special high-cost wi dget that does nore','1899'),
array(' A blue widget','29.95"),
array(' And a red widget','49.95"),
array(' A yell ow wi dget that makes noise','49.9"),
array(' And one that doesn\'t','999.95"),

)
pdf begi n_page($pdf, $x, $y);

$i m = pdf _open_j peg($pdf, "php-big.jpg");
pdf _pl ace_i mage($pdf, $im 5, $y-72, O. 5),
pdf _cl ose_i nage ($pdf, $in);

pdf _set _val ue($pdf, 'textrendering', 0); // fill

pdf _set _font($pdf, "Helvetica" , 12, w nansi);

pdf _show xy($pdf, 'Generic Evil Conpany Inc.', 145, $y-20);
pdf continue_text($pdf, '123 Main Street');

pdf _continue_text ($pdf, 'Dark Cty, CA 98765');

pdf _set font($pdf, "Helvetica" , 10, w nansi);

pdf _show xy($pdf, 'Hel pl ess Custoner Ltd.', 20, $y-100);
pdf continue_ text($pdf "2 Small Street');

pdf continue_text($pdf, 'Little Town, ID 56789');

pdf _set _font ($pdf, "Helvetica" , 10, w nansi);
pdf _show xy($pdf, ' Terns: Net 30', 150, $y-100);
pdf _continue_text ($pdf, 'PO #: 12345');

pdf set font ($pdf, "Helvetica-Bold" , 30, wi nansi);
pdf “show xy($pdf, "* | NV Ol CE *", $x-250, $y-112);

pdf setcol or ($pdf, ' fill', ' gray',0.9,0,0,0);
pdf _rect ($pdf, 20, 80, $x- 40, $y- 212)
pdf fill stroke($pdf)

$of fset = 184; $i=0;

whi | e($y- $of f set > 80) {
pdf_setcolor($pdf,'fi||','gray',($|@Q)?0 ,0,0,0);
pdf _set col or ($pdf, ' stroke',' gray’ ($|°/@)’> 8:1,0,0,0);
pdf _rect ($pdf, 21, $y $offset $x- 42 24);
pdf fill stroke($pdf),
$i ++; $of f set +=24;

}
pdf _setcol or ($pdf, ' fill',"'gray',0,0,0,0);
pdf _set col or ($pdf, ' stroke','gray',0,0,0,0);

pdf _novet o( $pdf, 20, $y-160);
pdf _li net o( $pdf, $x-20, $y-160);
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pdf _stroke($pdf);

pdf novet o( $pdf, $x-140, $y- 160);
pdf _Ii net o( $pdf, $x-140, 80);
pdf _stroke($pdf);

pdf _set _font($pdf, "Tines-Bold" , 18, wi nansi);
pdf _show xy($pdf, "ltent, 30, $y- 150);
pdf _show xy($pdf, "Price", $x-100, $y- 150);

pdf set font($pdf, "Tines-Italic" , 15, w nansi);

$of fset = 177;
foreach($itens as $item {
pdf _show xy($pdf, $itenf0], 30, $y- $of fset);
pdf _show_boxed($pdf, '$' .nunber_format($iteni1],2), $x-55, 9$y-$offset, 0, O,
‘right');
$of f set +=24;
$total += Sitenf1];
}

pdf _set _font ($pdf, "Tinmes-Bold" , 17, wi nansi);

$of f set +=24;

pdf _show xy($pdf, 'Total', 30, $y-$offset);

pdf _show boxed($pdf, '$' .nunber_format($total,2), $x-55, $y-%offset, 0, O,
‘right');

pdf _end_page( $pdf) ;
pdf _cl ose($pdf);

$data = pdf _get buffer($pdf);

header (' Content-type: application/pdf');

header (" Cont ent -di sposition: inline; filename=invoice.pdf");
header ("Content-length: " . strlen($data));

echo $dat a;

?>
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See http://www.opague.net/ming/

<?

?>

$s = new SWFShape();

$fp = fopen(' php-big.jpg
$j pg = new SWFBI t map( $f p
$w = $j pg->getWdth(); $
$f = $s->addFil | ($j

$f - >noveTo( - $wW 2,
$s->set Ri ght Fi | | ( $f

)

)
h = $j pg- >get Hei ght () ;

Pg) ;
$h/ 2);

)
$s->novePenTo(- $W 2, -$h/2);
$s->drawLi ne($w, 0);
$s->drawLi ne(0, $h);

$s->dr awLi ne(-$w, 0);
$s->drawLi ne(0, -$h);

$p
$i

for($step=0; $step<360; $step+=2) {
$p- >next Frane() ;
$i->rotate(-2);

new SWSprite();
$p- >add( $s) ;

}

$m = new SWFMovi e() ;

$i = $m >add($p);

$i - >nmoveTo(230, 120) ;

$m >set Rat e(100) ;

$m >set Di nensi on($w* 1.8, $h*1.38);

header (' Content -type: application/x-shockwave-flash');

$m >out put () ;

Output:
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More Ming

Flash + RSS/XML

<?php
require ' XM/ RSS. php' ;

$r =& new XM__RSS(' sl ashdot.rdf');
$r->parse();

$allltenms = $r->getltens();

$i tenCount = count($allltens);

$wi dth = 1000;

$m = new SWFMovi e() ;

$m >set Di mensi on( $wi dt h, 70);

$m >set Backgr ound(Oxcf, Oxcf, Oxcf);

$f = new SWFFont("../../../fonts/ Techno. fdb");

$hit = new SWFShape();

$hit->setRightFill ($hit->addFill(0,0,0)):
$hi t - >movePenTo(-($w dth/2), -30);

$hi t - >drawLi ne($wi dth, 0);

$hit - >drawLi ne(0, 60);

$hi t->drawLi ne(-$wi dth, 0);

$hi t - >drawLi ne(0, -60);

$x = 0;

/1 build the buttons
foreach($allltens as $ltem {

$title = $ltenf' title'];
$link = $ltenf'link'];

/1 get the text

$t = new SWFText ();

$t - >set Font ($f) ;

$t - >set Hei ght (50) ;

$t - >set Col or (0, 0, 0);

$t - >noveTo(-$f->get Wdth($title)/2, 25);
$t->addString($title);

/1 make a button

$b[ $x] = new SWFButton();

$b[ $x] - >addShape($hit, SWBUTTON HI T);

$b[ $x] - >addShape($t, SWFBUTTON OVER | SWFBUTTON UP | SWFBUTTON_ :

$b[ $x++] - >addAct i on( new SWFAction("get URL(' $link',' new);"), SWFBUTTON | MOUSEUP) ;

/] display them
for($x=0; $x<$itemCount; $x++) {

$i = $m >add($b[ $x]);
$i - >moveTo($wi dt h/ 2, 30) ;

for($) =0; $j <=30; ++%j) {
$i ->scal eTo(sqrt (sqrt($j/30)));
$i->multColor (1.0, 1.0, 1.0, $j/30);
$m >next Frame() ;

}

for($) =0; $j <=30; ++%j) {
$i - >scal eTo(sqrt (sqrt ( 1+(%j/30))));
$i->multColor(1.0, 1.0, 1.0, (30- $])/30)
$m >next Frame() ;
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$m >remove($i);

}

header (' Content-type: application/x-shockwave-flash');
$m >out put () ;
?2>

Output:
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Squid

For really busy sites, a reverse proxy like Squid is magical! Either run it as a single-server
accelerator:

External IF Port 80

Squid

v

127.0.0.1:80

Apache

Or as afront-end cache to a number of local or remote servers:

v

External IP Port 20
SquidGuard
Squid <H> .
q Redirector
127.0. 0. 1: 80 1z7.0.0.1: 81 152, 165, 0. 1: 80
Apache Apache Apache

Note:

Watch out for any use of $REMOTE ADDR in your PHP scripts. Use
$HTTP_X_FORWARDED_FOR instead.
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Make it listen to port 80 on our externa interface:
http_port 198.186.203.51: 80
If we don't do cgi-bin stuff, comment these out:

#acl QUERY url path_regex cgi-bin
#no_cache deny QUERY

If we have plenty of RAM, bump this up a bit:

cache_nem 16MB
maxi mum obj ect _si ze 14096 KB

Specify where to store cached files (sizein Megs, level 1 subdirs, level 2 subdirs)
cache_dir ufs /1l ocal/squid/cache 500 16 256

Get rid of the big store.log file:
cache_store_| og none

Set our SNMP public community string:
acl snnppublic snnp_conmmunity public

Get rid of "alow all" and use list of hosts we are blocking (1 ip per line):

#http_access all ow al |
acl forbidden src "/l ocal/squid/etc/forbidden”
http_access all ow ! forbidden

Set user/group squid should run as:

cache_effective_user squid
cache_effective_group daenon

Single-server reverse proxy setup (set up Apache to listen to port 80 on the loopback):

httpd_accel _host 127.0.0.1

htt pd_accel _port 80

htt pd_accel _singl e_host on

htt pd_accel _uses_host _header on
Only allow localhost access through snmp:

snnp_access al | ow snnppublic | ocal host
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As of version 3.23.15 (try to use 3.23.29 or later), MySQL supports one-way replication. Since most
web applications usualy have more reads than writes, an architecture which distributes reads across
multiple servers can be very beneficial.

Master
I
AV AV AV
Slave Slave Slave

In typical MySQL fashion, setting up replication is trivial. On your master server add this to your
"my.cnf"” file:

[nysql d]

| og- bi n

server-id=1
And add areplication user id for slavesto log in as:
GRANT FILE ON *.* TO repl @% | DENTIFIED BY ' foobar';

Then on your slave servers:

[ nysql d] _
set-variabl e = max_connecti ons=200
| og- bi n

mast er - host =192. 168. 0. 1

mast er - user =rep

mast er - passwor d=f oobar

mast er - port =3306

server-id=2

Make sure each dave has its own unique server-id. And since these will be read-only daves, you
can start them with these options to speed them up a bit:

--skip-bdb --lowpriority-updates --del ay-key-wite-for-all-tables

Stop your master server. Copy the table files to each of your slave servers. Restart the master, then
start all the slaves. And you are done. Combining MySQL replication with a Squid reverse cache and
redirector and you might have an architecture like this:
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Squid Cache
Eedirector

Apache 1 Apache 2 Apache 3
MyvSQL Slawve My5QL Slawve MvSQL Slave

Master MySQL
Server

Y ou would then write your application to send all database writes to the master server and all reads to

the local dave. It isaso possible to set up two-way replication, but you would need to supply your
own application-level logic to maintain atomicity of distributed writes. And you lose a lot of the
advantages of this architecture if you do this as the writes would have to go to all the slaves anyway.
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Resources

Home Page: http://www.php.nei
Manual: http://php.net/manuall
Tutorial: http://php.net/tut.phy
Books: http://php.net/books.phg
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