Securing Your Windows PC

This guide will be on securing your Wndows conputer fromlocal and renote
attacks by using certain security features that cone with Wndows to protect
your information as well as the use of software to hel p protect your conputer
from unaut horized access by intruders. It will also deal with personal privacy
and how to keep your inportant information fromgetting in the hands of others.
Hopeful Iy, when you are done reading this you will have a better idea on what
shoul d be done to keep your PC and your personal infornation from being

expl oited by curious or malicious users.

Securing Your Wndows PC/ by Resolution 2/10/02

I nt roduction

Privacy and Local Security
User Mentality

Cooki es

Spywar e

Password Security

Setting Wndows Login
Screen Saver Password
File and Print Sharing
File Security
0 W ndows Update

Renmpte Security

Port Numbers

Firewal | s

Viruses

Tr oj ans

Deni al of Service Attacks
Checki ng Your Security
Concl usi on

PoWwwwwwwbdhNNMNNMNDNNE
RPOURWWNREROONOUAWNER R

1.1 Introduction

We all know that Wndows is horrible when it cones to security. After years of
constant bugs and vulnerabilities due to bad codi ng, many people have grown to
dislike Mcrosoft and its little Wndows operating system So this article will
be on the subject of securing your Wndows box in an attenpt to help you fee
nore at ease when using the buggy little Mcrosoft product. In it you will learn
how to secure your systemfromthe nost conmon | ocal and renpte exploitation. In
no way am | saying you should follow every one of these methods, just the ones
that you feel would be accustoned to your needs. | will try not to get to
technical with this so if | |eave sonething out chances are | did it on purpose.
Wth the different subtopics, it would be easy to go into great detail on either
one of thembut | will try not to get too technical and just stick with the
basics. This article is divided into two nain parts: “Privacy and Loca

Security” and “Renpte Security”. | have a feeling this paper will be a nice size
one so let’s get on with it shall we.

2.1 Privacy and Local Security

2.2 User Mentality

In ny opinion, the nost inportant formof security is you. You have to
understand that no matter how nmuch software or hardware you add to your computer
or how nany tweaks you apply to your system you will never be 100% secure. The
next best thing to do is to see how close you can get to that 100% confort zone
of security. So | say it all starts with you, the user. If you don’t have the



mentality or nmind set to secure or update your system then that can be one of
t he nost dangerous types of vulnerabilities there is.

Al so, never |et sonmeone el se use your conputer if you don't fully trust himor
her. If you don’t really trust the person and they want to use your conputer,
make sure you watch themclosely while they are on it. You don’t want someone
searching for, copying, deleting, or installing sonething onto your hard drive.

2.3 Cooki es

A cookie, in conputer terns, is a snall text file placed on your conputer by a
web server to tell that web server that you have returned to that particular web
page and sonetines they can be used to track your nmovenent not only when you
return to the site, but when you surf, or exit that particular website and only
that website as well. It is |like your personal identification card that can only
be read by the web server that gave it to you. They are nornally kept in a file
cal l ed “Cookies” in your wi ndows directory.

Cooki es are basically harm ess but can be used by a site to get a certain
profile about your web surfing habits and interests. They can al so be used by
sites to remenber information such as your email, phone nunbers, and hone
addresses if you had filled out any online registration or order forns on that
particular site before. That information can also be given to affiliates of that
site so that other sites would know your surfing habits and your persona
interests in certain subjects. Now, this isn't really a security issue but it is
a privacy issue that nost paranoid people mght not want to deal with. So, its
not really necessary, but if your paranoid and want cookies on your nmachine to
be di sabl ed you can view the follow ng...

Enabl e/ di sabl e the cookies in Internet Explorer 5.x:

1. Go to ‘Tools’ at the top nenu, and then click ‘Internet Options’
2. Select the *Security Tab’ then click the ‘Custom Level’ button
3. Scroll down to ‘Cookies’ and then choose an option of security.

Enabl e/ di sabl e the cookies in Internet Explorer 4.x:

1. Gotothe ‘View nenu at the top and then click ‘Internet Options’.
2. Go to the ‘Advanced’ tab

3. Scroll down to ‘Security’ and then ‘ Cookies’

4. Scroll down to ‘ Cookies’ and then choose an option of security.

Enabl e/ di sabl e the cookies in Netscape 4.x:

1. Gotothe ‘Edit’ nenu at the top and then click ‘ Preferences.
2. Scroll down to ‘Advanced’
3. In the ‘Cookies’ options, choose an option of security.

I f you disable cookies, the renmining cookies that are still on your browser
will still be functional with Internet Explorer and Netscape. |f you disable
cooki es then you should delete all the cookie .txt files fromthe directory

C. \ W NDOW5\ Cooki es

2.4 Spyware

Spywar e, al so known as “adware”, is a programthat is downl oaded w t hout the
user’s knowl edge when he/ she downl oads certain types of free programs fromthe
Internet. The spyware application runs in the background of the user’s conputer
wi t hout the user ever knowing it has been downl oaded. Spyware applications are
created by the software authors to nmake noney fromthe product you downl oaded

t hrough advertisenents. Spyware contacts its server constantly while you are on
the internet, literally turning your conputer into a small server, sending its



own server information about you which can be anything fromthe sites you
search, to information about your conputer, to personal information such as your
emai | addresses, home addresses, phone nunbers, or possibly your credit card
nunbers. Sounds illegal doesn't it? Well, its not. To many privacy advocates out
there, it should be. Hopefully, the debate over spyware will end with it being
illegal but until then, be careful what you downl oad.

Now, let’s not panic. Spyware isn't in all freeware prograns you downl oad, j ust
certain ones, so don't say you won't downl oad anything free ever again just yet.
I will name some popul ar prograns that contain spyware in themat the end of
this article. However, there are anti-spyware prograns for you to downl oad that
will find and renpbve spyware prograns from your conputer. One of the best
spyware renoval prograns is called Ad-aware, which can be found at
http://ww. | avasoftusa.comaaw. htm . If you want, you can run a search for other
spywar e renoval prograns |ocated at http://downl oad. cnet. coni.

2.6 Password Security

Passwords are used by nmillions of people everyday when dealing with conputers or
Internet related security for sonme type of user account login. Unfortunately for
sone, a lot of people tend to use fairly weak or easily cracked passwords when
they are asked to enter one for security reasons. Here is a snall |ist of what

| azy or non-security conscious people would enter for their passwords. This is a
list of what NOT to do...

1. The user might enter his/her nanme, birth date, or sonmething of great interest
as a password.

2. The user night enter a relative s nane, a phone nunber, social security
numnber .

3. The user night enter the word “password”.

4. The user mght enter a password |ike “123456" or “abcdef” or “qwerty”.

5. In sonme instances a user night not have a password entered at all.

6. Any password shorter than 6 characters

7. Any password consisting of a word that can be found in any dictionary, in any
| anguage.

A strong password, on the other hand, would give the person who is attenpting to
crack your password a nuch harder tinme in doing so. The cracker m ght spend | ong
amounts of tinme or maybe not even get the password cracked at all due to factors
such as the password cracker’s linited anbunt of word possibilities in the
dictionary list, limted anmobunt of techni ques the password cracker has to
cracki ng the password, or the ampunt of patience the cracker has. Here is a list
of traits that a good, strong password woul d have...

1. A strong password woul d consist of randomletters, numbers, and speci al
characters that don’'t forma word or name that can be located in any dictionary,
foreign or domestic. The password shoul d have one special character within the
first 5 characters.

2. A strong password should be nore than 7 characters | ong.

3. A strong password should be easy to renenber. A person can renenber passwords
easily by turning the password into an acronym (i.e. The password nilp! $SuF@
could be remenbered as “nmy | eet pass is so unbreakable for any cracker”). Wel
you get the idea. Make up your own and if your data is really sensitive, make
the pass up to 16 characters if you want or as many maxi nrum characters as you
are limted to.

A much nore informative | ook at wi ndows password security can be found at here



So we all know what and what not to do when we create strong passwords but where
does W ndows store those passwords whenever you nake a saved user account or

tell the conputer to save a password so you won’'t have to retype it? Well, in

W ndows 9x, your usernanes and passwords are stored in .pw files (password
list) while in WndowsNT/ 2000, your usernanmes and passwords are stored in a SAM
(System Account Manager) database file.

PM File - Normally found in the directory C\Wndows, a .pw file is where

W ndows 95/98 stores al

of its cached (hidden) password information. This serves useful for the user of
the conputer in that

he/ she doesn’t have to retype a password each tinme they access a passworded
resource. The

problemwith .pwl files is that they are not secure and are vulnerable to | oca
.pw file cracking

attacks. Wndows 9x conputers were not built with security in nnd so anyone who
has | ocal access

to someone el se’s Wndows 9x conputer can easily crack or decrypt the pw file
and gain access to

t he passwords while the conmputer is unattended.

SAM File — Normally found in the directory C\Wnnt\SystenB2\ Confi g\ Sam the SAM
dat abase

serves the sane purpose as the .pwl file on Wndows 9x distros in that it holds
all of the usernanes

and passwords in encrypted form The SAM database is much nore secure than the
pw files in that

it uses a one-way encryption algorithmor hash to secure its information. This
neans that while

W ndows NT/ 2000 is running, a user can't access the SAMfile from W ndows

Expl orer because it is

| ocked. Not a bad security feature actually. Only problemis the SAMfile is
still vulnerable in a couple

of ways such as booting froma DOS fl oppy to copy the SAM contents and crack

t hem on anot her

conputer, or to use popular tools such as LOphtCrack, NTCrack, or Pwdunp to
extract the hashes

fromthe registry. To secure your SAMfile and greatly reduce the success rate
of these tools you

can use a tool that was first produced for Wndows NT in its Service Pack 3
cal | ed SYSKEY. SYSKEY

was created to protect the user account data contained in the SAMregistry

dat abase with a 128-bit

encryption key. SYSKEY is optional with Wndows NT but with Wndows 2000 it
cones al ready

turned on. To activate it on NI systens go to Start, Run, and type in...

C. \ W NNT\ syst enB2\ Syskey. exe

Bef ore you do you should read a little nore about it since it can’'t be
deactivated. For nore

i nfornati on on SYSKEY go to http://ww.cert.org/security-

i mprovenent/inpl ementations/i028.02. htm

On a side note, nost instant messenger programs and email accounts (nost
accounts in general for that matter) have an option to save your passwords on
them so you won't have to retype themor forget them next time you sign on
Never use this option when you are on a conputer that is open to the public or



ot her users. The passwords can easily be retrieved fromthe pw or SAMfiles in
W ndows. There are also tools that let you view Wndows passwords (including

i nstant nmessengers) by viewi ng the passwords when they are present as only
(*****) asterisks. So be cautious when using the save password feature.

2.5 Setting Wndows Login

This is a login I’msure many of you have seen before in libraries or on schoo
conputers. It's the login that pops up whenever you start up your computer and
it asks for a usernane and password. This is a useful little feature that can

prevent the average human being fromentering your desktop. To set the W ndows
login feature, view the follow ng...

Enabl i ng Wndows Login in Wndows 9x:

1. Goto Start, then Settings, then press Control Panel

2. Double click the Passwords icon

3. Press Change Wndows Password in the password properties w ndow.
4. Type in your new password and confirmit by typing it in again.
5. Press OK, then press Ok again, and then reboot the conputer.

Enabl i ng Wndows Login in W ndows NT:

1. Press Crl + Alt + Delete and then click Change Password.

2. Type in your new password and confirmit by typing it again.

3. Press OK, and then press Ck again.

4. Once you are back to the Wndows NT Security dial og box, hit the ESC key,
which will take you back to the W ndows NT desktop

5. Reboot the conputer.

On Wndows 9x machi nes, the login can easily be bypassed by pressing ESC when it
cones up. You will

then be taken to the desktop. Not really a good formof security but it could
keep soneone who isn't

famliar with Wndows security from accessing the desktop

2.7 Screen Saver Password

The screen saver password can be a useful security neasure if you happen to

| eave your desk/cubicle at work or even at your hone (depending if you have a
nosey fam |y or your just real paranoid). Wen you | eave the conputer unattended
to, your screen saver will pop up during a set anmpunt of time. To get back to

t he desktop you would have to enter a password. This can be useful for

di scouragi ng unaut hori zed snoopers while you are away from your conputer unless
t hey reboot your system which will take you back to the desktop if no W ndows
login is present. So you' re saying to yourself, “WlIl what kind of security is
that? All they have to do is restart the stupid conputer.” True, but renenber,
this is Wndows we are tal king about and security isn't what they are known for
Al'so, if you are snooping on sonmeone el se’'s conputer, you want to get on and get
off as fast as you can. The intruder would have to take into affect how nuch
time it would take for the owner of the conputer to get back to the desk, the
allotted time it takes to restart the conputer, if the conmputer has a login
(assunmi ng he/ she doesn’t know about the ESC bypass on Wndows 9x distros), and
the suspicion, by the owner, of the closed applications or programs that were
left running on the desktop (if any). Al of that, conbined with sone
nervousness, would add to the security part of the screen saver password in ny
opi ni on.

Enabling the Screen Saver Password in W ndows 9x:

1. Right click on the desktop and go to Properties.



2. Go to the Screen Saver tab, check the box marked Password Protected, then
press Change.

3. Enter your password, confirmyour password, then press Ok, then click Apply,
then press .

2.8 File and Print Sharing

File and print sharing is an option that is part of the w ndows networking which
enabl es a user to share files an printers with any person over a network or over
the internet. Wen this option is turned on, the port 139 opens on your conputer
(I"1'l get nore into ports a little later). This is the port in which file and
print sharing takes place on. Though this port serves a valuable purpose, it is
al so one of the npbst dangerous ports there is and the port that npbst hacks occur
on.

Mal i ci ous hackers love this port because it is very easy to gain entry to

anot her person’s W ndows conputer when the file and print sharing option is
activated w thout a password protecting it. If you are not using file and print
sharing for anything then | strongly urge you to nake sure it is disabled in the
networ ki ng options. If you are on a connection that is online 24/7, such as
cable or DSL, and file and print sharing is enabled w thout your know edge and
your systemhas no firewall, then sooner or later you will be hacked. Here are
sone directions on where to go so that you can check and see if file and print
sharing is disabled..

To enabl e/ disable file and print sharing on Wndows 9x:

1. Goto Start, and then to Settings, then press Control Panel

2. Double click on the Network icon

3. In the Network w ndow that pops up click File and Print Sharing at the
bott om

4. Make sure both boxes are de-selected then press OK then Ck again.

5. Reboot your conputer only if the boxes were checked.

To enabl e/ disable file and print sharing on Wndows NT/2000:

1. Go to Start, and then to Settings, then press Control Panel
2. (Wndows 2000 Only) Double click Adm nistrative Tools.
3. Double click Services, then Server

4. Select Disabled for Startup Type, then click Apply, then K

2.9 File Security

Ever had sone files on your conputer that were very inportant and you j ust
wanted to keep them safe or out of reach fromyour curious famly nmenbers? Did
you ever have a file that you wanted to nake sure was practically unrecoverabl e
fromyour computer? Well, securing your data can be very useful when you are on
a conputer that someone el se has or could have access to. You don't want sone
stranger roanmi ng through or editing your files while your gone. Providing
yourself with this type of file protection can be done in a few ways.

Every Wndows file has certain attributes that give the operating system or
software information on how the file is to be used. These attributes thensel ves
can give the files their own type of security. Wen you right click on a file
and go to “properties” you will notice at the bottomthat the file has certain
attributes naned Read-only, Archive, Hidden, and System Wen sel ected, these
options performthe follow ng functions:

Read-onl y- when this option is checked, the file will be readable but unable to
be nodifi ed.



Archive- this option indicates that the file has been changed or edited since it
was | ast backed up.

H dden- this option means the file is hidden fromnormal directory searching.
System systemfiles are nornally used by the OS. Do not edit or delete them

unl ess you are advanced.

Qut of these four options a person would nost |ikely use “read-only” and

“hi dden” to secure their files. If you set a file as read-only, it would renind
a user who is attenpting to edit the file that the file isn't neant to be
changed. Now | know this isn't a type of naximum security, unless you are
conputer illiterate and don’t know how to turn the read-only option off, but it
woul d hel p in rem nding a non-mni schi evous person to “do not touch”. The “hi dden”
option can be nore useful in that it can be used to hide your entire file from
anyone doing a file search on Wndows Explorer (not Internet Explorer) or DCS
“dir” search. Once your file is hidden, you can access it by going into the
directory that you placed it in by using the Wndows Expl orer address bar. Then
type the path nane of the hidden file (i.e. C\Wndows\Hi dden_File). Another way
istogointo the Tools options at the top of Wndows Explorer, then down to

Fol der Options, then click on the View tab, then look in the Advanced Setti ngs
box, then check Show All Files, then press k. You can set the option back to Do
Not Show Hi dden or System Files when you have found your file. In DOS, to show
hi dden files all you have to do is type the command “dir /A".

Anot her way to secure your files is to encrypt or password protect your files.
The files thenmsel ves do not cone with a pass wordi ng function but you can secure
your files by pass wording Wndows |ike shown before or you can do it with the
hel p of third-party software such as WnZip. | think the vast najority of

W ndows users use the program WnZip so | will use this as an exanple and give
the nanes of other potential pass wording prograns as well as file encryption
prograns afterward.

To protect your files using WnZip you first have to zip it. Sinple enough. \Wat
a zip file does is take multiple files (or one single) and conpresses theminto
one single zip file ending in the extension “.zip”. Let's say you have a file
that you want to keep private by pass wording it with WnZp.

Enabling the WnZip password protection

1. Find your file. Right click on it and press “Add to Z p”.

2. (nmultiple files only) Find the folder that your files are in. Right click on
it and press “Add to Zp”.

3. Once the WnZip wi ndow appears press “l agree”. At the bottomright hand
corner click “Password”.

4. Enter your password then re-enter it. Press K.

5. Set the correct path that you want the zip file to be stored in. Press Add.
Exit WnZip.

6. Find the location of the file you zipped it to and to unzip it you will need
your password.

Remenber, if its real sensitive infornation you can add |ots of characters to
your password schene along with using the strong encrypti on nethod shown
earlier. Now!l won't lie to you, there are WnZip password crackers out there
capabl e of breaking your pass. Although, | counted a maxi rum of 100 possible
characters you can add as your password in WnzZip. If strong encrypti on was
added to that, that would be a hell of a password. So if you have sensitive

i nformati on make sure it's a |l engthy password of over 10 characters and set the
zip file as a “hidden” file Iike we di scussed before.

To find other software titles that will help you password or encrypt your files
you can search the followi ng websites:



Downl oad. com
ZDNet Downl oads
Tucows
DaveCent r al

File security doesn’'t have to be limted to just password protecting,
encrypting, or storing your files, it can also deal with making sure your files
are never retrieved after you have deleted them Yes, that’'s right, retrieval of

files that have al ready been deleted or shall | say, “deleted”. To those of you
who don’t know, once you delete a file, Wndows sends that file to the recycle
bin, and after you enpty it fromthe recycling bin its still not quite gone from

your system which nmeans inportant or private data that you didn't want anyone
to see can still be recovered.

In Wndows, there is a (FAT), or File Allocation Table. This table keeps track
of where the files are on your hard drive. Wen a file is witten, it is stored
in different clusters that may be scattered all over your hard drive. \Wat the
FAT does is keep track of the order each cluster is in and where it is |ocated.
W ndows will then reassenble the clusters into a conplete file and places it
wherever you want it to be read. So when a person deletes a file fromthe
recycle bin, they are only deleting its entry fromthe FAT. The file itself
still stays on the hard drive until it is overwitten by new data. Anyone who
knows where to | ook can find this supposedly deleted data by using certain data
recovery prograns such as here

This final section on file security is for the utterly paranoid or anyone who

wi shes to sell his/her old conputer, but wants to nake sure the hard drive is
free fromany information that might be a threat to your personal privacy or
your security. This section is on “disk w ping” (which is also sonetines called
file shredding). Disk wiping is alnmost like file shredding except it has nothing
to do with tearing up a file before it is deleted. It deals with overwiting all
data on the hard drive itself and making sure old, deleted data cannot be
recovered.

Disk wiping (as well as file shredding) uses the follow ng deletion algorithns
to secure a hard drive:

Single Pass — The data area is overwitten once with 0's, 1's, or pseudorandom
dat a.

DoD Met hod — The standard approved by the Departnent of Defense in which the
data area is overwitten with 0's, then 1's, then pseudorandom dat a
(alternatively once or nore than 3 or nore tines. The data standard for this can
be found in section '8-306. Mintenance' of the Departnent of Defense nanual

whi ch can be found here. The nanual basically gives instructions on how to
totally overwite data by cleaning and sanitizing it on nagnetic tape, magnetic
di sk, optical disk, nenory, equipnent, and printers, making sure the data is
conpletely sanitized or destroyed. If you are planning on getting rid of any of
your conponents on your conputer that may hold data you should read it because
it’s quite interesting and informative.

Guttman Method — a very secure nmethod that overwites the data area 35 tines.
NSA erasure al gorithm — NSA approved nethod of deletion in which a seven-pass

overwite is used on the data area.

Di sk wi ping overwites by layers. Wat this nmeans is you have a surface of data
clusters that still nay contain file infornmation until sonething overwites it.
When | say that 0's and 1's are used, | nmean that a layer of 0's (or nulls) are



stacked onto the data area, then a layer of 1's are stacked onto the 0's, then a
| ayer of 0's are stacked onto the 1's, and so on dependi ng on how rmany passes
you plan on meki ng and what overwite nmethod you plan on using. After that, a

| ayer of pseudorandom data is stacked on top of the 0's and 1's. Obviously, the
nore you overwite data, the less likely it will be for anyone to recover it.

One of the better disk wiping utilities you can use are Eraser, CyberScrub, and
BCW pe. If you don’t care to spend any noney, you can attenpt to search for ones
that are free on the downl oad sites | showed you earlier

| have to also recommrend a paper called Secure Del etion of Data from Magnetic
and Solid-State Menmory by Peter CGuttman, for anyone who wi shes to learn nore on
t he subject.

2.10 Wndows Update

Every so often, Mcrosoft will find vulnerabilities in its Wndows software and
create patches or fixes for the problem At the same time, they also will create
upgrades and software conmponents that can hel p your conputer to run better. They
make t hese conponents available to their consumers by adding themto a part of
their website called Wndows Update. It is recomended and sonetines necessary
that all Wndows users visit the Wndows Update site on a regular basis. Most

W ndows users can find an icon link to the site by pressing Start, then
scrolling your nmouse pointer up to the top of the Start nenu and | ooking for an
i con that has “Wndows Update” next to it. If you don't have it then you can go
visit the site by clicking here.

3.1 Renpte Security

3.2 Port Nunbers

In dealing with renpte security over the Internet, we cone to what's called port
nunbers. These are, in Transm ssion Control Protocol (TCP) and User Datagram
Protocol (UDP), a series of numerically assigned ports, which are used to
connect a client or send data to and/or froma client to a server through
different yet specific processes or services running on each port. For exanple,
if a hone conputer wanted to connect with a university server through telnet, it
woul d have to connect to port 23 of the university server, which is the default
telnet port. If a client wanted to connect to a server via File Transfer
Protocol (FTP) (port 21) to transfer files, the client would have to send a
request to the server in which the server would verify which port the request is
asking for and then connect the client to the requested port, which is port 21
of the university server

The Internet Assigned Nunbers Authority (1ANA) holds a list of port numbers,
their protocol, and what processes are running on them If you wish to see the
list, you can go here

3.3 Firewalls

Firewal | s are progranms, which protect the resources of a private network from
unaut hori zed entry by users of another network. Al data flowing in and out of a
networ k or your conputer goes through the firewall. They can be both hardware
and software and are used to block and regul ate what data is acceptabl e and not
acceptabl e for access through the ports of a conmputer network.

Sone firewalls are made for packet filtering, which nmeans they filter out what
packets (data nessages) are allowed to go through the firewall depending on a
set of rules created by the user. Oher firewalls, nore notably called proxy
servers, sit between you (or a network) and the Internet and filter al

i nformati on through the proxy (also providing caching) along with providing
protection for the LAN (Local Area Network) or your conputer by hiding the
conputer’s Internet address from outsiders.



So why should you get a firewall anyway? Well, for one, you can go on the
Internet and downl oad really good ones now for hone use for free! So now you
don’t have any excuses not to get one to protect your conputer while online. It
al so doesn’'t nmatter what type of connection you have since a firewall can be
used on anything froma slow 28.8k nmodemto the highest speeds avail abl e.

Anot her reason is obviously for security. Unfortunately, the Internet has people
on it who think they can do whatever they want w thout getting caught. These
people like to go around and tanper with or break into other people’s computer
systens. On W ndows systens, port 139 (Nethios/file sharing port) is the nmain
target by attackers who want to use prograns to flood a connection offline or
break into a conputer if file sharing is turned on. Afirewall is the first |ine
of defense to stop these idiots frompenetrating your system

Afirewall is a nmust for users of cable or DSL connections since these
connections stay online 24/7 and are the nost likely to be the main target of a
conput er break-in. Mst cable and DSL connections also have a static IP
addresses, which neans your conputer’s Internet address is always the sane when
you are online and never changes like a dynam c |IP would. This neans that the
attacker would be able to find your conputer online any day of the week if

he/ she felt that your conputer was exploitable. Firewalls can add to the
security of your conputer greatly while online or on a network in that they wll
hel p bl ock the ports that these attackers are trying to gain access to or
exploit. Also, alnpst all of themcone with | ogging capabilities that will [og
(by date, tinme, nonth, connection type, type of attack, attacker’s computer
address, etc) anyone attenpting to access the ports on your conputer.

So you’'re not sure which firewall to get but you would like one that is
af fordabl e, user friendly, and one of the best? Well | picked two of the free
ones that |I've tried and al so the ones that seemto be the nobst popular...

Tiny Firewall 2.0.15 — A personal favorite of mine, which is why | use it. It is
a free firewall that is easy to install and cones with |ocal and renote

admi ni stration access as well as logging capabilities. Easy/novice understandi ng
of its configuration is needed. Advanced features include the ability to edit,
add, and delete filter rules for one port, nultiple ports, or a specific renote
| P address/range. For nore infornmation on Tiny Firewall, including an online
manual , visit its website at http://ww.tinysoftware.com

Zone Alarm 2.6 — Zone Alarmis a free firewall, which extracts itself when you
download it for easy installation. It’'s nmade for people with little know edge of
net wor ki ng. Zone Alarm cones with a configuration that’'s real easy to understand
and easy to configure. Two gauges on the side nonitor incom ng and outgoi ng
activity. Logging includes a “Wois” function to identify unauthorized
intruders. Has a stealth node that makes your connection seeminvisible to
outsiders while online. A drawback is that it comes with sone spyware that you
can renmove qui ckly by downl oading the free program Ad-aware to fix that problem
For nore information on Zone Alarmvisit its website at

http://ww. zoneal ar m com

Here is sonething that a | ot of people don't understand and are quick to panic
about. Once you download a firewall, you m ght wonder why it is warning you that
your ports are being probed. You might even think your being hacked. \Vell
chances are your not. The odds of soneone deliberately hacking your conputer for
personal reasons are very slim For soneone online to exploit a conputer, they
need to find one that is vulnerable. Searching for a vul nerable conmputer on the
Internet one by one is extrenely tedious. So instead of searching one by one,
attackers will use port scanners to scan a w de range of conputers for

vul nerabl e ports (the main one on a Wndows conputer is always port 139). You
may think at first that its just your conputer that is being scanned when in
actuality, the port scanner just skimred over your ports (since it saw your
ports were protected by a firewall) and noved on to the next conputer in what



could be a series of thousands of other conputers waiting to be scanned on the
net. If your firewall is alerting you constantly about this then you should
| ower your security settings if you don't wish to be bothered.

3.3 Viruses

Avirus is an artificial or nman-nade code or programthat is nade to secretly
infect or attach itself to one’'s conmputer by infecting executable files and

i mportant systemfiles on your hard drive by replicating or copying itself which
can use up your conputer’s nenory. Cenerally they are harm ess but can also be a
danger to the files on your conputer depending on what they were programed for

Not all viruses are the sane and only do the tasks that they were programed to
do. There are viruses that are only programmed to infect programfiles for the
sol e purpose of damaging themor interfering with the conputer’s operations.
Sonme viruses, called nmacro viruses, are progranmed to infect applications such
as Mcrosoft Wrd or Excel, executing itself each tinme the application is
opened. O her viruses can infect the boot sector of floppy disk and hard drives
whi ch nmeans that if the boot sector of a hard drive is infected then any fl oppy
you put init will be infected and if the boot sector of a floppy is infected
then the floppy can infect the conputer that you inserted the floppy into.
Viruses called nultipartite infect both the boot sectors of hard drives and
floppies as well as programfiles. So how does one’s conputer becone infected
with these viruses? Here are a few ways...

Conmon ways to catch a conputer virus:

1. Through the exchange or use of infected floppy disks, CDs, Zip disks. Even if
these itens are brand-new are cone straight froma trusted friend, they can
still be unknowi ngly infected.

2. Downl oading infected files fromthe Internet, especially third-party vendors.
(I'f your going to downl oad anything off the internet, nake sure the website is
trustworthy and reputable)

3. Through enail attachments. (Make sure you scan the file with a virus scanner
first before you open an attachnent)

4. Be careful of double file extensions |ike “Poens.txt.exe” that are nmade to
trick a person into thinking they are downl oading a text file when they are
really downl oading a virus program

5. Through file transfers while in chat sessions and instant nessenger chats.
(Never except strange downl oads froma stranger, especially ones that end in
. exe, .sys, .vbs, .zip)

Remenber, a virus can only infect your computer if you execute the file that it
cones in. This neans that even if you download a file that contains a virus, you
aren’t infected yet. You will only be infected if you execute the file (double-
click it). This is why they say you should scan a file first with a virus
scanner before you open it. If you scan the file and your virus scanner shows
that the file is infected, just delete the file or in sone cases, your Vvirus
scanner will put it in quarantine for you (nmore on virus scanners in a bit).

So that was comon ways on getting infected with a virus. Hopefully this next
bit will make even | ess paranoid of viruses. Here are a few things that viruses
cannot do...

Conmmon virus misconceptions:

1. Viruses absolutely cannot harm your hardware or physical conputer conponents.
They can only harmthe data inside. Al so, a virus cannot blow up your processor



or monitor, so for all you rookies, this is real life, not the novies, let’s not
get crazy.

2. You cannot get a virus fromreading your email. You would need to execute an
infected attachnent to catch a virus. (Hotmail and Yahoo namil both run virus
scans on attachnents first before you can download the file.)

3. Computer viruses cannot run on your systemuntil they are executed.

4. You can still get viruses fromdisks and CDs even if they are brand new so
don’t think that just because you just bought it, doesn’'t nmean it won’t contain
a virus.

5. Viruses are not alive. (Yes, sone people actually believe or question this.
*sigh*) They are only prograns doi ng what they were progranmed to do.

So now t he next question is, “How do | protect myself against these viruses?”
For one, you can read over the steps we just went over to see how people can get
i nfected, and secondly, you can download or buy yourself a virus scanner, which
wi |l keep watch on your conputer (as long as its turned on) and warn/protect you
fromany files that you would receive that night contain a virus. They al so can
scan your system automatically (by a set schedule), and keep you informed of any
knew virus definitions (list of new viruses found to scan your conputer with) to
make sure your systemis virus free. The two top virus scanners out for W ndows
are Norton AntiVirus and MAf ee.

It’s inmportant to have a virus scanner on your computer since viruses are
spawni ng faster than there are ways to stop them even if you have to spend a
little noney. | guess you have to ask yourself, “How nuch is your data worth to
you?”

3.4 Trojans

Derived from Greek | egend in which the G eeks won the Trojan War by hiding in a
| arge, hollowed out horse to gain entrance to the City of Troy, the conputer
version of a trojan will cone off as (hidden inside of) a useful application
such as a free screensaver or chat program only to |later display harnl ess
nmessages, destroy files, or create a backdoor in your systemfor an intruder to
gai n access to your conputer. Atrojan is not a virus because it does not
replicate itself.

You can get a trojan on your conputer in nmany of the same ways you can get a
virus, but one of the main purposes of the trojan is for an intruder to access
your computer renotely and even control it. You do not want one of these things
on your systemat all. If an attacker installs a trojan on your conputer by
getting you to downl oad sone application, he/she can browse through your files
and even your registry, format your hard drive, spy on you by view ng what you
type on chats or instant nmessengers, spy on you through your webcam listen to
you tal king through your own nicrophone, read your enmil nessages, etc.
Basical ly, just about anything you can do on your conputer locally, the attacker
can do renotely.

The nobst notorious of these trojans are Back Orifice, SubSeven, and Netbus. The
Internet is filled with imuature little teenage boys who think they are hacking
gurus because they can trick people into downl oadi ng one of these prograns that
they didn't even create so that they can gain access to others conputers. Online
soci ety has dubbed these people “script kiddies” because they use tools that
were created by other people for malicious attacks. They have no conprehension
on how to use these trojans properly (even sonetines infecting thenselves in the
process), which nmakes them even nore dangerous to your conputer. So how do you
know i f you get infected with one? Here are a few synptons...



Possi bl e signs and synptons due to trojan infections:

1. Your CD-ROM door opening and closing by itself (classic sign).

2. Messages start popping up on your nonitor screen that appear to be talking to
you.

3. Your printer may print out strange nessages on its own.

4. Your nmouse pointer may start having a life of its own.

5. An unknown person starts typing in your instant nessage wi ndow when you are
talking to a friend

6. Anything weird and out of the ordinary that your Wndows PC does (excluding
the errors, screen freezes, and blue screens of death).

If you think you have a trojan than you should turn off your conputer. Once you
sign on again (offline) you can find out if you have one by seeing if there are
any comon trojan ports open by going to the DOS pronpt and type in the comand
“netstat —-a" (without the quotes). For a list of conmon W ndows ports that
trojans run on, you can go here.

Even though trojans aren’t viruses, antivirus conpanies still add themto their
virus definitions to prevent trojans and these people from expl oiting other
peopl e’ s computers w thout their knowl edge. So it is always good to have a virus
scanner running on your conmputer. There are al so scanners designed for the sole
purpose of finding and deleting trojans fromyour system The C eaner and
LockDown are two good ones that you can download for a free 30-day trial

3.5 Denial of Service Attacks

A Deni al of Service (DoS) attack occurs when a nalicious person(s) sends anot her
user or server a |large anmount of data for the sole purpose of disconnecting the
connection fromthe internet, slow ng down or disabling their services, or
crashing the renote system DoS attacks are mainly just used to cause
destruction froma single person or a group a people who wish to flood anot her
person, websites, or servers of conpanies or organizations. To businesses, an
attack on the conmpany website could render the site unreachable for hours or
nore by its consunmers which could cause the business to | ose noney or even
damage t he website servers.

A person-to-person (one person flooding another) attack would nost |ikely occur
on chat servers that support Internet Relay Chat (IRC). IRCis filled with
people who like to use these attacks (called “nukes” on | RC) against others for
fun, to kick people off the chat server out of anger, to harass soneone, or to
show ot hers that they are “powerful”. The basic DoS attacks used on here consi st
of ping attacks (sending |arge | CVWP packets to a host; also called Ping of
Deat h) and SYN attacks.

The majority of Internet users who do use these attacks are teenage kids who
don’t even know that it is illegal. Yes, that’s right boys and girls, illegal.
To all those who do use DoS attacks (nukes or nukerz for the extrenely | ane),
you shoul d know that inflicting any harmto soneone’s conputer as well as
tanpering with it by renote flooding of any kind is illegal in the United States
under the National Information Infrastructure Protection Act of 1996 and
Conput er Fraud and Abuse Act of 1986. If you are caught you could go to jail for
a good anount of time as well as pay a hefty fine. | doubt using these attacks
on people is worth all of that.

Protecting your conputer fromone of these attacks is not easy. People on dial-
up are the easy targets since their connections are slower and nore people
nowadays use cabl e or DSL connections, which are nuch faster and can easily send
nore data to a host to slow it down, disconnect it, or crash it. The best way to
protect yourself is to update your conputer with the necessary patches and
install a good firewall. This should protect you froma few of the attack tools



t hat some attackers use online. For nore informati on on the tools these
attackers use and patches for them visit http://ww.irchelp.org

3.6 Checking Your Security

A good way to see if your conputer is renptely secure is to run it through
security tests. You can do these checks yourself or you can do it with the help
of Internet security sites. Here are a few things you can do...

1. (For people with firewalls) Use a port scanner to scan your system and see if
any of your ports are visible or open. If they are then nake the necessary
adjustments to your firewall rul esets. Al so, anyone can test their systenis
security by doing a quick security check test at ShieldsUp!, HackerWacker, and
Symant ec Security Check. Those who don’t have firewalls can use these tests to
see just how vul nerabl e you are.

2. Make sure that you scan your computer for viruses every 2 weeks and al so make
sure your virus scanner is updated with the latest virus definitions.

3. Use the Wndows Update to downl oad any necessary system patches or upgrades.

4.1 Concl usi on

Finally finished. This paper sure took up a lot of nmy time. |I hope you |iked
readi ng this paper as much as | liked putting it together for you and hopefully
you found it useful and | earned sonmething new fromit at the sane tinme. Having
read this paper, you now should have a better understanding on what to do to
secure your Wndows PC. Al ways remenber that your security is what you nake of
it, and with a little tinme, patience, and know how, your W ndows box can be a
“hard target” for any intruder or attacker
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