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Chapter 1. Introduction

The aim of this paper is to document some not well-known characteristics of Windows systems (based
onthe NT kernel, i.e Windows NT, Windows 2000, Windows X P and Windows Server 2003) TCP/IP
stack and network services.

Thefirst section of the paper focuses on Windows systems TCP/IP stack, highlighting some specificities
that are not well known.

The second section briefly mentions the SMB/CIFS protocol, which is probably the most important
network protocol on Windows systems (not to be confused with NetBIOS over TCP/IP, as frequently
seen, which isjust atransport protocol for SMB/CIFS). The reference documentation for SMB/CIFSis
Christopher Hertel's book, Implementing CIFS [1]

The third section deals with MSRPC, a core Windows subsystem that implements a remote procedure
call method, used for local processes communication as well as remote procedures calls.

In addition to the present paper, other presentations and documents related to Windows network services
are also available:

« Windows network services internals (November 2003)

. MSRPC null sessions: exploitation and protection (June 2005)

. Active Directory network protocols and traffic (May 2005)

. Active Directory network protocols and traffic (September 2004)

« Minimizing Windows Server 2003 network services (March 2005)

« Minimization of network services on Windows 2000 and XP systems (September 2002)
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2.1. Introduction to Windows TCP/IP stacks

The software that implements the various network protocols needed in TCP/IP environmentsis usually
referred as a TCP/IP stack. On most systemsincluding all versions of Windows NT, the TCP/IP stack is
implemented in kernel mode. In the case of Windows NT, the tcpip.sys driver implements the TCP/IP
stack.

All Windows NT versions up to Windows X P and Windows Server 2003 shipped with the first
generation of Windows TCP/IP stack. Windows Vista and Windows Server "Longhorn” include the
second generation of Windows TCP/IP stack.
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2.2. Windows 2000/X P/Server 2003 TCP/I P stack
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2.2. Windows 2000/XP/Server 2003 TCP/IP stack

Two white papers published by Microsoft document in details the TCP/IP stack (first generation)
implemented in Windows 2000, Windows XP and Windows Server 2003:

. Microsoft Windows 2000 TCP/IP Implementation Details
. Microsoft Windows Server 2003 TCP/IP Implementation Details

In addition, several articles published in the Cable Guy TechNet column [2] document with details
features of the TCP/IP stack:

« December 2001: |P Routing

« January 2002: How the Windows XP Network Bridge Works

. February 2002: |P Multicast Overview

« October 2002: Understanding the IPv6 Routing Table

. June 2003: The Reliable Multicast Protocol Component of Windows Server 2003

. September 2003: Default Gateway Behavior for Windows TCP/IP

« January 2004: New Networking Features in Microsoft Windows XP Service Pack 2

« July 2004: Path Maximum Transmission Unit (PMTU) Black Hole Routers

. December 2004: New Networking Features in Microsoft Windows Server 2003 Service Pack 1
. October 2005: TCP/IP Packet Processing Paths

. December 2005: Windows TCP/IP Ephemeral, Reserved, and Blocked Port Behavior
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2.3. No privileged ports

Unix systems implement privileged ports. ports lower than 1024 can only be used by the system
administrator (root user). Considering that typical internet serversrun on alow TCP port (for example,
25/tcp for an SMTP server or 80/tcp for an HTTP server), this limitation ensures that only the system
administrator can run such servers.

Windows systems do not implement privileged ports. As a consequence, anybody can bind a TCP or
UDP server on alow port. As explained later, this has some serious security implications.
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2.4. Ephemeral ports allocation

This section was written prior to the publication of the Windows TCP/IP Ephemeral, Reserved, and
Blocked Port Behavior Microsoft article, which contains a detailed explanation of how TCP and UDP
ports are used in Windows XP and Windows Server 2003.

In the TCP/IP model, dynamic ports are typically used as source port by a TCP or UDP client, to
communicate with aremote TCP or UDP server, using a well-known port as destination port. In
Windows systems, dynamic ports are also used by RPC services (in that case, a portmapper serviceis
needed to find the appropriate RPC service).

When an application or driver requests adynamic TCP or UDP port from the TCP/IP driver, the
allocated port belongs by default to the 1025-5000 range (port 1024 is apparently never used on
Windows systems).

The upper limit of this range can be changed, modifying the following registry value:

Key: HKLM SYSTEM CCS\ Ser vi ces\ Tcpl p\ Par anet er s\
Val ue: MaxUser Port ( REG _DWORD)
Default val ue: 5000 (decinal)

Thisrangeis shared for TCP and UDP ports. Moreover, dynamic ports are allocated incrementally. For
example, if an application requests a TCP port and obtains TCP port 1025, the next application
requesting a UDP port will obtain port 1026.

Exclusion from the dynamic port range can be configured with the ReservedPorts registry value:

Key: HKLM SYSTEM CCS\ Ser vi ces\ Tcpl p\ Par anet er s\
Val ue: ReservedPorts (REG MUTI SZ)

Configuring this value can be necessary when some services need afixed port in the lower part of the
dynamic range, like 1080/tcp for a SOCK'S proxy or 1433/tcp and 1434/udp for MS SQL Server.
Otherwise, such ports may be dynamically allocated before services startup, which would cause the
service start failure.

However, it seems that the ReservedPorts registry value is also used by the Windows 2000 IPv4 NAT
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driver [4], to determine which range can be used for source ports of NATed connections.
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2.5.1. netstat command

Systems implementing the TCP/IP protocol typically include the netstat utility, which can be used, anong other things, to
list opened sockets.

The netstat command of Windows systems is known to be buggy:

. Before Windows NT 4.0 SP3, netstat does not display listening TCP ports[5]
« OnWindows NT 4.0, netstat displays TCP ports as listening, when sockets are only bound to UDP ports [6]

The second bug can lead to suprising netstat outputs on Windows NT 4.0 systems. One particularly odd result is that TCP
port 135 (used by the rpcss service, as explained later) is displayed twice in netstat outputs:

C.\WNNT>netstat -anp tcp | find ":135 "
TCP 0.0.0.0:135 0.0.0.0:0 LI STENI NG
TCP 0.0.0.0: 135 0.0.0.0:0 LI STENI NG

UDP 0.0.0.0:135

Thisis because the rpcss service opens both ports 135/tcp and 135/udp. But, with the bug aforementionned, 135/tcp is
displayed a second time. This explains why 135/tcp appears twice.

Another serious bug existsin all versions of Windows NT systems before Windows Server 2003 and Windows XP SP2:
for each outgoing TCP connection established from a Windows system, the local source port isdisplayed as LISTENING

[7].

In the following example, a TCP connection was established to port 22 of aremote server. The TCP/IP driver allocated
port 1367 as source port for the connection. In the netstat output, the port appearsin the LISTENING state:

C.\ WNDONE>net stat -anp tcp | find ":1367"
TCP 0.0.0.0: 1367 0.0.0.0:0 LI STENI NG
TCP 192. 70. 106. 142: 1367 192. 70. 106. 76: 22 ESTABLI SHED

However, thisport is not really in the LISTENING state, i.e, it is not possible to establish a new TCP connection on port
1367. Using hping [8] to send a TCP segment with the SYN flag set, a TCP segment with the RST-ACK flagssetis

returned:

j bm@ar barek ~> sudo hping -S -c 1 192.70.106.142 -p 1367
HPI NG 192. 70. 106. 142 (epl 192.70.106.142): S set, 40 headers + 0 data bytes
| en=46 i p=192. 70. 106. 142 fl ags=RA seq=0 ttl =127 id=47511 win=0 rtt=3.7 s

--- 192.70.106. 142 hping statistic ---
1 packets tramtted, 1 packets received, 0% packet | oss
round-trip mn/avg/max = 3.7/3.7/3.7 ns



It turns out that this bug comes from an incorrect mapping between TDI objects and TCP sockets.

The Winsock APl (implementation of BSD sockets APl on Windows systems) isimplemented on TCP/IP using the Afd
driver, which usesthe TDI (Transport Driver Interface) APl to communicate with the TCP/IP driver.

To implement an outgoing TCP connection, the Afd driver creates two TDI objets:

. aTDI address object
. aTDI connection object

Using asimple TCP client (nc.exe, [9]) to establish a TCP connection to port 22 of aremote server:
C\WNNT>nc -z 192.168.1.254 22

the implementation at the TDI level can be monitored, using the TDIMon tool [10]:

1 8246D3F0 | RP_MJ_CREATE TCP:0.0.0.0:0 SUCCESS Address Open

2 8246D3F0 TDI _SET_EVENT_HANDLER TCP: 0. 0.0.0: 1038 SUCCESS Error Event

3 8246D3F0 TDI _SET EVENT_HANDLER TCP: 0.0.0.0:1038 SUCCESS Di sconnect

Event

4 8246D3F0 TDI _SET_EVENT_HANDLER TCP: 0. 0.0.0: 1038 SUCCESS Recei ve Event

5 8246D3F0 TDI _SET_EVENT_HANDLER TCP: 0. 0. 0.0: 1038 SUCCESS Expedi ted Receive

Event

6 8246D3F0 TDI SET EVENT HANDLER TCP: 0. 0.0.0:1038 SUCCESS Chai ned Recei ve
Event

7 8246D3F0 TDI _QUERY_ | NFORMATI ON TCP: 0. 0.0.0:1038 SUCCESS Query Address

8 824Cl1AEQ0 | RP_MI_CREATE TCP: Connecti on obj SUCCESS

Cont ext : 0x822CF9B8

9 824Cl1AEO0 TDI _ASSOCI ATE_ADDRES TCP: Connecti on obj SUCCESS

TCP: 0. 0. 0.0:1038

10 824C1AEO0 TDI _CONNECT TCP: 0. 0.0.0: 1038 192. 168. 1. 254: 22
SUCCESS

The output can be interpreted as follow:

. line 1, acreaterequest IRP_MJ_CREATE) for aTDI address object is sent to the TCP/IP driver. The drivers
returns an object with 0x8246D3F0 address.

. fromline 2toline 6, handlers are associated with the object, for the different events that can occur. In particular,
line 4 associates a handler to receive notifications when data arrive on port 1038.

. line 8, 9 and 10 show the creation of the TDI object used to represent the outgoing TCP connection. On line 10,
the TDI_CONNECT command establishes the TCP connection to port 22 of the machine with 192.168.1.254 as
IP address.

Thus, it appearsthat at the TDI level, a TCP connection isimplemented using two TDI objects:

. One object representing the TCP connection itself
. One object used to receive data sent to the local port

The problem isthat the GetTcpTable() API retrieving the content of the current TCP connections table incorrectly



trandates the second TDI object as a TCP listening socket. As a consequence, the port is displayed as LISTENING by the
netstat command. Note that any tools using this APl will report incorrect results. Thus, results of such tools must be

analyzed carefully, to filter ports reported as LISTENING. This bug has been fixed in Windows Server 2003 and in
Windows XP SP2.
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2.5.2. ldentifying processes behind sockets

Starting with Windows X P, the netstat command can be used with the -0 option to identify which
process opened a given socket [12]. Starting with Windows XP SP2 and Windows Server 2003 SP1, the -

b option can be used instead of the -0 option.

In October 2005, Microsoft documented the availability of a Windows 2000 update [13], adding support
for the -0 netstat option.

On systems where the -0 netstat option is not available, the following tools can be used:

. Sysinternal's TCPView (GUI) and tcpvcon (command-line interface) [14]
. Fport [16]

These tools will give the PID (Process Identifier) of processes using sockets.

However, knowing the PID is not always enough to identify precisely which system component opened
agiven socket, particularly in the following cases:

. Standard Windows servicesrun in afew shared processes (ser vices.exe, svchost.exe). The
aforementionned tools return the PID of the process but can not identify which service in a shared
process opened a given socket. It is then necessary to stop services inside the shared process, to
determine which service owns a given socket.

. Some sockets are reported as owned by the System process.

On a default Windows system, some sockets will be reported as owned by the System process (pid 8 on
Windows 2000, pid 4 on Windows XP and Windows Server 2003): these sockets are opened by drivers
communicating directly with the TCP/IP driver in kernel-mode.

It is not possible to statically identify which driver opened a given port. Thus, it is sometimes hard to
figure out why aport is opened when it has been opened by a driver. For example, on some Windows
systems, port 1025 (the first dynamic port) seems to be opened by an unknown driver at system startup.

The following well-known ports are opened by the following drivers:

« 137/udp, 138/udp, 139/tcp, 445/tcp, 445/udp: netbt.sys



. source ports used for outgoing SMB sessions (with a TCP destination port equal to 139/tcp or
445/tcp): netbts.sys
« 1701/udp, 1723/tcp: raspptp.sys

For more information, alist of TCP and UDP ports used by Microsoft Server Productsis available [15].
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2.6.1. SO EXCLUSIVEADDRUSE socket option

2.6.2. Example of multiple bindings: NetBT driver in Windows NT 4.0 SP6a
2.6.3. Multiple sockets bindings

2.6.4. What happens when SO EXCLUSIVEADDRUSE is not used?

2.6.5. Windows services and drivers protected against socket hijacking

2.6.6. Global protection against socket hijacking

2.6.7. Diagnosing socket binding problems

As explained earlier, Windows TCP/IP stack does not implement privileged ports. More precisely, any
process can bind a socket to any port, even when a socket is already bound to a port. Thus, it becomes
possible to hijack a TCP server.

Thiskind of vulnerability was published for the first time in february 1998, in the security advisory NT
port binding security [17].

This advisory showed how, for example, any user could hijack the Windows NT 4 SMB server, binding
a TCP server on port TCP 139 using a specific IP address in the bind() call.

Microsoft released knowledge base article 194431 [21], mentionning the problem and stating that it was
fixed in Windows NT 4.0 Service Pack 4.

Actually, Microsoft introduced in NT 4.0 Service Pack 4 a new socket option,
SO EXCLUSIVEADDRUSE, that can be used by an application to protect itself from this
vulnerability. However:

. it seemsthat Microsoft itself did not use this socket option in its servers (particularly, 1S 4 and
1S 5)

. this socket option can not be used by drivers, which directly communicate with the TCP/IP
driver, without using the Winsock API.
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2.6.1. SO EXCLUSIVEADDRUSE socket option

The SO_EXCLUSIVEADDRUSE socket option is documented as follow in MSDN [22]:

The SO_EXCLUSIVEADDRUSE option prevents other sockets from being forcibly
bound to the same address and port, a practice enabled by the SO REUSEADDR option;
such reuse can be executed by malicious applications to disrupt the application.

Thus, when this socket option is used by an application before using the bind() function, no other
application will be able to bind to the same local address, even when the SO REUSEADDR isused, as
does nc.exe.

Assaid earlier, the Winsock API isimplemented by the Afd driver, which interacts with the TCP/IP
driver using the TDI interface. At the TDI level, TCP and UDP ports are represented by file objects.

The implementation of the SO EXCL USIVEADDRUSE socket option opens file objectsin exclusive
mode, setting the Shar eAccess parameter of the ZwCr eateFile() function to 0. Thus, file objects
representing TCP and UDP ports can only be opened in exclusive mode, which correspond to exclusive
binding at the Winsock level.

Warning: before Windows 2000 SP4, Windows XP SP2 or Windows Server 2003, this socket option can
only be used by processes running with administrator credentials. This bug is documented in the
#870562 Microsoft knowledge base article [23].
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2.6.2. Example of multiple bindings: NetBT driver in Windows NT 4.0 SP6a

Follows a demonstration of multiple bindings on aWindows NT 4.0 SP6a system. As NetBIOS over
TCP/IP is active on the system, TCP Port 139 is opened by the NetBT driver and bound to | P address
192.70.106.143:

C. \>netstat -an | find "139"
TCP 192. 70. 106. 143: 139 0.0.0.0:0 LI STENI NG

Then, anc.exe processis bound to the same port and same | P address:

C\>nc -1 -p 139 -s 192.70. 106. 143

C\>netstat -an | find "139"
TCP 192. 70. 106. 143: 139
TCP 192. 70. 106. 143: 139

LI STENI NG

0.0.0.0:0
0.0.0.0:0 LI STENI NG

The next TCP connection will be routed to the nc.exe process, hijacking the SMB server.

Using socat [18] to establish a TCP connection to port 139 of |P address 192.70.106.143, the blah string
IS sent:

| bm@ar bar ek ~> socat - tcp4:192.70. 106. 143: 139
bl ah

The blah string is received by the nc.exe process.

C\>nc -1 -p 139 -s 192.70. 106. 143
bl ah

C\>

An interesting way to exploit this vulnerability would be to setup an SMB redirector, that would redirect
all SMB trafic to another machine [19].

When Microsoft introduced the SO EXCL USIVEADDRUSE socket option in Windows NT 4.0



Service Pack 4, it did not fixed that problem because the NetBT driver was not modified to set the
Shar eAccess parameter of ZwCr eateFile() functions callsto 0.

A fix for the NetBT driver was finally introduced in the C2 Update Post-SP6a hotfix, because one
TCSEC C2 requirement mandates that an unprivileged user-mode program should not be able to listen to
ports used by Windows NT services[20].

Thisfix isalso availablein the Windows NT 4.0 Security Rollup Package. To enable it, the following
registry value must be configured:

Key: HKLM SYSTEM Current Cont rol Set\ Ser vi ces\ Net BT\ Par anet er s
Val ue: Enabl ePort Locki ng ( REG_DWORD)
Content: O to disable protection (default), 1 to enable protection
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2.6.3. Multiple sockets bindings

Considering TCP servers, there are different case of multiple sockets bindings, that can occur when the
first server did not specify SO_EXCLUSIVEADDRUSE and when the second server specifies
SO_REUSEADDR is used by the second server

« One TCP server bound to al interfaces INADDR_ANY or 0.0.0.0) and then, a second TCP
server bound to a specific interface

. One TCP server bound to a specific interface and then, a second TCP server bound to all
interfaces

. One TCP server bound to a specific interface and then, a second TCP server to another specific
interface

. One TCP server bound to a specific interface and then, a second TCP server bound to the same
specific interface

Thefirst caseis a serious security problem. Thismeansthat if a TCP server is bound to al interfaces, it
is later possible to start a TCP server bound to the same port but on a specific interface. The second TCP
server will receive all TCP connection segments sent to the | P adress of the specific interface.

Asthe TCP/IP stack does not implement privileged ports, it is possible to disrupt any TCP servers using
this technique.

The second case is not a security problem. The second server will receive TCP connection segments sent
to any IP address different from the | P address of the specific interface.

The third case is not a security problem, as the two servers are listening on different specific interfaces.

The fourth case is problematic because two TCP servers are bound to exactly the same local address
(same port and same | P address). The MSDN documentation [22] explains that in that case, the behavior

Is undefined as to which sockets will receive incoming connection requests.

However, it seems that on Windows NT 4.0, the second server will receive packets, which is the worst
case because this means that the first server is hijacked. Thisiswhat happens with the NeBT driver on
Windows NT 4.0 SP6a, as seen earlier.

Asaconclusion, it ssemsimportant to usethe SO_EXCLUSIVEADDRUSE socket option to prevent
sockets hijacking.
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2.6.4. What happens when SO_EXCLUSIVEADDRUSE is not used?

Even if Microsoft introduced the SO_EXCL USIVEADDRUSE socket option in Windows NT 4.0
Service Pack 4, it seemsthat it was not used in some Microsoft application servers.

For instance, the HTTP server part of Internet Information Services (11S) 5, shipped with Windows
2000, listens by default on all network interfaces on ports 80 and 443. It is possible to hijack the HTTP
server of 1S5 with a TCP server bound to the | P address of a specific interface.

Even more interesting, when a TCP server listens on all interfaces, it is possible to silently intercept TCP
traffic, binding a second TCP server to intercept trafic and redirecting to the loopback address, to finally
deliver date to the hijacked server (thanks to Franck Davy for suggesting this).

On aWindows 2000 server with 11S 5, the HTTP service listens on all interfaces:

C.\W NNT\ >netstat -an | find "80"
TCP 0.0.0.0:80 0.0.0.0:0 LI STENI NG

Using fpipe, a second TCP server is bound to |Pv4 address 192.70.106.142 and configured to redirect
traffic to the loopback address (127.0.0.1), with TCP port 80 as destination:

C.\WNNT\ >fpipe -1 80 -r 80 -i 192.70.106.142 127.0.0.1 -v
FPi pe v2.1 - TCP/UDP port redirector.

Copyright 2000 (c) by Foundstone, Inc.

http://ww. f oundst one. com

Li stening for TCP connections on 192.70.106. 142 port 80
Using socat to send an HTTP query:

| bm@ar bar ek ~> socat - tcp4:192.70. 106. 142: 80
GET / HITP/ 1.1
Host: | ocal host

The second server receives the connection on port 80 and redirect data to the 11S 5 server, using
127.0.0.1 as destination address:



Connection accepted from 192. 70. 106. 76 port
Attenpting to connect to 192.70. 106. 76 port

Pi pe connect ed:

1077
1077

I n: 192. 70. 106. 76: 1077 --> 192.70. 106. 142: 80
Qut : 192. 70. 106. 142: 33014 --> 127.0.0.1: 80

15 bytes received frominbound connection
16 bytes received frominbound connection

1 bytes received frominbound connection
273 bytes received from out bound connection

Qut bound connection | ost
Cl osi ng out bound connecti on
Cl osi ng i nbound connecti on

Quit signal detected. Shutting down...

The TCP client finally receives data sent by the 11S5 server:

HTTP/ 1.1 404 (Obj ect Not Found
Server: Mcrosoft-11S/5.0

Date: Thu, 22 May 2003 16: 25: 32 GVI
Connection: close

Content - Type: text/htni
Content-Length: 111

... ]
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2.6.5. Windows services and drivers protected against socket hijacking

Most Windows 2000 (and later Windows NT versions) network services are protected with the
SO _EXCLUSIVEADDRUSE socket option:

. All RPC servicesthat use TCP sockets (135/tcp, dynamic TCP portsin range 1025-5000)
apparently use the socket option
. MSSQL Server 2000 (1433/tcp)

All ports opened by Windows 2000 drivers (and later Windows NT version) correctly set the
Shar eAccess parameter to 0 when calling ZwCr eateFil&();

. NetBT driver: 137/udp, 138/udp, 139/tcp, 445/tcp
. PPTPdriver: 1723/tcp
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2.6.6. Global protection against socket hijacking

As explained earlier, to be protected against socket hijacking, applications must explicitly set the
SO_EXCLUSIVEADDRUSE socket option before calling bind().

Thus, applications must be modified to be protected, which istypically not possible.

A registry value exists under the Parameter s key of the Afd driver, to globally enable the protection, as
if all applications specified the socket option:

Key: HKLM SYSTEM Current Cont r ol Set\ Ser vi ces\ Af d\ Par anet er s\
Val ue: Di sabl eAddr essShari ng
Content: 1 (to enable protection)
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2.6.7. Diagnosing socket binding problems

Diagnosing socket binding problems is easy when the return code of the bind() call isavailable. The typical return
codes are:

. WSAEADDRINUSE (10048): thistypically means that the SO_ REUSEADDR socket option was not used.
. WSAEACCES (10013): this means that socket hijacking protection was enabled (either with
SO_EXCLUSIVEADDRUSE or with DisableAddressSharing set to 1.

Most of the times, the bind() return code is not available. In that case, the TDIMon [10] tool can be used:

1 0. 00000000 ny_net cat. exe: 65 819D38B8 | RP_MI_CREATE
TCP: 0. 0. 0. 0: 445 SHARI NG_VI OLATI ON Addr ess Open

. When the WSAEADDRINUSE error is returned, TDIMon does not display anything, because this error codeis
returned directly by the Afd driver, without ever communicating with the TCP/IP driver.
« When the WSAEACCES error isreturned, TDIMon displays the SHARING_VIOLATION error, returned at

the TDI level
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2.7. The missing network loopback interface

Windows TCP/IP stack does not implement a network loopback interface, as found in other TCP/IP
stack likelo* interfacesin BSD systems.

Thus, it is not possible to sniff network traffic using the typical Windows packet capture driver,
WinPcap [24].

However, TDIMon [10] can be used to see |oopback traffic (but does not support network traffic
logging):

« Sending process
« Source and destination ports (source and destination | P address are typically 127.0.0.1)
. Length of sent data

NT Kernel Resources's Local Host Monitor [11] is similar to Sysinternals's TDIMon but al so supports
data sent to the TCP/IP driver using the TDI interface, including loopback network data.

Another method to capture loopback network dataisto use a Winsock LSP (Layered Service Provider).
The Ports Traffic Analyzer [25] is an example of such sniffer.

The Microsoft Loopback Adapter can be installed on Windows systems, to run network applications
when no physical adapter is present or active on the system [26]. This adapter is not the equivalent of a
network loopback interface and |1Pv4 address 127.0.0.1 can not be assigned to it. Also, it isnot possible
to sniff network traffic onit, at least with WinPcap.
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2.8. Windows Vista TCP/IP stack

Changes to networking features in Windows Vista and Windows Server "Longhorn" are described in the
New Networking Features in Windows Server "L onghorn" and Windows Vista Technet article.

Several issues of the Cable Guy Technet column document with more details features of the new stack:

« September 2005: Next Generation TCP/IP Stack in Windows Vista and Windows Server

‘Longhorn”
. October 2005: Changesto IPv6 in Windows Vista and Windows Server "L onghorn"

. November 2005: Performance Enhancements in the Next Generation TCP/IP Stack

« January 2006: The New Windows Firewall in Windows Vista and Windows Server "L onghorn"

. March 2006: Policy-based QoS Architecture in Windows Server "L onghorn" and Windows Vista
. April 2006: Connecting to Wireless Networks with Windows Vista

. May 2006: Configuring IPv6 with Windows Vista
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3.1. SMB/CIFS and SMB 2.0 protocols

The SMB (Server Message Block) protocol, renamed at some point CIFS (Common Internet File
System), is the protocol behind resource sharing and remote administration functionnalities in Windows
systems. It isimplemented in all Windows NT systems.

For athorough explanation of the SMB/CIFS protocol, see the SMB chapter [27] of Christopher Hertel's
book, Implementing CIFS.

SMB 2.0 isthe new version of SMB implemented in Windows Vista. For more information about SMB
2.0, see the SMB 2.0 pages on the Ethereal Wiki.
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3.2. NetBIOS over TCP/IP

NetBIOS over TCP/IP uses 3 ports:

. 137/UDP, for NetBIOS name resolution, using broadcast or a WINS server
. 138/UDP, for session-less NetBIOS
. 139/TCP, for session-oriented NetBIOS

The NetBIOS API uses names to identify network ressources. The nbtstat command can be used to
examine and configure NetBl1OS names on a Windows system.

NetBIOS over TCP/IP initself isjust atransport protocol. However, asit isthe typical transport protocol
for the SMB/CIFS protocol in Windows systems, it is often confused with the SMB/CIFS protocol,
which does the real work on Windows systems.

For technical details about NetBIOS over TCP/IP, the reference documentation isthe NBT chapter [28]
of Christopher Hertel's book, Implementing CIFS.
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3.3. SMB transports

Before Windows 2000, the typical transport protocol of SMB/CIFS was NetBI1OS over TCP/IP. Starting
with Windows 2000, SMB/CIFS can be carried directly into TCP (445/tcp), without an intermediary NetBT

layer.

To identify which SMB transports are active on a Windows system, the net config rdr and net config srv
commands can be used. These commands use the NetWkstaT ransportEnum() and
NetServer TransportEnum() Win32 API:

C.\W NNT>net config rdr

[...]

Wor kst ati on active on
Net bi osSnb (000000000000)
Net BT _Tcpi p_{33227EBB- 55A3- 49EA- 823D 51836B978EFD} (000102A495B2)

[0 ]

C.\WNNT>net config srv

[0 ]

Server is active on
Net BT _Tcpi p_{33227EBB- 55A3- 49EA- 823D 51836B978EFD} (000102a495b2)
Net BT _Tcpi p_{33227EBB- 55A3- 49EA- 823D- 51836B978EFD} (000102a495b2)
Net bi osSnb (000000000000)
Net bi osSnb (000000000000)

The NetWkstaTransportEnum() and NetServer TransportEnum() Win32 API are implemented by two
RPC calls, Netr WkstaTransportEnum() and Netr Server TransportEnum(). Samba-TNG [29] rpcclient

utility supports the srvtransports command, that can be used to retrieve server-side transports.

Note: Windows NT 4.0 and Windows 2000 systems apparently have abug in the
NetServer TransportEnum() API, which retrieves server-side transports: each transport appears twice.



In Windows Vista, the output of the net config srv is asfollows:
C.\ WNDOWN5>net config srv

[...]

Sof t ware version W ndows (TM Code Nane "Longhor
Server is active on

Net bi osSnmb (W NVI STA)

Net BT_TCPI P_{ 34559422- 6B8D- 4328- BAA1- 25A6A331C6A8} (W NVI STA)

Active transports are:

. NetbiosSmb isthe raw SMB transport (445/tcp) [30].
. NetBT _Tcpip {...} isthe NetBT SMB transport, bound on a per-adapter basis

The raw SMB transport can not be disabled on a per-adapter basis. To completely disableit, the NetBT
driver must be stopped.

A Windows system with both SMB transports active tries to connect to 445/tcp and 139/tcp at the same
time. If the connection to 445/tcp is accepted, the connection to port 139 is closed (sending a TCP segment
with the RST flag set), i.e., raw SMB transport is preferred over NetBT transport [31].
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3.4. Vulnerabilities in Microsoft SMB/CIFS implementation

. MS02-045: Unchecked Buffer in Network Share Provider Can Lead to Denial of Service (CVE-
2002-0724)

. MS02-070: Flaw in SMB Signing Could Enable Group Policy to be Modified (CVE-2002-1256)

. MS03-005: Unchecked buffer in Windows redirector may permit privilege elevation (CVE-2003-
0004)

. MS05-027: Vulnerability in Server Message Block Could Allow Remote Code Execution (CVE-
2005-1206)
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4.1. Introduction to MSRPC

The RPC (Remote Procedure Call) mechanism allows an application to seamlessly invoke remote
procedures, asif these procedures were executed locally.

There are two main implementations of the RPC mechanism:

. ONC RPC [32]
. DCERPC[33]

MSRPC is the Microsoft implementation of the DCE RPC mechanism. In particular, Microsoft added
new transport protocols for DCE RPC, in particular the ncacn_np transport, which use named pipes
carried into the SMB protocol.

For an interesting story of Windows and how Microsoft chose to implement DCE RPC, see A brief
history of Windows [34].

For a general overview of the MSRPC architecture, see the RPC Technical Reference, What |s RPC?
and How RPC Works sections in the Windows Server 2003 Technical Library.
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4.2. DCE RPC Interface

Aninterface is a set of related operations (procedures) that can be invoked remotely. Each interfaceis
distinguished by an interface identifier (ifid) and an interface version number.

For a detailed explanation of DCE RPC interface, see figure 2.2 [35] in the DCE RPC 1.1
documentation.
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4.3. MSRPC transports

The RPC mechanism was designed to be transport-independant: different protocols can be used to
transport remote procedure parameters and execution results.

In DCE-RPC (and thus MSRPC), transport protocols are identified with protocol sequences identifiers.
Windows systems typically use the following protocol sequences:

. ncacn_ip_tcp: TCP/IP transport

. ncadg_ip_udp: UDF/IP transport

. hcacn_np: named pipes transport, using SMB
. ncalrpc: local RPC

. ncacn_http: HTTP transport, using 1S

An endpoint is the entity used at the transport level to invoke remotely a RPC service. Endpoint nature is
specific to each protocol sequences:

. ncacn_ip_tcp: TCP port
. ncadg_ip_udp: UDP port
« hcacn_np: named pipe

. ncalrpc: LPC port

« ncacn_http: 593/tcp

Most LPC ports are MSRPC endpoints. Using the Winobj tool [36], you can see alist of LPC ports used

as MSRPC endpoints on arunning system, under the RPC Control subdirectory of the NT kernel
Object Manager namespace.

However, not all TCP or UDP ports are MSRPC endpoints, as well as not al named pipes.

One method to identify if a TCP port, UDP port or named pipe is a M SRPC endpoint isto try to bind to
the RPC service supposedly listening on the supposed endpoint. If the bind operation fails or blocks,
then the tested endpoint is probably not a M SRPC endpoint.

Theifidstool, part of Todd Sabin's RPC Tools [37] can be used to identify RPC services endpoints. A
demonstration of thistool isgivenin[41].
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4.4. MSRPC security model

MSRPC uses the Windows SSPI (Security Support Provider Interface) to use security services such as

authentication and confidentiality.

The list of MSRPC security providersis stored under the following registry key:

Key: HKLM SOFTWAWRE\ M cr osof t\ Rpc\ SecurityServi ce\

The following MSRPC security providers are defined:

Table4.1. MSRPC security providers

Security Provider Integer |DLL

DCE private key authentication 1 secur32.dll
SPNEGO 9 secur32.dl
NTLM 10 secur32.dll
Schannel (SSL, PCT, TLYS) 14 schannel .dll
MS Kerberos 16 secur32.dll
MSN SSP 17

Distributed Password Authentication |18 secur32.dll
Netlogon secure channel 68 netlogon.dl|
Microsoft Message Queue (MSMQ) |100

When the SMB transport (ncacn_np) is used, there is no additional authentication at the MSRPC level.
Instead, the security context of the M SRPC session is derived from the authenticated SMB session

established previoudly.

Prev
4.3. MSRPC transports

£

Home

Next
4.5. RPC services registration



4.5. RPC servicesregistration

Chapter 4. MSRPC, a.k.a. Microsoft implementation of

Prev DCE RPC

Next

4.5. RPC services registration

When a RPC service starts, it can register its endpoints along with the interface identifier and version of
the service. A specia RPC service, the portmapper service, maintains a database, the endpoint map, that
can be queried to find out endpoints that can be used to invoke a given RPC service.

When a RPC service listens on a TCP or UDP endpoint, it must register itself in the endpoint map
because TCP and UDP ports are dynamically allocated to RPC services.

To query the portmapper RPC service, the rpcdump tool [37] can be used. In the output of that
command, ncacn_ip_tcp and ncadg_ip_udp correspond to dynamically allocated ports.
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4.6.1. Named pipes

In Windows systems, named pipes in one of the available IPC (Inter-Process Communication)
mechanism. It can be used either locally or remotely.

Accesses to remote named pipes, contained in the IPC$ share, are carried into the SMB protocol.

Named pipes are implemented by afile system driver, npfs.sys. The PipeList [38] tool can be used to

enumerate the npfs namespace, to show which named pipes are opened on alocal system. The FileMon
tool [39] is aso able to monitor the named pipe filesystem activity, by selecting Named Pipesin the

Drives menu.

Some named pipes are implemented as aliases [40], i.e, they don't really exist in the npfs namespace.
Aliases names are stored in the registry:

Key: HKLM SYSTEM Current Cont r ol Set\ Ser vi ces\ Npf s\ Al i ases\
Val ues: | sass, ntsvcs

Named pipes are protected by security descriptors, just like any Windows NT objects. The pipeacl tool
([42],[43]) be used to examine the content of security descriptors protecting named pipes.
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4.6.2. Named pipes used as MSRPC endpoints

Some named pipes are used as MSRPC endpoints, i.e, they are used to carry DCE RPC PDU (Protocol
Data Units). Compared to other RPC transports, the ncacn_np transport is different because it usually
does not involve authentication at the DCE RPC level. Instead, authentication information is obtained

from the SMB session established priorly.

However, it is possible to have unauthenticated DCE RPC sessions using SMB NULL sessions. In that
case, there is no authentication, neither at the SMB level nor at the DCE RPC level.

Also, contrary to RPC services listening on ncacn_ip_tcp or ncadg_ip_udp, the portmapper serviceis
generaly not necessary for RPC services using named pipes, as the named pipe name usually identifies
the RPC interface.
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4.6.3. Well-known MSRPC named pipes

The following table gives alist of named pipes that are used as endpoints by Windows RPC services.
The interface identifier associated to each named pipe represents the service typically accessed when a

given named pipeis used.

However, due to the fact that any endpoint in a given process can be used to reach any RPC service, itis
possible to use multiple RPC services using a single named pipe endpoint.

Table4.2. Named pipesused by MSRPC servers

(DNS Server service)

Named pipe Description Serviceor process I nterface identifier
: 1ff70682-0a51-30e8-
atsve dlsvc interface mstask.exe 0760-740be8cee98b
(Scheduler service)
v1.0
AudioSrv interface 3faf4738-3a21-4307-
AudioSrv (Windows Audio AudioSrv b46c-fdda9bb8c0d5
service) v1.0
browser interface 6bffd098-a112-3610-
browser (ntsvcs alias) (Computer Browser  (Browser 9833-012892020162
service) v0.0
, 91ae6020-9e3c-11cf-
cert ICertP : € mtgr face certsrv.exe 8d7c-00aa00c091be
(Certificate services)
v0.0
: . 5cadar60-ebbl1-11cf-
Cix_Winstation_API_Service [ otalon Ihe termsrv.exe 8611-00a0245420¢d
- - = interface
v1.0
davclntrpc interface c8ch7687-e6d3-11d2-
DAV RPC SERVICE (WebDAYV client WebClient a958-00c04f682e16
service) v1.0
: 50abc2ad-574d-40b3-
dnsserver DnsServer interface dns.exe 9d66-ee4fd5fba076

v5.0




epmp interface (RPC

e1af8308-5d1f-11c9-

: 1 2b14
epmapper endpoint mapper) RpcSs 91a4-08002b14a0fa
v3.0
: 82273fdc-e32a-18¢3-
eventlog (ntsvcs alias) eventlog interf gce Eventlog 3f78-827929dc23ea
(Eventlog service) v0.0
Terminal Server 3d267954-eeb7-11d1-
Hydral sPipe . . |server.exe b94e-00c04fa3080d
Licensing
v1.0
894de0c0-0d55-11d3-
I nitShutdown | nitShutdown interface |winlogon.exe a322-00c04fa321al
v1.0
|IKeySvc interface 8d0ffe72-d252-11d0-
keysvc (Cryptographic CryptSvc bf 8f-00c04fd9126b
services) v1.0
| CertProtect interface 0d72a7d4-6148-11d1-
keysvc (Cryptographic CryptSvc b4aa-00c04fb66ea0
services) v1.0
A d6d70ef0-0e3b-11ch-
locator ek nterfa(?e (RPC locator.exe acc3-08002b1d29¢c4
L ocator service)
v1.0
lIsrpc interface 342cfd40-3c6e-11ce-
llsrpc (Licensing Logging  |llssrv.exe a893-08002b2e9c6d
service) v0.0
12345778-1234-abcd-
Isarpc (Isass dias) Isarpc interface |sass.exe ef00-0123456789ab
v0.0
3919286a-b10c-11dO-
Isarpc (Isass dias) dssetup interface |sass.exe 9ba8-00c04fd92ef5
v0.0
: 5arb91f8-ff00-11dO-
msgsvc (ntsvcs alias) msgsvesend nte_rf e messenger a9b2-00c04fbbetic
(Messenger service) v1i0
. 2f5f3220-¢126-1076-
nddeapi nadespl interface | dde.exe b549-074d078619da

(NetDDE service)

v1.2




netdfs interface

4fc742e0-4a10-11cf-

netdfs (Distributed File Dfssvc 8273-00aa004ae673
System service) v3.0
: 12345678-1234-abcd-
netlogon (Isass alias) netlogon | nterfa?e Netlogon ef00-01234567cffb
(Net Logon service) v1i0
: 8d9f4e40-a03d-11ce-
ntsves pnp interface (Plug |\ oyay 8f69-08003e30051b
and Play service)
v1.0
pnp interface (Plug 8d9f4e40-a03d-11ce-
plugplay and Play Windows PlugPlay 8f69-08003e30051b
Vista service) v1.0
PolicyAgent interface d335b8f6-ch31-11d0-
policyagent (IPSEC Policy Agent |PolicyAgent b0f9-006097bade54
(Windows 2000)) v1l5
. . 12345678-1234-abcd-

. winipsec interface :

Ipsec (I Psec Services) PolicyAgent ef00-0123456789ab
v1.0
369ce4f0-0fdc-11d3-

ProfMapApi pmapapi interface winlogon.exe bde8-00c04f8eece78

v1.0

| PStoreProv interface

c9378ff1-16f7-11dO-

|sass. 2- 142
protected_storage (Protected Storage) sass.exe \allcl)bo 00aa0061426a
8f09f000-b7ed-11ce-
ROUTER Remote Access mprdim.dil bbd2-00001a181cad
v0.0
12345778-1234-abcd-
samr (Isass alias) samr interface |sass.exe ef00-0123456789ac
v1.0
93149ca2-973b-11d1-
scerpc SceSvce services.exe 8c39-00c04fbh984f9
v0.0
| Seclogon interface 12b81€99-207-4a4c-
SECLOGON (Secondary logon seclogon 85d3-77b42f76fd14

service)

v1.0




sfcapi interface

83darc00-e84f-11d2-

StcApi (Windows File winlogon.exe 9807-00c04f8ec850
Protection) v2.0
: 12345678-1234-abcd-
I f
spoolss S00Se Intertace spoolsv.exe €f00-0123456789b

(Spooler service)

v1.0

srvsve (ntsves alias)

srvsve interface
(Server service)

services.exe (w2k) or
svchost.exe (wxp and
w2k3)

4h324fc8-1670-01d3-
1278-5a47bf6ee188
v3.0

ssdpsrv interface

4p112204-0e19-11d3-

ssdpsrv (SSDP service) ssdpsrv b42b-0000f 81febof
v1.0
svcctl interface 367aeb81-9844-35f 1-
svcctl (ntsves alias) (Services control services.exe ad32-98f038001003
manager) v2.0
: 2f5f6520-cad6-1067-
tapsrv lopary interface Tapisrv b319-00dd010662da
(Telephony service) v1i0
trkwks interface 300f3532-38cc-11d0-
trkwks (Distributed Link Trkwks a3f0-0020af 6bOadd
Tracking Client) v12
—V:’/i.zt'dme 'n;e.rface 8fb6c884-2388-11d0-
W32TIME (ntsvcs alias) (Windows Time w32time 8¢35-00c04fda2795
(Windows 2000 and
v4.1l
XP))
w32time interface
(Windows Time 8fb6d884-2388-11d0-
W32TIME_ALT (Windows Server w32time 8c35-00c04fda2795
2003, Windows v4.1l
Vista))
GetUserToken a002b3a0-c9b7-11d1-
winlogonrpc : winlogon.exe ae88-0080c75edecl
interface
v1.0
winreg interface 338cd001-2244-31f1-
winreg (Remote registry RemoteRegistry aaaa-900038001003
service) v1.0




winsif interface

45f52¢28-7f9f-101a-

iNSpi ins. 2b- 2b2
winspipe (WINS service) wins.exe 5? Ob 08002b2efabe
: services.exe (w2k) or  |6bffd098-al112-3610-
wkssvc (ntsvcs alias) wkssve |n'Ferface : svchost.exe (wxpand  |9833-46¢3f87e345a
(Workstation service) w2k3) v1i0
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4.7.1. Introduction

NULL sessions refer to the possibility to use unauthenticated SMB sessions to the IPC$ share to gather
information anonymously, using RPC function calls carried into SMB.

SMB sessions are typically authenticated. However, it is possible to use an empty username and
password, which resultsin a NULL session, i.e an anonymous SMB session.

The MSRPC NULL sessions. exploitation and protection presentation is available to complement the
information found in this section.
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4.7.2. Enabling NULL sessions restrictions

In Windows NT, NULL sessions were used by processes running under the LOCALSY STEM logon
session when they needed to establish a network logon session on aremote server.

Because processes running as LOCALSY STEM did not have network credentialsin Windows NT, the
only way to establish a network logon session on a remote server was to use an empty login and
password during SMB authentication.

It turned out that NULL sessions could be used to gather some sensible information anonymously.

Microsoft added NULL sessions restrictions in Windows NT 3.5. These restrictions are enabled by the
following registry value, which is enabled by default starting with NT 3.5:

Key: HKLM SYSTEM Current Cont r ol Set\ Ser vi ces\ LanmanSer ver\ Par anet er s\
Val ue: RestrictNull SessAccess ( REG DWORD)
Content: 1 to enable NULL sessions restrictions (default val ue)

In recent Windows systems, this registry value (enabled by default) is also a security option:
Network access. Restrict anonymous access to Named Pipes and Shares

The different NULL sessions restrictions are detailed in the next sections.
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4.7.3. The ANONYMOUS LOGON network logon session

When a Windows systems starts, it creates several logon sessions (depending on Windows versions),
including a network logon session to represent anonymous access. This network logon session is known
asthe ANONYMOUS LOGON network logon session.

L ogon sessions created at startup by a Windows Server 2003 can be enumerated using the logonsessions
tool [44].

Z:\ >l ogonsessi ons

Logonsesi ons v1.1
Copyright (C 2004 Bryce Cogswell and Mark Russi novich
Sysinternals - www. sysi nternal s.com

[ 0] Logon session 00000000: 000003e7:
User nane: WWORKGROUP\ VRK3DFLTS$
Aut h package: NTLM
Logon type: (none)

Sessi on: 0

Si d: S-1-5-18

Logon ti ne: 21/ 01/ 2005 03:49: 29
Logon server:

DNS Domai n:

UPN:

[ 1] Logon sessi on 00000000: 00006e13:
User nane:
Aut h package: NTLM
Logon type: (none)
Sessi on: 0
Si d: (none)
Logon ti ne: 21/ 01/ 2005 03:49: 29
Logon server:
DNS Domai n:
UPN:



[ 2] Logon session 00000000: 000003e5:

User nane: NT AUTHORI TY\ LOCAL SERVI CE
Aut h package: Negoti ate

Logon type: Servi ce

Sessi on: 0

Si d: S-1-5-19

Logon ti ne: 21/ 01/ 2005 03:49: 30
Logon server:

DNS Domai n:
UPN:
[ 3] Logon session 00000000: 000003e4:
User nane: NT AUTHORI TY\ NETWORK SERVI CE
Aut h package: Negoti ate
Logon type: Servi ce
Sessi on: 0
Si d: S-1-5-20

Logon ti ne: 21/ 01/ 2005 03:49: 30
Logon server:

DNS Domai n:

UPN:

[ 4] Logon session 00000000: 0000eOcc:
User nane: NT AUTHORI TY\ ANONYMOUS LOGON
Aut h package: NTLM
Logon type: Net wor k
Sessi on: 0
Si d: S-1-5-7
Logon ti ne: 21/ 01/ 2005 03:49: 39
Logon server:

DNS Domai n:
UPN:
[ 5] Logon sessi on 00000000: 00010a42:
User nane: VW K3DFLT\ Adm ni str at or
Aut h package: NTLM
Logon type: I nteractive
Sessi on: 0
Si d: S-1-5-21-2330557087-2467616270- 843640848- 500

Logon ti ne: 21/ 01/ 2005 03:49: 48
Logon server: VWRK3DFLT

DNS Domai n:

UPN:



A Windows Server 2003 system creates 5 logon sessions at system startup:

« LOCALSYSTEM logon session (LUID 0x3e7)
« LOCAL SERVICE servicelogon session (LUID 0x3e5) and NETWORK SERVICE service

logon session (LUID 0x3e4) (only in Windows X P and Windows Server 2003)
« ANONYMOUS LOGON network logon session

« one unknown and apparently unused logon session ([1] in the output example)

Because the ANONYMOUS LOGON network logon session is created at startup, when a NULL
session is established, Windows does not need to create another logon session.

Hence, logon rights are not verified and it is not possible to prevent NULL sessions by removing the
network logon right for ANONYMOUS LOGON, as one might expect.
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4.7.4. Restrictions at the share level

Thefirst category of restrictions allows the administrator to configure which shares can be used
anonymously:

Key: HKLM SYSTEM Current Cont r ol Set\ Ser vi ces\ LanmanSer ver\ Par anet er s\
Val ue: Nul | Sessi onShares (REG _SZ)

Thisregistry value is also set by a security option, starting with Windows XP:
Network access: Shares that can be accessed anonymously
On default Windows systems, this value contains the COM CFG and DFS$ shares.

The I PC$ share does not appear in this registry value. However, it is always possible to connect
anonymoudly to it. Restrictions for the | PC$ share are implemented at the named pipes level, as
described in the next section.
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4.7.5. Restrictions on named pipes (IPC$ share)
The NullSessionPipes registry value is supposed to configure the list of named pipes that can be opened anonymously:

Key: HKLM SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ LanmanSer ver\ Par anet er s\
Val ue: Nul | Sessi onPi pes (REG_SZ)

On default Windows NT 4.0 systems, the list of named pipesis:

Key: HKLM SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ LanmanSer ver\ Par anet er s\

Val ue: Nul | Sessi onPi pes (REG_SZ)

Default val ue: COVNAP COVNODE SQL\ QUERY SPOCLSS LLSRPC EPMAPPER LOCATOR W NREG

On default Windows 2000 systems, there are two more named pipes (TrkWks and TrkSvr, opened by the Distributed Link
Tracking Client and Distributed Link Tracking Server services):

Key: HKLM SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ LanmanSer ver \ Par anet er s\

Val ue: Nul | Sessi onPi pes (REG_SZ)

Def aul t val ue: COVNAP COVWNODE SQ.\ QUERY SPOCLSS LLSRPC EPMAPPER LOCATOR Tr kVks TrkSvr
In Windows 2000 Service Pack 4 (SP4), the LL SRPC named pipe was removed, as documented by Microsoft [45]. Note
however that LL SRPC isremoved only when SP4 isinstalled on an existing Windows 2000 installation, but NOT when SP4
is dipstreamed to create a Windows 2000 SP4 installation image.

Starting with Windows XP, this registry value can be set via a security option:

Network access. Pipes that can be accessed anonymously
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4.7.6. Hardcoded named pipes

In addition to named pipes that appear in the Null SessionPipes registry value, some additional named pipes are hardcoded
in the SMB server driver (srv.sys).

The following named pipes are hardcoded:

\ pi pe\l sarpc, \pipe\sanr, \pipe\netl ogon (\pipe\lsass aliases)
\ pi pe\ wkssvc, \pipe\srvsvec, \pipe\browser (\pipe\ntsvcs aliases)

Thus, it is possible to open the Isar pc named pipe in the context of a NULL session (but not the Isass named pipe, even if
thefirst oneisan alias of the second one, as explained earlier).

These harcoded named pipes were removed in the SMB server driver of recent Windows systems, starting with Windows
XP Service Pack 2 (SP2) and Windows Server 2003 Service Pack 1 (SP1).

On these systems, the Null SessionPipes registry value was updated.
On Windows XP SP2, browser (no longer hardcoded) was explicitely added:

Key: HKLM SYSTEM Current Control Set\ Servi ces\ LanmanSer ver\ Par anet er s\
Val ue: Nul | Sessi onPi pes (REG_SZ)
Default val ue: COWNAP, COWNODE, SQ.\ QUERY, SPOOLSS, LLSRPC, browser

As aconseguence, it is no longer possible to open the following named pipes in the context of a NULL session in Windows
XP SP2:

. \pipée\lsarpc
. \pipe\samr

. \pipe\netlogon
. \pipe\wkssvc
. \pipée\srvsvc

On Windows Server 2003 SP1, netlogon, Isarpc, samr and browser have been explicitely added:

Key: HKLM SYSTEM Current Cont rol Set\ Ser vi ces\ LanmanSer ver \ Par anet er s\

Val ue: Nul | Sessi onPi pes (REG_SZ)

Def aul t val ue: COWNAP, COVNODE, SQL\ QUERY, SPOCLSS, netl ogon, |sarpc, sanr, browser

As aconsequence, it is no longer to open the following named pipesin the context of aNULL session in Windows Server
2003 SP1:

. \pipe\wkssvc
. \pipe\srvsvc
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4.7.7. Named pipes permissions

Named pipes are implemented by afilesystem driver in Windows NT, npfs.sys, which supports security
descriptors on each named pipe. These security descriptors are used to control access to named pipes. It
Is possible to use the pipeacl tool ([42], [43]) to examine and modify security descriptors on hamed

pipes.

In Windows 2000, named pipes DACL (Discretionnary Access Control Lists) grant permissions to
EVERYONE and ADMINISTRATORS for most named pipes used as M SRPC endpoints. Because
ANONYMOUS LOGON isincluded in EVERY ONE in Windows 2000, named pipes permissions allow
anonymous aCcCcesses.

E: \ >pi peacl \??\pipe\l sarpc

Revision: 1

Reserved: O

Control : 8004

Omer: BU LTINNAdm nistrators (S 1-5-32-544)

G oup: SYSTEM ( S-1-5-18)

Sacl: Not present

Dacl: 2 aces

(A (00) 0012019Db : Everyone (S-1-1-0)

(A (00) 001fo01ff : BUI LTI N\ Adm ni strators (S-1-5-32-544)

In Windows X P and Windows Server 2003, DACL grant permissions to EVERY ONE, ANONYMOUS
LOGON and ADMINISTRATORS. EVERY ONE and ANONYMOUS LOGON are given exactly the
same permissions. permissions are thus exactly equivaent to Windows 2000 permissions (starting with
Windows XP, EVERY ONE does not include ANONYMOUS LOGON so ANONYMOUS LOGON
must explicitely appear in ACL).

C. \ >pi peacl \??\pipe\l sarpc

Revi sion: 1

Reserved: O

Control : 8004

Omner: BU LTINNAdm nistrators (S-1-5-32-544)
G oup: SYSTEM (S-1-5-18)

Sacl: Not present

Dacl : 3 aces



(A (00) 001fO1ff : BUI LTI N Adm ni strators (S-1-5-32-544)
(A (00) 0012019b : Anonynous (S-1-5-7)
(A (00) 0012019b : Everyone (S-1-1-0)

It is possible to modify ACL on named pipes using pipeacl and typically either add a deny ACE for
ANONYMOUS LOGON in Windows 2000 or remove the ACE for ANONYMOUS LOGON in
Windows X P and Windows Server 2003.

When permissions are manually removed for ANONYMOUS LOGON for named pipes that are either
hardcoded in the SMB server driver or found in the Null SessionPipes registry value such aslsarpc, it is
no longer possible to open this pipe in the context of aNULL session.

To conclude, permissions on named permissions are typically not used for NULL sessions restrictions
because, by default, DACL allow accesses for ANONYMOUS LOGON. It isnot really practical to
modify default DACL, given that modifications of DACL on named pipes are not persistent (because
named pipes are created by RPC services at startup).
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4.7.8. Named pipes firewall in Windows XP SP2, Windows Server 2003 SP1
and later versions

A named pipes filtering feature was introduced in Windows XP SP2 and Windows Server 2003 SP1.

Named pipes filtering can be dynamically enabled (without requiring areboot) by adding and setting the
following registry valueto 1:

Key: HKLM SYSTEM CCS\ Ser vi ces\ | anmanser ver\ Par anet er s\
Val ue: Pi peFirewal | Active (REG DWORD)
Content: 1 to enable naned pipe filtering

Thelist of alowed named pipes can then be dynamically configured (named pipes can be added or
removed without requiring a reboot) in the following registry value:

Key: HKLM SYSTEM CCS\ Ser vi ces\ | anmanser ver\ Par anet er s\
Val ue: Al | owedPi pes (REG MULTI _SZ)
Content: |list of allowed naned pipes

When PipeFirewallActiveis set to 1 and AllowedPipes is empty, accesses to any named pipeis
refused, both for unauthenticated and authenticated sessions.
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4.7.9. NULL sessions restrictions settings in Windows 2000

Actually, NULL sessions have security implications because the security context of aNULL session contains the

EVERYONE SID. Thus, the EVERY ONE group includes anonymous users and, if a DACL allows some accesses for the
EVERY ONE group, such accesses can be executed in the context of aNULL session. Microsoft introduced the
AUTHENTICATED USERS group in Windows NT 4.0 SP3, that contains only authenticated users. This group can be used to
grant permissions instead of EVERY ONE.

Also, starting with Windows NT 4.0 SP3, the LSA (Loca Security Authority) can be configured to restrict the capabilities of a
NULL session, with the following registry value:

Key: HKLM SYSTEM Cur r ent Cont r ol Set\ Cont r ol \ LSA\
Val ue: Restrict Anonynous
Content: O (no restriction), 1 (sone restrictions), 2 (only valid in Wndows 2000)

Thisregistry value is aso a group policy security option, starting with Windows 2000:
Additional restrictions for anonynous connections: None. Rely on default perm ssions

(Restrict Anonynous == 0)
Additional restrictions for anonynous connections: Do not allow enuneration of SAM

accounts and shares (RestrictAnonynous == 1)
Additional restrictions for anonynous connections: No access W thout explicit
anonynous perm ssions (RestrictAnonynous == 2)

Setting RestrictAnonymousto 2 completely disables NULL sessions, by removing the EVERY ONE SID from the token of a
NULL session.

When RestrictAnonymousis set to 1 in Windows NT or Windows 2000, it is still possible to gather some interesting
information anonymously [48], using the appropriate functions calls and tools [49].
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4.7.10. NULL sessions restrictions settings in Windows XP and Windows
Server 2003

Starting with Windows X P, EVERY ONE does not contain ANONY MOUS LOGON, because the
following security option, which sets the Ever yonel ncludesAnonymous registry value, is disabled by
default:

Network access. Let Everyone permissions apply to anonymous users (Disabled by
default)

As a consequence, when permissions must allow anonymous accesses, they explicitely grant access to
ANONYMOUS LOGON.

The RestrictAnonymous registry value still existsin Windows XP and Windows Server 2003 and
corresponds to the following security option:

Network access: Do not allow anonymous enumeration of SAM accounts and shares
(Disabled by default)

Given that this security option can either be disabled or enabled, it is easy to deduce that the only valid
values for the RestrictAnonymous registry value in Windows XP and Windows Server 2003 are O or 1
(2 is not supported, contrary to Windows 2000).

Because of the Everyonel ncludesAnonymous registry value default setting in Windows XP and
Windows Server 2003, RestrictAnonymousis not as important as it was in Windows 2000.
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4.7.11. NULL session restrictions for the samr interface in Windows XP and
Windows Server 2003

Windows X P and Windows Server 2003 (systems that are not Active Directory domain controllers) have

one security option that can be used to either block (by default) or allow all anonymous bind to the samr
interface:

Network access. Do not alow anonymous enumeration of SAM accounts (Enabled by
default)

This security option sets or unsets the RestrictAnonymousSam registry value to 1. Because this option
Is set by default on Windows X P and Windows Server 2003, it is not possible to connect anonymously

to the SAM server on Windows XP and Windows Server 2003 (except for Windows Server 2003
domain controllers).

In practice, al callsto Samr Connect* operations fail with permission denied.
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4.7.12. NULL session restrictions for the Isarpc interface in Windows XP and
Windows Server 2003

Windows XP and Windows Server 2003 have one security option (enabled by default) that disables or
enables the anonymous trandation of SID to name:

Network access. Allow anonymous SID/Name trandation (Disabled by default)

When the first security option is enabled, the DACL on the LSA policy object is modified, as shown
with the Isaacl tool [50]:

. When the option is disabled, an ACE explicitly denies the Lookup Names access for the
ANONYMOUS LOGON SID

. Whenitisset, this ACE is modified, to allow the View Local Info and Lookup Names accesses
for the ANONYMOUS LOGON SID.

This change is dynamic and does not require a reboot.

In Windows X P, anonymous connections to the |sar pc interface are allowed by default but because the
aforementionned option is disabled by default, it it not possible to translate anonymously SID to name.

On Windows Server 2003 systems that are not Active Directory domain controllers, anonymous
connectionsto the |sar pc interface are forbidden by default.

In practice, al callsto LsarOpenPolicy or LsarOpenPolicy2 operations fail on non-DC Windows Server
2003 systems.

Thus, the value of the aforementionned option (disabled or enabled) typically does not matter on non-
DC Windows Server 2003 systems, except if the TurnOff AnonymousBlock registry value was
explictly added and set to 1.
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4.7.13. NULL sessions restrictions for the samr interface on Active Directory
domain contollers

On Active Directory domain controllers, NULL sessions restrictions for the samr interface are based on
members of the Pre-Windows 2000 Compatible Access group, because this group is used in DACL of
Active Directory objects.

Because of the default setting proposed by dcpromo.exe, this group typically contains:

. EVERYONE on Windows 2000 Active Directory domain controllers (EVERY ONE includes
anonymous users in Windows 2000)

. ANONYMOUSLOGON on Windows Server 2003 Active Directory domain controllers

A's a consequence, anonymous accesses to the samr interface are typically possible on Active Directory
domain controllers, including full enumeration of accounts stored in AD.

Modification of the Pre-Windows 2000 Compatible Access group requires a reboot.
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4.7.14. NULL sessions restrictions for the Isarpc interface on Active
Directory domain contollers

On both Windows 2000 and Windows Server 2003 Active Directory domain controllers, it is possible to
connect anonymousdly to the Isar pc interface.

In Windows Server 2003, this is because the TurnOffAnonymousBlock registry value is added and set
to 1 when aWindows Server 2003 server is promoted to an Active Directory domain controller.

Note: the modification of the TurnOffAnonymousBlock registry value in Windows Server 2003 does
not require a reboot.

On Windows 2000 servers (including Active Directory domain controllers), anonymous translation of
SID to nameis allowed, even if the RestrictAnonymous registry value is set to 1.

On Windows Server 2003 servers (including Active Directory domain controllers), the following
security option

Network access: Allow anonymous SID/Name translation

forbids or alows anonymous translation of SID to name.
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4.7.15. NULL sessions restrictions of server and workstation RPC operations

For some of the lanmanserver and lanmanworkstation RPC services operations (srvsvc and wkssvc
named pipes), restrictions are hardcoded and documented in MSDN, under the Security requirements
section. Sometimes, depending on the requested information level, it is necessary (or not) to be a
member of the Administrators or Account Operators local group.

The following srvsvc operations can be used anonymously:

« NetrShareEnum (levels 1 and 2 only)
. NetrServerTransportEnum

In addition, on Windows 2000 workstation and member servers, the following srvsvc operations can be
used anonymousdly if RestrictAnonymousis set to O:

. NetrServerGetinfo (levels 100 and 101 only)
The following wkssvc operations can be used anonymously:

. NetrWkstaGetInfo (level 100 only)
. NetrWkstaT ransportEnum

It is possible to modify the security requirements for some of the srvsvc operations, modifying some of
the security descriptors found under the DefaultSecurity registry key, under the lanmanser ver registry

key.
On a default Windows 2000 system, the following registry values are available:

« SrvsvcConfiginfo

. SrvsvcFile

« SrvsvcServerDiskEnum

« SrvsvcSessionlnfo

« SrvsvcShareAdminConnect
« SrvsvcShareAdmininfo

« SrvsvcShareConnect

. SrvsvcShareFilelnfo

« SrvsvcSharePrintinfo



. SrvsvcStatisticsinfo
On Windows X P and Windows Server 2003, additional security descriptors exist:

« SrvsvcConnection
. SrvsvcTransportEnum

The Tweak Ul tool (part of Microsoft PowerToys for Windows XP) has an Access Control feature that
allows the configuration of these security descriptors for Windows XP and Windows Server 2003:

. Manage file and printer sharing (SrvsvcConfiglnfo)

. Manage file/print server connections (SrvsvcConnection)

. Managefile server open files (SrvsvcFile)

. Enumeratefile servers disks (SrvsvcServerDiskEnum)

. Manage file/print server sessions (SrvsvcSessioninfo)

. Connect to administrative shares (SrvsvcShareA dminConnect)
. Manage administrative shares (SrvsvcShareAdmininfo)

. Connect to file and printer shares (SrvsvcShareConnect)

. Manage file shares (SrvsvcShareFilelnfo)

. Manage printer shares (SrvsvcSharePrintinfo)

. Read file/print server statistics (SrvsvcStatisticsinfo)

. Enumerate server transport protocols (SrvsvcTransportEnum)

Using Tweak Ul, it is possible to harden Windows XP and Windows Server 2003 against NULL
sessions to the srvsvc interface, removing ACE that contain ANONY MOUS LOGON.

The security descriptors are only read when the lanmanserver service starts. Thus, any modification
requires arestart of the service.
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4.8.1. Portmapper RPC service

TCP/IP RPC services listen on dynamic TCP or UDP ports. Thus, to reach a given RPC service,
identified by its interface identifier (UUID), a port mapping service is necessary.

The portmapper service is an RPC service listening on different endpoints:

. ncalrpc: epmapper LPC port

« nhcacn_np: epmapper named pipe
. ncacn_ip_tcp: 135/tcp

« nhcadg_ip_udp: 135/udp

. ncacn_http: 593/tcp

Typically, to discover the port on which a given RPC service can be reached, a client will establish a
TCP connection to port 135, asking for the port allocated to a given RPC service. Then, the client closes
the connection to port 135 and opens a new connection to the port returned by the portmapper service.

To register itself in the endpoint database maintained by the portmapper service, a service callsthe
RpcEpRegister () function.

By default, TCP/IP ports for RPC services are alocated in the range of dynamic ports, which starts at
1025. This explains why on most Windows systems, ports immediately higher than 1024 are used by
RPC services. It is possible to configure a specific ports range for RPC services, using the rpccfg tool, as
described in another document [68].

To query the portmapper service, it is possible to use atool typically named rpcdump. Microsoft
resource kit contains a Windows version of rpcdump. Thereis also aWindows version in Todd Sabin's
RPC Tools[37], whereas Dave Aitel's SPIKE toolkit contains dcedump [69], a version running on Unix.

Using ifids on one of the portmapper RPC service endpoints, it appears that different RPC interfaces are
supported on a Windows 2000 machine:

C\>ifids -p ncacn_np -e \pipe\epmapper \\.
I nterfaces: 11
elaf 8308- 5d1f-11c9-91a4- 08002b14a0fa v3.0
0b0a6584- 9e0f - 11cf - a3cf - 00805f 68chblb v1.1
975201b0- 59ca- 11d0- a8d5- 00a0c90d8051 v1.0



e60c73e6-88f 9- 11cf - 9af 1- 0020af 6e72f4 v2.
99f cf ec4- 5260- 101b- bbch- 00aa0021347a vO.
b9e79e60- 3d52- 11ce- aaal- 00006901293f vO.
412f 241e-cl2a-11ce- abff-0020af 6e7al7 vO.
00000136- 0000- 0000- c000- 000000000046 vO.
c6f 3ee72-ce7e-11d1-b71e-00c04fc3111a vli.
4d9f 4ab8- 7d1c- 11cf - 861e- 0020af 6e7¢c57 vO.
000001a0- 0000- 0000- c000- 000000000046 vO.

OO OONMNNOOO

On aWindows XP or Windows Server 2003 system, the result is:

C\WNDOW5> ifids -p ncacn_ip_tcp -e 135 127.0.0.1

| nterfaces: 11
elaf 8308-5d1f-11c9-91a4- 08002b14a0fa v3.
Ob0a6584- 9e0f - 11cf - a3cf - 00805f 68cb1b v1.
1d55b526- c137-46¢c5- ab79- 638f 2a68e869 v1.
e60c73e6-88f 9-11cf - 9af 1- 0020af 6e72f4 v2.
99f cf ec4- 5260- 101b- bbcbh- 00aa0021347a vO.
b9e79e60- 3d52- 11ce- aaal- 00006901293f vO.
412f 241e-cl2a- 11ce- abf f - 0020af 6e7al7 vO.
00000136- 0000- 0000- c000- 000000000046 vO.
c6f 3ee72-ce7e-11d1-b71le-00c04f c3111a vi.
4d9f 4ab8- 7d1c- 11cf - 861e- 0020af 6e7¢c57 vO.
000001a0- 0000- 0000- c000- 000000000046 vO.

OO OOMNNMNOOORKO

On aWindows Vista system, there are 12 interfaces:

—
—

C\WNDOWN5> ifids -p ncacn_np -e epnapper

| nterfaces: 12
elaf 8308-5d1f-11¢c9-91a4- 08002b14a0f a v3.
Ob0a6584- 9e0f - 11cf - a3cf - 00805f 68cb1lb v1.
1d55b526-c137-46¢c5- ab79- 638f 2a68e869 v1.
e60c73e6-88f 9- 11cf - 9af 1- 0020af 6e72f4 v2.
99f cf ec4- 5260- 101b- bbcbh- 00aa0021347a vO.
b9e79e60- 3d52- 11ce- aaal- 00006901293f vO.
412f 241e-cl2a- 11ce- abf f- 0020af 6e7al7 vO.
00000136- 0000- 0000- cO00- 000000000046 vO.
c6f 3ee72-ce7e-11d1-b71e-00c04fc3111a vli.
4d9f 4ab8- 7d1c- 11cf - 861e- 0020af 6e7¢c57 vO.
000001a0- 0000- 0000- c000- 000000000046 vO.
64f eOb7f - 9ef 5- 4553- a7db- 9a1975777554 v1.

OO OOOMNNMNOOORKRO



As explained later, some of these interfaces are supposed to be only used locally whereas some are
designed to be used remotely. However, because all these RPC services run in the same process, they
appear when querying one endpoint of the rpcss service such as TCP port 135 or epmapper named pipe.

These RPC interface identifiers are classified and explained in the next sections.
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4.8.2. RPC interfaces supported by the rpcss service

Note: names and purposes of some of the interfaces described in the three following sections have been
documented by Microsoft France technical departments.

Thefirst RPC interface is the DCE RPC endpoint portmapper interface [70]:

elaf 8308-5d1f-11c9-91a4- 08002b14a0fa v3.0: epnp

Table 4.3. epmp operations

Interface Operation number Operation name
elaf8308-5d1f-11c9-91a4-08002b14a0fa v3.0: epmp

0x00 ept_insert
0x01 ept_delete
0x02 ept_lookup
0x03 ept_map
0x04 ept_lookup handle free
0x05 ept_ing_object
0x06 ept_mgmt_delete
0x07 ept_map_auth
0x08 ept_map_auth_async

The ept_map_auth and ept_map_auth_async operations are apparently specific to Microsoft

implementation of the epmapper interface.

The second RPC interface is used by local processes to reach the local endpoint mapper:

Ob0a6584- 9e0f - 11cf - a3cf - 00805f 68cblb v1.1: | ocal epnp

Table 4.4. localepmp oper ations



Interface Operation number Operation name
0b0a6584-9e0f - 11 cf-a3cf-00805f68chblb v1.1:

localepmp
0x00 OpenEndpointM apper
O0x01 AllocateReserved| PPort
0x02 ept_insert_ex
0x03 ept_delete_ex

> Windows XP SP2 0x04 SetRestrictRemoteClients

0x05 ResetWithNoA uthException

Starting with Windows XP, anew RPC interface is available, Dbgldl, to help debugging of RPC

services:

1d55b526- c137-46¢5- ab79- 638f 2a68e869 v1.0: Dbgl dl

Table 4.5. Dbgldl operations

Interface Operation number Operation name

1d55b526-¢c137-46¢5-ab79-

638f2a68e869 v1.0: Dbgldl
0x00 GetCellByDebugCellID
0x01 OpenRPCDebugCalllnfoEnumeration
0x02 GetNextRPCDebugCalllnfo
0x03 FinishRPCDebugCalllnfoEnumeration
0x04 OpenRPCDebugEndpoi ntlnfoEnumeration
0x05 GetNextRPCDebugEndpointinfo
0x06 FinishRPCDebugEndpointl nfoEnumeration
0x07 OpenRPCDebugT hreadl nfoEnumeration
0x08 GetNextRPCDebugThreadinfo
0x09 FinishRPCDebugThreadl nfoEnumeration
Ox0a OpenRPCDebugClientCalllnfoEnumeration
Ox0b GetNextRPCDebugClientCallInfo
0x0c FinishRPCDebugClientCallInfoEnumeration




To use the Dbgldl interface, the sytem hosting RPC services must be configured to maintain RPC
troubleshooting state information. The RPC Troubleshooting State I nfor mation GPO must be
enabled, typically in the LGPO using gpedit.msc.

The dbgrpc.exe program, available in the Microsoft Debugging tools package, can then be used, either
locally or remotely to debug RPC services. More information about the usage of dbgrpc.exeisavailable
in the RPC Debugging section of the Microsoft Debugging Tools package documentation [72].

The Fwldl interface was introduced in Windows Vista:

Z.\WNDOWN5> ifids -p ncalrpc -e epnapper vista
| nterfaces: 12

[ ]

64f eOb7f - 9ef 5- 4553- a7db- 921975777554 v1.0

Table 4.6. Fwldl operations

Interface Operation number Operation name
64fe0b7f-9ef5-4553-a7db-
9a1975777554 v1.0: Fwidl
0x00 FwConnectT oM anager
Ox01 FwSubscribeForNewRulesNotification
0x02 FwinterfaceRegistered
0x03 FwPortRegistered
0x04 FwPortUnregistered
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4.8.3. DCOM-related RPC interfaces running in the rpcss service

The rpcss service not only runs the RPC subsystem but also the COM Service Control Manager (SCM),
which is at the core of the COM/DCOM infrastructure. As aresult, some RPC services are available in the
rpcss service, as well as some ORPC services, as explained in the next section.

The IRemoteActivation (IActivation) interface is an RPC interface implemented by the COM SCM (Services
Control Manager) to handle COM objects activation requests :

4d9f 4ab8- 7d1c- 11cf - 861e- 0020af 6e7c57 v0.0: | RenoteActivation (lActivation)

The IRemoteActivation RPC interface has exactly one operation, RemoteActivation(), as described in
section 6.2 of the DCOM specification Section 4.18, “DCOM”.

Table4.7. IRemoteActivation (I Activation) operations

I nterface Operation number | Operation name
4d9f4ab8-7d1c-11cf-861e-0020af 6€7c57 v0.0: IRemoteAcctivation
(IActivation)
0x00 RemoteActivation

Starting with Windows 2000, the | SystemActivator COM interface is used instead of the
| RemoteActivation RPC interface.

The IOXIDResolver RPC interface (formerly known as 10bjectExporter) is remotely used to reach the local
object resolver (OR). The Object Resolver component isin charge to:

. return protocol sequences, string bindings and machine id for an object server, given its OXID
(ResolveOXID() and ResolveOXID2() (only supported by DCOM version 5.2 and above))
. respond to ping requests (SimplePing() and ComplexPing() functions)
. respond to ServerAlive() and Server Alive2() functions requests
The interface identifier of IOXIDResolver is:
99f cf ec4- 5260- 101b- bbcb- 00aa0021347a v0. 0: | OXl DResol ver

Table 4.8. IOXIDResolver operations



Interface Operation number |Operation name
99f cfecd-5260-101b-bbch-00aa0021347a v0.0: I0X1DResolver
0x00 ResolveOxid
0x01 SimplePing
0x02 ComplexPing
0x03 ServerAlive
0x04 ResolveOxid2
0x05 ServerAlive2

Thereisaso alocal version of the |OXIDResolver:

e60c73e6-88f 9-11cf -9af 1- 0020af 6e72f4 v2.0:

Table4.9. ILocalObjectExporter operations

| Local Obj ect Exporter

Interface Operation number Operation name
e60c73e6-88f9-11cf-9af 1-0020af 6e72f4 v2.0:
| Local ObjectExporter

0x00 Connect
0x01 AllocateReservedlds
0x02 BulkUpdateOIDs
0x03 ClientResolveOXID
0x04 ServerAllocateOXIDandOIDs
0x05 ServerAllocateOlDs
0x06 ServerFreeOXIDANdOIDs
0x07 Disconnect

For more information about the DCOM transport into DCE RPC, see[73].

The ISCM RPC interfaceisalocal interface used by local applications to communicate with the local COM

SCM:

412f 241e-cl2a- 11ce- abf f - 0020af 6e7al7 vO. 2: | SCM

Table4.10. ISCM oper ations




I nterface

Operation number

Operation name

412f241e-c12a-11ce-abff-0020af 6e7al7 v0.2:

ISCM
0x00 ServerRegisterClsid
O0x01 ServerRevokeClsid
0x02 GetThreadID
0x03 UpdateA ctivationSettings
0x04 RegisterWindowProplnterface
0x05 GetWindowProplnterface
0x06 EnableDisableDynamicl PTracking
0x07 GetCurrentAddrExclusionList
0x08 SetAddrExclusionList
0x09 FlushSCMBIindings
Ox0a RetireServer

The IROT RPC interface is used by local processes to access the Running Object Table (ROT), to register or

unregister COM objects:

b9e79e60- 3d52- 11ce- aaal- 00006901293f vO. 2: 1 ROT

Table4.11. IROT operations

Interface Operation number Operation name
b9e79e60-3d52-11ce-aaal-00006901293f v0.2: IROT
0x00 IrotRegister
O0x01 IRotRevoke
0x02 IrotIsRunning
0x03 IrotGetObject
0x04 IrotNoteChangeTime
0x05 IrotGetTimeOfL astChange
0x06 [rotEnumRunning

The IMachineActivatorControl is also alocal interface used to notify the COM SCM when COM surrogates

start or stop:

c6f 3ee72-ce7e-11d1-b71le-00c04fc3111a v1.0:

| Machi neActi vat or Cont r ol




Table4.12. IMachineActivator Control operations

I nterface

Operation number

Operation name

c6f3ee72-ce7e-11d1-b71e-00c04fc3111av1.O:
I M achineActivatorControl

0x00 ProcessActivatorStarted
0x01 ProcessActivatorlnitializing
0x02 ProcessA ctivatorReady
0x03 ProcessA ctivator Stopped
0x04 ProcessA ctivatorPaused
0x05 ProcessActivatorResumed
0x06 ProcessActivatorUserlnitializing
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4.8.4. ORPC interfaces running in the rpcss service

ORPC (Object RPC) services are used by DCOM (Distributed COM). ORPC calls can be distinguished
from RPC calls because, on the wire, they always have an implicit parameter, either of type ORPCTHIS

or ORPCTHAT (see section 3.2 of Section 4.18, “DCOM”).

Also, versions of ORPC services interface identifiersis aways 0.0, as explained in [73] :

Finaly, the interface version number (named if vers) must always be 0.0. Thisis because
a COM interface may never be modified after it is published. COM interfaces are not

versioned; anew interface is defined instead.

The following ORPC services are running in the rpcss service:

00000136- 0000- 0000- c0O00- 000000000046 vO.0: | SCMActi vat or
000001a0- 0000- 0000- cO00- 000000000046 vO.0: | SystenmActi vat or

ISCMACctivator is an ORPC interface implemented by the COM SCM to handle remote activation

requests (CoCr eatel nstance(), CoGetClassObject() ...) :

Table 4.13. ISCM Activator operations

I nterface Operation number Operation name
00000136-0000-0000-c000-000000000046 vO.0:
| SCMActivator
0x00 QuerylnterfaceSCM A ctivator
0x01 AddRefISCM Activator
0x02 Releasel SCM Activator
0x03 SCMA ctivatorGetClassObject
0x04 SCMA cctivatorCreatel nstance

| SystemActivator (also known as |RemoteSCMAcctivator) is an ORPC base interface that must be
implemented by servers supporting object activation. In the specific case of the COM SCM, running
inside the rpcss service, this interface is used when the activation processis looking for an object, asking




to the local or aremote SCM to activate a given object.

Table4.14. | SystemActivator (IRemoteSCM Activator) operations

I nterface Operation Operation name
number
000001a0-0000-0000-c000-
000000000046 vO0.0: I SystemActivator
(IRemoteSCMA cctivator)

0x00 Querylnterfacel RemoteSCM Activator
0x01 AddRefl Remotel SCM A ctivator
0x02 Rel easel Remotel SCM Activator
0x03 RemoteGetClassObject
0x04 RemoteCreatel nstance
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4.9. Windows core MSRPC interfaces

4.9.1. |sarpc interface
4.9.2. samr interface
4.9.3. netlogon interface
4.9.4. drsuapi interface
4.9.5. dssetup interface
4.9.6. eventlog interface
4.9.7. pnp interface
4.9.8. srvsvc interface
4.9.9. svcctl interface
4.9.10. winreg interface
4.9.11. wkssvc interface

Windows NT and Active Directory domains are built on the following MSRPC interfaces:

. Section 4.9.1, “Isarpc interface”: Local Security Authority (LSA) RPC service
. Section 4.9.2, “samr interface’: Security Account Manager RPC service

. Section 4.9.3, “netlogon interface”: Netlogon RPC service

« Section 4.9.4, “drsuapi interface”: Active Directory replication service

. Section 4.9.5, “dssetup interface”: Active Directory setup

Remote administration of Windows services is implemented using the following M SRPC interfaces:

. Section 4.9.6, “eventlog interface” : Eventlog service management

. Section 4.9.7, “pnp interface”’: Plug and Play service management

. Section 4.9.8, “srvsvc interface”: Server service management

« Section 4.9.9, “svcctl interface”: Windows services management

. Section 4.9.10, “winreg interface”: Windows remote registry access
. Section 4.9.11, “wkssvc interface”: Workstation service management

Windows Vistaintroduced the following MSRPC core interfaces:



. Section 4.12.8, “Windows event logging service”: Windows event logging service management
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4.9.1. Isarpc interface
The lsarpc interface is used to communicate with the LSA (Local Security Authority) subsystem.

Before Windows 2000, the Isar pc interface is only available on the Isar pc named pipe endpoint:

C\>ifids -p ncacn_np -e \pipe\lsarpc \\.

I nterfaces: 4
12345778-1234- abcd- ef 00- 0123456789ab vO0.0

[...]

In Active Directory domains (and particularly, Active Directory domain controllers) and Windows Server
2003 systems, the Isar pc interface is also available (and used) over a TCP endpoint:

C\>ifids -p ncacn_ip_tcp -e 1025 127.0.0.1

I nterfaces: 12
12345778-1234- abcd- ef 00- 0123456789ab v0.0

[...]

Starting with Windows Server 2003 SP1, some operations of the Isarpc interface can only be used over a
specific protocol sequence.

IDL (Interface Definition Language) for the Isar pc interface is available in Samba 4 [53].

Table 4.15. |sar pc operations

Operation

Operation name Windows API
number

| Interface




12345778-

1234-abcd-
ef 00-
0123456789ab
v0.0: Isarpc
0x00 LsarClose LsaClose
O0x01 LsarDelete
0x02 L sarEnumeratePrivileges
0x03 L sarQuery SecurityObject
0x04 L sarSetSecurityObject
0x05 L sarChangePassword
0x06 L sarOpenPolicy L saOpenPolicy
0x07 L sarQuerylnformationPolicy L saQueryl nformationPolicy
0x08 L sarSetInformationPolicy L saSetlnformationPolicy
0x09 LsarClearAuditLog
Ox0a L sarCreateA ccount
Ox0b L sarEnumerateA ccounts
0x0c LsarCreateTrustedDomain
Ox0d L sarEnumerateTrustedDomains
Ox0Oe L sarL ookupNames L sal ookupNames
OxOf LsarLookupSids Lsal ookupSids
0x10 L sarCreateSecret
Ox11 L sarOpenA ccount
0x12 L sarEnumeratePrivilegesAccount L saEnumerateA ccountRights
0x13 LsarAddPrivilegesT oAccount L saAddA ccountRights
Ox14 L sarRemovePrivilegesFromA ccount L saRemoveA ccountRights
Ox15 L sarGetQuotasForA ccount
Ox16 L sarSetQuotasForA ccount
Ox17 L sarGetSystemA ccessA ccount
0x18 L sarSetSystemA ccessA ccount
0x19 LsarOpenTrustedDomain
Oxla LsarQuerylnfoTrustedDomain

Ox1b

L sarSetlnformationTrustedDomain



http://msdn.microsoft.com/library/en-us/secmgmt/security/lsaclose.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/lsaopenpolicy.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/lsaqueryinformationpolicy.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/lsasetinformationpolicy.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsalookupnames.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsalookupsids.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsaenumerateaccountrights.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsaaddaccountrights.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsaremoveaccountrights.asp

Ox1c L sarOpenSecret
Ox1d L sarSetSecret
Oxle L sarQuery Secret
Oxaf L sarL ookupPrivilegeVaue
0x20 L sarL ookupPrivilegeName
0x21 L sarL ookupPrivilegeDisplayName
0x22 L sarDeleteObject
0x23  |[LsarEnumerateAccountswWithUserRight
0x24 L sarEnumerateA ccountRights
0x25 L sarAddA ccountRights
0x26 L sarRemoveA ccountRights
O0x27 LsarQuery TrustedDomainlnfo L saQueryTrustedDomaininfo
0x28 L sarSetTrustedDomainlnfo L saSetTrustedDomainl nformation
g V\g(r)lggws 0x29 L sarDeleteTrustedDomain L saDeleteTrustedDomain
- Ox2a LsarStorePrivateData LsaStorePrivateData
- Ox2b L sarRetrievePrivateData L saRetrievePrivateData
- Ox2c L sarOpenPolicy2 L saOpenPolicy
- Ox2d LsarGetUserName
- Ox2e L sarQuerylnformationPolicy2
- Ox2f L sar SetInformationPolicy2
- 0x30 L sarQueryTrustedDomaininfoByName
- 0x31 L sarSetTrustedDomaininfoByName
- 0x32 L sarEnumerateT rustedDomainsEx
- 0x33 L sarCreateTrustedDomainEx
- 0x34 L sarCloseTrustedDomai nEx
- 0x35 L sarQueryDomainlnformationPolicy |LsaQueryDomainlnformationPolicy
- 0x36 L sarSetDomainlnformationPolicy L saSetDomainlnformationPolicy
- 0x37 L sarOpenTrustedDomainByName
- 0x38 LsarTestCall
- 0x39 LsarL ookupSids2 L sal ookupSids
- Ox3a L sarL ookupNames2 L sal ookupNames2



http://msdn.microsoft.com/library/en-us/secmgmt/security/lsaquerytrusteddomaininfo.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsasetrusteddomaininformation.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsadeletetrusteddomain.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsastoreprivatedata.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsaretrieveprivatedata.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/lsaopenpolicy.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/lsaquerydomaininformationpolicy.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/lsasetdomaininformationpolicy.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsalookupsids.asp
http://msdn.microsoft.com/library/en-us/secmgmt/security/lsalookupnames2.asp

- Ox3b LsarCreateTrustedDomainEx2
> Windows
2000 Service 0x3c CredrWrite CredWrite
Pack 3 (SP3)
- Ox3d CredrRead CredRead
- Ox3e CredrEnumerate CredEnumerate
- Ox3f CredrWriteDomainCredentials CredWriteDomainCredentials
- 0x40 CredrReadDomainCredentias CredReadDomainCredentials
- 0x41 CredrDelete CredDelete
- 0x42 CredrGetTargetinfo CredGetTargetinfo
- 0x43 CredrProfilel oaded
- 0x44 L sarL ookupNames3
- 0x45 CredrGetSessionTypes CredGetSessionTypes
- 0x46 L sarRegisterAuditEvent
- 0x47 LsarGenAuditEvent
- 0x48 LsarUnregisterAuditEvent
- 0x49 LsarQueryForestTrustlnformation
- Ox4a L sarSetForestTrustinformation
- Ox4b CredrRename CredRename
- Ox4c L sarLookupSids3
- Ox4d L sarL ookupNames4
- Ox4e L sarOpenPolicySce
;;’r\\//':rdgc\;\éz Ox4f L sarAdtRegi ster SecurityEventSource
- 0x50 |LsarAdtUnregisterSecurityEventSource
- 0x51 L sarAdtReportSecurityEvent
g vc?ggws 0x52 CredrFindBestCredentia
- 0x53 L sarSetAuditPolicy
- 0x54 L sarQueryAuditPolicy
- 0x55 L sarEnumerateAuditPolicy
- 0x56 L sarEnumerateAuditCategories
- 0x57 L sarEnumerateAuditSubCategories



http://msdn.microsoft.com/library/en-us/secauthn/security/credwrite.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/credread.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/credenumerate.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/credwritedomaincredentials.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/credreaddomaincredentials.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/creddelete.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/credgettargetinfo.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/credgetsessiontypes.asp
http://msdn.microsoft.com/library/en-us/secauthn/security/credrename.asp

- 0x58 L sarL ookupAuditCategoryName

- 0x59 L sarL ookupA uditSubCategoryName
- Ox5a L sarSetAuditSecurity

- 0x5b L sarQueryAuditSecurity

- 0x5c CredReadByTokenHandle

- Ox5d CredrRestoreCredentials

- Ox5e CredrBackupCredentials

To obtain a handle to the LSA rpc server, one of the following operations must be used:

« LsarOpenPolicy (0x06)
. LsarOpenPolicy2 (0x2c)

Opened handle are supposed to be closed with the following operation:
. LsarClose (0x00)
To resolve SID to names and vice-versa, the following operations are supported:

« LsarLookupNames (0x0e)
. LsarLookupSids (0x0f)

« LsarLookupNames2 (0x3a)
« LsarLookupSids2 (0x39)
« LsarLookupNames3 (0x44)
. LsarLookupSids3 (0x4c)

. LsarLookupNames4 (0x4d)

To obtain system names (Se*) of security privileges supported by the LSA, the following operation can be
used:

« LsarEnumeratePrivileges (0x02)

To convert between privileges system names, numeric values and descriptions, the following operations can
be used:

. LsarLookupPrivilegeVaue (0x1f)
. LsarLookupPrivilegeName (0x20)
. LsarLookupPrivilegeDisplayName (0x21)

To query or set parameters of the LSA policy, the following operation are supported:



« LsarQuerylnformationPolicy (0x07)

. LsarSetInformationPolicy (0x08)

« LsarQuerylnformationPolicy2 (0x2e)
. LsarSetInformationPolicy2 (0x2f)

To open an account, given its SID, the following operation is used:
« LsarOpenAccount (0x11)
The following operations can be used with an opened handle returned by the L sarOpenA ccount operation:

. LsarEnumeratePrivilegesAccount (0x12)

. LsarAddPrivilegesToAccount (0x13)

. LsarRemovePrivilegesFromAccount (0x14)
« LsarGetQuotasForAccount (0x15)

« LsarSetQuotasForAccount (0x16)

« LsarGetSystemA ccessAccount (0x17)

« LsarSetSystemA ccessAccount (0x18)

. LsarEnumerateA ccountRights (0x24)

« LsarAddAccountRights (0x25)

« LsarRemoveA ccountRights (0x26)

To manage trusted domains, the following operations are available:

« LsarEnumerateTrustedDomains (0x0d)

« LsarEnumerateTrustedDomainsEx (0x32)

. LsarCreateTrustedDomain (0x0Oc)

« LsarCreateTrustedDomainEx (0x33)

« LsarCreateTrustedDomainEx2 (0x3b)

« LsarOpenTrustedDomain (0x19)

« LsarOpenTrustedDomainByName (0x37)

. LsarQueryTrustedDomaininfo (0x27)

« LsarQueryTrustedDomainlnfoByName (0x30)
« LsarSetTrustedDomaininfo (0x28)

« LsarSetTrustedDomaininfoByName (0x31)
« LsarCloseTrustedDomainEx (0x34)

. LsarDeleteTrustedDomain (0x29)

To manipulate LSA secrets, the following operations are available:

. LsarCreateSecret (0x10)
« LsarOpenSecret (Ox1c)
. LsarSetSecret (Ox1d)

« LsarQuerySecret (Ox1e)



. LsarDelete (0x01)
To get and set ACL on LSA objects, the following operations are available:

« LsarQuerySecurityObject (0x03)
« LsarSetSecurityObject (0x04)
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4.9.2. samr interface
The samr interface is used to communicate with the SAM (Security Account Manager) subsystem.

Before Windows 2000, the samr interface is only available on the samr named pipe endpoint:

C\>ifids -p ncacn_np -e \pipe\sanr \\.

| nterfaces: 4

[ ]

12345778- 1234- abcd- ef 00- 0123456789ac v0.0

[ ]

In Active Directory domains (and particularly, Active Directory domain controllers), the samr interface
Is also available (and used) over a TCP endpoint:

C\>ifids -p ncacn_ip_tcp -e 1025 127.0.0.1

| nterfaces: 12

... ]

12345778-1234- abcd- ef 00- 0123456789ac v0.0

... ]

During Active Directory domain joins, the creation of computer accounts isimplemented with samr
operations called on the TCP endpoint of Active Directory domain controllers.

IDL (Interface Definition Language) for the samr interface is available in Samba 4 [55].

Table 4.16. samr operations



I nterface

Operation number

Operation name

12345778-1234-abcd-ef00-
0123456789ac v1.0: samr

0x00 SamrConnect

0x01 SamrCloseHandle

0x02 Samr SetSecurity Object
0x03 SamrQuery SecurityObject
0x04 SamrShutdownSamServer
0x05 SamrL ookupDomainlnSamServer
0x06 SamrEnumerateDomainslnSamServer
0x07 SamrOpenDomain

0x08 SamrQuerylnformationDomain
0x09 Samr SetInformationDomain
Ox0a SamrCreateGrouplnDomain
O0x0b SamrEnumerateGroupsinDomain
0x0c SamrCreateUserInDomain
oxod SamrEnumerateUsersinDomain
Ox0e SamrCreateAliasinDomain
OxOf SamrEnumerateAliasesinDomain
0x10 SamrGetAliasMembership
Ox11 SamrL ookupNamesinDomain
0x12 SamrL ookupldsinDomain
0x13 SamrOpenGroup

0x14 SamrQuerylnformationGroup
0x15 Samr Setl nformationGroup
0x16 SamrAddMemberToGroup
0x17 SamrDeleteGroup

0x18 SamrRemoveMemberFromGroup
0x19 SamrGetM embersinGroup
Oxla SamrSetM emberAttributesOf Group
Ox1b SamrOpenAlias

Ox1c SamrQuerylnformationAlias




Ox1d

SamrSetinformationAlias

Ox1le SamrDeleteAlias
Ox1f SamrAddMemberToAlias
0x20 SamrRemoveMemberFromAlias
O0x21 SamrGetMembersinAlias
0x22 SamrOpenUser
0x23 SamrDeleteUser
0x24 SamrQuerylnformationUser
0x25 Samr Setl nformationUser
0x26 SamrChangePasswordUser
0x27 SamrGetGroupsForUser
0x28 SamrQueryDisplaylnformation
0x29 SamrGetDisplayEnumerationl ndex
Ox2a SamrTestPrivateFunctionsDomain
0x2b SamrTestPrivateFunctionsUser
Ox2c SamrGetUserDomainPasswordl nformation
> Windows 2000 ox2d SamrRemoveM emberFromForeignDomain
- Ox2e SamrQuerylnformationDomain2
- Ox2f SamrQuerylnformationUser2
- 0x30 SamrQueryDisplayl nformation2
- 0x31 SamrGetDisplayEnumerationlndex2
- 0x32 SamrCreateUser2InDomain
- 0x33 SamrQueryDisplaylnformation3
- 0x34 SamrAddMultipleMembersToAlias
- 0x35 SamrRemoveMultipleM embersFromAlias
- 0x36 SamrOemChangePasswordUser2
- 0x37 SamrUnicodeChangePasswordUser2
- 0x38 SamrGetDomainPasswordinformation
- 0x39 SamrConnect2
- Ox3a SamrSetlnformationUser2
- 0x3b SamrSetBootK eyl nformation
- Ox3c SamrGetBootK eyl nformation




- Ox3d SamrConnect3
- Ox3e SamrConnect4
- Ox3f SamrUnicodeChangePasswordUser3
> Windows XP z;rg)o(l) :\%NI ndows Server 0x40 SamrConnects
- 0x41 SamrRidToSid
- 0x42 SamrSetD SRM Password
- 0x43 SamrV alidatePassword
> Windows Vista O0x44 SamrQueryL ocalizableAccountsinDomain
- 0x45 SamrPerformGenericOperation

To connect to the SAM server, one of the following operations are used:
. SamrConnect (0x00)
. SamrConnect2 (0x39)
« SamrConnect3 (0x3d)
. SamrConnect4 (0x3e)
. SamrConnect5 (0x40)
Then, available domainsin the SAM server can be enumerated using the following operation:
« SamrEnumerateDomainslnSamServer (0x06)
The following operation is used to obtain the SID of adomain, given its name:

« SamrLookupDomainlnSamServer (0x05)

This operation typically returns the BUILTIN domain (S-1-5-32) and the machine domain (local domain
for anon-domain controller machine, NT 4 or Active Directory domain for adomain controller
machine).

The domain SID can then be used to open a given domain:
. SamrOpenDomain (0x07)
General information about the opened domain can be obtained or set with the following operations:

« SamrQuerylnformationDomain (0x08)



. SamrQuerylnformationDomain2 (0x2e)
. SamrSetlnformationDomain (0x09)

Once adomain is opened, it is possible to enumerate groups, aliases and users, using the following
operations:

. SamrEnumerateGroupslnDomain (0x0b)

. SamrEnumerateAliaseslnDomain (0xOf)
« SamrEnumerateUsersinDomain (0x0d)

RID and names resol ution inside an opened domain are implemented by the following operations:

. SamrLookupNamesinDomain (Ox11)
. SamrLookupldsinDomain (0x12)

Domain password policies can be obtained with the following operations:

. SamrGetUserDomainPasswordlnformation (0x2c)
. SamrGetDomainPasswordl nformation (0x38)

To create anew group, alias or user in the opened domain, the following operations can be used:

. SamrCreateGrouplnDomain (0x0a)
. SamrCreateAliasinDomain (0x0e)
. SamrCreateUserlnDomain (0x0c)
. SamrCreateUser2lnDomain (0x32)

To open an existing group, alias or user in the opened domain, the following operations exist:
. SamrOpenGroup (0x13)
. SamrOpenAlias (Ox1b)
. SamrOpenUser (0x22)

To delete an existing group, alias or user in the opened domain, the following operations exist:
. SamrDeleteGroup (0x17)
. SamrDeleteAlias (Ox1e)
. SamrDeleteUser (0x23)

To obtain alist of membersin groups or aliases, the following operations can be used:



. SamrGetMembersinGroup (0x19)
. SamrGetMembersinAlias (0x21)

To add or remove a member to agroup or alias, the following operations are available:

. SamrAddMemberToGroup (0x16)

. SamrAddMemberToAlias (0x1f)

. SamrRemoveM emberFromGroup (0x18)
. SamrRemoveM emberFromAlias (0x20)

For aliases, it is also possible to add or remove multiple members to or from an alias:

. SamrAddMultipleMembersToAlias (0x34)
. SamrRemoveM ultipleM embersFromAlias (0x35)

To obtain or set information about a given group or alias, the following operations exist:

. SamrQueryInformationGroup (0x14)
. SamrQuerylnformationAlias (0x1c)

. SamrSetinformationGroup (0x15)

. SamrSetinformationAlias (Ox1d)

Similar operations exist for accounts management:

. SamrQuerylnformationUser (0x24)
. SamrQuerylnformationUser2 (0x2f)
« SamrSetinformationUser (0x25)

. SamrSetinformationUser2 (0x3a)

A list of groups containing a given user can be obtained with the following operation:
. SamrGetGroupsForUser (0x27)

Finally, handles returned by the following operations are supposed to be closed, using the
SamrCloseHandle (0x01) operation:

. SamrConnect (0x00)

. SamrConnect2 (0x39)

. SamrConnect3 (0x3d)

« SamrConnect4 (0x3e)

. SamrConnect5 (0x40)

. SamrOpenDomain (0x07)



SamrOpenGroup (0x13)
SamrOpenAlias (0x1b)
SamrOpenUser (0x22)
SamrCreateUserInDomain (0x0Oc)
SamrCreateUser2lnDomain (0x32)
SamrCreateAliasinDomain (0x0e)
SamrCreateGrouplnDomain (0x0a)
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4.9.3. netlogon interface

The netlogon interface is used to communicate with the netlogon service, that typically run on member
servers and domain controllers.

IDL (Interface Definition Language) for the netlogon interface is available in Samba 4 [56].

Table 4.17. netlogon operations

Interface Operation Operation name Windows API
number
12345678-
1234-abcd-
ef00-
01234567cffb
v1.0: netlogon

0x00 NetrLogonUasL ogon
0x01 NetrLogonUasL ogoff
0x02 NetrLogonSamL ogon
0x03 NetrL ogonSamL ogoff
0x04 NetrServerReqChallenge
0x05 NetrServerAuthenticate
0x06 NetrServerPasswordSet
0x07 NetrDatabaseDeltas
0x08 NetrDatabaseSync
0x09 NetrAccountDeltas
Ox0a NetrAccountSync
Ox0b NetrGetDCName NetGetDCName
O0x0c NetrLogonControl
Ox0d NetrGetAnyDCName NetGetAnyDCName
Ox0e NetrLogonControl 2



http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netgetdcname.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netgetanydcname.asp

OxOf NetrServerAuthenticate?
0x10 NetrDatabaseSync2
0x11 NetrDatabaseRedo
0x12 NetrLogonControl 2Ex
0x13 NetrEnumerateTrustedDomains
g V\g(r;ggws 0x14 DsrGetDcName DsGetDCName
- 0x15 NetrLogonDummyRoutinel
- 0x16 NetrL ogonSetServiceBits
- Ox17 NetrLogonGetTrustRid
- 0x18 NetrLogonComputeServerDigest
- 0x19 NetrLogonComputeClientDigest
- Oxla NetrServerAuthenticate3
- Ox1b DsrGetDcNameEx DsGetDCName
- Ox1c DsrGetSiteName DsGetSiteName
- Ox1d NetrLogonGetDomaininfo
- Oxle NetrServerPasswordSet2
- Ox1f NetrServerPasswordGet
- 0x20 NetrLogonSendToSam
- 0x21 DsrAddressToSiteNameswW DsAddressToSiteNames
- 0x22 DsrGetDcNameEx2 DsGetDCName
- 0x23  [NetrLogonGetTimeServiceParentDomain
- 0x24 NetrEnumerateT rustedDomai nsEx
- 0x25 DsrAddressToSiteNamesExW DsAddressToSiteNames
- 0x26 DsrGetDcSiteCoverageW DsGetDcSiteCoverage
- 0x27 NetrL ogonSamL ogonEx
- 0x28 DsrEnumerateDomainTrusts DsEnumerateDomainTrusts
- 0x29 DsrDeregisterDnsHostRecords DsDeregisterDnsHostRecords
- Ox2a NetrServer TrustPasswordsGet



http://msdn.microsoft.com/library/en-us/ad/ad/dsgetdcname.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsgetdcname.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsgetsitename.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsaddresstositenames.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsgetdcname.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsaddresstositenames.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsgetdcsitecoverage.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsenumeratedomaintrusts.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsderegisterdnshostrecords.asp

> Windows
Vi/ﬁlz dac?v(\j/s 0x2b DsrGetForestTrustlnformation DsGetForestTrust! nformationW
Server 2003
- 0x2c NetrGetForestTrustlnformation
- Ox2d NetrL ogonSamL ogonWithFlags
- Ox2e NetrServerGetTrustinfo
Prev Up Next
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4.9.4. drsuapi interface

The drsuapi interface is used between Active Directory domain controllers for replication:

Active Directory replication interface: e3514235-4b06-11d1- ab04- 00c04f c2dcd2 v4.0
IDL (Interface Definition Language) for the dr suapi interface is available in Samba4 [80].

It supports the following operations:

Table 4.18. drsuapi operations

0x13

Interface Operation number Operation name Windows API
€3514235-4b06-11d1-ab04-00c04f c2dcd2
v4.0: drsuapi

0x00 DRSBind DsBind
0x01 DRSUnbind DsUnBind
0x02 DRSReplicaSync DsReplicaSync

| | 0x03 | DRSGetNCChanges |

| | Ox04 | DRSUpdateRefs |
0x05 DRSReplicaAdd DsReplicaAdd
0x06 DRSReplicaDel DsReplicaDel
0x07 DRSReplicaM odify DsReplicaM odify

| | 0x08 | DRSVerifyNames |

| | 0x09 | DRSGetMemberships |

| | 0Ox0a | DRSInterDomainMove |

| | Ox0b | DRSGetNT4ChangeLog |
0x0c DRSCrackNames DsCrackNames
Ox0d DRSWriteSPN DsWriteAccountSpn

| | Ox0e | DRSRemoveDsServer |

| | OxOf | DRSRemoveDsDomain |

| | 0x10 | DRSDomainControllerinfo |

| | Ox11 | DRSAddENtry |

| | 0x12 | DRSExecuteKCC |

| | | |

DRSGetReplInfo



http://msdn.microsoft.com/library/en-us/ad/ad/dsbind.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsunbind.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsreplicasync.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsreplicaadd.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsreplicadel.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsreplicamodify.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dscracknames.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dswriteaccountspn.asp

| | 0x14 | DRSAddSigHistory | DsAddSidHistory
| > Windows Server 2003 and > | 0x15 | DRSGetMemberships2 |

| - | 0x16 | DRSReplicaVerifyObjects |

| - | 0x17 | DRSGetObjectExistence |

’ - ’ 0x18 ’ DRSQuerySitesByCost ’DsQuerySitesByCost

Ethereal has a dissector for thisinterface [83]. It is particularly useful when used with the Kerberos decryption feature:
in that case, encrypted operations are dissected.

Prev Next
4.9.3. netlogon interface Home 4.9.5. dssetup interface

=



http://msdn.microsoft.com/library/en-us/ad/ad/dsaddsidhistory.asp
http://msdn.microsoft.com/library/en-us/ad/ad/dsquerysitesbycost.asp
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4.9.5. dssetup interface

The dssetup interface (Directory Services Setup) isused in Active Directory environments. The first
operation, DsRoler GetPrimaryDomainl nformation, is used to query the configuration of an Active
Directory domain member system.

IDL (Interface Definition Language) for the dssetup interface is available in Samba 4 [54].

The dssetup interface runsin the LSA on Windows 2000 and later and supports at |east one operation:

Table 4.19. dssetup oper ations

Interface Operation Operation name Windows API
number
3919286a
b10c-11d0-
9ba8-
00c04fd92ef5
v0.0: dssetup
Windows : . . : : :
0x00 |DsRolerGetPrimaryDomainlnformation | DsRoleGetPrimaryDomainlnformation
2000 and >
Windows
2000 and
Windows XP 0x01 DsRolerDnsNameToFlatName
(before
MS04-011)
- 0x02 DsRolerDcAsDc
- 0x03 DsRolerDcAsReplica
- 0x04 DsRolerDemoteDc
- 0x05 DsRolerGetDcOperationProgress
- 0x06 DsRolerGetDcOperationResults
- 0x07 DsRolerCancel
- 0x08 DsRolerServerSaveStateForUpgrade
- 0x09 DsRolerUpgradeDownlevel Server
- OxO0a |DsRolerAbortDownlevel ServerUpgrade



http://msdn.microsoft.com/library/en-us/ad/ad/dsrolegetprimarydomaininformation.asp

A buffer overflow in alogging function in Isasrv.dll was discovered by eEye [84] on 2004/04/13 and fixed in
the MS04-011 [85] Microsoft security patch. This buffer overflow can be specifically exploited with the

DsRoler UpgradeDownlevel Server operation to gain the SY STEM privilege, because this specific operation
does not impersonate the security context of the caller (i.e., does not call Rpcl mper sonateClient()).

This buffer overflow has been exploited by the Sasser worm [86], discovered on 2004/04/30.

Starting with Windows Server 2003, these operations belong to the dsr ole interface, which can not be
accessed remotely, as explained below. Only the first operation, DsRoler GetPrimaryDomainl nfor mation,
isavailable in the dssetup interface.

The MS04-011 security patch also removed all operations of the dssetup interface except the first one
(DsRoler GetPrimar yDomainl nfor mation) on Windows 2000 and Windows XP.
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4.9.6. eventlog interface
The eventlog interface can be used to access to Windows NT eventlogs.

IDL (Interface Definition Language) for the eventlog interface is available in Samba 4 [57].

Table 4.20. eventlog operations

Interface Operation Operation name Windows API
number
82273fdc-e32a-
18¢3-3f78-
827929dc23ea v0.0:

eventlog
0x00 ElfrClearELFW ClearEventL og
Ox01 ElfrBackupELFW BackupEventL og
0x02 ElfrCloseEL CloseEventL og
0x03 ElfrDeregisterEventSource DeregisterEventSource
0x04 ElfrNumberOfRecords GetNumberOf EventL ogRecords
0x05 ElfrOldestRecord GetOldestEventL ogRecord
0x06 ElfrChangeNotify NofifyChangeEventL og
0x07 ElfrOpenELW OpenEventL og
0x08 ElfrRegisterEventSourceW RegisterEventSource
0x09 ElfrOpenBELW OpenBackupEventlog
Ox0a ElfrReadELW ReadEventL og
Ox0b ElfrReportEventW ReportEvent
OxOc ElfrClearELFA ClearEventL og
Ox0d ElfrBackupELFA BackupEventL og
Ox0e ElfrOpenELA OpenEventL og



http://msdn.microsoft.com/library/en-us/eventlog/base/cleareventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/backupeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/closeeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/deregistereventsource.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/getnumberofeventlogrecords.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/getoldesteventlogrecord.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/notifychangeeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/openeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/registereventsource.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/openbackupeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/readeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/reportevent.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/cleareventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/backupeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/openeventlog.asp

OxOf ElfrRegisterEventSourceA RegisterEventSource
O0x10 ElfrOpenBELA OpenBackupEventlog
> Windows 2000 Ox11 ElfrReadELA ReadEventL og

- 0x12 ElfrReportEventA ReportEvent

- 0x13 ElfrRegisterClusterSvc

- 0x14 ElfrDeregisterClusterSvc

- 0x15 ElfrwriteClusterEvents

- O0x16 ElfrGetL oglnformation GetEventL oglnformation

> Windows XP Ox17 ElfrFlushEL
> Wi nd;(\)/\(/)zServer 0x18 ElfrReportEventAndSourceW

Operations in the eventlog interface that take Unicode strings as parameters end with W and operations
that take ASCII strings as parameters end with A.

Opening an eventlog:

. ElfrOpenELW (0x07)

. ElfrOpenELA (0x0e)

Obtaining general information about an opened eventlog:

. ElfrGetL oglnformation (0x16)

Opening the backup of an eventlog:

. ElIfrOpenBELW (0x09)
. ElIfrOpenBELA (0x10)

Obtaining the number of records in an opened eventlog:

« ElfrNumberOfRecords (0x04)

Obtaining the oldest record number in an opened eventlog:

. ElfrOldestRecord (0x05)



http://msdn.microsoft.com/library/en-us/eventlog/base/registereventsource.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/openbackupeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/readeventlog.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/reportevent.asp
http://msdn.microsoft.com/library/en-us/eventlog/base/geteventloginformation.asp

Reading records stored in an opened eventlog, the following operations are used:

. ElfrReadELW (0x08)
. ElfrReadELA (0x11)

Backing up an opened eventlog:

. ElfrBackupELFW (0x01)
. ElfrBackupELFA (0x0d)

Clearing the content of an opened eventlog:

. ElfrClearELFW (0x00)
. ElfrClearELFA (0x0c)

Registering an event source (in the registry):

. ElfrRegisterEventSourceW (0x08)
. ElfrRegisterEventSourceA (0xO0f)

Reporting an event in an opened eventlog:

. ElfrReportEventW (0x0b)
. ElfrReportEventA (0x12)

Flushing an opened eventlog:
. ElfrFlushEL (0x17)
Closing an opened eventlog:

. ElfrCloseEL (0x02)
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4.9.7. pnp interface

The Plug and Play service runs one RPC service, pnp:

Z:\>ifids -p ncalrpc -e ntsvcs serveur

| nterfaces: 7

[ ]

8d9f 4e40- a03d- 11ce- 8f 69- 08003e30051b v1.0

Z:\>ifids -p ncacn_np -e \pipe\ntsvcs \\.

| nterfaces: 7

[ ]

8d9f 4e40- a03d- 11ce- 8f 69- 08003e30051b v1.0

Before Windows Vista, the \pipe\ntsvcs named pipe endpoint is usually used to reach the pnp interface.

In Windows Vista, a dedicated named pipe, plugplay was introduced.

C\Users\> fids -p ncacn_np -e \pipe\plugplay \\.

| nterfaces: 3

8d9f 4e40- a03d- 11ce- 8f 69- 08003e30051b v1.0

... ]

Table4.21. pnp operations

I nterface

Operation number

Operation name

8d9f4e40-a03d-11ce-8f69-
08003e30051b v1.0: pnp




0x00 PNP_Disconnect

0x01 PNP_Connect

0x02 PNP_GetVersion

0x03 PNP_GetGlobal State
0x04 PNP_InitDetection

0x05 PNP_ReportLogOn

0x06 PNP_ValidateDevicel nstance
0x07 PNP_GetRootDevicel nstance
0x08 PNP_GetRelatedDevicel nstance
0x09 PNP_EnumerateSubKeys
Ox0a PNP_GetDevicelist
Ox0b PNP_GetDevicelListSize
Ox0c PNP_GetDepth

Oox0d PNP_GetDeviceRegProp
0x0e PNP_SetDeviceRegProp
OxOf PNP_GetClasslnstance
O0x10 PNP_CreateKey

Ox11 PNP_DeleteRegistryKey
Ox12 PNP_GetClassCount
Ox13 PNP_GetClassName
Ox14 PNP_DeleteClassK ey
0x15 PNP_GetlnterfaceDeviceAlias
0x16 PNP_GetlInterfaceDevicelist
Ox17 PNP_GetlInterfaceDevicelistSize
0x18 PNP_RegisterDeviceClassAssociation
0x19 PNP_UnregisterDeviceClassAssociation
Oxla PNP_GetClassRegProp
Ox1b PNP_SetClassRegProp
Ox1c PNP_CreateDevinst

Ox1d PNP_DevicelnstanceAction
Ox1le PNP_GetDeviceStatus

Ox1f

PNP_SetDeviceProblem




0x20 PNP_DisableDevinst
0x21 PNP_UninstallDevinst
0x22 PNP_AddID
0x23 PNP_RegisterDriver
0x24 PNP_QueryRemove
0x25 PNP_RequestDeviceEject
0x26 PNP_IsDockStationPresent
0x27 PNP_RequestEjectPC
0x28 PNP_HwProfFlags
0x29 PNP_GetHwProfinfo
Ox2a PNP_AddEmptyL ogConf
O0x2b PNP_Freel ogConf
0x2c PNP_GetFirstL ogConf
Ox2d PNP_GetNextL ogConf
Ox2e PNP_GetL ogConfPriority
Ox2f PNP_AddResDes
0x30 PNP_FreeResDes
O0x31 PNP_GetNextResDes
0x32 PNP_GetResDesData
0x33 PNP_GetResDesDataSize
0x34 PNP_ModifyResDes
0x35 PNP_DetectResourceConflict
0x36 PNP_QueryResConfList
Ox37 PNP_SetHwProf
0x38 PNP_QueryArbitratorFreeData
0x39 PNP_QueryArbitratorFreeSize
0x3a PNP_RunDetection
Ox3b PNP_RegisterNotification
0x3c PNP_UnregisterNotification
> Windows XP and Windows Server 0x3d PNP_GetCustomDevProp

2003

Ox3e

PNP_GetVersioninterna




Ox3f PNP_GetBlockedDriverinfo

0x40 PNP_GetServerSideDevicel nstallFlags
> Windows Vista 0x41 PNP_GetObjectPropKeys

0x42 PNP_GetObjectProp

0x43 PNP_SetObjectProp

Ox44 PNP_InstallDevinst

0x45 PNP_ApplyPowerSettings

0x46 PNP_DriverStoreAddDriverPackage

0x47 PNP_DriverStoreDeleteDriverPackage

0x48 PNP_RegisterServiceNotification

0x49 PNP_SetActiveService

Ox4a PNP_DeleteServiceDevices

In Windows NT 4.0, asimilar interface exists with exactly the same interface identifier but in version
0.0 and with fewer operations (thanks to Derek Soeder for providing operations names).

Z:\>ifids -p ncacn_np -e \pipe\ntsvcs \\.

| nterfaces: 7

[ ]

8d9f 4e40- a03d- 11ce- 8f 69- 08003e30051b vO0.0

Table4.22. nt4 _pnp operations

Interface Operation number Operation name
8d9f4e40-a03d- 11ce-8f69-08003e30051b vO0.0:

nt4_pnp
0x00 PNP_Connect
0x01 PNP_Disconnect
0x02 PNP_GetVersion
0x03 PNP_GetGloba State
0x04 PNP _InitDetection
0x05 PNP_ReportL ogOn




0x06 PNP_ValidateDevicel nstance
0x07 PNP_GetRootDevicel nstance
0x08 PNP_GetRelatedDevicel nstance
0x09 PNP_EnumerateSubK eys
Ox0a PNP_GetDevicelList
Ox0b PNP_GetDevicelListSize
O0x0c PNP_GetDepth
Oxod PNP_GetDeviceRegProp
Ox0e PNP_SetDeviceRegProp
OxOf PNP_GetClasslnstance
0x10 PNP_CreateKey
Ox11 PNP_DeleteRegistryKey
0x12 PNP_GetClassCount
O0x13 PNP_GetClassName
Ox14 PNP_DeleteClassK ey
0x15 PNP_CreateDevinst
0x16 PNP_DevicelnstanceAction
Ox17 PNP_GetDeviceStatus
0x18 PNP_UninstallDevinst
0x19 PNP_AddID

Oxla PNP_HwProfFlags
Ox1b PNP_GetHwProfinfo
Ox1c PNP_AddEmptyL ogConf
Ox1d PNP_Freel ogConf
Ox1le PNP_GetFirstL ogConf
Ox1f PNP_GetNextL ogConf
0x20 PNP_AddResDes
Ox21 PNP_FreeResDes
O0x22 PNP_GetNextResDes
O0x23 PNP_GetResDesData
O0x24 PNP_GetResDesDataSize
0x25 PNP_ModifyResDes




0x26 PNP_DetectResourceConflict
Ox27 PNP_SetHwProf

0x28 PNP_QueryArbitratorFreeData
0x29 PNP_QueryArbitratorFreeSize
Ox2a PNP_RunDetection
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4.9.8. srvsvc interface

The srvsvc interface is used to manage the lanmanserver service.

IDL (Interface Definition Language) for the srvsvc interface is available in Samba 4 [59].

Table 4.23. srvsvc operations

Interface Operation Operation name Windows API
number
4b324fc8-1670-01d3-
1278-5a47bf6ee188
v3.0: srvsve

0x00 NetrCharDevEnum NetCharDevEnum
O0x01 NetrCharDevGetlnfo NetCharDevGetinfo
0x02 NetrCharDevControl NetCharDevControl
0x03 NetrCharDevQEnum NetCharDevQEnum
0x04 NetrCharDevQGetinfo NetCharDevQGetinfo
0x05 NetrCharDevQSetinfo NetCharDevQSetinfo
0x06 NetrCharDevQPurge NetCharDevQPurge
0x07 NetrCharDevQPurgeSelf NetCharDevQPurgeSelf
0x08 NetrConnectionEnum NetConnectionEnum
0x09 NetrFileEnum NetFileEnum
Ox0a NetrFileGetInfo NetFileGetlnfo
Ox0b NetrFileClose NetFileClose
0x0c NetrSessionEnum NetSessionEnum
Ox0d NetrSessionDel NetSessionDel
O0x0e NetrShareAdd NetShareAdd
OxOf NetrShareEnum NetShareEnum



http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netconnectionenum.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netfileenum.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netfilegetinfo.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netfileclose.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsessionenum.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsessiondel.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netshareadd.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netshareenum.asp

Ox10 NetrShareGetinfo NetShareGetinfo
Ox11 NetrShareSetinfo NetShareSetinfo
Ox12 NetrShareDel NetShareDel
O0x13 NetrShareDel Sticky NetShareDel
Ox14 NetrShareCheck NetShareCheck
Ox15 NetrServerGetinfo NetServerGetinfo
O0x16 NetrServerSetinfo NetServerSetinfo
Ox17 NetrServerDiskEnum NetServerDiskEnum
0x18 NetrServerStati sticsGet NetServerStati sticsGet
0x19 NetrServerTransportAdd NetServerTransportAdd
Oxla NetrServerTransportEnum NetServerTransportEnum
Ox1b NetrServerTransportDel NetServerTransportDel
Ox1c NetrRemoteTOD NetRemoteTOD
Ox1d NetrServerSetServiceBits
Oxle NetprPathType NetPathType
Ox 1f NetprPathCanonicalize
0x20 NetprPathCompare
0x21 NetprNameValidate
0x22 NetprNameCanonicalize
0x23 NetprNameCompare
Ox24 NetrShareEnumSticky NetShareEnum
O0x25 NetrShareDel Start NetShareDel
O0x26 NetrShareDel Commit NetShareDel
Ox27 NetrpGetFileSecurity
0x28 NetrpSetFileSecurity
0x29 NetrServerTransportAddEx | NetServerTransportAddEx
Ox2a NetrServerSetServiceBitsEx
Ox2b NetrDfsGetVersion

> Windows 2000 Ox2c NetrDfsCreatel ocal Partition

- Ox2d NetrDfsDeletel ocal Partition



http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsharegetinfo.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsharesetinfo.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsharedel.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsharedel.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsharecheck.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netservergetinfo.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netserversetinfo.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netserverdiskenum.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netservertransportadd.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netservertransportenum.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netservertransportdel.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netremotetod.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netshareenum.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsharedel.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netsharedel.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netservertransportaddex.asp

- Ox2e NetrDfsSetL ocal VolumeState

- Ox2f NetrDfsSetServerinfo

- 0x30 NetrDfsCreateExitPoint

- O0x31 NetrDfsDel eteExitPoint

- 0x32 NetrDfsModifyPrefix

- 0x33 NetrDfsFixLoca Volume

- Ox34 NetrDfsManagerReportSitel nfo

V;i\r?c/ig]v?/g\g::\f; 2%%3 0x35 NetrServerTransportDelEx | NetServerTransportDel Ex
> Windows Vista 0x36 NetrServerAliasAdd

0x37 NetrServerAliasEnum
0x38 NetrServerAliasDel
0x39 NetrShareDel Ex

Obtaning general information on the server service:

. NetrServerGetinfo (0x15)
. NetrServerSetinfo (0x16)

Managing shares:

. NetrShareAdd (0x0e)
« NetrShareEnum (0x0f)

« NetrShareGetlnfo (0x10)
« NetrShareSetinfo (0x11)

« NetrShareDel (0x12)

« NetrShareDel Sticky (0x13)

« NetrShareCheck (0x14)

Managing established SMB sessions on aremote server:

« NetrSessionEnum (0x0c)

« NetrSessionDel (0x0d)

Managing opened files on aremote server:

« NetrFileEnum (0x09)
. NetrFileGetInfo (0x0a)




. NetrFileClose (0x0b)

Managing transports bindings of aremote SMB file server:

« NetrServerTransportAdd (0x19)
. NetrServerTransportEnum (0Ox1a)
. NetrServerTransportDel (0x1b)
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4.9.9. svcctl interface
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4.9.9. svcctl interface
The svcctl interface is used to manage Windows services viathe SCM (Service Control Manager).

IDL (Interface Definition Language) for the svcctl interface is available in Samba 4 [60].

Table 4.24. svcctl operations

I nter face Operation Operation name Windows API
number
367aeb81-9844-35f1-
ad32-98f038001003

v2.0: svcctl
0x00 CloseServiceHandle CloseServiceHandle
O0x01 Control Service Control Service
0x02 DeleteService DeleteService
0x03 L ockServiceDatabase L ockServiceDatabase
0x04 QueryServiceObjectSecurity |QueryServiceObjectSecurity
0x05 SetServiceObjectSecurity | SetServiceObjectSecurity
0x06 QueryServiceStatus QueryServiceStatus
O0x07 SetServiceStatus SetServiceStatus
0x08 UnlockServiceDatabase UnlockServiceDatabase
0x09 NotifyBootConfigStatus NotifyBootConfigStatus
Ox0a ScSetServiceBitswW SetServiceBits
Ox0b ChangeServiceConfigW ChangeServiceConfig
0x0c CreateServiceW CreateService
Ox0d EnumDependentServicesW | EnumDependentServices
O0x0e EnumServicesStatusw EnumServicesStatus
OxOf OpenSCM anagerW OpenSCManager



http://msdn.microsoft.com/library/en-us/dllproc/base/closeservicehandle.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/controlservice.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/deleteservice.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/lockservicedatabase.asp
http://msdn.microsoft.com/library/en-us/secauthz/security/queryserviceobjectsecurity.asp
http://msdn.microsoft.com/library/en-us/secauthz/security/setserviceobjectsecurity.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/queryservicestatus.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/setservicestatus.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/unlockservicedatabase.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/notifybootconfigstatus.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/setservicebits.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/changeserviceconfig.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/createservice.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/enumdependentservices.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/enumservicesstatus.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/openscmanager.asp

0x10 OpenServiceW OpenService
Ox11 QueryServiceConfigW QueryServiceConfig
0x12 QueryServicel ockStatusw | QueryServicel ockStatus
O0x13 StartServiceW StartService
Ox14 GetServiceDisplayNameW | GetServiceDisplayName
0x15 GetServiceK eyNameW GetServiceKeyName
Ox16 ScSetServiceBitsA SetServiceBits
0x17 ChangeServiceConfigA ChangeServiceConfig
Ox18 CreateServiceA CreateService
0x19 EnumDependentServicesA | EnumDependentServices
Oxla EnumServicesStatusA EnumServicesStatus
Ox1b OpenSCManagerA OpenSCManager
Ox1c OpenServiceA OpenService
Ox1d QueryServiceConfigA QueryServiceConfig
Oxle QueryServiceL ockStatusA | QueryServicel ockStatus
Ox1f StartServiceA StartService
0x20 GetServiceDisplayNameA | GetServiceDisplayName
0x21 GetServiceK eyNameA GetServiceKeyName
0x22 ScGetCurrentGroupStateW
0x23 EnumServiceGroupW
Ox24 ChangeServiceConfig2A ChangeServiceConfig2
0x25 ChangeServiceConfig2W ChangeServiceConfig2
O0x26 QueryServiceConfig2A QueryServiceConfig2
> Windows 2000 Ox27 QueryServiceConfig2W QueryServiceConfig2

- O0x28 QueryServiceStatusEx QueryServiceStatusEx

- 0x29 EnumServicesStatusExA EnumServicesStatusEx

- Ox2a EnumServicesStatusExW EnumServicesStatusEx

e | 0@ | ssmrsvesos
> Windows Vista Ox2c CreateServiceWOWG64A



http://msdn.microsoft.com/library/en-us/dllproc/base/openservice.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/queryserviceconfig.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/queryservicelockstatus.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/startservice.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/getservicedisplayname.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/getservicekeyname.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/setservicebits.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/changeserviceconfig.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/createservice.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/enumdependentservices.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/enumservicesstatus.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/openscmanager.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/openservice.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/queryserviceconfig.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/queryservicelockstatus.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/startservice.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/getservicedisplayname.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/getservicekeyname.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/changeserviceconfig2.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/changeserviceconfig2.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/queryserviceconfig2.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/queryserviceconfig2.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/queryservicestatusex.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/enumservicesstatusex.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/enumservicesstatusex.asp

Ox2d CreateServiceWOW64W

Ox2e ScQueryServiceTaglnfo

Ox2f NotifyServiceStatusChange | NotifyServiceStatusChange
0x30 GetNotifyResult NotifyServiceStatusChange
0x31 CloseNotifyHandle NotifyServiceStatusChange
0x32 Control ServiceExA Control ServiceExXA
0x33 Control ServiceExW Control ServiceExW
0x34 ScSendPnPMessage

0x35 ScValidatePnPService

0x36 ScOpenServiceStatusHandle | NotifyServiceStatusChange

The svcctl interface contains so-called Unicode operations (with names ending with W) and ASCI|

operations (with names ending with A).

Connecting to the SCM (Service Control Manager):

. OpenSCManagerW (0x0f)
. OpenSCManagerA (0x1b)

L ocking and unlocking the SCM database:

. LockServiceDatabase (0x03)

« UnlockServiceDatabase (0x08)

Enumerating services.

. EnumServicesStatusw (0xOe)

« EnumServicesStatusExW (0x2a)

« EnumServicesStatusA (0x1a)

« EnumServicesStatusExA (0x29)

Obtaining a handle to a service:

« OpenServiceW (0x10)
. OpenServiceA (0x1c)

Starting a service:



http://msdn.microsoft.com/library/en-us/dllproc/base/notifyservicestatuschange.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/notifyservicestatuschange.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/notifyservicestatuschange.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/controlserviceex.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/controlserviceex.asp
http://msdn.microsoft.com/library/en-us/dllproc/base/notifyservicestatuschange.asp

. StartServiceW (0x13)
. StartServiceA (0x1f)

Obtaining the current status of a service:

. QueryServiceStatus (0x06)
« QueryServiceStatusEx (0x28)

Setting the current status of a service:
. SetServiceStatus (0x07)
Sending a control order to a service:
. Control Service (0x01)
Obtaining the detailed configuration of a service:
. QueryServiceConfigW (0x11)
« QueryServiceConfigA (0x1d)
. QueryServiceConfig2W (0x27)
. QueryServiceConfig2A (0x26)

Obtaining the current lock status of a service:

« QueryServicelockStatusw (0x12)
. QueryServicelLockStatusA (Ox1e)

Obtaining the display name of a service:

. GetServiceDisplayNameW (0x14)
. GetServiceDisplayNameA (0x20)

Obtaning the internal name of a service:

. GetServiceKeyNameW (0x15)
. GetServiceKeyNameA (0x21)

Modifying the configuration of a service:

. ChangeServiceConfigW (0x0b)



. ChangeServiceConfigA (0x17)
. ChangeServiceConfig2W (0x25)
. ChangeServiceConfig2A (0x24)

Examining and setting the security descriptor of a service:

« QueryServiceObjectSecurity (0x04)
« SetServiceObjectSecurity (0x05)

Adding anew service:

. CreateServiceW (0x0c)
. CreateServiceA (0x18)

Removing a service:
. DeleteService (0x02)
Enumerating service dependencies:

« EnumDependentServicesW (0x0d)
. EnumDependentServicesA (0x19)

Enumerating services that belong to a group:
« EnumServiceGroupW (0x23)
Closing aservice or SCM handle:

« CloseServiceHandle (0x00)
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4.9.10. winreg interface

The winreg interface is used to access to the registry, either locally or remotely. The interface also
contains 3 operations related to systems shutdown.

IDL (Interface Definition Language) for the winreg interface is available in Samba 4 [61].

Table 4.25. winreg operations

Interface Operation Operation name Windows API
number
338cd001-2244-31f1-
aaaa-900038001003
v1.0: winreg

0x00 OpenClassesRoot RegConnectReqistry
Ox01 OpenCurrentUser RegConnectReqistry
0x02 OpenLocaMachine RegConnectReqistry
0x03 OpenPerformanceData RegConnectReqistry
0x04 OpenUsers RegConnectRegistry
0x05 BaseRegCloseK ey RegCloseKey
0x06 BaseRegCreateK ey RegCreateKeyEx
0x07 BaseRegDeleteK ey RegDeleteK eyEx
0x08 BaseRegDeleteVaue RegDeleteVaue
0x09 BaseRegEnumKey RegEnumK eyEX
Ox0a BaseRegEnumValue RegEnumValue
Ox0b BaseRegFlushK ey RegFlushKey
0x0c BaseRegGetK ey Security RegGetK ey Security
Ox0d BaseRegL oadKey Regl oadK ey
OxOe BaseRegNotifyChangeK eyVaue | RegNotifyChangeKeyValue



http://msdn.microsoft.com/library/en-us/sysinfo/base/regconnectregistry.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regconnectregistry.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regconnectregistry.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regconnectregistry.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regconnectregistry.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regclosekey.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regcreatekeyex.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regdeletekeyex.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regdeletevalue.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regenumkeyex.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regenumvalue.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regflushkey.asp
http://msdn.microsoft.com/library/en-us/secauthz/security/reggetkeysecurity.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regloadkey.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regnotifychangekeyvalue.asp

OxOf BaseRegOpenKey RegOpenK eyEx
0x10 BaseRegQuerylnfoKey RegQuerylnfoKey
0x11 BaseRegQueryValue RegQueryV alueEx
0x12 BaseRegReplaceK ey RegReplaceKey
0x13 BaseRegRestoreK ey RegRestoreKey
Ox14 BaseRegSaveK ey RegSaveKey
0x15 BaseRegSetK ey Security RegSetK ey Security
> Windows 2000 Ox16 BaseRegSetValue RegSetV alueEx

- Ox17 BaseRegUnL oadK ey RegUnloadK ey

- 0x18 Basel nitiateSystemShutdown [ niti ateSystemShutdown

- 0x19 BaseAbortSystemShutdown AbortSystemShutdown

- Oxla BaseRegGetVersion

- Ox1b OpenCurrentConfig

- Ox1c OpenDynData

- Ox1d BaseRegQueryMultipleValues | RegQueryMultipleValues

- Oxle Basel nitiateSystemShutdownEx | I nitiateSystemShutdownEx

> Windows XP and
Windows Server Ox1f BaseRegSaveK eyEx RegSaveK eyEx
2003
- 0x20 OpenPerformanceT ext
- 0x21 OpenPerformanceNIsText
g Wigggg";?ler ver 0x22 BaseRegQueryMultipleVal ues?
- 0x23 BaseRegDeleteK eyEx RegDeleteK eyEx
Prev Up Next
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http://msdn.microsoft.com/library/en-us/sysinfo/base/regopenkeyex.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regqueryinfokey.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regqueryvalueex.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regreplacekey.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regrestorekey.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regsavekey.asp
http://msdn.microsoft.com/library/en-us/secauthz/security/regsetkeysecurity.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regsetvalueex.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regunloadkey.asp
http://msdn.microsoft.com/library/en-us/shutdown/base/initiatesystemshutdown.asp
http://msdn.microsoft.com/library/en-us/shutdown/base/abortsystemshutdown.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regquerymultiplevalues.asp
http://msdn.microsoft.com/library/en-us/shutdown/base/initiatesystemshutdownex.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regsavekeyex.asp
http://msdn.microsoft.com/library/en-us/sysinfo/base/regdeletekeyex.asp

4.9.11. wkssvc interface
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4.9.11. wkssvc interface

The wkssvc interface is used to manage the lanmanworkstation service.

IDL (Interface Definition Language) for the wkssvc interface is available in Samba 4 [62].

Table 4.26. wkssvc operations

Interface Operation Operation name Windows API
number
6bffd098-
all12-3610-
0833-
46¢c3f87e345a
v1.0: wkssvc

0x00 NetrWkstaGetlnfo NetWkstaGetinfo
0x01 NetrWkstaSetInfo NetWkstaSetinfo
0x02 NetrWkstaUserEnum NetWkstaUserEnum
0x03 NetrWkstaUserGetInfo NetWkstaUserGetlnfo
0x04 NetrWkstaUserSetInfo NetWkstaUserSetinfo
0x05 NetrWkstaT ransportEnum NetWkstaTransportEnum
0x06 NetrWkstaTransportAdd NetWkstaT ransportAdd
0x07 NetrWkstaT ransportDel NetWkstaTransportDel
0x08 NetrUseAdd NetUseAdd
0x09 NetrUseGetlnfo NetUseGetInfo
Ox0a NetrUseDel NetUseDel
O0x0b NetrUseEnum NetUseEnum
Ox0c NetrM essageBufferSend NetM essageBufferSend
Ox0d Netr\WorkstationStati sticsGet NetWkstaStatisticsGet
Ox0e NetrLogonDomainNameAdd



http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netwkstagetinfo.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netwkstasetinfo.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netwkstauserenum.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netwkstausergetinfo.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netwkstausersetinfo.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netwkstatransportenum.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netwkstatransportadd.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netwkstatransportdel.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netuseadd.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netusegetinfo.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netusedel.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netuseenum.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netmessagebuffersend.asp

g V\lzigggws OxOf NetrLogonDomainNameDel
- 0x10 NetrJoinDomain NetJoinDomain
- Ox11 NetrUnjoinDomain NetUnjoinDomain
- 0x12 NetrValidateName NetValidateName
- 0x13 NetrRenameMachinelnDomain NetRenameM achinelnDomain
- Ox14 NetrGetJoinl nformation NetGetJoinlnformation
- 0x15 NetrGetJoinableOUs NetGetJoinableOUs
- O0x16 NetrJoinDomain2 NetJoinDomain
- 0x17 NetrUnjoinDomain2 NetUnjoinDomain
- 0x18 NetrRenameM achinelnDomain2 NetRenameMachinelnDomain
- 0x19 NetrValidateName2 NetValidateName
- Oxla NetrGetJoi nableOUs2 NetGetJoinableOUs
> Windows
Vi/<i Ir::c?:v(\j/s Ox1b NetrAddAlternateComputerName NetAddAlternateComputerName
Server 2003
- Oxlc |NetrRemoveAlternateComputerName |NetRemoveAlternateComputerName
- Ox1d NetrSetPrimaryComputerName NetSetPrimaryComputerName
- Oxle NetrEnumerateComputerNames NetEnumerateComputerNames
- Ox 1f NetrWorkstationResetDfsCache

A vulnerability in the workstation service was discovered by Y uji Ukai [64] and fixed by Microsoft in
November 2003 in the M S03-049 security bulletin [65]. It can be exploited anonymously becauseit is
always possible to open the wkssvc named pipe in the context of a NULL session, as explained earlier.

Obtaining general information on the workstation service:

. NetrWkstaGetInfo (0x00)
« NetrWkstaSetinfo (0x01)

Managing SMB sessions (client-side):

« NetrUseEnum (0x0b)

. NetrUseGetlnfo (0x09)



http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netjoindomain.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netunjoindomain.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netvalidatename.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netrenamemachineindomain.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netgetjoininformation.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netgetjoinableous.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netjoindomain.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netunjoindomain.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netrenamemachineindomain.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netvalidatename.asp
http://msdn.microsoft.com/library/en-us/netmgmt/netmgmt/netgetjoinableous.asp

. NetrUseAdd (0x08)
. NetrUseDel (0x0a)

Managing transport mappings for the SMB redirector:

. NetrWkstaTransportEnum (0x05)
. NetrWkstaTransportAdd (0x06)
. NetrWkstaTransportDel (0x07)

Preparing ajoin operation:

. NetrGetJoininformation (0x14)
« NetrGetJoinableOUs (0x15)
« NetrGetJoinableOUs2 (0x1a)

Joining or unjoining aremote machine to a domain:

« NetrJoinDomain (0x10)

. NetrJoinDomain2 (0x16)

. NetrUnjoinDomain (Ox11)
« NetrUnjoinDomain2 (0x17)

Managing computer names:

. NetrAddAlternateComputerName (Ox1b)

. NetrRemoveAlternateComputerName (0x1c)
« NetrSetPrimaryComputerName (0x1d)

« NetrEnumerateComputerNames (Ox1e)
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4.10.1. Active Directory domain controllers RPC services
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4.10.1. Active Directory domain controllers RPC services

The following RPC interfaces are supported on a Windows 2000 domain controller to handle backup and restore
of Active Directory:

Active Directory backup interface: ecec0d70-a603-11d0-96b1-00a0c9lece30 v1.0
Active Directory restore interface: 16e0Ocf3a-a604-11d0-96b1-00a0c9lece30 v1.0

Table 4.27. JetBack oper ations

Interface Operation number Operation name
ecec0d70-a603-11d0-96b1-00a0c91ece30 v1.0:
JetBack

0x00 HrRBackupPrepare
0x01 HrRBackupEnd
0x02 HrRBackupGetAttachmentlnformation
0x03 HrRBackupOpenFile
0x04 HrRBackupRead
0x05 HrRBackupClose
0x06 HrRBackupGetBackuplL ogs
0x07 HrRBackupTruncatel ogs
0x08 HrRBackupPing

Table 4.28. JetRest operations

Interface Operation number Operation name
16e0cf3a-a604-11d0-96b1-00a0c91ece30 v1.0: JetRest
0x00 HrRISNTDSOnline
0x01 HrRRestorePrepare
0x02 HrRRestoreRegister
0x03 HrRRestoreRegisterCompl ete
0x04 HrRRestoreGetDatabasel ocations
0x05 HrRRestoreEnd
0x06 HrRRestoreSetCurrentL ogNumber




0x07 | HrRRestoreCheckL ogsForBackup

By default, these RPC services are registered in the endpoint mapper database on a dynamic TCP port. However,
it ispossible to set aregistry value to configure these servicesto listen on afixed port [87]. Once thisvalueis
configured, the portmapper service will always return this fixed port when asked for one of these interfaces.
Windows Server 2003 and later versions support the dsrole interface, available on the following endpoint:

. dsrole LPC port

Y:\>ifids -p ncalrpc -e dsrole serveur
Interfaces: 18

[...]

1cbcad78- df Ob- 4934- b558- 87839ea501c9 vO0.0

[...]

Table 4.29. dsrole operations

Interface Operation number Operation name
1cbcad78-dfOb-4934-b558-87839ea501c9 vO0.0:
dsrole
Windows Server 2003 and > 0x00 DsRolerDnsNameT oFlatName

- 0x01 DsRolerDcAsDc
- 0x02 DsRolerDcAsReplica
- 0x03 DsRolerDemoteDc
- 0x04 DsRolerGetDcOperationProgress
- 0x05 DsRolerGetDcOperationResults
- 0x06 DsRolerCancel
- 0x07 DsRolerlfmHandleFree
- 0x08 DsRolerServerSaveStateForUpgrade
- 0x09 DsRolerUpgradeDownlevel Server
- Ox0a DsRolerAbortDownlevel ServerUpgrade
- O0x0b DsRolerGetDatabaseFacts

There is another interface in the ntdsa.dll DLL, which contains only two operations:




Table 4.30. dsaop operations

Interface Operation number | Operation name
7c44d7d4-31d5-424c-bd5e-2b3e1f323d22 v1.0: dsaop

0x00 DSAPrepareScript
0x01 DSA ExecuteScript
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4.10.2. Computer Browser service
The Computer Browser service supports the browser interface:

Table 4.31. browser operations

| nterface Operation number Operation name
6bffd098-a112-3610-9833-012892020162
v0.0: browser

0x00 BrowserrServerEnum
0x01 BrowserrDebugCall
0x02 BrowserrQueryOtherDomains
0x03 BrowserrResetNetlogonState
0x04 BrowserrDebugTrace
0x05 BrowserrQueryStatistics
0x06 BrowserrResetStatistics
0x07 NetrBrowser Stati sticsClear
0x08 NetrBrowser Stati sticsGet
0x09 BrowserrSetNetlogonState
Ox0a BrowserrQueryEmulatedDomains
Ox0b BrowserrServerEnumEx
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4.10.3. DCOM Server Process Launcher

Table 4.32. | ActivationK ernel operations

Interface Operation number Operation name
9h8699ae-0e44-47b1-8e7f-86a461d7ecdc
v0.0: IActivationK ernel

0x00 LaunchActivatorServer
0x01 LaunchRunAsServer
0x02 LaunchService
0x03 CertifyServerldentity
0x04 PrivRunA sSetWinstaDesktop
0x05 PrivRunAsRelease
0x06 PrivRunAslnvalidateAndRelease
0x07 PrivTranslateShareName
0x08 FlushCache
0x09 I sPortOpen
Ox0a SignalPnpNotification
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4.10.4. Distributed File System service
The Distributed File System service supports the netdfs interface.

IDL (Interface Definition Language) for the netdfsinterface is available in Samba 4 [58].

Table 4.33. netdfs operations

Interface Operation Operation name Windows API
number
4fc742e0-4a10-11cf-
8273-00aa004ae673
v3.0: netdfs

0x00 NetrDfsManagerGetVersion
0x01 NetrDfsAdd NetDfsAdd
0x02 NetrDfsRemove NetDfsRemove
0x03 NetrDfsSetInfo NetDfsSetInfo
0x04 NetrDfsGetInfo NetDfsGetInfo
0x05 NetrDfsEnum NetDfsEnum
0x06 NetrDf sRename
0x07 NetrDfsMove NetDfsMove
0x08 NetrDfsManagerGetConfiginfo
0x09 NetrDfsManagerSendSitel nfo
Ox0a NetrDfsAddFtRoot NetDfsAddFtRoot
Ox0b NetrDf sSRemoveFtRoot NetDfsRemoveFtRoot
0x0c NetrDfsAddStdRoot NetDfsAddStdRoot
oxod NetrDfsRemoveStdRoot NetDfsRemoveStdRoot
Ox0Oe NetrDfsManagerinitialize NetDfsManagerinitialize
OxOf NetrDfsAddStdRootForced | NetDfsAddStdRootForced



http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsadd.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsremove.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfssetinfo.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsgetinfo.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsenum.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsmove.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsaddftroot.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsremoveftroot.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsaddstdroot.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsremovestdroot.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsmanagerinitialize.asp
http://msdn.microsoft.com/library/en-us/stgmgmt/fs/netdfsaddstdrootforced.asp

0x10 NetrDfsGetDcAddress
0x11 NetrDfsSetDcAddress
0x12 NetrDfsFlushFtTable
0x13 NetrDfsAdd2
0x14 NetrDfsRemove2
0x15 NetrDf sEnumEx
0x16 NetrDfsSetInfo2
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4.10.5. DNS server

Windows DNS server (dns.exe process) runs one RPC service, listening on the following endpoints:

. DNSSERVERLPC LPC port
. dnsserver named pipe
. adynamic TCP port

Y:\>ifids -p ncalrpc -e DNSSERVERLPC serveur
Interfaces: 1
50abc2a4- 574d- 40b3- 9d66- ee4f d5f ba076 v5.0

Y:\>ifids -p ncacn_np -e \pipe\dnsserver \\.
Interfaces: 1
50abc2a4- 574d- 40b3- 9d66- ee4f d5f ba076 v5.0

Y:\>ifids -p ncacn_ip_tcp -e 3009 127.0.0.1
Interfaces: 1
50abc2a4-574d- 40b3- 9d66- ee4f d5f ba076 v5.0

It is possible to configure the RPC transports of the RPC service run by the DNS Server, using the
RpcProtocol registry value, documented in Microsoft DNS Server Registry Parameters, Part 1 of 3:

Key: HKLM SYSTEM CCS\ Ser vi ces\ DNS\ Par anet er s\
Val ue: RpcProtocol (REG _DWORD)
Default val ue: OxFFFFFFFF (all protocols enabl ed)

Table 4.34. DnsServer operations

| nterface Operation number Operation name
50abc2a4-574d-40b3-9d66-ee4fd5fbal076 v5.0:
DnsServer
0x00 DnssrvOperation
0x01 DnssrvQuery
0x02 DnssrvComplexOperation



http://support.microsoft.com/?id=198408

0x03 DnssrvEnumRecords
0x04 DnssrvUpdateRecord
> Windows XP and Windows Server 2003 0x05 DnssrvOperation2
- 0x06 DnssrvQuery?2
- 0x07 DnssrvComplexOperation2
- 0x08 DnssrvEnumRecords2
- 0x09 DnssrvUpdateRecord?2
Prev Up Next
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4.10.6. Exchange RPC services

The MAPI interface (also known as Exchange Server Store EMSMDB Interface) isidentified as

follows:

a4f 1db00- ca47-1067- b31f - 00dd010662da vO. 81

Table 4.35. exchange_mapi operations

I nterface Operation number Operation name
a4f 1db00-cad7-1067-b31f-00dd010662da v0.81

0x00 EcDoConnect
O0x01 EcDoDisconnect
0x02 EcDoRpc
0x03 EcGetMoreRpc
0x04 EcRRegisterPushNotification
0x05 EcRUnregisterPushNotification
0x06 EcDummyRpc
0x07 EcRGetDCName
0x08 EcRNetGetDCName
0x09 EcDoRpcEXxt

[88] listsidentifiers of Exchange RPC interfaces exposed when the Secure Mail Publishing feature of

|SA Server 2000 is used.

The following interface identifiers are registered in the endpoint mapper database of an Exchange 2000

server.

Annot at i on=Exchange Server STORE ADM N Interface
uui d=99e64010- b032- 11d0- 97a4- 00c04f d6551d

annot at i on=Exchange Server STORE ADM N Interface

ver si on=3



uui d=89742ace- a9ed- 11cf-9c0c-08002be7ae86 , versi on=2

annot at i on=Exchange Server STORE ADM N Interface
uui d=a4f 1db00- ca47- 1067- b31e- 00dd010662da , version=1

annot at i on=Exchange Server STORE EVMSMDB I nterface
uui d=a4f 1db00- ca47- 1067- b31f - 00dd010662da , versi on=0

annot ati on=Ms Exchange MIA 'M a' Interface
uui d=9e8ee830- 4459- 11ce- 979b- 00aa005f f ebe , versi on=2

annot ati on=M5 Exchange Directory NSPI Proxy
uui d=f 5cc5al8- 4264- 101a- 8c59- 08002b2f 8426 , versi on=56

annot ati on=Ms Exchange MIA ' QAdmi n' Interface
uui d=38a94e72- a9bc- 11d2- 8f af - 00c04f a378ff , version=1

annot ati on=M crosoft Infornation Store
uui d=0e4a0156- dd5d-11d2- 8c2f - 00c04f b6bcde , versi on=1

annot ati on=M crosoft Infornation Store
uui d=1453c42c- 0f ab-11d2-a910- 00c04f 990f 3b , versi on=1

annot ati on=M crosoft Infornation Store
uui d=10f 24e8e- 0f ab6- 11d2- a910- 00c04f 990f 3b , versi on=1

annot ati on=M5 Exchange Directory RFR Interface
uui d=1544f 5e0- 613c- 11d1- 93df - 00c04f d7bd09 , version=1

annot ati on=M5 Exchange System Attendant Cluster Interface
uui d=f 930c514- 1215-11d3-99a5- 00a0c9b61b04 , version=1

annot ati on=M5 Exchange System Attendant Private Interface
uui d=83d72bf 0- 0d89- 11ce- b13f - 00aa003bac6c , versi on=6

annot ati on=M5 Exchange System Attendant Public Interface
uui d=469d6ec0- 0d87- 11ce- b13f - 00aa003bac6c , version=16

Table 4.36. exchange rfr operations

Interface Operation number Operation name



1544f5e0-613c-11d1-93df-00c04fd7bd09 v1.0

0x00 RfrGetNewDSA

O0x01 RfrGetFQDNFromL egacyDN
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4.10.7. Exchange RPC services in Active Directory domains

Active Directory domain controllers that have the Global Catalog server roles register the following RPC services,
which are used by MAPI clients to access the Directory Service that was previously integrated in Exchange before
Exchange 2000:

Active Directory Extended Directory Service (XDS): fb5ccba7c-4264-101a-8c59-
08002b2f 8426 v21.0

Active Directory Nane Service Provider (NSP) interface: fb5ccb5al8-4264-101a-8c59-
08002b2f 8426 v56.0

Table 4.37. rxds oper ations

Interface Operation number Operation name
f5ccharc-4264-101a-8c59-08002b2f8426 v21.0: rxds

0x00 ds_abandon
0x01 ds add entry
0x02 ds _bind
0x03 ds_compare
0x04 ds list
0x05 ds_modify_entry
0x06 ds modify_rdn
0x07 ds read
0x08 ds receive result
0x09 ds remove _entry
Ox0a ds search
O0x0b ds_unbind
0x0c ds wait
oxod dra replica_add
0x0e dra replica _delete
OxOf dra_replica_synchronize
0x10 dra reference_update
Ox11 dra_authorize replica
0x12 dra_unauthorize replica
0x13 dra_adopt




0x14 dra_set_status
0x15 dra_modify_entry
0x16 dra_delete subref
Table 4.38. nspi operations
Interface Operation number Operation name
f5cchal8-4264-101a-8¢c59-08002b2f 8426 v56.0: nspi

0x00 NspiBind
0x01 Nspi Unbind
0x02 NspiUpdateStat
0x03 NspiQueryRows
0x04 Nspi SeekEntries
0x05 Nspi GetM atches
0x06 Nspi ResortRestriction
0x07 NspiDNToEph
0x08 NspiGetPropList
0x09 Nspi GetProps
O0x0a NspiCompareDNTs
0x0b NspiModProps
0x0c NspiGetHierarchylnfo
0x0d NspiGetTemplatel nfo
Ox0e NspiModLinkAtt
OxOf NspiDeleteEntries
0x10 Nspi QueryColumns
Ox11 Nspi GetNamesFromIDs
0x12 NspiGetl DsFromNames
0x13 NspiResolveNames
0x14 Nspi ResolveNameswW

NSPI operations offered by an Global Catalog Active Directory domain controller are either called directly (Outlook
2000 and later MAPI clients) or through a proxy run by the Exchange server, as described in [89].

An Exchange server integrated in an Active Directory domain registers the NSPI interface, to proxy NSPI requests to
Global Catalog Active Directory domain controllers:

annot ati on=M5 Exchange Directory NSPI Proxy
uui d=f 5cc5al8- 4264- 101a- 8c59- 08002b2f 8426 , versi on=56
ncacn_i p_tcp:172.16. 1. 238[ 1112]



annot ati on=M5 Exchange Directory NSPI Proxy

uui d=f 5cc5al8- 4264- 101a- 8c59- 08002b2f 8426 , versi on=56
ncacn_http:172.16. 1. 238[ 1113]

The rxds interface is also registered on an Exchange 2000 server but is not registered in the endpoint mapper:

f 5cc5a7c-4264- 101a- 8¢c59- 08002b2f 8426 v21.0
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4.10.8. File Replication service

The File Replication Service (ntfrs.exe process) runs 3 RPC services on one TCP port:

f 5cc59b4-4264- 101a- 8c59- 08002b2f 8426 v1.1
d049b186- 814f - 11d1- 9a3c- 00c04f c9b232 v1.1
a00c021c- 2be2-11d2- b678- 0000f 87a8f 8e v1.0

Table 4.39. FrsRpc oper ations

I nterface Operation number Operation name
f5cc59b4-4264-101a-8c59-08002b2f 8426
v1.1: FrsRpc
0x00 FrsRpcSendCommPkt
Ox01 FrsRpcV erifyPromotionParent
0x02 FrsRpcStartPromotionParent
0x03 FrsNOP
0x04 FrsBackupComplete
0x05 FrsBackupComplete
0x06 FrsBackupComplete
0x07 FrsBackupComplete
0x08 FrsBackupComplete
0x09 FrsBackupComplete
Ox0a FrsRpcV erifyPromotionParentEx

Table 4.40. NtFrsApi operations

Interface

Operation number Operation name

NtFrsApi

d049h186-814f-11d1-9a3c-00c04fc9b232 v1.1:

0x00

VerifyPromotion




0x01 PromotionStatus
0x02 StartDemotion
0x03 CommitDemotion
0x04 Set_DsPollinglntervalW
0x05 Get_DsPollinglntervalW
0x06 VerifyPromotionW
0x07 InfoW
0x08 | sPathReplicated
0x09 WriterCommand
Ox0a ForceReplication
Table4.41. PerfFrsoperations
I nterface Operation number Operation name
a00c021c-2be2-11d2-b678-
0000f87a3f8e v1.0: PerfFrs
0x00 GetlndicesOfI nstancesFromServer
0x01 GetCounterDataOf I nstancesFromServer
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4.10.7. Exchange RPC servicesin Home 4.10.9. 1S services

Active Directory domains



4.10.9. |1 S services

Prev 4.10. Windows services M SRPC interfaces Next

4.10.9. IS services

In Windows 2000, I1S (Internet Information Server) 5 services
single process, inetinfo.exe.

(HTTP, SMTP, FTP, NNTP) runin a

The inetinfo.exe (11S 5) process runs RPC services on the following endpoints:

« INETINFO_LPC LPC port
« INETINFO named pipe
« one dynamic TCP port and one dynamic UDP port

The following RPC service is registered by the I1SAdmin servi
82ad4280- 036b-11cf-972c- 00aa006887b0 v2. 0:

Table4.42. inetinfo operations

ce (infocomm.dll):

i netinfo

Interface Operation number Operation name

82ad4280-036b-11cf-972c-

00aa006887b0 v2.0: inetinfo
0x00 _R InetInfoGetVersion
O0x01 _R_InetInfoGetAdminlnformation
0x02 _R_InetInfoGetSites
0x03 _R_InetInfoSetAdminlnformation
0x04 _R_InetinfoGetGlobal Adminlnformation
0x05 _R_InetinfoSetGlobal Adminlnformation
0x06 _R_InetinfoQueryStatistics
0x07 _R InetInfoClearStatistics
0x08 _R_InetinfoFlushMemoryCache
0x09 _R_InetinfoGetServerCapabilities
Ox0a R W3QueryStatistics2
Ox0b R W3ClearStatistics2




Ox0c

_ R _FtpQueryStatistics2

Ox0d _ R _FtpClearStatistics2
0x10 _R_I1SEnumerateUsers
Ox11 _R_11SDisconnectUser
0x12 _R_InitW3CounterStructure
0x13 _R_CollectW3PerfData

The SMTP service (smtpsvc.dll) runs the following RPC service:

8cf b5d70- 31a4-11cf - a7d8- 00805f 48a135 v3.0

Table4.43. iis_smtp operations

I nterface

Operation number

Operation name

8cfb5d70-31a4-11cf-a7d8-00805f48a135 v3.0

0x00 SmtprGetAdminlnformation
0x01 SmtprSetAdminlnformation
0x02 SmtprQueryStatistics
0x03 SmtprClearStatistics
0x04 SmtprGetConnectedUserList
0x05 SmtprDisconnectUser
0x06 SmtprCreateUser
0x07 SmtprDeleteUser
0x08 SmtprGetUserProps
0x09 SmtprSetUserProps
Ox0a SmtprCreateDistList
0x0b SmtprDeleteDistList
0x0c SmtprCreateDistListMember
Ooxod SmtprDeleteDistListMember
Ox0e SmtprGetNamelList
OxOf SmtprGetNameListFromList
0x10 SmtprGetV RootSize
Ox11 SmtprBackupRoutingTable




The NNTP service (ntpsvc.dll) runs the following RPC service:

4f 82f 460- 0e21- 11cf - 909e- 00805f 48a135 v4.0

Table4.44. iis_nntp operations

I nterface

Operation number

Operation name

4f82f460-0e21-11cf-909e-00805f48a135 v4.0

0x00 NntprQueryStatistic
Ox01 NntprClearStatistics
0x02 NntprEnumerateFeeds
0x03 NntprGetFeedl nformation
0x04 NntprSetFeedl nformation
0x05 NntprAddFeed

0x06 NntprDel eteFeed
0x07 NntprEnabl eFeed
0x08 NntprEnumerateSessions
0x09 NntprTerminateSession
Ox0a NntprEnumerateExpires
Ox0b NntprAddExpire
O0x0c NntprDeleteExpire
Ooxod NntprGetExpirel nformation
Ox0e NntprSetExpirelnformation
OxOf NntprGetNewsgroup
0x10 NntprSetNewsgroup
Ox11 NntprCreateNewsgroup
0x12 NntprDeleteNewsgroup
0x13 NntprFindNewsgroup
0x14 NntprGetAdminlnformation
0x15 NntprSetAdminlnformation
0x16 NntprStartRebuild
Ox17 NntprGetBuildStatus




O0x18 NntprCancel M essagel D
0x19 NntprGetV RootWin32Error

The IMAP4 service (imap4svc.dll), installed by Exchange, runs the following RPC service:
2465e9e0- a873- 11d0- 930b- 00a0c90abl7c v3.0

Table 4.45. iis_imap operations

I nterface Operation number Operation name
2465e9e0-a873-11d0-930b-00a0c90abl17c v3.0
0x00 ImaprQueryStatistics
Ox01 ImaprClearStatistics
0x02 ImaprGetConnectedUserList
0x03 | maprDisconnectUser

The POP3 service (pop3svc.dll), installed by Exchange, runs the following RPC service:
1be617c0- 31a5- 11cf - a7d8- 00805f 48a135 v3. 0

Table 4.46. iis_pop operations

I nterface Operation number Operation name
1be617c0-31a5-11cf-a7d8-00805f48a135 v3.0
0x00 Pop3rQueryStatistics
0x01 Pop3rClearStatistics
0x02 Pop3rGetConnectedUserList
0x03 Pop3rDisconnectUser

The following interface identifiers correspond to the GUID of the COM components activated to handle
I1S management :

70b51430- b6ca- 11d0- b9b9- 00a0c922e750 vO. 0: | MSAdm nBaseW
a9e69612- b80d- 11d0- b9b9- 00a0c922e750 vO0. 0: | ADMCOVSBI NK
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4.10.10. Inter-site Messaging service

The Inter-site Messaging service (ismserv.exe process) runs one RPC service, available on the following

endpoints:

. ISMSERV_LPC LPC port

Y:\>ifids -p ncalrpc -e | SMSERV_LPC serveur

Interfaces: 1

68dcd486- 669e-11d1- abOc- 00c04f c2dcd2 v2.0

Table 4.47. ismapi operations

Interface Operation number Operation name

68dcd486-669e-11d1-ab0c-00c04fc2dcd2 v1.0: ismapi
0x00 |SM Send
Ox01 |SMReceive
0x02 | SM GetConnectivity
0x03 | SM GetTransportServers
0x04 | SM GetConnectionSchedule
0x05 | SM QuerySitesByCost

The following RPC service runsin theismip.dll DLL, loaded in the ismserv.exe process context:

Active Directory ISMIP Transport:

This interface contains only one operation:

Table4.48. ismserv_ip operations

130ceef b- e466-11d1- b78b- 00c04f a32883 v2. 1

I nterface

Operation number

Operation name

130ceefb-e466-11d1-b78b-00c04fa32883 v2.1

0x00

ISMXXX

Up
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4.10.11. Message Queuing and Distributed Transaction Coordinator services

The Message Queuing service (msmq) runs RPC services, listening on the ncacn_ip_tcp transport. By
default, the msmq services opens 4 TCP ports [81], including one or several of 2101/tcp, 2103/tcp, 2105/

tcp and 2107/tcp.

The mqgm.dIl (Windows NT MQ Queue Manager) DLL, loaded in the mgsvc.exe process, contains the

following RPC services:

f db3a030- 065f - 11d1- bb9b- 00a024ea5525 v1.0

76d12b80- 3467-11d3-91f f-0090272f 9ea3 v1.0

1088a980- eaeb5- 11d0- 8d9b- 00a02453¢c337 v1.0

5b5b3580- b0e0- 11d1- b92d- 0060081e87f0 v1.0

41208ee0-e970-11d1- 9b9e- 00e02c064c39 v1.0

Table 4.49. gmcomm oper ations

I nter face Operation number Operation name
fdb3a030-065f-11d1-bb9b-00a024ea5525 v1.0:
gmcomm

0x00 QM OpenQueue
0x01 QM GetRemoteQueueName
0x02 QM OpenRemoteQueue
0x03 QM CloseRemoteQueueContext
0x04 QM CreateRemoteCursor
0x05 QM SendM essagel nternal
0x06 QM CreateObjectinternal
0x07 QM SetObj ectSecuritylnternal
0x08 QM GetObjectSecurityl nternal
0x09 QMDeleteObject
Ox0a QM GetObjectProperties
0x0b QM SetObjectProperties




0x0c QM ObjectPathToObjectFormat
0x0d QM AttachProcess
Ox0e QM GetTmWhereabouts
OxOf QMEnlistTransation
0x10 QM EnlistInternal Transaction
Ox11 QM CommitTransaction
0x12 QMADbortTransaction
0x13 QM OpenQueuel nternal
0x14 ACCloseHandle

0x15 ACCreateCursor

0x16 ACCloseCursor

0x17 ACSetCursorProperties
0x18 ACSendMessage
0x19 ACReceiveMessage
Oxla ACHandleToFormatName
Ox1b ACPurgeQueue

Ox1c QM QueryQMRegistrylnternal
Ox1d QM ListInternal Queues
Ox1le QM CorrectOutSequence
Ox1f QM GetRemoteQM ServerPort
0x20 QM GetMsmgServiceName
0x21 QM CreateD SObj ectlnternal

A vulnerability in the QM DeleteObject operation was discovered by Kostya Kortchinsky and fixed by

the MS05-017 security bulletin [82] in April 2005.

Table 4.50. gmcomm?2 oper ations

Interface Operation number Operation name
76d12b80-3467-11d3-91ff-0090272f9ea3 v1.0:
gmcomm2
0x00 QM SendM essagel nternal Ex
O0x01 ACSendM essageEx




0x02

ACRecelveM essageEx

0x03

ACCreateCursorEx

Table4.51. gm2gm operations

I nter face Operation number Operation name
1088a980-eae5- 11d0-8d9b-00a02453¢337
v1.0: gm2gm
0x00 RemoteQM StartReceive
0x01 RemoteQM EndReceive
0x02 RemoteQM OpenQueue
0x03 RemoteQM CloseQueue
0x04 RemoteQM CloseCursor
0x05 RemoteQM Cancel Receive
0x06 RemoteQM PurgeQueue
0x07 RemoteQM GetQM QM ServerPort
0x08 RemoteQmGetVersion
0x09 RemoteQM StartReceive?
Ox0a RemoteQM StartReceiveByL ookupld

Table4.52. gmrepl operations

Interface

Operation number | Operation name

5b5b3580-b0e0-11d1-b92d-0060081e87f0 v1.0: gmrepl

0x00 QM SendReplMsg

Table 4.53. gmmgmt oper ations

| nterface

Operation number | Operation name

41208ee0-e970-11d1-9b9e-00e02c064c39 v1.0: gmmgmt

0x00 QMMgmtGetinfo

0x01 QMMgmtAction




The msdtcprx.dll (MS DTC OLE Transactions interface proxy) DLL, also loaded in the mgsvc.exe
process, aso contains one RPC service:

906b0ce0- c70b-1067-b317-00dd010662da v1.0

Table 4.54. | XnRemote oper ations

Interface Operation number | Operation name
906b0ce0-c70b-1067-b317-00dd010662da v1.0: IXnRemote

0x00 Poke
0x01 BuildContext
0x02 NegotiateResources
0x03 SendReceive
0x04 TearDownContext
0x05 BeginTearDown
0x06 Pokew
0x07 BuildContextW

This RPC service also runs in the Distributed Transaction Coordinator service process (msdtc.exe),
which opens a dynamic port, aswell as TCP port 3372 (at least on Windows 2000)
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4.10.12. Messenger service
The messenger service runs two RPC services, available on two endpoints:

. msgsvc named pipe
. adynamic UDP port

The MS03-043 Microsoft security bulletin removed support for the msgsvcsend interface and for the
UDP endpoint, leaving only the msgsvc named pipe.

Because the Messenger service is running in a shared process, removing the UDP endpoint was an
important security improvement because before, the ncadg_ip_udp transport could be used with this
endpoint to reach anonymously other RPC services running in the same process.

Windows XP SP2 and Windows Server 2003 SP1 do not support the msgsvcsend interface and thus do
not have the UDP endpoint. In addition, the Messenger service is disabled by default on Windows
Server 2003 (all versions) and Windows XP SP2.

Y:\>ifids -p ncacn_np -e \pipe\nsgsvc \\.
| nterfaces: 42

... ]

17f dd703- 1827- 4e34- 79d4- 24a55¢c53bb37 v1.0
5a7b91f 8- f f 00- 11d0- a9b2- 00c04f b6e6fc v1.0

Y:\>ifids -p ncadg_ip_udp -e 4870 127.0.0.1
I nterfaces: 42

... ]

17f dd703- 1827- 4e34- 79d4- 24a55¢c53bb37 v1.0
5a7b91f 8- f f 00- 11d0- a9b2- 00c04f b6e6fc v1.0

The UDP transport is frequently used with the msgsvcsend interface to massively send popup windows
containing advertisement messages [77].



The two RPC services run by the messenger service have the following interfaces identifiers:

17f dd703- 1827- 4e34- 79d4- 24a55¢53bb37 v1.0: nsgsvc
5a7b91f 8- ff 00- 11d0- a9b2- 00c04f b6eb6fc v1.0: nsgsvcsend

The msgsvc interface supports 4 operations that manipulate NetBIOS names on alocal or remote
System:

Table 4.55. msgsvc operations

Interface Operation number Operation name
17fdd703-1827-4€34-79d4-24a55¢c53bb37 v1.0:
msgsvce
0x00 NetrMessageNameAdd
0x01 NetrM essageNameEnum
0x02 NetrM essageNameGetInfo
0x03 NetrMessageNameDel

The msgsvcsend interface supports one operation, to send a message to aregistered NetBlOS name
using MSRPC:

Table 4.56. msgsvcsend operation

Interface Operation number | Operation name
5a7b91f8-ff00-11d0-a9b2-00c04fb6ebfc v1.0: msgsvesend

0x00 NetrSendM essage

The msgsvcsend interface is frequently used to send advertisement messages, using the
Netr SendM essage operation.

The MS03-043 [ 78] Microsoft security bulletin includes a patch that completely removes support for the

msgsvcsend interface of the Messenger service (both server-side function in msgsve.dlil and client-side
function in wkssvc.dll are removed in patched versions of these two DLL).
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4.10.13. NetDDE service

Table4.57. nddeapi operations

Interface Operation number Operation name
2f5f3220-¢126-1076-b549-074d078619da v1.2:
nddeapi

0x00 NDdeShareAddw
0x01 NDdeShareDelA
0x02 NDdeShareDelW
0x03 NDdeGetShareSecurityA
0x04 NDdeGetShareSecurityW
0x05 NDdeSetShareSecurityA
0x06 NDdeSetShareSecurityW
0x07 NDdeShareEnumA
0x08 NDdeShareEnumw
0x09 NDdeShareGetlnfow
Ox0a NDdeShareSetInfow
Ox0b NDdeSetTrustedShareA
Ox0c NDdeSetTrustedShareW
Ox0d NDdeGetTrustedShareA
Ox0e NDdeGetTrustedShareW
OxOf NDdeTrustedShareEnumA
0x10 NDdeTrustedShareEnumwW
0x12 NDdeSpecial Command
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4.10.14. RPC locator service

The RPC locator service runs one RPC service, available on the following endpoint:

. locator named pipe

Y:\>ifids -p ncacn_np -e \pipe\locator \\.

| nterfaces: 3

d6d70ef 0- 0e3b-11ch-acc3-08002b1d29¢c3 v1.0
d3f bb514- 0e3b- 11ch- 8f ad- 08002b1d29c3 v1.0
d6d70ef 0- 0e3b-11ch-acc3-08002b1d29c4 v1.0

Table 4.58. NsIS operations

Interface

Operation number

Operation name

d6d70ef0-0e3b-11ch-acc3-08002b1d29¢c3 v1.0: NSIS

0x00

nsi_binding_export

0x01

nsi_binding_unexport

Table 4.59. NsiC operations

Interface Operation number Operation name
d3fbb514-0e3b-11ch-8fad-08002b1d29¢3 v1.0:
NsiC
0x00 nsi_binding_lookup begin
0x01 nsi_binding_lookup_done
0x02 nsi_binding_lookup next
0x03 ns_mgmt_handle set exp age

Table 4.60. NsiM operations

Interface

Operation number

Operation name




d6d70ef0-0e3b-11cb-acc3-08002b1d29¢4 v1.0:
NsiM

0x00 nsi_group_delete
0x01 nsi_group_mbr_add
0x02 ns_group_mbr_remove
0x03 nsi_group_mbr_ing_begin
0x04 nsi_group_mbr_ing_next
0x05 ns_group_mbr_ing_done
0x06 ns_profile delete
0x07 ns_profile elt_add
0x08 ns_profile elt remove
0x09 nsi_profile_elt ing_begin
Ox0a nsi_profile_elt ing_next
O0x0b nsi_profile_elt ing_done
OxOc nsi_entry_object_ing_begin
Ooxod nsi_entry _object_ing_next
Ox0e nsi_entry_object ing _done
OxOf nsi_entry expand_name
0x10 ns_mgmt_binding_unexport
Ox11 ns_mgmt_entry delete
0x12 ns_mgmt_entry create
0x13 nsi_mgmt_entry ing_if ids
Ox14 nsi_mgmt_ingq_exp_age
0x15 nsi_mgmt_inq_set_age

A vulnerability in the locator service was published by David Litchfield in January 2003 [75]. It was

fixed by the MS03-001 Microsoft security patch [76].

Asthe locator named pipe is one of the named pipe that can be accessed in the context of a NULL
session, this vulnerability can be exploited remotely without any authentication.
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4.10.15. Scheduler service

The scheduler service runs RPC services allowing remote configuration of scheduled tasks (AT jobs).
These RPC services are available on two endpoints:

. atsvc named pipe
« A dynamic TCP port (removed in Windows XP SP2 and Windows Server 2003 SP1)

Before Windows X P the Scheduler service was implemented in a single process, mstask.exe. Starting
with Windows X P, the Scheduler service runsin a svchost.exe instance process (schedsvc.dll) and runs
an additional RPC service (the third one in the list below).

The interfaces identifiers of these RPC services are:

X \>ifids -p ncacn_np -e \pipe\latsvc \\.
I nterfaces: 51

... ]

1ff 70682- 0a51- 30e8- 076d- 740be8cee98b v1.
378e52b0- c0a9- 11cf -822d- 00aa0051e40f v1.
Oa74ef 1c-41a4- 4e06- 83ae-dc74f blcdd53 v1.

o OO

X\>ifids -p ncacn_ip_tcp -e 3136 127.0.0.1
Interfaces: 51

... ]

1ff 70682- 0a51- 30e8- 076d- 740be8cee98b v1.
378e52b0- c0a9- 11cf -822d- 00aa0051e40f v1.
Oa74ef 1c-41a4- 4e06- 83ae-dc74f blcdd53 v1.

o OO

X\ >

IDL (Interface Definition Language) for the atsvc interface is available in Samba 4 [79].



Table 4.61. atsvc oper ations

Interface Operation number |Operation name
1ff70682-0851-30e8-076d- 740be8cee98b v1.0: atsvc

0x00 NetrJobAdd
0x01 NetrJobDel
0x02 NetrJobEnum
0x03 NetrJobGetInfo

Enumerating AT jobs:
« NetrJobEnum (0x02)
Adding or removing an AT job:

. NetrJobAdd (0x00)
. NetrJobDel (0x01)

Obtaining details about an AT job:
. NetrJobGetInfo (0x03)

Submission of AT jobsis by default restricted to only members of the Administrators group. On domain
controllers, it is possible to also alow members of the Server Operators group to submit AT jobs, by
setting the SubmitControl registry value to 1 (not recommended).

Table 4.62. sasec oper ations

| nterface Operation number Operation name
378e52b0-c0a9-11cf-822d-00aa0051e40f v1.0:
sasec
0x00 SA SetA ccountlnformation
0x01 SA SetN SA ccountlnformation
0x02 SA GetNSA ccountlnformation
0x03 SA GetA ccountlnformation

Theidletask interface was added in Windows XP:



Table 4.63. idletask operations

I nterface Operation number Operation name
Oa74ef1c-41a4-4e06-83ae-dc74fblcdd53 v1.0:
idletask
0x00 [tSrvRegisterldieTask
0x01 [tSrvUnregisterldieTask
0x02 [tSrvProcessldieTasks
0x03 [tSrvSetDetectionParameters

In Windows Vista, anew interface, | Task Scheduler Service, was added

Y:\>ifids -p ncacn_np -e \pipe\latsvc \\.
| nterfaces: 56

[0 ]

Oa74ef 1c- 41a4- 4e06- 83ae-dc74f blcdd53 v1.0
1f f 70682- 0a51- 30e8- 076d- 740be8cee98b v1.0
378e52b0-c0a9- 11cf - 822d- 00aa0051e40f v1.0
86d35949- 83c9- 4044- b424- db363231fdOc v1.0

[0 ]

Table 4.64. | Task Scheduler Service oper ations

Interface Operation number Operation name
86d35949-83¢9-4044-b424-db363231fd0c v1.0:
| TaskSchedulerService

0x00 SchRpcHighestVersion
0x01 SchRpcRegisterTask
0x02 SchRpcRetrieveTask
0x03 SchRpcCreateFolder
0x04 SchRpcSetSecurity
0x05 SchRpcGetSecurity




0x06 SchRpcEnumFolder
0x07 SchRpcEnumTasks
0x08 SchRpcEnumlinstances
0x09 SchRpcGetlnstancel nfo
Ox0a SchRpcStopl nstance
Ox0b SchRpcStop

0x0c SchRpcRun

Ox0d SchRpcDelete
0x0e SchRpcRename
OxOf SchRpcScheduledRuntimes
0x10 SchRpcGetL astRuninfo
Ox11 SchRpcGetTasklnfo
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4.10.16. Spooler service
The Spooler service runs one RPC service, spoolss:

Z:\>fids -p ncacn_np -e \pipe\spool ss \\.
Interfaces: 1
12345678- 1234- abcd- ef 00- 0123456789ab v1.0

Z:\>ifids -p ncalrpc-e spool ss serveur
Interfaces: 1
12345678- 1234- abcd- ef 00- 0123456789ab v1.0

Starting with Windows Server 2003, the Spooler service does not create the spoolss named pipe endpoint by default if
no shared printer is configured. Instead, the spoolss LPC port is used as loca endpoint to communicate with the
Spooler service.

It is possible to set the Register Spooler RemoteRpcEndpoint registry value to 1 to force the creation of the spoolss
named pipe endpoint, even if no shared printer is configured:

GPO. Allow Print Spooler to accept client connections
Key: HKLM Sof twar e\ Policies\Mcrosoft\Wndows NT\Printers
Val ue: Regi st er Spool er Renot eRpcEndPoi nt ( REG_DWORD)
Default value: O

IDL (Interface Definition Language) for the spoolssinterface is available in Samba 4 [66].

Table 4.65. winspool operations

Interface Operation Operation name Windows API
number
12345678-
1234-abcd-
ef00-
0123456789ab
v1.0:
winspool
(spoolss)
0x00 RpcEnumPrinters EnumPrinters
0x01 RpcOpenPrinter OpenPrinter
0x02 RpcSetJob SetJob



http://msdn.microsoft.com/library/en-us/gdi/prntspol_9fjn.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9qnm.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_109u.asp

0x03 RpcGetJob GetJob

0x04 RpcEnumJobs EnumJobs
0x05 RpcAddPrinter AddPrinter
0x06 RpcDeletePrinter DeletePrinter
0x07 RpcSetPrinter SetPrinter
0x08 RpcGetPrinter GetPrinter
0x09 RpcAddPrinterDriver AddPrinterDriver
Ox0a RpcEnumPrinterDrivers EnumPrinterDrivers
0x0b RpcGetPrinterDriver GetPrinterDriver
OxOc RpcGetPrinterDriverDirectory GetPrinterDriverDirectory
Ox0d RpcDel etePrinterDriver DeletePrinterDriver
Ox0Oe RpcAddPrintProcessor AddPrintProcessor
OxOf RpcEnumPrintProcessors EnumPrintProcessors
0x10 RpcGetPrintProcessorDirectory GetPrintProcessorDirectory
Ox11 RpcStartDocPrinter StartDocPrinter
0x12 RpcStartPagePrinter StartPagePrinter
0x13 RpcWritePrinter WritePrinter
0x14 RpcEndPagePrinter EndPagePrinter
0x15 RpcAbortPrinter AbortPrinter
0x16 RpcReadPrinter ReadPrinter
O0x17 RpcEndDocPrinter EndDocPrinter
0x18 RpcAddJob AddJob

0x19 RpcScheduleJob ScheduleJob
Oxla RpcGetPrinterData GetPrinterData
Ox1b RpcSetPrinterData SetPrinterData
Ox1c RpcWaitForPrinterChange

Ox1d RpcClosePrinter ClosePrinter
Oxle RpcAddForm AddForm

Ox1f RpcDeleteForm DeleteForm
0x20 RpcGetForm GetForm

0x21 RpcSetForm SetForm

0x22 RpcEnumForms EnumForms
0x23 RpcEnumPorts EnumPorts



http://msdn.microsoft.com/library/en-us/gdi/prntspol_2uci.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2cj7.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1po2.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_42eq.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_13ua.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1gky.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_29f6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_752r.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7xo2.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_3y7t.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2e5u.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7j5e.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_4z8z.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_8vi1.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_33n6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_5lma.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7zqq.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_52r6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_684y.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_8y0i.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9t82.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_99nm.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_62hu.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_0u3l.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_5a0x.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_4w1e.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_0prh.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_66i5.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9i0d.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_219p.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_3ayb.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_994j.asp

0x24 RpcEnumMonitors EnumMonitors

0x25 RpcAddPort AddPort

0x26 RpcConfigurePort ConfigurePort

0x27 RpcDel etePort DeletePort

0x28 RpcCreatePrinter|C

0x29 RpcPlayGdi ScriptOnPrinter| C

Ox2a RpcDel etePrinter|C

O0x2b RpcAddPrinterConnection AddPrinterConnection
Ox2c RpcDel etePrinterConnection DeletePrinterConnection
Ox2d RpcPrinterM essageBox

Ox2e RpcAddMonitor AddMonitor

Ox2f RpcDeleteMonitor DeleteMonitor

0x30 RpcDel etePrintProcessor Del etePrintProcessor
0x31 RpcAddPrintProvidor AddPrintProvidor

0x32 RpcDel etePrintProvidor DeletePrintProvidor
0x33 RpcEnumPrintProcessorDatatypes EnumPrintProcessorDatatypes
0x34 RpcResetPrinter ResetPrinter

0x35 RpcGetPrinterDriver2 GetPrinterDriver2

0x36 RpcClientFindFirstPrinterChangeNotification | FindFirstPrinterChangeNotification
0x37 RpcFindNextPrinterChangeNotification FindNextPrinterChangeNotification
0x38 RpcFindClosePrinterChangeNotification FindClosePrinterChangeNotification
0x39  |RpcRouterFindFirstPrinterChangeNotificationOld

Ox3a RpcReplyOpenPrinter

0x3b RpcRouterReplyPrinter

O0x3c RpcReplyClosePrinter

Ox3d RpcAddPortEx

Ox3e RpcRemoteFindFirstPrinterChangeNotification

Ox3f RpcSpoolernit

0x40 RpcResetPrinterEx

0x41  |RpcRemoteFindFirstPrinterChangeNotificationEx

0x42 RpcRouterReplyPrinterEx

0x43 RpcRouterRefreshPrinterChangeNotification

0x44 RpcSetAllocFail Count

0x45 RpcSpl OpenPrinter



http://msdn.microsoft.com/library/en-us/gdi/prntspol_17qr.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_6whg.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_6vzo.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2d84.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7hgu.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_2svi.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_8xf6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1a5u.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_5yk2.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_59v6.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_5elu.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1mlv.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1m0i.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_7xo2.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_9sxa.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_0tym.asp
http://msdn.microsoft.com/library/en-us/gdi/prntspol_1c1a.asp

0x46 RpcAddPrinterEx
Ox47 RpcSetPort
0x48 RpcEnumPrinterData
0x49 RpcDeletePrinterData
Ox4a RpcClusterSplOpen
Ox4b RpcClusterSplClose
Ox4c RpcClusterSpllsAlive
Ox4d RpcSetPrinterDataEx
Ox4e RpcGetPrinterDataEx
Ox4f RpcEnumPrinterDataEx
0x50 RpcEnumPrinterk ey
0x51 RpcDéel etePrinterDataEx
0x52 RpcDeletePrinterK ey
0x53 RpcSeekPrinter
0x54 RpcDel etePrinterDriverEx
0x55 RpcA ddPerM achineConnection
0x56 RpcDéel etePerM achineConnection
0x57 RpcEnumPerM achineConnections
0x58 RpcXcvData
0x59 RpcAddPrinterDriverEx
Ox5a RpcSpl OpenPrinter
O0x5b RpcGetSpoolFilelnfo
0x5¢ RpcCommitSpool Data
Ox5d RpcCloseSpool FileHandle
Ox5e RpcFlushPrinter FlushPrinter
> Windows
Vi/ﬁ(?(?v(\j/s Ox5f RpcSendRecvBidiData
Server 2003
0x60 RpcAddDriverCatalog
g V\C?;:Itgws 0x61 RpcAddPrinterConnection2
0x62 RpcDél etePrinterConnection?2
0x63 Rpclnstall PrinterDriverFromPackage
0x64 RpcUploadPrinterDriverPackage
0x65 RpcGetCorePrinterDrivers
0x66 RpcCorePrinterDriverinstalled



http://msdn.microsoft.com/library/en-us/gdi/prntspol_7vaq.asp

Ox67 RpcGetPrinterDriverPackagePath
0x68 RpcReportJobProcessingProgress

In August 2005, a security vulnerability discovered by Kostya Kortchinsky was fixed by Microsoft in the M S05-043
security bulletin [67]. The vulnerability can be exploited calling the AddPrinter Ex operation (opnum 0x46).
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4.10.17. WINS service

The WINS service (wins.exe process) runs two RPC services, available on two endpoints:

« A dynamic TCP port
. WinsPipe named pipe

The two RPC services identifiers are:

45f 52¢28- 7f 9f - 101a- b52b- 08002b2ef abe v1.0
811109bf - ad4el-11d1- ab54-00a0c91e9h45 v1.0

Table 4.66. winsif operations

| nterface Operation number Operation name
45f52¢28-7f9f-101a-b52b-08002b2ef abe v1.0:
winsif
0x00 R_WinsRecordAction
0x01 R_WinsStatus
0x02 R_WinsTrigger
0x03 R_WinsDoStaticlnit
0x04 R_WinsDoScavenging
0x05 R_WinsGetDbRecs
0x06 R_WinsTerm
0x07 R_WinsBackup
0x08 R_WinsDelDbRecs
0x09 R_WinsPullRange
Ox0Oa R_WinsSetPriorityClass
Ox0b R_WinsResetCounters
0x0c R_WinsWorkerThdUpd
Oox0d R_WinsGetNameAndAdd




Ox0e R_WinsGetBrowserNames Old
OxOf R_WinsDeleteWins
0x10 R_WinsSetFlags
Ox11 R_WinsGetDbRecsByName
0x12 R_WinsStatusWHdl
0x13 R_WinsDoScavengingNew
Table4.67. winsi2 operations
Interface Operation number Operation name
811109bf-adel-11d1-ab54-00a0c91e9b45 v1.0:
winsi2
0x00 R_WinsTombstoneDbRecs
0x01 R_WinsCheckA ccess

The WINS service also opens a dynamic UDP port, which does not seem to be used by a RPC service.

Prev
4.10.16. Spooler service

Up
Home

Next
4.11. Other MSRPC interfaces




4.11. Other M SRPC interfaces

Chapter 4. MSRPC, a.k.a. Microsoft implementation of
DCE RPC

Next

4.11.

Other MSRPC interfaces

4.11.1. Application M anagement service

4.11.2. Certificate services

4.11.3. Client Service for NetWare

4.11.4. Cryptographic Services service

4.11.5.

DHCP Client service

4.11.6.

DHCP Server service

4.11.7.

Distributed Link Tracking Client service

4.11.8.

Distributed Link Tracking Server service

4.11.9.

DNS Client service - Windows 2000

4.11.10.

DNS Client service - Windows XP and later versions

4.11.11.

EFS

4.11.12.

Fax server

4.11.13.

File Server for M acintosh

4.11.14.

| Psec Policy Agent service - Windows 2000

4.11.15.

| Psec Services service - Windows XP and later versions

4.11.16.

License Logging service

4.11.17.

Microsoft SOL Server

4.11.18.

Protected storage service

4.11.19.

Routing and Remote Access service

4.11.20.

Secondary L ogon service

4.11.21.

Security Configuration Editor Engine

4.11.22

. SSDP Discovery Service service

4.11.23

. System Event Notification service

4.11.24

. Telephony service

4.11.25

. Terminal Server service

4.11.26

. WebClient service

4.11.27

. Windows Audio service

4.11.28

. Windows File Protection

4.11.29

. Windows Security Center

4.11.30

. Windows Time service

4.11.31

. Winlogon process - Windows 2000




4.11.32. Winlogon process - Windows Server 2003
4.11.33. Wireless Configuration service
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4.11.1. Application Management service
The Application Management service runs one RPC service, available on the following endpoint:
. appmgmt LPC port

Z:\>ifids -p ncalrpc -e appnmgnt serveur
I nterfaces: 47

... ]

8c7daf 44- b6dc-11d1-9a4c-0020af 6e7c57 v1.0

Table 4.68. appmgmt operations

Interface Operation number Operation name
8c7daf44-b6dc-11d1-9a4c-0020af 6e7c57
v1.0: appmgmt

0x00 PINSTALLCONTEXT _rundown
0x01 InstallBegin
0x02 InstallManageApp
0x03 InstallUnmanageA pp
0x04 InstallEnd
0x05 ARPRemoveApp
0x06 GetManagedA pps
0x07 RsopReportInstallFailure
0x08 GetManagedA ppCategories
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4.11.2. Certificate services

The certificate services runs one RPC service on the following endpoint:

. cert named pipe

Y:\>ifids -p ncacn_np -e \pipe\cert \\.
Interfaces: 6

... ]

91ae6020-9e3c-11cf-8d7c-00aa00c091be vO0.0

... ]

Excerpt of the How Certificate Services Works section of Windows Server 2003 documentation:

The | CertPassage RPC protocol provides an interface to a CA for submitting a PKCS #10
request and receiving a certificate in a PKCS #7 response. | CertPassage has been
superseded in Windows Server 2003 by | CertRequest, but is still used by Windows 2000

clients.

Table 4.69. | CertPassage oper ations

I nterface

Operation number

Operation name

91ae6020-9e3c-11cf-8d7c-00aa00c091be vO0.0: | CertPassage

0x00

CertServerRequest

Excerpt of the How Certificate Services Works section of Windows Server 2003 documentation:

Certificate Services publishes the following external COM interfaces:

. |CertRequest and | CertRequest2. These interfaces accept requests for new and existing

certificates.

. |CertAdmin and | CertAdmin2. These interfaces provide administrative functions, including



request management (modification, denial, resubmission, and revocation), importing certificates,
key archival, CRL management, server configuration, user role retrieval, and certificate data
retrieval.

. ICertView and ICertView2. These interfaces allow properly authorized clients to create a
customized or complete view of the Certificate Services certificates database.
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4.11.3. Client Service for NetWare

Table 4.70. nwwks oper ations

Interface Operation number Operation name
€67ab081-9844-3521-9d32-
834f038001c0 v1.0: nwwks

0x00 NwrCreateConnection
Ox01 NwrChangePassword
0x02 NwrDeleteConnection
0x03 NwrQueryServerResource
0x04 NwrOpenEnumConnections
0x05 NwrOpenEnumContextlnfo>
0x06 NwrOpenEnumServersAndNdsTrees
0x07 NwrOpenEnumNdsSubTrees Disk
0x08 NwrOpenEnumNdsSubTrees Print
0x09 NwrOpenEnumNdsSubTrees Any
Ox0a NwrOpenEnumV olumes
Ox0b NwrOpenEnumQueues
Ox0c NwrOpenEnumV olumeQueues
oxod NwrOpenEnumbDirectories
Ox0e NwrEnum
OxOf NwrEnumConnections
0x10 NwrCloseEnum
Ox11 NwrLogonUser
0x12 NwrLogoffUser
0x13 NwrSetinfo
Ox14 NwrV alidateUser
0x15 NwrOpenPrinter




0x16 NwrClosePrinter [
Ox17 NwrGetPrinter [
0x18 NwrSetPrinter [
0x19 NwrEnumPrinters [
Oxla NwrStartDocPrinter B
Ox1b NwrWritePrinter [
Ox1c NwrAbortPrinter [
Ox1d NwrEndDocPrinter [
Oxle NwrEnumJobs [
Ox1f NwrGetJob B
0x20 NwrSetJob B
0x21 NwrAddJob B
0x22 NwrScheduleJob B
0x23 NwrWaitForPrinterChange B
0x24 NwrEnumGWDevices B
0x25 NwrAddGWDevice B
0x26 NwrDeleteGWDevice B
ox27 NwrQueryGatewayA ccount B
0x28 NwrSetGatewayA ccount B
0x29 NwrGetService B
0x2a NwrSetService B
0x2b NwrGetUser B
0x2c NwrGetResourcel nformation B
Ox2d NwrGetConnectionPerformance |
Ox2e NwrGetResourceParent B
Ox2f NwrSetL ogonScript B
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4.11.4. Cryptographic Services service
The Cryptographic Services service runs three RPC services, available on the following endpoints:

. keysvc LPC port
. keysvc named pipe

Y:\>ifids -p ncalrpc -e keysvc serveur
I nterfaces: 40

... ]

8d0f f e72- d252- 11d0O- bf 8f - 00c04f d9126b v1.0
0d72a7d4-6148-11d1- b4aa- 00c04f b66eal v1.0
f 50aac00- c7f 3- 428e-a022- a6b71bf b9d43 v. 1.0

... ]

Y:\>ifids -p ncacn_np -e \pipe\keysvc \\.
I nterfaces: 40

... ]
8dOf f e72- d252- 11d0- bf 8f - 00c04f d9126b v1.0

0d72a7d4-6148-11d1- b4aa- 00c04f b66eal v1.0
f 50aac00- c7f 3- 428e-a022- a6b71bf b9d43 v. 1.0

... ]

Table4.71. IKeySvc oper ations

Interface Operation number Operation name
8d0ffe72-d252-11d0-bf8f-00c04fd9126b
v1.0: IKeySvc
0x00 KeyrOpenKeyService




Ox01 KeyrEnumerateProviders
0x02 KeyrEnumerateProviderTypes
0x03 KeyrEnumerateProvContainers
0x04 KeyrCloseKeyService
0x05 KeyrGetDefaultProvider
0x06 KeyrSetDefaultProvider
0x07 KeyrEnroll

0x08 KeyrExportCert

0x09 KeyrimportCert

Ox0a KeyrEnumerateAvailableCertTypes
Ox0b KeyrEnumerateCAs
0x0c KeyrEnroll_V?2

Oxod KeyrQueryRequestStatus

In Windows Vista, the IKeySvc interface is replaced by the | KeySvc2 interface, with the following

endpoints:

. keysvc LPC port
. keysvc named pipe
. keysvc2 LPC port

Y:\>ifids -p ncalrpc -e keysvc2 vista

| nterfaces: 56

... ]

68b58241- c259- 4f 03- a2e5-a2651dcbc930 v1.0
0d72a7d4-6148-11d1- b4aa- 00c04f b66eal v1.0
f 50aac00- c7f 3- 428e-a022- a6b71bf b9d43 v. 1.0

... ]

Table4.72. IKeySvc2 operations

I nterface

Operation number | Operation name

680b58241-c259-4f03-a2e5-a2651dcbc930 v1.0: IKeySvc2




0x00 K SrSubmitRequest

0x01 KSrGetTemplates

0x02 KSGetCAs

Table 4.73. | CertProtect operations

Interface Operation number | Operation name
0d72a7d4-6148-11d1-b4aa-00c04fb66e20 v1.0:
| CertProtect
0x00 SSCertProtectFunction
Table 4.74. 1CatDBSvc oper ations
I nterface Operation number Operation name
f50aac00-c7f3-428e-a022-
abb71bfb9d43 v.1.0: ICatDBSvc
0x00 SSCatDBAddCatalog
0x01 SSCatDBDel eteCatal og
0x02 SSCatDBEnumCatalogs
0x03 SSCatDBRegisterForChangeNotification
0x04 KeyrCloseKeyService
0x04 SSCatDBRebuildDatabase
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4.11.5. DHCP Client service

In Windows Server 2003, the DHCP Client service is running in an svchost.exe instance running under
the NETWORK SERVICE logon session. The DNS Client serviceis running in the same process.

The DHCP Client service runs one RPC service, available on the following endpoint:
« dhcpcsve LPC port

Y:\>ifids -p ncalrpc -e dhcpcsvc serveur

Interfaces: 2
3c4728c5-f 0ab- 448b- bdal- 6ce0leb0a6d5 v1.0
45776b01- 5956- 4485- 9f 80- f 428f 7d60129 v2.0

In Windows Vista, the following two interfaces are registered in the endpoint mapper database:

... ]

| f1d: 3c4728c5-f0ab-448b-bdal-6ceO0lebOa6d5 version 1.0
Annot ati on: DHCP Cdient LRPC Endpoi nt

UuUl D 00000000- 0000- 0000- 0000- 000000000000

Bi ndi ng: ncacn_i p_tcp:127.0.0. 1] 49154]

| fld: 3c4728c5-f0ab-448b-bdal-6ce0leb0a6d6 version 1.0
Annot ati on: DHCPv6 dient LRPC Endpoi nt

Uul D: 00000000- 0000- 0000- 0000- 000000000000
Bi ndi ng: ncacn_ip_tcp:127.0.0. 1] 49154]

... ]

In Windows Vista, these interfaces are local-only, using the following endpoints:

. dhcpcsve LPC port
. dhcpcsvceo LPC port



Table4.75. RpcSrvDHCPC oper ations

| nterface Operation number Operation name
3c4728c5-f0ab-448b-bdal-
6ce01eb0abds v1.0:
RpcSrvDHCPC
0x00 RpcSrvEnableDhcp
0x01 RpcSrvRenewL ease
0x02 RpcSrvRenewl easeByBroadcast
0x03 RpcSrvReleasel_ease
0x04 RpcSrvSetFallbackParams
0x05 RpcSrvGetFallbackParams
0x06 RpcSrvFallbackRefreshParams
0x07 RpcSrvStati cRefreshParams
0x08 RpcSrvRemoveDnsRegistrations
0x09 RpcSrvRequestParams
Ox0a RpcSrvPersi stentRequestParams
Ox0b RpcSrvRegisterParams
0x0c RpcSrvDeRegisterParams
Ox0d RpcSrvEnuminterfaces
O0x0e RpcSrvQueryL easelnfo
OxOf RpcSrvSetClassld
0x10 RpcSrvGetClassld
Ox11 RpcSrvSetClientld
0x12 RpcSrvGetClientld
0x13 RpcSrvNotifyM ediaReconnected
Ox14 RpcSrvGetOriginal SubnetM ask
0x15 RpcSrvSetM SFTV endor SpecificOptions
0x16 RpcSrvRequestCachedParams
Ox17 RpcSrvRegisterConnectionStateNotification
0x18 RpcSrvDeRegisterConnectionStateNotification
0x19 RpcSrvGetNotificationStatus




Oxla RpcSrvGetDhepServicedConnections

Table 4.76. dhcpcsvct oper ations

Interface Operation number |  Operation name
3c4728c5-f0ab-448b-bdal-6¢ce01eb0a6d6 version 1.0:

dhcpcsvce
0x00 RpcSrvRequestPrefix
O0x01 RpcSrvRenewPrefix
0x02 RpcSrvRel easePrefix
0x03 RpcSrvRequestParams
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4.11.6. DHCP Server service
The DHCP Server service runs two RPC services, available on the following endpoint:
. DHCPSERVERLPC LPC port

Z:\>ifids -p ncalrpc -e DHCPSERVERLPC serveur
Interfaces: 6

00000134- 0000- 0000- c000- 000000000046 vO.0

18f 70770- 8e64- 11cf - 9af 1- 0020af 6e72f4 vO0. 0

00000131- 0000- 0000- c000- 000000000046 vO.0

00000143- 0000- 0000- c000- 000000000046 vO.0

6bf f d098- all12- 3610- 9833-46¢3f 874532d v1.0

5b821720-f 63b- 11d0- aad2- 00c04f c324db v1.0

Table4.77. dhcpsrv operations
Interface Operation number Operation name
6bffd098-al112-3610-9833-46¢3f874532d
v1.0: dhcpsrv

0x00 R_DhcpCreateSubnet
0x01 R_DhcpSetSubnetinfo
0x02 R_DhcpGetSubnetinfo
0x03 R_DhcpEnumSubnets
0x04 R_DhcpAddSubnetElement
0x05 R_DhcpEnumSubnetElements
0x06 R_DhcpRemoveSubnetElement
0x07 R_DhcpDeleteSubnet
0x08 R_DhcpCreateOption
0x09 R_DhcpSetOptioninfo
Ox0a R_DhcpGetOptioninfo
Ox0b R_DhcpRemoveOption




0x0c R_DhcpSetOptionVaue
0x0d R_DhcpGetOptionVaue
Ox0e R_DhcpEnumOptionVaues
OxOf R_DhcpRemoveOptionValue
0x10 R_DhcpCreateClientinfo
Ox11 R_DhcpSetClientinfo
0x12 R_DhcpGetClientinfo
0x13 R_DhcpDeleteClientInfo
0x14 R_DhcpEnumSubnetClients
0x15 R_DhcpGetClientOptions
0x16 R_DhcpGetMiblnfo

Ox17 R_DhcpEnumOptions
0x18 R_DhcpSetOptionVaues
0x19 R_DhcpServerSetConfig
Oxla R_DhcpServerGetConfig
Ox1b R_DhcpScanDatabase
Ox1c R_DhcpGetVersion
Ox1d R_DhcpAddSubnetElementV 4
Oxle R_DhcpEnumSubnetElementsvV4
Ox1f R_DhcpRemoveSubnetElementV 4
0x20 R_DhcpCreateClientinfoV4
0x21 R_DhcpSetClientinfoV4
0x22 R_DhcpGetClientinfoV4
0x23 R_DhcpEnumSubnetClientsvV 4
0x24 R_DhcpSetSuperScopeV 4
0x25 R_DhcpGetSuperScopelnfoV4
0x26 R_DhcpDel eteSuperScopeV 4
0x27 R_DhcpServerSetConfigV4
0x28 R_DhcpServerGetConfigV4

Table 4.78. dhcpsrv2 oper ations




I nterface

Operation number

Operation name

5b821720-f63b-11d0-aad2-00c04fc324db
v1.0: dhcpsrv2

- 0x00 R_DhcpEnumSubnetClientsvV5
- 0x01 R_DhcpSetM Scopel nfo

- 0x02 R_DhcpGetM Scopelnfo

- 0x03 R_DhcpEnumM Scopes

- 0x04 R_DhcpAddM ScopeElement

- 0x05 R_DhcpEnumM ScopeElements
- 0x06 R_DhcpRemoveM ScopeElement
- 0x07 R_DhcpDeleteM Scope

- 0x08 R_DhcpScanM Database

- 0x09 R_DhcpCreateM ClientInfo

- Ox0a R _DhcpSetMClientinfo

- Ox0b R_DhcpGetMClientinfo

- 0x0c R_DhcpDeleteM ClientInfo

- Ox0d R_DhcpEnumM ScopeClients
- 0x0e R_DhcpCreateOptionV5

- OxOf R_DhcpSetOptioninfoV5

- 0x10 R_DhcpGetOptioninfoV5

- 0x11 R_DhcpEnumOptionsV5

- 0x12 R_DhcpRemoveOptionV5

- 0x13 R_DhcpSetOptionVaueV5

- Ox14 R_DhcpSetOptionVauesV5

- 0x15 R_DhcpGetOptionVaueV5s

- 0x16 R_DhcpEnumOptionValuesV5
- Ox17 R_DhcpRemoveOptionVaueV5
- 0x18 R _DhcpCreateClass

- 0x19 R_DhcpModifyClass

- Oxla R _DhcpDeleteClass

- Ox1b R_DhcpGetClassinfo

- Ox1c R_DhcpEnumClasses




Ox1d

R_DhcpGetAllOptions

- Ox1le R_DhcpGetAllOptionVaues

- Ox1f R_DhcpGetM CastMiblnfo

- 0x20 R_DhcpAuditL ogSetParams

- 0x21 R_DhcpAuditLogGetParams

- 0x22 R_DhcpServerQueryAttribute

- 0x23 R_DhcpServerQueryAttributes

- 0x24 R_DhcpServerRedoA uthorization

- 0x25 R_DhcpAddSubnetElementV5

- 0x26 R_DhcpEnumSubnetElementsV5

- Ox27 R_DhcpRemoveSubnetElementV 5

. 0x28 R_DhcpGetServerBindinglnfo

. 0x29 R_DhcpSetServerBindinglnfo

- Ox2a R_DhcpQueryDnsRegCredentials

- Ox2b R_DhcpSetDnsRegCredentials

- 0x2c R_DhcpBackupDatabase

- Ox2d R_DhcpRestoreDatabase
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4.11.7. Distributed Link Tracking Client service

The Distributed Link Tracking Client service, implemented in the trkwks.dll DLL, runs one RPC

service, available on the following endpoints:

« trkwksLPC port
. trkwks named pipe

Y:\>ifids -p ncalrpc -e trkwks serveur

| nterfaces: 40

... ]

300f 3532- 38cc-11d0- a3f 0- 0020af 6b0add v1. 2

Y:\>ifids -p ncacn_np -e \pipe\trkwks \\.

| nterfaces: 40

... ]

300f 3532- 38cc-11d0- a3f 0- 0020af 6b0add v1.2

Table 4.79. trkwks oper ations

I nterface Operation number Operation name
300f3532-38cc-11d0-a3f0-0020af 6b0add v1.2:
trkwks

0x00 LnkMendLink
Ox01 LnkSearchMachine
0x02 LnkCallSvrMessage
0x03 LnkSetVolumeld
0x04 L nkRestartDcSynchronization
0x05 GetVolumeTrackinglnformation




0x06 GetFileTrackinglnformation
0x07 TriggerVolumeClaims
0x08 LnkOnRestore
0x09 LnkMendLink
Ox0a L nkSearchMachine
Ox0b LnkCallSvrMessage
O0x0c L nkSearchMachine
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4.11.8. Distributed Link Tracking Server service
Table 4.80. trksvr operations
I nter face Operation number |Operation name
4dalc422-943d-11d1-acae-00c04fc2aa3f v1.0: trksvr
0x00 LnkSvrMessage
Prev Up Next
4.11.7. Distributed Link Tracking Client H 4.11.9. DNS Client service - Windows
ome 2000

service



4.11.9. DNS Client service - Windows 2000

Prev 4.11. Other MSRPC interfaces Next

4.11.9. DNS Client service - Windows 2000

On Windows 2000, the DNS Client service (caching DNS resolver) runs one RPC service.

Table 4.81. dnsrslvr operations

I nterface Operation number Operation name
65a93890-fab9-43a3-b2a5-1€330ac28f 11 v2.0:
dnsrslvr

0x00 CRrFlushCache
0x01 CRrFlushCacheEntry
0x02 CRrFlushCacheEntryForType
0x03 CRrTrimCache
0x04 CRrReadCache
0x05 CRrReadCacheEntry
0x06 CRrQuery
0x07 CRrGetAdapterinfo
0x08 CRrGetSearchList
0x09 CRrGetPrimaryDomainName
Ox0a CRrGetlpAddressList
Ox0b CRrGetHashTableStats
0x0c CRrRegisterParamChange
oxod CRrDeregisterParamChange
0x0e CRrUpdateTest
OxOf CRrCacheRecordSet
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4.11.10. DNS Client service - Windows XP and later versions

Starting with Windows XP, the DNS Client service runs one RPC service, available on the following
endpoint:

. DNSResolver LPC port

Y:\>ifids -p ncalrpc -e DNSResol ver serveur
Interfaces: 1
45776b01- 5956- 4485- 9f 80- f 428f 7d60129 v2.0

Table 4.82. DnsResolver operations

Interface Operation number Operation name
45776b01-5956-4485-9f80-
f428f7d60129 v2.0: DnsResolver
0x00 CRrReadCache
0x01 CRrReadCacheEntry
0x02 CRrGetHashTableStats
0x03 R_ResolverGetConfig
0x04 R_ResolverFlushCache
0x05 R _ResolverFlushCacheEntry
0x06 R_ResolverRegisterCluster
0x07 R_ResolverQuery
0x08 R_ResolverEnumCache
0x09 R _ResolverPoke - R_ResolverSimpleOp
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4.11.11. EFS

The EFS (Encrypted File System) subsystem runs one RPC service, efsrpc, used to communicate with
the service that implement cryptographic operations on the local system.

Table 4.83. efsrpc oper ations

Interface

Operation number

Operation name

€681d488-d850-11d0-8c52-
00c04fd90f 7e v1.0: efsrpc

0x00 EfsRpcOpenFileRaw
0x01 EfsRpcReadFileRaw
0x02 EfsRpcWriteFileRaw
0x03 EfsRpcCloseRaw
0x04 EfsRpcEncryptFileSrv
0x05 EfsRpcDecryptFileSrv
0x06 EfsRpcQueryUserOnFile
0x07 EfsRpcQueryRecoveryAgents
0x08 EfsRpcRemoveUsersFromFile
0x09 EfsRpcAddUsersToFile
Ox0a EfsRpcSetFileEncryptionK ey
Ox0b EfsRpcNotSupported
> Windows XP and Windows Server Ox0C EfsRpcFileKeylnfo
2003
Ooxod EfsRpcDuplicateEncryptioninfoFile
> Windows Vista Ox0e EfsUsePinForEncryptedFiles
OxOf EfsRpcEncryptFileCse
0x10 EfsRpcDecryptFileSrvEx
Ox11 EfsRpcRemoveUsersFromFileEx
0x12 EfsRpcAddUsersToFileEx




0x13 EfsRpcDuplicateEncryptionlnfoFileEx
0x14 EfsRpcFileK eylnfoEx
0x15 EfsRpcGenerateEfsStream
0x16 EfsRpcGetEncryptedFileM etadata
0x17 EfsRpcSetEncryptedFileM etadata
0x18 EfsRpcFlushEfsCache
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4.11.12. Fax server

Table4.84. fax_Server operations

Interface Operation number Operation name Windows API
ea0a3165-4834-11d2-a6f8-
00c04fa346c¢c v4.0:
fax_Server

0x00 GetServicePrinters
0x01 ConnectionRefCount
0x02 OpenPort
0x03 ClosePort
0x04 EnumJobs
0x05 GetJobs>
0x06 SetJobs
0x07 GetPageData
0x08 GetDeviceStatus
0x09 Abort
Ox0a EnumPorts
Ox0b GetPort
0x0c SetPort
oxod EnumRoutingM ethods
0x0e EnableRoutingM ethod
OxOf GetRoutinglnfo
0x10 SetRoutinglnfo
0x11 EnumGlobal Routinglnfo
0x12 SetGlobal Routinglnfo
0x13 GetConfiguration
0x14 SetConfiguration




0x15 GetL oggingCategories
0x16 SetloggingCategories
0x17 GetSecurity

0x18 SetSecurity

0x19 AccessCheck

Oxla CheckServerProtSeq
Ox1b SendDocumentEx
Ox1c EnumJobsEx

Ox1d GetJobEx

Oxle GetCountryL.ist

Ox1f GetPersonal Profilelnfo
0x20 GetQueueStates
0x21 SetQueue

0x22 GetReceiptsConfiguration
0x23 SetReceiptsConfiguration
O0x24 GetRecei ptsOptions
0x25 GetVersion

0x26 GetOutboxConfiguration
Ox27 SetOutboxConfiguration
0x28 GetPersonal CoverPagesOption
0x29 GetArchiveConfiguration
Ox2a SetArchiveConfiguration
Ox2b GetActivityLoggingConfiguration
0x2c SetActivityL oggingConfiguration
Ox2d EnumerateProviders
Ox2e GetPortEx

Ox2f SetPortEx

0x30 EnumPortsEx

O0x31 GetExtensionData
0x32 SetExtensionData
0x33 AddOutboundGroup
0x34 SetOutboundGroup




0x35 RemoveOutboundGroup
0x36 EnumOutboundGroups
0x37 SetDeviceOrderlnGroup
0x38 AddOutboundRule
0x39 RemoveOutboundRule
Ox3a SetOutboundRule
0x3b EnumOutboundRules
O0x3c RegisterServiceProviderEx
0x3d Unregister ServiceProviderEx
Ox3e UnregisterRoutingExtension
Ox3f StartM essagesEnum
0x40 EndM essagesEnum
Ox41 EnumM essages
0x42 GetMessage

0x43 RemoveM essage
Ox44 StartCopyToServer
0x45 StartCopyM essageFromServer
Ox46 WriteFile

Ox47 ReadFile

0x48 EndCopy

0x49 StartServerNotification
Ox4a StartServerNotificationEx
Ox4b EndServerNotification
Ox4c GetServerActivity
Ox4d SetConfigWizardUsed
Ox4e EnumRoutingExtensions
Ox4f AnswerCall

0x50 ConnectFaxServer
O0x51 GetSecurityEx

0x52 RefreshArchive

0x53 SetRecipientsLimit
0x54 GetRecipientsLimit




0x55 GetServerSKU
0x56 CheckV alidFaxFolder
0x57 GetJobEx2
0x58 EnumJobsEx2
0x59 GetM essageEx
Ox5a StartM essageEnumEXx
0x5b EnumM essagesEx
Ox5c StartServerNotificationEx2
Ox5d CreateAccount
Ox5e DeleteAccount

V;i\r?élc?v?/g\g;)\fg 2%%3 Ox5f EnumA ccounts
0x60 GetAccountinfo

> Windows Vista 0x61 GetGeneral Configuration

0x62 SetGeneral Configuration
0x63 GetSecurityEx2
0x64 SetSecurityEx2
0x65 AccessCheckEx2
0x66 ReAssignMessage
0x67 SetMessage
Ox68 GetConfigOption
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4.11.13. File Server for Macintosh

Table 4.85. sfmsvc operations

I nter face Operation number Operation name
4b324fc8-1670-01d3-1278-5a47bf6ee188
v0.0: sfmsvc
0x00 AfpAdminrVolumeEnum
0x01 AfpAdminrVolumeSetinfo
0x02 AfpAdminrVolumeGetinfo
0x03 AfpAdminrVolumeDelete
0x04 AfpAdminrVolumeAdd
0x05 AfpAdminrinvalidVolumeEnum
0x06 AfpAdminrinvalidVolumeDelete
0x07 AfpAdminrDirectoryGetinfo
0x08 AfpAdminrDirectorySetinfo
0x09 AfpAdminrServerGetinfo
Ox0a AfpAdminrServerSetinfo
Ox0b AfpAdminrSessionEnum
0x0c AfpAdminrSessionClose
Ooxod AfpAdminrConnectionEnum
Ox0e AfpAdminrConnectionClose
OxOf AfpAdminrFileEnum
0x10 AfpAdminrFileClose
Ox11 AfpAdminrETCMapGetinfo
0x12 AfpAdminrETCMapAdd
0x13 AfpAdminrETCMapDelete
0x14 AfpAdminrETCMapSetinfo
0x15 AfpAdminrETCMapAssociate




Ox16

AfpAdminrStatisticsGet

Ox17 AfpAdminrStatisticsGetEx

0x18 AfpAdminrStatisticsClear

0x19 AfpAdminrProfileGet

Oxla AfpAdminrProfileClear

Ox1b AfpAdminrMessageSend

Ox1c AfpAdminrFinderSetinfo
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4.11.14. IPsec Policy Agent service - Windows 2000

On Windows 2000, the IPsec Policy Agent service runs one RPC service, available on the following
endpoints:

. policyagent LPC port
. POLICYAGENT named pipe

C.\> fids -p ncalrpc -e policyagent fenetre
Interfaces: 5

... ]
d335b8f 6- cb31- 11d0- bOf 9- 006097base54 v1.5

C\>fids -p ncacn_np -e \pipe\policyagent \\.
Interfaces: 5

... ]

d335b8f 6- cb31-11d0- bOf 9- 006097bad4e54 v1.5

Table 4.86. PolicyAgent operations

Interface Operation number Operation name

d335b8f6-cb31-11d0-b0f9-006097hade54
v1.5: PolicyAgent

0x00 PAAddPolicyRule
O0x01 PAUpdatePolicyRule
0x02 PADeletePolicy
0x03 PA QuerylsakmpPolicy
0x04 PAAddIsakmpPolicy
0x05 PARefreshPolicies

0x06 PAAddFilter




0x07 PAMatchFilter
0x08 PAQuerylpsecPolicy
0x09 PAQueryFilters
Ox0a PADel eteFilter
Ox0b PAQueryStatistics
0x0c PAQueryAssociations
Ox0d PAQuerylsakmpA ssociations
Ox0e PADel etel sakmpA ssoci ation
OxOf | sakmpl nitiateNegotiation
O0x10 | sskmpQueryNegotiationStatus
Ox11 | saskmpCloseNegotiationStatusHandle
Ox12 | sskmpQuerySpiChange
O0x13 |sakmpRegisterNotifyClient
Ox14 | sakmpDeregisterNotifyClient
O0x15 | saskmpQuery Spi
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4.11.15. IPsec Services service - Windows XP and later versions
In Windows XP, the | Psec Services service runs one RPC service on the following endpoints:

. ipsec LPC port
. ipsec named pipe

E:\>ifids -p ncalrpc -e ipsec janal
Interfaces: 8

... ]

12345678- 1234- abcd- ef 00- 0123456789ab v1.0

E:\>ifids -p ncacn_np -e \pipe\ipsec \\.
Interfaces: 8

... ]

12345678- 1234- abcd- ef 00- 0123456789ab v1.0

In Windows Server 2003, the RPC service does not seem to set a specific endpoint. If the HKL M
\SY STEM\CCS\Services\PolicyAgent\EnableRemoteM gmt registry value is set to 0 or is not present,
the RPC security callback function prevents remote access to this interface.

In Windows Vista, if the EnableRemoteM gmt registry value is set (it is not set by default), the | Psec
service registers a named pipe endpoint with a randomly-generated name:
C.\> rpcdunp 127.0.0.1

... ]

| f1d: 12345678-1234- abcd- ef 00-0123456789ab v1.0



Annot ati on: | PSec Policy Agent endpoint
UUl D:  00000000- 0000- 0000- 0000- 000000000000
Bi ndi ng: ncacn_np: 127.0. 0. 1[\\ pi pe\\ d58b3ca461625de0]

[...]
C\>fids -p ncacn_np -e \pipe\d58b3cad461625de0 \\.

Interfaces: 1
12345678- 1234- abcd- ef 00-0123456789ab v1.0

Table 4.87. winipsec operations

Interface Operation number Operation name
12345678-1234-abcd-ef 00-0123456789ab
v1.0: winipsec

0x00 RpcAddTransportFilter
0x01 RpcDeleteTransportFilter
0x02 RpcEnumTransportFilters
0x03 RpcSetTransportFilter
0x04 RpcGetTransportFilter
0x05 RpcAddQMPolicy
0x06 RpcDeleteQMPolicy
0x07 RpcEnumQM Palicies
0x08 RpcSetQMPolicy
0x09 RpcGetQM Policy
Ox0a RpcAddMMPolicy
Ox0b RpcDeleteM M Policy
0x0c RpcEnumMM Policies
Ox0d RpcSetM M Policy
0x0e RpcGetMM Policy
OxOf RpcAddMMFilter
0x10 RpcDeleteMMFilter
Ox11 RpcEnumMMFilters
0x12 RpcSetMMFilter




0x13

RpcGetMMFilter

0x14 RpcMatchMMFilter

0x15 RpcMatchTransportFilter
0x16 RpcGetQM PolicyByID
Ox17 RpcGetMM PolicyByID
Ox18 RpcAddM M A uthMethods
O0x19 RpcDeleteM M AuthM ethods
Oxla RpcEnumMM AuthM ethods
Ox1b RpcSetM M AuthM ethods
Ox1c RpcGetMM A uthM ethods
Ox1d Rpclnitiatel K ENegotiation
Oxle RpcQueryl K ENegotiationStatus
Ox1f RpcClosel KENegotiationHandle
0x20 RpcEnumMM SAs

0x21 RpcDeleteMMSASs

0x22 RpcDeleteQM SAS

0x23 RpcQueryl KEStatistics
0x24 RpcRegisterl KENotifyClient
0x25 RpcQuerylKENotifyData
0x26 RpcCloselKENotifyHandle
0x27 RpcQueryl PSecStatistics
0x28 RpcEnumQM SAs

0x29 RpcAddTunnelFilter

Ox2a RpcDeleteTunnel Filter
O0x2b RpcEnumTunnelFilters
Ox2c RpcSetTunnelFilter

Ox2d RpcGetTunnel Filter

Ox2e RpcMatchTunnel Filter
Ox2f RpcOpenMMFilterHandle
0x30 RpcCloseMMFilterHandle
0x31 RpcOpenTransportFilterHandle
0x32 RpcCloseTransportFilterHandle




0x33 RpcOpenTransportFilterHandle
0x34 RpcCloseTransportFilterHandle
0x35 RpcOpenTunnelFilterHandle
0x36 RpcCloseTunnelFilterHandle
0x37 RpcEnuml psecinterfaces
0x38 RpcAddSAs
0x39 RpcSetConfigurationV ariables
Ox3a RpcGetConfigurationV ariables
O0x3b RpcQuerySpdPolicy State

> Windows Vista Ox3c RpcAddMMFilterEx
Ox3d RpcEnumM M FiltersEx
Ox3e RpcSetMMFilterEx
Ox3f RpcGetMMFilterEx
0x40 RpcMatchMMFilterEx
O0x41 RpcOpenM M FilterHandl eEx
0x42 RpcAddTransportFilterEx
0x43 RpcEnumTransportFiltersEx
O0x44 RpcSetTransportFilterEx
0x45 RpcGetTransportFilterEx
0x46 RpcMatchTransportFilterEx
0x47 RpcOpenTransportFilterHandleEx
0x48 RpcQueryRemoteFWRunning
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4.11.16. License Logging service

The License Logging service runs two RPC services, available on the following endpoints:

. llslpc LPC port
. llsrpc named pipe

Y:\>ifids -p ncalrpc -e |Ilslpc serveur

I nterfaces: 2
342cf d40- 3c6c-11ce- a893- 08002b2e9c6d v0.0
57674cd0- 5200- 11ce- a897- 08002b2e9c6d v1.0

Y:\>ifids -p ncacn_np -e \pipe\llsrpc \\.

I nterfaces: 2
342cf d40- 3c6c-11ce- a893- 08002b2e9c6d vO0.0
57674cd0- 5200- 11ce- a897- 08002b2e9c6d v1.0

Table 4.88. lIs_license operations

I nterface Operation number | Operation name
57674cd0-5200-11ce-a897-08002b2e9c6d v1.0

0x00 LIsrLicenseRequestW
0x01 LlsrLicenseFree
Table 4.89. llsrpc operations
Interface Operation number Operation name
342cfd40-3c6¢-11ce-a893-08002b2e9c6d
v0.0
0x00 LIsrConnect
0x01 LlsrClose
0x02 LIsrLicenseEnumwW
0x03 LlsrLicenseEnumA




0x04

LlsrLicenseAddwW

0x05 LisrLicenseAddA
0x06 LIsrProductEnumwW
0x07 LIsrProductEnumA
0x08 LIsrProductAddw
0x09 LIsrProductAddA
Ox0a LIsrProductUserEnumwW
Ox0b LIsrProductUserEnumA
O0x0c LIsrProductServerEnumw
oxod LIsrProductServerEnumA
Ox0e LIsrProductLicenseEnumw
OxOf LIsrProductLicenseEnumA
0x10 LlsrUserEnumw
Ox11 LlsrUserEnumA
0x12 LlsrUserInfoGetW
0x13 LisrUserInfoGetA
0x14 LlsrUserInfoSetW
0x15 LIsrUserlnfoSetA
0x16 LlsrUserDeleteW
Ox17 LisrUserDeleteA
0x18 LIsrUserProductEnumw
0x19 LIsrUserProductEnumA
Oxla LIsrUserProductDel eteW
Ox1b LlsrUserProductDeleteA
Ox1c LIsrMappingEnumw
Ox1d LIsrMappingEnumA
Oxle LIsrMappinglnfoGetW
Ox 1f LIsrMappinglnfoGetA
0x20 LIsrMappinglnfoSetwW
0x21 LIsrMappinglnfoSetA
0x22 LIsrMappingUserEnumw
0x23 LIsrMappingUserEnumA




0x24

LIsrMappingUserAddwW

0x25 LIsrMappingUserAddA
0x26 LIsrMappingUserDeleteW
0x27 LlsrMappingUserDel eteA
0x28 LIsrMappingAddwW
0x29 LIsrMappingAddA
Ox2a LlsrMappingDeleteW
Ox2b LIsrMappingDeleteA
0x2c LIsrServerEnumwW
Ox2d LlsrServerEnumA
Ox2e LIsrServerProductEnumw
Ox2f LIsrServerProductEnumA
0x30 LIsrLocal ProductEnumwW
O0x31 LIsrLocal ProductEnumA
0x32 LIsrLocal Productl nfoGetW
0x33 LIsrLocal ProductlnfoGetA
O0x34 LIsrLocal Productl nfoSetW
0x35 LIsrLocal Productl nfoSetA
0x36 LlsrServicelnfoGetwW
O0x37 LIsrServicelnfoGetA
0x38 LlsrServicel nfoSetwW
0x39 LlsrServicelnfoSetA
Ox3a LIsrRepl Connect
0x3b LIsrReplClose

0x3c LIsrReplicationRequestW
O0x3d LIsrReplicationServerAddwW
Ox3e LIsrReplicationServerServiceAddwW
Ox3f LIsrReplicationServiceAddwW
0x40 LIsrReplicationUserAddwW
0x41 LIsrProductSecurityGetW
0x42 LIsrProductSecurityGetA
0x43 LIsrProductSecurity SetwW




0x44 LIsrProductSecurity SetA
0x45 LIsrProductLicensesGetA
0x46 LIsrProductLicensesGet\W
0x47 LIsrCertificateClaimEnumA
0x48 LIsrCertificateClaimEnumw
0x49 LIsrCertificateClaimAddCheckA
Ox4a LIsrCertificateClaimAddCheckW
Ox4b LisrCertificateClamAddA
Ox4c LlsrCertificateClaimAddwW
Ox4d LIsrReplicationCertDbAddW
Ox4e LIsrReplicationProductSecurityAddwW
Ox4f LIsrReplicationUserAddExXW
0x50 LIsrCapabilityGet

0x51 LIsrLocal ServiceEnumwW
0x52 LIsrLocal ServiceEnumA
0x53 LlsrLocal ServiceAddA
0x54 LIsrLocal ServiceAddw
0x55 LIsrLocal Servicel nfoSetW
0x56 LIsrLocal Servicel nfoSetA
O0x57 LIsrLocal Servicel nffoGetwW
0x58 LIsrLocal ServicelnfoGetA
0x59 LIsrCloseEx

A vulnerability in one of the llsrpc interface operations was discovered by K ostya Kortchinsky and fixed

by the M S05-010 security bulletin [46] in February 2005.

This vulnerability can be exploited anonymously in Windows NT 4.0 and Windows 2000 SP3 because it
IS possible to connect anonymously to the llsrpc named pipe on these systems.

Prev Up

4.11.15. |Psec Services service -

. . Home
Windows XP and later versions -

Next
4.11.17. Microsoft SQL Server




4.11.17. Microsoft SQL Server
Prev 4.11. Other MSRPC interfaces Next

4,11.17. Microsoft SQL Server

In addition to the TDS network protocol (by default, on TCP port 1433), it is possible to query an SQL
Server using the RPCnetlib interface. The RPC service is only available if the Multiprotocol transport
has been configured using the SQL Server Network utility.

Protocol sequences for the RPCnetlib interface can be configured in the RPC Protocols entry in the
Multiprotocol properties. In the following example, three transports were configured: ncalrpc,
ncacn_np and ncacn_ip_tcp. The endpoints for each protocol sequence can be obtained by a query to
the portmapper.

Z:\>rpcdunp 127.0.0.1

[ ]

| f1d: 3f99b900-4d87-101b- 99b7- aa0004007f 07 version 1.0
Annot ati on: M5 SQ. Server

UUl D. 00000000- 0000- 0000- 0000- 000000000000

Bi ndi ng: ncal rpc: [ LRPCO0000d70. 00000001]

| f1d: 3f99b900-4d87- 101b- 99b7- aa0004007f 07 version 1.0
Annot ati on: M5 SQ. Server

UUl D. 00000000- 0000- 0000- 0000- 000000000000

Bi ndi ng: ncacn_np: \\\\ SERVEUR[ \ \ pi pe\\ 29F8A2BE40935DE9]

| f1d: 3f99b900-4d87- 101b- 99b7- aa0004007f 07 version 1.0
Annot ati on: M5 SQ. Server

UUl D. 00000000- 0000- 0000- 0000- 000000000000

Bi ndi ng: ncacn_ip_tcp:127.0.0.1[4103]

... ]

Z:\>ifids -p ncalrpc -e LRPCO0000d70. 00000001 serveur
Interfaces: 1
3f 99b900- 4d87- 101b- 99b7- aa0004007f 07 v1.0

Z:\>ifids -p ncacn_np -e \pipe\ 29F8A2BE40935DE9 \\.
Interfaces: 1



3f 99b900- 4d87- 101b- 99b7- aa0004007f 07 v1.0
Z:\>fids -p ncacn_ip_tcp -e 4103 127.0.0.1

Interfaces: 1
3f 99b900- 4d87- 101b-99b7- aa0004007f 07 v1.0

Table 4.90. RPCnetlib operations

Interface Operation number | Operation name
3f99b900-4d87-101b-99b7-aa0004007f07 v1.0: RPCnetlib

0x00 RPCopen
0x01 RPCread
0x02 RPCwrite
0x03 RPCtransact
0x04 RpcCheckForData
0x05 RPCclose
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4.11.18. Protected storage service
The Protected Storage service runs one RPC service, available on the following endpoints:

. protected_storage LPC port
. protected_storage named pipe

Y:\>ifids -p ncalrpc -e protected storage serveur
Interfaces: 18

... ]

c9378ff 1- 16f 7- 11d0- aOb2- 00aa0061426a v1.0

... ]

Y:\>ifids -p ncacn_np -e \pipe\protected storage \\.
Interfaces: 18

... ]

c9378ff 1- 16f 7- 11d0- aOb2- 00aa0061426a v1.0

... ]

Table4.91. IPStor eProv oper ations

I nterface Operation number Operation name
c9378ff1-16f7-11d0-a0b2-00aa0061426a v1.0:
| PStoreProv
0x00 SSPStoreEnumProviders
0x01 SSGetProvinfo
0x02 SSGetProvParam




0x03 SSetProvParam
0x04 SSAcquireContext
0x05 SSRel easeContext
0x06 SSPasswordlnterface
0x07 SSEnumTypes
0x08 SSEnumSubtypes
0x09 SSEnumltems
Ox0a SSGetTypelnfo
Ox0b SSGetSubtypelnfo
O0x0c SSCreateType
oxod SSCreateSubtype
Ox0e SSDeleteType
OxOf SSDeleteSubtype
0x10 SSDeleteltem
Ox11 SSReadltem
0x12 SSWriteltem
0x13 SSOpenltem
0x14 SSCloseltem
0x15 SSReadA ccessRul eset
0x16 SSWriteA ccessRul eset

In Windows Vista, the following RPC interfaces run in the LSA:

Y:\>ifids -p ncalrpc -e |sarpc vista
I nterfaces: 7

[...]

11220835-5b26- 4d94- ae86- c3e475a809de v1.0
5cbe92cb- f 4be- 45¢c9- 9f c9- 33e73e557b20 v1.0
c9ac6db5- 82b7- 4e55- ae8a- e464ed7b4277 v1.0

[...]




[ ]

| f1d: c9ac6db5-82b7-4e55- ae8a-e464ed7b4277 version 1.0
Annotation: Inpl friendly nane

UUI D: 00736665- 0000- 0000- 0000- 000000000000

Bi ndi ng: ncacn_np: 127.0. 0. 1[\\ pi pe\\| sass]

| f1d: c9ac6db5-82b7-4e55- ae8a-e464ed7b4277 version 1.0
Annotation: Inpl friendly nane

UUI D: 00736665- 0000- 0000- 0000- 000000000000

Bi ndi ng: ncacn_np: 127.0. 0. 1[\\ PI PE\\ pr ot ect ed_st or age]

[ ]

Table4.92. | CryptProtect operations

I nterface Operation number Operation name
11220835-5h26-4d94-ae86-c3e475a309de v1.0:
| CryptProtect
0x00 SSCryptProtectData
0x01 SSCryptUnprotectData
> Windows Vista 0x02 SSCryptUpdateProtectedState

Table 4.93. Passwor dRecovery oper ations

Interface Operation number Operation name
5che92ch-f4be-45c9-9fc9-33e73e557b20 v1.0:
PasswordRecovery
0x00 SSRecoveryQueryStatus
O0x01 SSRecoverylmportRecoveryKey
0x02 SSRecoverPassword

Table 4.94. BackupK ey operations

I nterface Operation number |Operation name



3dde7c30-165d-11d1-ab8f-00805f 14db40 v1.0: BackupKey

0x00 BackuprKey
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4.11.19. Routing and Remote Access service

The Routing and Remote Access service runs one RPC service, available on the following endpoint:
. ROUTER named pipe

Thisinterface allows remote administration of network parameters, using the netsh command.

Y:\>ifids -p ncacn_np -e \pi pe\ ROUTER \\.
I nterfaces: 43

... ]

8f 09f 000- b7ed- 11ce- bbd2- 00001al181cad vO.0

... ]

Table 4.95. rras operations

Interface Operation number Operation name
8f09f000-b7ed-11ce-bbd2-
00001a181cad v0.0
0x00 RMprAdminServerGetinfo
O0x01 RRasA dminConnectionEnum
0x02 RRasA dminConnectionGetinfo
0x03 RRasA dminConnectionClearStats
0x04 RRasA dminPortEnum
0x05 RRasA dminPortGetInfo
0x06 RRasA dminPortClearStats
0x07 RRasA dminPortReset
0x08 RRasA dminPortDisconnect
0x09 RRouter|nterfaceT ransportSetGlobal Info




Ox0a RRouter|nterfaceT ransportGetGlobal Info
Ox0b RRouterInterfaceGetHandle
0x0c RRouterInterfaceCreate

oxod RRouterlnterfaceGetlnfo
Ox0e RRouterInterfaceSetInfo

OxOf RRouterInterfaceDel ete
0x10 RRouterlnterfaceTransportRemove
0x11 RRouterInterfaceTransportAdd
0x12 RRouterInterfaceTransportGetlnfo
0x13 RRouterI nterfaceTransportSetinfo
0x14 RRouterlnterfaceEnum

0x15 RRouter| nterfaceConnect
0x16 RRouterl nterfaceDisconnect
0x17 RRouterl nterfaceUpdateRoutes
0x18 RRouter| nterfaceQueryUpdateResult
0x19 RRouter| nterfaceUpdatePhonebookinfo
Oxla RMIBEnNtryCreate

Ox1b RMIBEnNtryDelete

Ox1c RMIBEnNtrySet

Ox1d RMIBEnNtryGet

Oxle RMIBENtryGetFirst

Ox 1f RMIBEnNtryGetNext

0x20 RMIBGetTraplnfo

0x21 RMIBSetTraplnfo

0x22 RRasAdminConnectionNotification
0x23 RRasA dminSendUserM essage
0x24 RRouterDeviceEnum

0x25 RRouterInterfaceTransportCreate
0x26 RRouterInterfaceDeviceGetlnfo
0x27 RRouterInterfaceDeviceSetInfo
0x28 RRouterInterfaceSetCredential SEx

0x29

RRouter| nterfaceGetCredential SEx




Ox2a RRasA dminConnectionRemoveQuarantine
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4.11.20. Secondary Logon service

The Secondary Logon service runs one RPC service, available on the following endpoints:

. SECLOGON LPC port (Windows XP and later versions)
. SecondaryL ogon named pipe (Windows 2000), SECL OGON named pipe (Windows XP)

Y:\>ifids -p ncalrpc -e SECLOGON serveur
I nterfaces: 40

... ]

12b81e99-f 207- 4a4c- 85d3- 77b42f 76f d14 v1.0

Table 4.96. | Seclogon oper ations

| nterface Operation number Operation name
12b81e99-f207-4a4c-85d3-77b42f 76fd14
v1.0: ISeclogon
0x00 Secl CreateProcessWithL ogonW
0x01 Secl CreateProcessWithL ogonExW
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4.11.21. Security Configuration Editor Engine

The Security Configuration Editor Engine runsin the ser vices.exe process context. It runs one RPC
service on the following endpoint:

« Scerpc named pipe

Y:\>ifids -p ncacn_np -e \pipe\scerpc \\.
Interfaces: 7

... ]

93149ca2-973b-11d1- 8¢c39- 00c04f b984f9 vO0.0

... ]

Table 4.97. SceSvc operations

| nterface Operation number Operation name

93149ca2-973b-11d1-8c39-

00c04fb984f9 v0.0: SceSvc
0x00 SceSvcRpcQuerylnfo
O0x01 SceSvcRpcSetinfo
0x02 SceRpcSetupU pdateObject
0x03 SceRpcSetupMoveFile
0x04 SceRpcGenerateTemplate
0x05 SceRpcConfigureSystem
0x06 SceRpcGetDatabasel nfo
0x07 SceRpcGetObjectChildren
0x08 SceRpcOpenDatabase
0x09 SceRpcCloseDatabase
Ox0a SceRpcGetDatabaseDescription




0x0b

SceRpcGetDBTimeStamp

0x0c SceRpcGetObjectSecurity
Ox0d SceRpcGetAnaysisSummary
0x0e SceRpcAnalyzeSystem
OxOf SceRpcUpdateDatabasel nfo
0x10 SceRpcUpdateObjectinfo
Ox11 SceRpcStartTransaction
0x12 SceRpcCommitTransaction
0x13 SceRpcRollbackTransaction
0x14 SceRpcGetServerProductType
O0x15 SceSvcRpcUpdatelnfo
Ox16 SceRpcCopyObjects
Ox17 SceRpcSetupResetL ocal Policy
O0x18 SceRpcNotifySaveChangeslnGP
0x19 SceRpcControl NotificationQProcess
V;i\r?cllglv?/gvé;é:r 2%%3 Oxla SceRpcBrowseDatabaseT able
- Ox1b SceRpcGetSystemSecurity
- Ox1c SceRpcGetSystemSecurityFromHandle
- Ox1d SceRpcSetSystemSecurity
- Ox1le SceRpcSetSystemSecurityFromHandle
- Ox1f SceRpcSetDatabaseSetting
- 0x20 SceRpcGetDatabaseSetting
- Ox21 SceRpcConfigureConvertedFileSecuritylmmediately
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4.11.22. SSDP Discovery Service service

Table 4.98. ssdpsrv operations

Interface Operation number Operation name
4b112204-0e19-11d3-b42b-0000f81febof v1.0:
ssdpsrv
0x00 RegisterServiceRpc
0x01 DeregisterServiceRpcByUSN
0x02 DeregisterServiceRpc
0x03 UpdateCacheRpc
0x04 L ookupCacheRpc
0x05 CleanupCacheRpc
0x06 InitializeSyncHandle
0x07 RemoveSyncHandle
0x08 RegisterNotificationRpc
0x09 GetNotificationRpc
Ox0a WakeupGetNotificationRpc
Ox0b DeregisterNotificationRpc
0x0c EnableDeviceHost
Ox0d DisableDeviceHost
Ox0e Setl CSInterfaces
OxOf Setl CSOff
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4.11.23. System Event Notification service

The System Event Notification Service runs two RPC service, listening on the following endpoint:

. senssvc LPC port

Y:\>ifids -p ncalrpc -e senssvc serveur

| nterfaces: 43

... ]

63f bed424-2029- 11d1- 8db8- 00aa004abd5e v1.0
629b9f 66- 556¢- 11d1- 8dd2- 00aa004abd5e v3.0

... ]

Table 4.99. SensApi operations

Interface Operation number Operation name
63fbed24-2029-11d1-8db8-00aa004abd5e v1.0:
SensApi
0x00 Rpc_IsNetworkAlive
0x01 Rpc_IsDestinationReachableW
0x02 Rpc_IsDestinationReachableA

Table 4.100. SENSNotify operations

Interface Operation number Operation name
629b9f 66-556¢-11d1-8dd2-00aa004abd5e v3.0:
SENSNOatify
0x00 Rpc_SensNotifyWinlogonEvent
0x01 Rpc_SensNotifyRasEvent




0x02 Rpc_SensNotifyNetconEvent

0x03 Rpc_SyncMgrExecCmd
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4.11.24. Telephony service

The Telephony service runs one RPC service on the following endpoints:

. tapsrvipc LPC port
. tapsrv named pipe

Y:\>ifids -p ncalrpc -e tapsrvl pc serveur
Interfaces: 1

2f 5f 6520- ca46- 1067- b319- 00dd010662da v1.0
Y:\>ifids -p ncacn_np -e \pipe\tapsrv \\.
Interfaces: 1

2f 5f 6520- ca46- 1067- b319- 00dd010662da v1.0

Table4.101. tapsrv operations

Interface Operation number |Operation name
2f5f6520-cad6-1067-b319-00dd010662da v1.0: tapsrv

O0x00 ClientAttach

O0x01 ClientRequest

0x02 ClientDetach
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4.11.25. Terminal Server service

The Terminal Server service runs two RPC services, available on the following endpoints:

. lcaApi LPC port
. LcRpc LPC port
. Ctx_WinStation_API_service named pipe

Y:\>ifids -p ncalrpc -e |IcaApi serveur

| nterfaces: 2
2f 59a331- bf 7d- 48cb- 9e5c- 7¢c090d76e8b8 v1.0
5ca4a760- ebbl-11cf-8611- 00a0245420ed v1.0

Y:\>ifids -p ncalrpc -e LcRpc serveur

| nterfaces: 2
2f 59a331- bf 7d- 48cb- 9e5c- 7¢c090d76e8b8 v1.0
5ca4a760- ebb1l-11cf-8611- 00a0245420ed v1.0

Y:\>ifids -p ncacn_np -e \pipe\Ctx Wnstation APl _Service \\.
I nterfaces: 2

2f 59a331- bf 7d- 48ch- 9e5c- 7¢c090d76e8b8 v1.0

5ca4a760- ebbl-11cf-8611- 00a0245420ed v1.0

Thefollowing interface is used for Terminal Serviceslicensing:

Table 4.102. |crpc oper ations

Interface Operation number Operation name
2f59a331-bf 7d-48ch-9ec5-7c090d76e8b8
v1.0

0x00 RpcLicensingOpenServer
O0x01 RpcLicensingCloseServer
0x02 RpcLicensingL oadPolicy
0x03 RpcLicensingUnloadPolicy
0x04 RpcLicensingSetPolicy




0x05 RpcLicensingGetAvailablePolicylds
0x06 RpcLicensingGetPolicy

0x07 RpcLicensingGetPolicylnformation
0x08 RpcLicensingDeactivateCurrentPolicy

The following interface is used for Terminal Services remote management:

Table 4.103. winstation_rpc operations

I nterface Operation number Operation name
5cadar60-ebb1-11cf-8611-
00a0245420ed v1.0
O0x00 RpcWinStationOpenServer
Ox01 RpcWinStationCloseServer
0x02 RpclcaServerPing
0x03 RpcWinStationEnumerate
0x04 RpcWinStationRename
O0x05 RpcWinStationQuerylnformation
0x06 RpcWinStationSetlnformation
0x07 RpcWinStationSendM essage
0x08 RpcL ogonldFromWinStationName
0x09 RpcWinStationNameFromL ogonlid
Ox0a RpcWinStationConnect
O0x0b RpcWinStationVirtual Open
0x0c RpcWinStationBegpOpen
oxod RpcWinStationDisconnect
Ox0e RpcWinStationReset
OxOf RpcWinStationShutdownSystem
0x10 RpcWinStationWaitSystemEvent
Ox11 RpcWinStationShadow
0x12 RpcWinStationShadow TargetSetup
0x13 RpcWinStationShadowTarget
0x14 RpcWinStationGeneratel icense




0x15 RpcWinStationlnstallLicense

0x16 RpcWinStationEnumeratel icenses
Ox17 RpcWinStationActivatel icense
0x18 RpcWinStationRemovel icense
0x19 RpcWinStationQueryLicense
Oxla RpcWinStationSetPool Count

Ox1b RpcWinStationQueryUpdateRequired
Ox1c RpcWinStationCallback

Ox1d RpcWinStationGetA pplicationinfo
Oxle RpcWinStationReadRegistry

Ox1f RpcWinStationWaitForConnect
0x20 RpcWinStationNotifyL ogon

0x21 RpcWinStationNotifyL ogoff

0x22 RpcWinStationEnumerateProcesses
0x23 RpcWinStationAnnoyancePopup
0x24 RpcWinStationEnumerateProcesses
0x25 RpcWinStationTerminateProcess
0x26 RpcServerNWL ogonSetAdmin
0x27 RpcServerNWL ogonQueryAdmin
0x28 RpcWinStationNtsdDebug

0x29 RpcWinStationBreakPoint

Ox2a RpcWinStationCheckForApplicationName
0x2b RpcWinStationGetAllProcesses
Ox2c RpcWinStationGetProcessSid
ox2d RpcWinStationGetTermSrvCountersValue
Ox2e RpcWinStationRel nitializeSecurity
Ox2f RpcWinStationBroadcastSystemM essage
0x30 RpcWinStationSendWindowM essage
0x31 RpcWinStationNotifyNewSession
0x32 RpcServerGetlnternetConnector Status
0x33 RpcServer Setl nternetConnector Status
0x34 RpcServerQuerylnetConnectorlnformation




0x35 RpcWinStationGetL anAdapterName
> Wi ndov;r)\jg g%%gv Indows 0x36 RpcWinStationUpdateUserConfig
- 0x37 RpcWinStationQueryL ogonCredentials
- 0x38 RpcWinStationRegisterConsoleNotification
- 0x39 RpcWinStationUnRegisterConsoleNotification
- Ox3a RpcWinStationU pdateSettings
- 0x3b RpcWinStationShadowStop
- Ox3c RpcWinStationCloseServerEx
- Ox3d RpcWinStationlsHel pAssistantSession
- Ox3e RpcWinStationGetM achinePolicy
- Ox3f RpcWinStationUpdateClientCachedCredentials
- 0x40 RpcWinStationFU SCanRemoteUserDisconnect
- Ox41 RpcWinStationCheckL oopBack
- 0x42 RpcConnectCallback
- 0x43 RpcWinStationNotifyDisconnectPipe
- 0x44 RpcWinStationSessionlnitialized
- 0x45 RpcRemoteA ssistancePrepareSystemRestore
- 0x46 RpcWinStationGetAllProcesses NT6
- 0x47 RpcWinStationRegisterNotificationEvent
- 0x48 RpcWinStationUnRegisterNotificationEvent
- 0x49 RpcWinStationA utoReconnect
- Ox4a RpcWinStationCheck A ccess
- Ox4b RpcWinStationOpenSessionDirectory
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4.11.26. WebClient service

The WebClient service runs one RPC service, available on the following endpoint:

. DAV RPC SERVICE named pipe

Y:\>ifids -p ncacn_np -e "\pipe\ DAV RPC SERVI CE" \\.

Interfaces: 1

c8ch7687-e6d3-11d2- a958- 00c04f 682e16 v1.0

Table 4.104. davcIntr pc oper ations

I nterface

Operation number

Operation name

c8ch7687-e6d3-11d2-a958-00c04f682e16
v1.0: davclntrpc

0x00 DavrCreateConnection
0x01 DavrDoesServerDoDav
0x02 DavrisValidShare
0x03 DavrEnumNetUses
0x04 DavrEnumShares
0x05 DavrEnumServers
0x06 DavrGetConnection
0x07 DavrDeleteConnection
0x08 DavrGetUser

0x09 DavrConnectionExist
Ox0a DavrWinlogonL ogonEvent
Ox0b DavrWinlogonL ogoff Event
Ox0c DavrGetDiskSpaceUsage
O0x0d DavrFreeUsedDiskSpace

Ox0e

DavrGetTheL ockOwnerOf TheFile




In February 2006, a security vulnerability discovered by Kostya Kortchinsky was fixed by Microsoft in
the M S06-008 security bulletin [47]. It can be exploited (with valid user credentials) using the

Davr CreateConnection operation (opnum 0) of the davclntrpc interface.
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4.11.27. Windows Audio service
The Windows Audio service runs one or several RPC services, avalailable on the following endpoints:

. AudioSrv LPC port
« AudioSrv named pipe (Windows XP before Service Pack 2)

In Windows Server 2003, the version of the AudioSrv interfaceis 1.0:

Y:\>ifids -p ncalrpc -e Audi oSrv serveur
I nterfaces: 40

... ]

3f af 4738- 3a21-4307- b46c-f dda9bb8c0d5 v1.0

... ]

Table 4.105. AudioSrv oper ations

Interface Operation number Operation name
3faf4738-3a21-4307-b46¢-
fdda9bb8c0d5 v1.0: AudioSrv

0x00 gfxCreateZoneFactoriesList
O0x01 ofxCreateGfxFactoriesList
0x02 ofxCreateGfxList
0x03 gfxRemoveGfx
0x04 gfxAddGfx
0x05 gfxModifyGx
0x06 gfxOpenGfx
0x07 gfxLogon
0x08 gfxL ogoff




0x09 winmmRegi ster SessionNotificationEvent
Ox0a winmmuUnregisterSessionNotification
Ox0b winmmSessionConnectState

0x0c wdmDriverOpenDrvRegK ey

Ox0d winmmAdvisePreferredDeviceChange
0x0e winmmGetPnplnfo

In Windows XP SP2 and >, the version of the AudioSrv interfaceis 1.1:

Table 4.106. AudioSrv oper ations

Interface Operation number Operation name
3faf4738-3a21-4307-b46c-fdda9bb8c0d5
v1.1: AudioSrv

0x00 gfxCreateZoneFactoriesList
Ox01 gfxCreateGfxFactoriesList
0x02 gfxCreateGfxList
0x03 gfxRemoveGfx
0x04 gfxAddGfx
0x05 gfxModifyGx
0x06 gfxOpenGfx
0x07 gfxLogon
0x08 gfxL ogoff
0x09 wdmDriverOpenDrvRegK ey
Ox0a winmmAdvisePreferredDeviceChange
Ox0b winmmGetPnplnfo

In Windows Vista, the AudioSrv interface (version 1.1) supports fewer operations. A new interface,

AudioRpc, supports more operations:

Y:\>ifids -p ncalrpc -e Audi odientRpc vista

I nterfaces: 9

c386ca3e-9061-4a72-821e-498d83bel188f vi1.1
3f af 4738- 3a21- 4307- b46c-f dda9bb8c0d5 vi1.1




Table 4.107. AudioRpc operations

Interface Operation Operation name
number
c386ca3e-9061-4a72-
821e-498d83bel88f
v1.1: AudioRpc
0x00 AudioServerConnect
Ox01 AudioServerDisconnect
0x02 AudioServerlnitialize
0x03 AudioServerGetAudioSession
0x04 AudioServerCreateStream
0x05 AudioServerDestroyStream
0x06 AudioServerGetStreamL atency
0x07 AudioServerGetMixFormat
0x08 AudioServerlsFormatSupported
0x09 AudioServerGetDevicePeriod
Ox0a AudioVolumeGetMasterV olumelevel Scal ar
Ox0b AudioSessionGetProcessid
0x0c AudioSessionGetState
Ox0d AudioSessionGetL astActivation
0x0e AudioSessionGetL astl nactivation
OxOf AudioSessionl sSystemSoundsSession
0x10 AudioSessionGetDisplayName
Ox11 AudioSessionSetDisplayName
0x12 AudioSessionGetSessionClass
0x13 AudioSessionSetSessionClass
0x14 AudioSessionGetVolume
0x15 AudioSessionSetVolume
0x16 AudioSessionGetM ute




Ox17 AudioSessionSetMute

Ox18 AudioSessionGetChannel Count

0x19 AudioSessionSetChannelVolume
Oxla AudioSessionGetChannelVolume
Ox1b AudioSessionSetAllV olumes

Ox1c AudioSessionGetAllVolumes

Ox1d AudioServerDisconnect

Ox1le AudioServerGetMixFormat

Ox1f PolicyConfigGetDeviceFormat

0x20 PolicyConfigSetDeviceFormat

0x21 AudioServerGetDevicePeriod

Ox22 PolicyConfigSetProcessingPeriod

0x23 PolicyConfigGetShareM ode

O0x24 PolicyConfigSetShareM ode

0x25 GetAudioSessionManager

0x26 AudioSessionManagerDestroy

Ox27 AudioSessionM anager GetAudioSession
0x28 AudioSessionM anager GetCurrentSession
0x29 AudioSessionM anager GetExistingSession
Ox2a AudioSessionM anagerAddA udioSessionClientNotification
Ox2b AudioSessionM anagerDel eteAudioSessionClientNotification
0x2c AudioSessionM anagerAddA udioSessionClientNotification
Ox2d AudioVolumeConnect

Ox2e AudioV olumeDisconnect

Ox2f AudioV olumeGetChannel Count

0x30 AudioVolumeSetM asterV olumel evel
0x31 AudioVolumeSetMasterV olumel evel Scalar
0x32 AudioVolumeGetM asterV olumel evel
0x33 AudioVolumeGetM asterV olumel evel Scal ar
0x34 AudioV olumeSetChannel V olumeL evel
0x35 AudioV olumeSetChannel Volumel evel Scalar

Ox36

AudioVolumeGetChannelVVolumelL evel




O0x37 AudioVolumeGetChannel Volumel evel Scalar

0x38 AudioVolumeSetM ute

0x39 AudioSessionGetDisplayName

Ox3a AudioVolumeAddMasterVolumeNotification

O0x3b AudioVolumeDeleteM asterV olumeNotification

0x3c AudioMeterGetAverageRM S

Ox3d AudioM eterGetChannelsRM S

O0x3e AudioMeterGetPeakValue

Ox3f AudioM eterGetChannel sPeakV alues

0x40 AudioVolumeGetSteplnfo

Ox41 AudioVolumeStepUp

0x42 AudioVolumeStepDown

Table 4.108. AudioSrv oper ations
Interface Operation number Operation name
3faf4738-3a21-4307-b46c¢-fdda9bb8c0d5
v1.1: AudioSrv

0x00 wdmDriverOpenDrvRegK ey
Ox01 winmmAdvisePreferredDeviceChange
0x02 winmmGetPnplnfo
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4.11.28. Windows File Protection

The Windows File Protection subsystem runs inside the winlogon.exe process and supports one RPC
service, available on the following endpoints:

. SfcApi LPC port
« SfcApi named pipe (Windows 2000 and Windows XP, not Windows Server 2003)

Y:\>ifids -p ncalrpc -e SfcApi serveur
Interfaces: 9

... ]

83da7c00- e84f - 11d2- 9807- 00c04f 8ec850 v2.0

... ]

Table 4.109. sfcapi operations

Interface Operation number Operation name
83da7c00-e84f-11d2-9807-00c04f8ec850 v2.0:
sfcapi

0x00 SfcSrv_GetNextProtectedFile
0x01 SfcSrv_|sFileProtected
0x02 SfcSrv_FileException
0x03 SfcSrv_InitiateScan
0x04 SfcSrv_PurgeCache
0x05 SfcSrv_SetCacheSize
0x06 SfcSrv_SetDisable
0x07 SfcSrv_Install ProtectedFiles
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4.11.29. Windows Security Center
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4.11.29. Windows Security Center

The Security Center service was introduced in Windows XP SP2 and supports the SecurityCenter
interface:

Table4.110. SecurityCenter operations

| nterface Operation number Operation name
06bbab4a-be05-49f9-b0a0-
301790261023 v1.0: SecurityCenter
0x00 wscRegisterChangeNotification
O0x01 wscUnRegisterChangeNotification
0x02 wscGetAlertStatus
0x03 wscEnableComponentNotifications
0x04 wscOverrideComponentStatus
0x05 wscA utoUpdatesGetStatus
0x06 wscA utoU pdatesEnabl eScheduledM ode
O0x07 wscFirewall GetStatus
0x08 wsclcfEnable
0x09 wscAntivirusGetStatus
> Windows Vista Ox0a wscAnti SpywareGetStatus
Ox0b wscMsAsEnable
0x0c wscNotifyCurrentUser SettingChange
Ox0d wscGeneral SecurityGetStatus
0x0e Wscl eSettingsFix
OxOf WscL uaSettingsFix
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4.11.30. Windows Time service
The Windows Time service runs one RPC service on the following endpoints:

. W32TIME LPC port (Windows 2000 and Windows XP) and W32TIME_ALT LPC port
(Windows Server 2003, Windows Vista)

. W32TIME named pipe (Windows 2000 and Windows XP) and W32TIME_ALT named pipe
(Windows Server 2003, Windows Vista)

Y:\>ifids -p ncalrpc -e WB2TI ME_ALT serveur
I nterfaces: 40

... ]
8f b6d884- 2388- 11d0- 8c35- 00c04f da2795 v4. 1

... ]

Y:\>ifids -p ncacn_np -e \pi pe\WB2TI ME_ALT \\.
I nterfaces: 40

... ]

8f b6d884- 2388- 11d0- 8¢35- 00c04f da2795 v4.1

... ]

Table4.111. w32time oper ations

Interface Operation number Operation name
8fb6d884-2388-11d0-8c35-00c04fda2795
v4.1: w32time
- 0x00 W32TimeSync
- 0x01 W32TimeGetNetL ogonServiceBits
> Windows XP and Windows Server 2003 0x02 W32TimeQueryProviderStatus
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4.11.31. Winlogon process - Windows 2000

In Windows 2000, different RPC services run in the winlogon.exe process and are available on the

following endpoints:

. winlogonr pc named pipe
« InitShutdown named pipe

C\>fids -p ncacn_np -e \pipe\w nlogonrpc \\.

| nterfaces: 4
894de0c0- 0d55-11d3- a322- 00c04f a321al
369ce4f 0- Of dc- 11d3- bde8- 00c04f 8eee78
a002b3a0- c9b7-11d1- ae88- 0080c75e4decl
83da7c00- e84f -11d2- 9807- 00c04f 8ec850

vl. 0
vl. 0
vl. O
v2.0

C\>fids -p ncacn_np -e \pipe\lnitShutdown \\.

| nterfaces: 4
894de0c0- 0d55- 11d3- a322- 00c04f a321al
369ce4f 0- Of dc- 11d3- bde8- 00c04f 8eee78
a002b3a0- c9b7-11d1- ae88- 0080c75e4decl
83da7c00- e84f - 11d2- 9807- 00c04f 8ec850

Table4.112. InitShutdown oper ations

vl. O
vl. O
vl. 0
v2.0

Interface Operation number Operation name
894de0c0-0d55-11d3-a322-00c04fa321al v1.0:
InitShutdown
0x00 Basel nitiateShutdown
O0x01 BaseAbortShutdown
0x02 Basel nitiateShutdownEx

profmap.dll DLL RPC service:

Table4.113. pmapapi operations




I nterface Operation number Operation name

369ce4f0-0fdc-11d3-bde8-
00c04f8eee78 v1.0: pmapapi

0x00 ProfMapSrv_RemoteRemapUserProfile
0x01 ProfMapSrv_RemoteRemapAndMoveUser

winotify.dll DLL RPC service:

Table4.114. GetUser T oken operations

| nterface Operation number Operation name
a002b3a0-c9h7-11d1-ae88-0080c75e4ecl v1.0:
GetUserToken
0x00 SecpGetCurrentUser Token

The last interface is the sfcapi interface, documented in Section 4.11.28, “Windows File Protection”.
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4.11.32. Winlogon process - Windows Server 2003

In Windows Server 2003, three additional RPC service are supported inside winlogon.exe. These
interfaces create the following endpoints:

. sclogonrpc LPC port
. |UserProfile LPC port

Z:\>ifids -p ncalrpc -e sclogonrpc serveur

| nterfaces: 9
326731e3-c1c0-4a69- ae20- 7d9044a4ea5c vli.
95958c94- a424- 4055- b62b- b7f 4d5¢c47770 v1.
894de0c0- 0d55- 11d3- a322- 00c04f a321al vli.
83da7c00- e84f -11d2-9807- 00c04f 8ec850 v2.
a002b3a0-c9b7-11d1- ae88- 0080c75e4ecl vli.
00000134- 0000- 0000- c000- 000000000046 vO.
18f 70770- 8e64- 11cf - 9af 1- 0020af 6e72f 4 vO.
00000131- 0000- 0000- cO00- 000000000046 vO.
00000143- 0000- 0000- c0O00- 000000000046 vO.

eoleolololoelolNolole

Z:\>ifids -p ncalrpc -e IUserProfile serveur

| nterfaces: 9
326731e3-c1c0-4a69- ae20- 7d9044a4eab5c vli.
95958c94- a424- 4055- b62b- b7f 4d5¢c47770 v1.
894de0c0- 0d55-11d3- a322- 00c04f a321al vli.
83da7c00- e84f - 11d2- 9807- 00c04f 8ec850 v2.
a002b3a0-c9b7-11d1- ae88- 0080c75e4ecl vli.
00000134- 0000- 0000- c000- 000000000046 vO.
18f 70770- 8e64- 11cf - 9af 1- 0020af 6e72f 4 vO.
00000131- 0000- 0000- cO00- 000000000046 vO.
00000143- 0000- 0000- c000- 000000000046 vO.

eoleolololoelolNoelole

userenv.dll DLL RPC service:

Table 4.115. | User Profile oper ations



Interface Operation number Operation name
326731€3-c1c0-4a69-ae20-7d9044adeabc v1.0:

|UserProfile
0x00 DropClientContext
0x01 LoadUserProfilel
0x02 UnloadUserProfilel
0x03 ReleaseClientContext
0x04 EnterUserProfilel ockRemote
0x05 L eaveUserProfileL ockRemote

Table4.116. | ProfileDialog oper ations

Interface

Operation number

Operation name

4825ea41-51e3-4c2a-8406-8f2d2698395f v1.0: | ProfileDialog

0x00

ErrorDialog

O0x01

SlowLinkDialog

Table4.117. IRPCSCL ogon oper ations

I nterface Operation number Operation name
95958c94-a424-4055-b62b-
b7f4d5c47770 v1.0:
IRPCSCL ogon
0x00 RPC_ScHel perlnitializeContext
0x01 RPC_ScHelperRelease
0x02 RPC_ScHelperGetCertFromL ogoninfo
0x03 RPC_ScHel perGetProvParam
0x04 RPC_ScHelperGenRandBits
0x05 RPC_ScHelperVerifyCardAndCreds
0x06 RPC_ScHelperEncryptCredentials
0x07 RPC_ScHelperSignPkcsM essage
0x08 RPC_ScHelperDecryptMessage
0x09 RPC_ScHelper CryptAcquireCertificatePrivateK ey




Ox0a

RPC_ScHelper CryptSetProvParam

0x0b

RPC_ScHelper CryptRel easeContext
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4.11.33. Wireless Configuration service
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4.11.33. Wireless Configuration service

The Wireless Configuration service runs one RPC service, available on the following endpoint:

. wzcsve LPC port
X:\>ifids -p ncalrpc -e wzcsvc serveur
I nterfaces: 37
621df f 68- 3c39- 4c6¢c- aae3- e68e2c6503ad v1.0
[...]
Table 4.118. winwzc oper ations
Interface Operation number Operation name
621dff68-3c39-4c6c-aae3-e68e2c6503ad
v1.0: winwzc

0x00 RpcGetAPIVersion
0x01 RpcEnuminterfaces
0x02 RpcQuerylnterface
0x03 RpcSetinterface
0x04 RpcRefreshinterface
0x05 RpcQueryContext
0x06 RpcSetContext
0x07 RpcEapol Ul Response
0x08 RpcEapol GetCustomAuthData
0x09 RpcEapol SetCustomAuthData
Ox0a RpcEapol GetInterfaceParams
Ox0b RpcEapol SetlnterfaceParams
Ox0c RpcEapol GetEapUserinfo
Ox0d RpcEapol SetUserInfo




O0x0e RpcEapol ReA uthenticatel nterface
OxOf RpcEapol QuerylnterfaceState
0x10 RpcOpenWZCDbL ogSession
0x11 RpcCloseWZCDbL ogSession
0x12 RpcEnumWZCDbL ogRecords
0x13 RpcFushwWZCDbL og
0x14 RpcGetWZCDbL ogRecord
Prev Up Next
4.11.32. Winlogon process - Windows Home 4.12. MSRPC interfaces introduced in

Server 2003 - Windows Vista




4.12. MSRPC interfacesintroduced in Windows Vista

Chapter 4. MSRPC, a.k.a. Microsoft implementation of

B DCE RPC Next
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4.12.1. Group Policy Client Service

Table 4.119. | GroupPolicyUtilities oper ations

I nterface

Operation number

Operation name

| GroupPolicyUtilities

2eb08e3e-639f-4fba-97b1-14f878961076 v1.0:

0x00 ProcessRefresh

0x01 RegisterForNotification

0x02 CheckRegisterForNotification

0x03 L ockPolicySection

0x04 UnL ockPolicySection
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4.12.2. Network L ocation Awareness
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4.12.2. Network Location Awareness

Y:\>ifids -p ncalrpc -e nlaapi vista
I nterfaces: 11

[0 ]

aa411582- 9bdf - 48f b- b42b- f aaleee33949 v1.0
c33b9f 46- 2088- 4dbc- 97e3- 6125f 127661c v1.0

[0 ]

Y:\>ifids -p ncalrpc -e nlaplg vista
I nterfaces: 11

[0 ]

aa411582- 9bdf - 48f b- b42b- f aaleee33949 v1.0
c33b9f 46- 2088- 4dbc- 97e3- 6125f 127661c v1.0

[0 ]

Table 4.120. nlaapi operations

| nterface Operation number | Operation name
c33b9f46-2088-4dbc-97e3-6125f127661c v1.0: nlaapi
0x00 NlaOpenQuery
0x01 NlaAsynclndicate
0x02 NlaRefreshQuery
0x03 NlaCloseQuery
Table4.121. nlaplg oper ations
| nterface Operation number Operation name



aa411582-9bdf-48fb-b42b-faaleee33949 v1.0: nlaplg

0x00 RpcPluginRegister
0x01 RpcPluginUnregister
0x02 RpcPluginDatal ndicate
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4.12.3. Network Store Interface
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4.12.3. Network Store Interface

Table4.122. WinNsi operations

I nter face Operation number Operation name
7ea70bcf-48af-4f6a-8968-6a440754d5fa
v1.0: WinNsi

0x00 Nsi GetParameter
0x01 Ns GetAllParameters
0x02 Nsi EnumerateObjectsAll Parameters
0x03 Nsi SetParameter
0x04 Nsi SetAllParameters
0x05 NsiRegisterChangeNotification
0x06 NsiDeregisterChangeNotification
O0x07 NsiRequestChangeNotification
0x08 Nsi ParameterChange
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4.12.4. Parental controls

Table4.123. WPCSvc oper ations

Interface Operation number Operation name
1dfce5a8-dd8a-aace-f603922fd9e7 vO.1.
WPCSvc
0x00 WPCIsCurrentProcessHT TPFiltered
0x01 WPCIsURL Blocked
0x02 WPCIsHTTPRequestBlocked
Prev Up Next
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4.12.5. Peer Networking | dentity M anager
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4.12.5. Peer Networking ldentity Manager

Table4.124. | P2pI M Svc oper ations

Interface Operation number Operation name
8174bb16-571b-4c38-8386-1102b449044a v1.0:
IP2pIM Svc

0x00 Peer|dentityCreate
0x01 PeerldentityCreateDefault
0x02 PeerldentityRelease
0x03 PeerldentityDelete
0x04 PeerldentityByPeerName
0x05 Peerl dentity SetFriendlyName
0x06 PeerldentityCreateCert
0x07 PeerldentityGetCert
0x08 Peerl dentity SetCert
0x09 PeerldentityList
Ox0a PeerldentityGroupCreate
Ox0b PeerldentityGroupL.ist
Ox0c PeerldentityGroupDel ete
Ox0d Peerldentityl mport

Table 4.125. | Peer GroupSvc oper ations

Interface

Operation number

Operation name

3f31c9le-2545-4b7b-9311-
9529e8bffef6 v1.0: |PeerGroupSvc

0x00 PeerGroupCreateRpc
0x01 PeerGroupOpenRpc
0x02 PeerGroupJoinRpc




0x03 PeerGroupPasswordJoinRpc
0x04 PeerGroupConnectRpc

0x05 PeerGroupCloseRpc

0x06 PeerGroupDeleteRpc

0x07 PeerGroupCreatel nvitationRpc
0x08 PeerGroupCreatePasswordl nvitationRpc
0x09 PeerGroupGetStatusRpc

Ox0a PeerGroupGetPropertiesRpc
Ox0b PeerGroupSetPropertiesRpc
0x0c PeerGroupEnumConnectionsRpc
Ox0d PeerGroupEnumM embersRpc
O0x0e PeerGroupOpenDirectConnectionRpc
OxOf PeerGroupCloseDirectConnectionRpc
0x10 PeerGroupSendDataRpc

0x11 PeerGroupRegisterEventRpc
0x12 PeerGroupUnregisterEventRpc
0x13 PeerGroupGetEventDataRpc
0x14 PeerGroupGetRecordRpc
0x15 PeerGroupAddRecordRpc
0x16 PeerGroupUpdateRecordRpc
0x17 PeerGroupDeleteRecordRpc
0x18 PeerGroupEnumRecordsRpc
0x19 PeerGroupSearchRecordsRpc
Oxla PeerGroupExportDatabaseRpc
Ox1b PeerGroupl mportDatabaseRpc
Ox1c PeerGroupUniversal TimeToPeerTimeRpc
Oox1d PeerGroupTimeToUniversal TimeRpc
Ox1le PeerGetltemCountRpc

Ox1f PeerGetNextM ember|nfoltemRpc
0x20 PeerGetNextConnectionlnfoltemRpc
0x21 PeerGetNextRecordltemRpc
0x22 PeerEndEnumerationRpc




0x23

PeerGroupl ssueCredentialsRpc

]

Table 4.126. pnrpsvc operations

I nterface

Operation number

Operation name

a2d47257-12f7-4beb-8981-0ebfa935¢c407 v1.0: pnrpsvc

0x00 InitializeCloudList
0x01 GetCloudList
0x02 ShutdownCloudList
0x03 ClientInitialize
0x04 ClientUninitialize
0x05 Register
0x06 Unregister
0x07 Resolve
0x08 GetResolveResult
0x09 EndResolve
Ox0a Ping

Ox0b DiagControl
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4.12.6. Remote Registry Service
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4.12.6. Remote Registry Service

Table4.127. perflibv2 operations

I nter face Operation Operation name Windows API
number
OdabaB6¢5-12c2-4943-
30ab-7f74a813d853
v1.0: perflibv2

0x00 PerflibV 2EnumerateCounter Set
Ox01 PerflibV 2QueryCounter SetRegi strationinfo
0x02 PerflibV 2EnumerateCounter Setl nstance
0x03 PerflibV20penQueryHandle
0x04 PerflibV2CloseQueryHandle
O0x05 PerflibV 2QueryCounterinfo
O0x06 PerflibV2QueryCounterData
0x07 PerflibV 2V alidateCounters
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4.12.7. Windows event collector service
Table 4.128. | Collector Service oper ations
Inter face Operation Operation name Windows API
number
69510fal-2f99-4eeb-ad4ff-
af259f0f9749 v1.0:
| CollectorService
0x00 EcRpcGetSubscriptionNames
0x01 EcRpcGetSubscription
0x02 EcRpcPutSubscription
0x03 EcRpcDel eteSubscription
0x04 EcRpcGetSubscriptionRunTimeStatus
0x05 EcRpcRetrySubscription
Prev Up Next
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4.12.8. Windows event logging service
Prev 4.12. MSRPC interfacesintroduced in Windows Vista Next

4.12.8. Windows event logging service

The | EventService interface is the RPC interface used to communicate with the Windows event
logging service service.

The interface is used over adynamic TCP endpoint, registered in the endpoint mapper database, as
shown below:

[ ]

| fld: f6beaff7-1el9-4fbb-9f8f-b89e2018337c version 1.0
Annot ati on: Event |log TCPIP

UUl D: 00000000- 0000- 0000- 0000- 000000000000

Bi ndi ng: ncacn_np: 127.0. 0. 1[\\ pi pe\\ event| og]

| fld: f6beaff7-1el9-4fbb-9f8f-b89e2018337c version 1.0
Annot ati on: Event |log TCPIP

UUl D:  00000000- 0000- 0000- 0000- 000000000000

Bi ndi ng: ncacn_ip_tcp:127.0.0. 1] 49153]

... ]

For more information about the Windows Event Log API, see the documentation in the Microsoft
Windows SDK.

Table 4.129. | EventService oper ations

Interface Operation Operation name Windows API
number
febeaff 7-1e19-4fbb-9f 8f -
b89e2018337c v1.0:
|EventService
0x00 EvtRpcRegisterRemoteSubscription
0x01 EvtRpcUpdateRemoteSubscription



http://windowssdk.msdn.microsoft.com/library/en-us/wes/wes/windows_event_log.asp

0x02 EvtRpcRemoteSubscriptionNextAsync

0x03 EvtRpcRemoteSubscriptionNext

0x04 EvtRpcRemoteSubscriptionWaitAsync

0x05 EvtRpcRegisterL ogQuery

0x06 EvtRpcClearLog

0x07 EvtRpcExportLog

0x08 EvtRpcL ocalizeExportLog

0x09 EvtRpcM essageRender

Ox0a EvtRpcM essageRenderDefault

Ox0b EvtRpcQueryNext

0x0c EvtRpcQuerySeek

Ox0d EvtRpcClose

0x0e EvtRpcAssertConfig

OxOf EvtRpcRetractConfig

0x10 EvtRpcOpenLogHandle

Ox11 EvtRpcGetL ogFilelnfo

0x12 EvtRpcGetChannelList

0x13 EvtRpcGetChannel Config

0x14 EvtRpcPutChannel Config

O0x15 EvtRpcGetPublisherList

0x16 EvtRpcGetPublisherM etadata

Ox17 EvtRpcGetPublisherResourceM etadata

0x18 EvtRpcGetEventM etadataEnum

0x19 EvtRpcGetNextEventM etadata
Prev Up Next
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4.12.9. Windows Firewall
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4.12.9. Windows Firewall

Table 4.130. FwWRpc oper ations

Interface Operation number Operation name

2fb92682-6599-42dc-ael3-

bd2ca89bd11c v1.0: FwRpc
0x00 FWOpenPolicyStore
0x01 FW(ClosePolicyStore
0x02 FWRestoreDefaults
0x03 FWGetGlobal Config
0x04 FWSetGloba Config
0x05 FWAddFirewallRule
0x06 FWSetFirewalIRule
0x07 FWDeleteFirewallRule
0x08 FWDeleteAllFirewallsRules
O0x09 FWEnumFirewallRules
Ox0a FWGetConfig
Ox0b FWSetConfig
0x0c FWAddConnectionSecurityRule
Oxod FW SetConnectionSecurityRule
0x0e FWDel eteConnectionSecurityRule
OxOf FWDeleteAll ConnectionSecurityRules
0x10 FWEnumConnectionSecurityRules
Ox11 FWAddA uthenticationSet
0x12 FW SetA uthenti cationSet
0x13 FWDel eteA uthenticationSet
Ox14 FWDeleteAll AuthenticationSets
0x15 FWEnumA uthenticationSets




0x16 FWAddCryptoSet
Ox17 FWSetCryptoSet
0x18 FWDeleteCryptoSet
0x19 FWDéel eteAll CryptoSets
Oxla FWENnumCryptoSets
Ox1b FWEnumPhaselSAs
Ox1c FWEnumPhase2SAs
Ox1d FWDeletePhaselSAs
Oxle FWDel etePhase2SAs

Table4.131. Fw_Resource_|ndication operations

Interface Operation number Operation name

7f9d11bf-7fb9-436b-a312-b2d50c5d4c03 v1.0:
Fw_Resource_Indication

0x00 FWIndicatePortinUse

O0x01 FWGetl ndicatedPortinUse
Prev Up Next
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4.12.10. Windows Wireless LAN 802.11 Auto Configuration Service

Table 4.132. winwlan oper ations

I nter face Operation Operation name Windows API
number
266f33b4-
c7cl-4bd1-
8f52-
ddb8f2214ea9
v1.0: winwlan
0x00 RpcOpenHandle WlanOpenHandle
0x01 RpcCloseHandle WilanCloseHandle
0x02 RpcEnuminterfaces WIlanEnumlnterfaces
0x03 RpcSetAutoConfigParameter WIlanSetAutoConfigParameter
0x04 RpcQueryAutoConfigParameter WIlanQueryAutoConfigParameter
0x05 RpcGetlnterfaceCapability WlanGetlInterfaceCapability
0x06 RpcSetinterface WlanSetinterface
0x07 RpcQuerylnterface WlanQuerylnterface
0x08 RpcScan WIlanScan
0x09 RpcGetVisibleNetworkList WlanGetVisibleNetworkList
Ox0a RpcGetNetworkBssList WilanGetNetworkBssL ist
Ox0b RpcConnect WlanConnect
OxOc RpcDisconnect WlanDisconnect
0x0d RpcRegisterNotification WlanRegisterNotification
Ox0e RpcAsynGetNotification
OxOf RpcSetProfile WlanSetProfile
0x10 RpcGetProfile WlanGetProfile
Ox11 RpcDel eteProfile WlanDeleteProfile



http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlanopenhandle.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlanclosehandle.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlanenuminterfaces.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansetautoconfigparameter.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlanqueryautoconfigparameter.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlangetinterfacecapability.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansetinterface.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlanqueryinterface.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlanscan.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlangetvisiblenetworklist.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlangetnetworkbsslist.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlanconnect.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlandisconnect.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlanregisternotification.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansetprofile.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlangetprofile.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlandeleteprofile.asp

0x12 RpcSetProfileList WilanSetProfileL ist
0x13 RpcGetProfileList WlanGetProfilelList
Ox14 RpcSetProfilePosition WlanSetProfilePosition
0x15 RpcSetUserData WlanSetUserData
0x16 RpcSetFilterList WilanSetFilterList
0x17 RpcGetFilterList WlanGetFilterList
0x18 RpcSetPsdlEDatal ist WilanSetPsdIEDatal ist
0x19 RpcSaveTemporaryProfile WlanSaveTemporaryProfile
Oxla RpclsUIRequestPending

Ox1b RpcSetUIForwardingNetworkL ist

Ox1c Rpcl sNetworkSuppressed

Ox1d RpcRemoveUlForwardingNetworkList

Oxle RpcQueryExtUIRequest

Ox1f RpcUIReponse

0x20 RpcGetProfileKeylnfo

Table 4.133. winwdiag oper ations

Interface Operation number Operation name
25952¢5d-7976-4aal-a3ch-
c35f7ae79d1b v1.0: winwdiag

0x00 WDiagRpclnitSession
0x01 WDiagRpcEndSession
0x02 WDiagRpcQueryStatistics
0x03 WDiagRpcQueryConnectionContextlnfo
0x04 WDiagRpcA utoConfigGetlnterfacel nfo
0x05 WDiagRpcGetExtensibilitylnfo
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http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansetprofilelist.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlangetprofilelist.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansetprofileposition.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansetuserdata.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansetfilterlist.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlangetfilterlist.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansetpsdiedatalist.asp
http://msdn.microsoft.com/library/en-us/nativewifi/nwifi/wlansavetemporaryprofile.asp

4.12.11. Wired Autoconfiguration Service
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4.12.11. Wired Autoconfiguration Service

Table 4.134. winlan operations

I nterface

Operation number

Operation name

1bddb2a6-c0c3-41be-8703-ddbdf4f0e80a v1.0: winlan

0x00 RpcOpenHandle
0x01 RpcCloseHandle
0x02 RpcEnuminterfaces
0x03 RpcSetinterface
0x04 RpcGetInterfaceState
0x05 RpcReConnect
0x06 RpcRegisterNotification
0x07 RpcAsynGetNotification
0x08 RpcSetProfile
0x09 RpcGetProfile
Ox0a RpcGetCurrentProfile
Ox0b RpcDeleteProfile
0x0c RpcUIReponse
Ox0d RpcQueryUlRequest
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Chapter 4. MSRPC, a.k.a. Microsoft implementation of
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4.13. Implication of multiple RPC services in one process

4.13.1. Win32 services hosting
4.13.2. Example of multiple RPC services in one process
4.13.3. Implications of running multiple RPC services in one process

One important property of the MSRPC implementation is that inside a given process any RPC services
listening on any protocol sequences can be reached using any opened endpoints.

This specifity of the M SRPC implementation is documented in the MSDN, under the “Be Wary of Other
RPC Endpoints Running in the Same Process’ [90] section.

To restrict RPC calls on the server-side, either the RpcSer ver Register 2() API or the
RpcServer Register ITEx() APl must be used.

As most Win32 services are implemented in afew processes, hosting many Win32 services (Isass.exe,
services.exe, svchost.exe), adirect consequence is that all RPC services started by any Win32 servicein
agiven process can be invoked using any opened endpoint in the process context, if RPC services do not
use one of the two APIs earlier mentionned.
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4.13.1. Win32 services hosting
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4.13.1. Win32 services hosting

The services.exe process host many services, which can be identified looking for services.exein the
following registry value of each service service_name:

Key: HKLM SYSTEM Current Cont r ol Set\ Ser vi ces\ servi ce_nane\
Val ue: | nagePat h

Three instances of svchost.exe processes can be found on a Windows 2000 system. Among them, one
instance (netsvcs instance) typically hosts different services. Services hosted in svchost.exe processes
appear in the registry:

Key: HKLM SOFTWARE\ M cr osof t\ W ndows NT\ Curr ent Ver si on\ Svchost\
Val ues: netsvcs, rpcss, tapisrv

More precisely, on Windows 2000 systems, the following Win32 services run in the following
Processes.

. Isass.exe: kdc, netlogon, NtLmSsp, PolicyAgent, SamSs

. services.exe: Alerter, AppMgmt, Browser, Dhcp, dmserver, Dnscache, Eventlog, lanmanserver,
lanmanworkstation, LmHosts, Messenger, PlugPlay, ProtectedStorage, seclogon, TrkSvr,
TrkWks, W32Time, Wmi

. Svchost.exe (netsvcs instance): EventSystem, las, Iprip, Irmon, Netman, Nwsapagent, Rasauto,
Rasman, Remoteaccess, SENS, Sharedaccess, Ntmssvc

. Svchost.exe (rpcssinstance): rpcss

. Svchost.exe (tapisrv instance): Tapisrv

On Windows XP systems, Win32 services run in the following processes:

. Isass.exe: Netlogon, NtLmSsp, PolicyAgent, ProtectedStorage, SamSs

. services.exe: Eventlog, PlugPlay

. Svchost.exe (Local Service instance, running as Local Service): Alerter, WebClient, LmHosts,
RemoteRegistry, upnphost, SSDPSRV

. svchost.exe (NetworkService instance, running as NetworkService): DnsCache

. Svchost.exe (netsvcs instance): 6to4, AppMgmt, AudioSrv, Browser, CryptSvc, DM Server,
DHCP, ERSvc, EventSystem, FastUserSwitchingCompatibility, HidServ, las, lprip, Irmon,
LanmanServer, LanmanWorkstation, Messenger, Netman, Nla, Ntmssvc, NWCWorkstation,



Nwsapagent, Rasauto, Rasman, Remoteaccess, Schedule, Seclogon, SENS, Sharedaccess,
SRService, Tapisrv, Themes, TrkWks, W32Time, WZCSVC, Wmi, WmdmPmSp, winmgmt,
TermService, wuauserv, BITS, Shel|HWDetection, helpsvc, uploadmgr

. Svchost.exe (rpcssinstance): rpcss

« Svchost.exe (termsvcsinstance): TermService

. Svchost.exe (imgsvc instance); StiSvc

On Windows Server 2003 systems, Win32 services are organized as follow:

. |sass.exe: HTTPFilter, kdc, Netlogon, NtLmSsp, PolicyAgent, ProtectedStorage, SamSs

. sarvices.exe: Eventlog, PlugPlay

. svchost.exe (Local Service instance, running as Local Service): Alerter, WebClient, LmHosts,
WinHttpAutoProxySvc

. svchost.exe (NetworkService instance, running as NetworkService): 6to4, DHCP, DnsCache

. Svchost.exe (netsvcs instance): AppMgmt, AudioSrv, Browser, CryptSvc, DM Server,
EventSystem, HidServ, las, Iprip, Irmon, LanmanServer, LanmanWorkstation, Messenger,
Netman, Nla, Ntmssvc, NWCWorkstation, Nwsapagent, Rasauto, Rasman, Remoteaccess,
Sacsvr, Schedule, Seclogon, SENS, Sharedaccess, Themes, TrkWks, TrkSvr, W32Time,
WZCSVC, Wmi, WmdmPmSp, winmgmt, wuauserv, BITS, ShellHWDetection, helpsvc,
uploadmgr, WmdmPmSN

. Svchost.exe (rpcss instance): rpcss

. svchost.exe (regsvc instance): RemoteRegistry

« Svchost.exe (swprv instance): swprv

. Svchost.exe (tapisrv instance): Tapisrv

. Svchost.exe (termsrv instance): TermService

. svchost.exe (WinErr instance): ERsvc

. Svchost.exe (imgsvc instance): StiSvc

To determine which services are hosted by which services on arunning system, the following tools can
be used:

. the Process Explorer tool [91]

. option/sof thetlist utility (part of Windows 2000 support tools)
. option /svc of the tasklist utility (available in Windows XP and later)
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4.13.2. Example of multiple RPC services in one process

Using ifids with the eventlog named pipe endpoint, opened by the Eventlog service running in the ser vices.exe process, the
list of interface identifiersis:

C\WNNT> fids -p ncacn_np -e \pipe\eventlog \\.

Interfaces: 13
367abb81- 9844- 35f 1- ad32- 98f 038001003 v2.
93149ca2-973b-11d1- 8¢c39- 00c04f b984f 9 vO.
82273f dc-e32a-18c3- 3f 78-827929dc23ea VvO.
65a93890- f ab9- 43a3- b2a5- 1e330ac28f 11 v2.
8d9f 4e40- a03d- 11ce- 8f 69- 08003e30051b v1.
8d0f f e72- d252- 11d0- bf 8f - 00c04f d9126b v1.
c9378ff 1- 16f 7- 11d0- aOb2- 00aa0061426a v1.
0d72a7d4-6148-11d1- b4aa- 00c04f b66eal v1.
4b324f c8- 1670- 01d3-1278- 5a47bf 6ee188 v3.
6bf f d098-al112- 3610- 9833-46¢c3f 87e345a vli.
17f dd703- 1827- 4e34- 79d4- 24a55¢c53bb37 v1i.
5a7b91f 8- f f 00- 11d0- a9b2- 00c04f b6ebfc vli.
8f b6d884- 2388- 11d0- 8¢c35- 00c04f da2795 v4.

POOOOOO0OO0OO0OO0OO0OO0OO0o

Using another endpoint, for example, the dynamic UDP port opened by the messenger service (also running in the services.
exe process), theresult isidentical:

C\WNNT>i fids -p ncadg_ip_udp -e 1026 127.0.0.1

Interfaces: 13
367abb81- 9844- 35f 1- ad32- 98f 038001003 v2.
93149ca2-973b-11d1- 8¢c39- 00c04f b984f 9 vO.
82273f dc- e32a-18c3- 3f 78-827929dc23ea vO.
65a93890- f ab9- 43a3- b2a5- 1e330ac28f 11 v2.
8d9f 4e40- a03d- 11ce- 8f 69- 08003e30051b v1.
8d0f f e72- d252- 11d0- bf 8f - 00c04f d9126b v1.
c9378ff 1- 16f 7- 11d0- aOb2- 00aa0061426a vli.
0d72a7d4-6148-11d1- b4aa- 00c04f b66eal v1.
4b324f c8-1670- 01d3- 1278- 5a47bf 6ee188 v3.
6bf f d098-al112- 3610- 9833-46¢c3f 87e345a vli.
17f dd703- 1827- 4e34- 79d4- 24a55¢53bb37 vli.
5a7b91f 8- f f 00- 11d0- a9b2- 00c04f b6ebfc vli.
8f b6d884- 2388- 11d0- 8c35- 00c04f da2795 v4.

POOOOOO0OO0OO0OO0OO0OO0O0o

These results show that all RPC servicesin the services.exe process can be reached using any opened endpoint on any
transport.

Using our knowledge of RPC interface identifiers, we can identify some of the Win32 services currently running in the
Ser vices.exe process.

C\WNNT>i fids -p ncadg_ip_udp -e 1026 127.0.0.1



Interfaces: 13
367abb81- 9844- 35f 1- ad32- 98f 038001003 v2.
93149ca2-973b-11d1- 8¢39- 00c04f b984f 9 vO.
82273f dc- e32a- 18c3- 3f 78-827929dc23ea vO.
65a93890- f ab9- 43a3- b2a5- 1e330ac28f 11 v2.
8d9f 4e40- a03d- 11ce- 8f 69- 08003e30051b v1.
8d0f f e72- d252- 11d0- bf 8f - 00c04f d9126b v1.
c9378f f 1- 16f 7- 11d0- aOb2- 00aa0061426a v1.
0d72a7d4-6148-11d1- b4aa- 00c04f b66eal v1.
4b324f c8-1670- 01d3- 1278- 5a47bf 6ee188 v3.
6bf f d098-all12- 3610- 9833-46¢3f 87e345a vl.
17f dd703- 1827- 4e34- 79d4- 24a55¢53bb37 vli.
5a7b91f 8-f f 00- 11d0- a9b2- 00c04f b6ebfCc V1.
8f b6d884- 2388- 11d0- 8¢35- 00c04f da2795 v4.

Servi ces Control Manager (SCM
Security Configuration Editor (SCE)
Eventl og service

DNS dient service (Wndows 2000)
Plug and Pl ay service

|  Protected Storage service
Server service

Wor kst ati on service

| _ Messenger service

W ndows Ti ne service

P OOOOOO0OO0OO0OO0O0O0O0o

Thus, the following Win32 services are running:

. Eventlog

. Dnscache

. ProtectedStorage
. lanmanserver

. lanmanworkstation
. Messenger

. PlugPlay

. W32Time

Actually, the complete list of Win32 services running inside the services.exe processis:
C\A\WNNT>tlist /s

[...]

256 SERVI CES. EXE Svcs: Alerter, Dnscache, Eventl og, | anmanserver, | anmanwor kst at i on,
LnmHost s, Messenger, Pl ugPl ay, Pr ot ect edSt or age, secl ogon, VB2Ti ne

[ ]

Prev
4.13.1. Win32 services hosting

Next

4.13.3. Implications of running multiple RPC
services in one process

=

Home
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Prev 4.13. Implication of multiple RPC servicesin one process Next

4.13.3. Implications of running multiple RPC services in one process

The direct consequence of running multiple RPC servicesin one processis that, if one RPC serviceis

listening on an endpoint like a TCP port or anamed pipe, al RPC services can be reached using that
particular endpoint.

Thus, even if a RPC service listens only on the ncalrpc protocol (in order to accept only local procedure
calls), it can be used remotely as long as another RPC service in the same process listens on a TCP port
or a named pipe.

Another consequenceisthat it allows to anonymously identify some Win32 services remotely, as shown
in the previous section:

. Servicesrunning in the Isass.exe process can be identified, using the Isar pc, samr, netlogon
named pipes as M SRPC endpoint (these named pipes can always be opened in the context of a
SMB NULL session)

. Some services in the services.exe process can be identified, using either the dynamic UDP port
opened by the messenger service as M SRPC endpoint or the wkssvc, srvsvc or browser named
pipes (they can always be opened in the context of a SMB NULL session).

. ldentifying Win32 services running in svchost.exe instances can be more difficult, in particular
when RPC services contained in that processes do not open endpoints that can be used remotely.

Note: this also explains why one RPC interface identifier can appear more than once in the rpcdump

output, with different endpoints on different protocol sequences. these correspond to endpoints opened
by RPC services in the same process.
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4.14. RPC services protection

Developpers of RPC services can protect their applications against the problem described in the previous
section using two new API, RpcServer Register IfEx() and RpcSer ver Register [f2(). These new API
allow the specification of a security-callback function, on a per-interface basis.

Typically, a security-callback function verifies that the protocol sequence used by aclient islegal. For
instance, it is thus possible to forbid access to RPC services that are supposed to be used only locally,
even if the process that hosts RPC services also runs RPC services listening on named pipes or TCP or
UDP sockets.

When these APIs are used, it usually implies that only a subset of all the interfaces that appear on the
output of the ifids command can be reached, using dedicated endpoints.
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4.15. RPC interfaces restriction in Windows XP SP2, Windows
Server 2003 SP1 and later versions

In Windows XP SP2, RPC interfaces restrictions were introduced. By default, it is not possible to bind
anonymousdly to an interface, except using the ncacn_np protocol sequence.

The RestrictRemoteClients registry value (Restrictions for Unauthenticated RPC Client GPO), not
present by default but with adefault value of 1 (RPC_RESTRICT_REMOTE_CLIENT_DEFAULT)
prevents anonymous binding to RPC interfaces, typically using the ncacn_ip_tcp transport.

In particular, the restriction applies to RPC interfaces running in the rpcss service, including the
endpoint mapper (epmp) interface. Y€, it isstill possible to query the endpoint mapper anonymously
using the ncacn_np protocol sequence with the \pipe\epmapper named pipe as endpoint.

For more information, see the RPC Interface Restriction section in the Network Protection technologies
chapter in the Changes to Functionality in Microsoft Windows XP Service Pack 2 document [94] and

the #838191 Microsoft knowledge base article [95].

The RestrictRemoteClients registry value (Restrictions for Unauthenticated RPC Client GPO) also
exists in Windows Server 2003 SP1 but its default value is O (restrictions are disabled). It is
recommended to set itto 1 (RPC_RESTRICT _REMOTE_CLIENT _DEFAULT) or 2
(RPC_RESTRICT _REMOTE_CLIENT_HIGH).
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4.16. MSRPC vulnerabilities

Over the last years, several security vulnerabilities were discovered in the Windows M SRPC subsystem.

Follows alist of Microsoft security patches that fixed vulnerabilities related to MSRPC, either in the
MSRPC subsystem or in system components running M SRPC services:

. MS98-014: RPC Spoofing Denial of Service on Windows NT (CVE-1999-0969)

. MS98-017: Named Pipes Over RPC Vulnerability (CVE-1999-1127)

. MS99-020: Maformed LSA Request Vulnerability (CVE-1999-0721)

. MS99-055: Maformed Resource Enumeration Argument Vulnerability (CV E-1999-0980)

. MS99-057 Maformed Security Identifier Request Vulnerability (CV E-1999-0995)

. MS00-003 Spoofed LPC Port Request Vulnerability (CV E-2000-0070)

. MS00-040 Remote Registry Access Authentication Vulnerability (CVE-2000-0377)

. MS00-062 Local Security Policy Corruption Vulnerability (CVE-2000-0771)

. MS00-066 Malformed RPC Packet VVulnerability

. MS00-070 Multiple LPC and LPC Ports Vulnerabilities

. MS01-041 Maformed RPC Request Can Cause Service Failure (CVE-2001-0509)

. MS01-048 Maformed Request to RPC Endpoint Mapper can Cause RPC Serviceto Fail (CVE-
2001-0662)

. MS03-001 Unchecked Buffer in Locator Service Could Lead to Code Execution (CV E-2003-
0003)

. MS03-010 Flaw in RPC Endpoint Mapper Could Allow Denial of Service Attacks (CV E-2002-
1561)

. MS03-026 Buffer Overrun in RPC Interface Could Allow Code Execution (CV E-2003-0352)

. MS03-039 Buffer Overrun in RPCSS Service Could Allow Code Execution (CV E-2003-0528,
CVE-2003-0605, CVE-2003-0715)

. MS03-043 Buffer Overrun in Messenger Service Could Allow Code Execution (CV E-2003-
0717)

. MS03-049 Buffer Overrun in the Workstation Service Could Allow Code Execution (CV E-2003-
0812)

« MS04-011 L SASS vulnerability (CVE-2003-0533)

. MS04-012 RPC Runtime Library Vulnerability, RPCSS Service Vulnerability, COM Internet



http://www.microsoft.com/technet/security/bulletin/ms98-014.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0969
http://www.microsoft.com/technet/security/bulletin/ms98-017.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-1127
http://www.microsoft.com/technet/security/bulletin/ms99-020.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0721
http://www.microsoft.com/technet/security/bulletin/ms99-055.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0980
http://www.microsoft.com/technet/security/bulletin/ms99-057.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0995
http://www.microsoft.com/technet/security/bulletin/ms00-003.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0070
http://www.microsoft.com/technet/security/bulletin/ms00-040.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0377
http://www.microsoft.com/technet/security/bulletin/ms00-062.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0771
http://www.microsoft.com/technet/security/bulletin/ms00-066.mspx
http://www.microsoft.com/technet/security/bulletin/ms00-070.mspx
http://www.microsoft.com/technet/security/bulletin/ms01-041.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0509
http://www.microsoft.com/technet/security/bulletin/ms01-048.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0662
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0662
http://www.microsoft.com/technet/security/bulletin/ms03-001.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0003
http://www.microsoft.com/technet/security/bulletin/ms03-010.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-1561
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-1561
http://www.microsoft.com/technet/security/bulletin/ms03-026.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0352
http://www.microsoft.com/technet/security/bulletin/ms03-039.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0528
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0605
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0715
http://www.microsoft.com/technet/security/bulletin/ms03-043.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0717
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0717
http://www.microsoft.com/technet/security/bulletin/ms03-049.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0812
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0812
http://www.microsoft.com/technet/security/bulletin/ms04-011.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0533
http://www.microsoft.com/technet/security/bulletin/ms04-012.mspx

Services (CIS) - RPC over HTTP Vulnerability, Object Identity Vulnerability (CVE-2003-0807,
CVE-2003-0813, CVE-2004-0116, CVE-2004-0124)

. MS04-029 Vulnerability in RPC Runtime Library Could Allow Information Disclosure and
Denial of Service (CVE-2004-0569)

« MS04-031 Vulnerability in NetDDE Could Allow Remote Code Execution (CV E-2004-0206)

. MS04-044 Windows Kernel Vulnerability (CVE-2004-0893)

. MS05-007 Vulnerability in Windows Could Allow Information Disclosure (CV E-2005-0051)

. MS05-010 Vulnerahility in the License Logging Service Could Allow Code Execution (CVE-
2005-0050)

. MS05-017 Vulnerability in Message Queuing Could Allow Code Execution (CV E-2005-0059)

. MS05-039 Vulnerability in Plug and Play Could Allow Remote Code Execution and Elevation of
Privilege (CVE-2005-1983)

. MS05-040 Vulnerability in Telephony Service Could Allow Remote Code Execution (CV E-2005-
0058)

« MS05-043 Vulnerahility in Print Spooler Service Could Allow Remote Code Execution (CVE-
2005-1984)

. MS05-046 Vulnerability in the Client Service for NetWare Could Allow Remote Code Execution
(CVE-2005-1985)

« MS05-047 Vulnerability in Plug and Play Could Allow Remote Code Execution and Local
Elevation of Privilege (CVE-2005-2120)

« MS05-051 Vulnerability in MSDTC and COM+ Could Allow Remote Code Execution (CVE-
2005-2119)

. MS06-008 Vulnerability in Web Client Service Could Allow Remote Code Execution (CVE-
2006-0013)

. MS06-018 Vulnerability in Microsoft Distributed Transaction Coordinator Could Allow Denid
of Service (CVE-2006-0034, CVE-2006-1184)

The following table lists the MSRPC interfaces that were affected by vulnerabilities:

Table4.135. Vulnerabilitiesin M SRPC interfaces

Microsoft ,
Security Publication Date Affected MSRPC interface Affected Reference
) (9 software
Bulletin
MS99-020 | June 23, 1999 |sarpc wi ”dZ"(‘;S NT | cvE-1999-0721
December 09, Windows NT 1000.
M S99-055 1999 srvsve 4.0 CVE-1999-0980



http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0807
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0813
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0116
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0124
http://www.microsoft.com/technet/security/bulletin/ms04-029.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0569
http://www.microsoft.com/technet/security/bulletin/ms04-031.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0206
http://www.microsoft.com/technet/security/bulletin/ms04-044.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0893
http://www.microsoft.com/technet/security/bulletin/ms05-007.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0051
http://www.microsoft.com/technet/security/bulletin/ms05-010.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0050
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0050
http://www.microsoft.com/technet/security/bulletin/ms05-017.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0059
http://www.microsoft.com/technet/security/bulletin/ms05-039.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1983
http://www.microsoft.com/technet/security/bulletin/ms05-040.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0058
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0058
http://www.microsoft.com/technet/security/bulletin/ms05-043.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1984
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1984
http://www.microsoft.com/technet/security/bulletin/ms05-046.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1985
http://www.microsoft.com/technet/security/bulletin/ms05-047.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-2120
http://www.microsoft.com/technet/security/bulletin/ms05-051.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-2119
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-2119
http://www.microsoft.com/technet/security/bulletin/ms06-008.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0013
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0013
http://www.microsoft.com/technet/security/bulletin/ms06-018.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0034
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-1184
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0980

Msog.057 | December 16, Isarpe WIndowsNT | ~/£_1999-0995
1999 — 4.0
MS00-040 | June 08, 2000 winreg Wi ”dZ"é’)s NT | cvE-2000-0377
MS00-062 | August 28, 2000 Isarpc Windows 2000 |CVE-2000-0771
Windows NT
MS01-041 | July 26, 2001 Multiple interfaces 4.0,2000, | oyE 20010509
’ Exchange, SQL
Server
MS01-048 September 10, epmp Windows NT CVE-2001-0662
2001 40
Windows NT
MS03-001 January 22, 2003 |ocator 4.0, 2000, XP CVE-2003-0003
Windows NT
MS03-010 | March 26, 2003 epmp 40,2000 xp | CVE-2002-1561
I SyStemACtivaIOI’, Windows NT
MS03-026 July 16, 2003 |RemoteActivation 4.0, 2000, XP, |CVE-2003-0352
(1Activation) Server 2003
CVE-2003-
IS\/StemACtivator, Windows NT 0528, CVE-
MS03-039 Septe;gggr 10, |RemoteActivation 4.0, 2000, XP, | 2003-0605,
(IActivation) Server 2003 | CVE-2003-
0715
Windows NT
MS03-043 | October 15, 2003 msgsve 4.0, 2000, XP, |CVE-2003-0717
Server 2003
November 11, Windows 2000, Py
M S03-049 s wkssve s CVE-2003-0812
MS04-011 | April 13, 2004 dssetup wi ”d°>"é’|§ 2000, | cv/E-2003-0533
o CVE-2004-
| RemoteA ctivation i -
MS04-012 | April 13, 2004 (\Activation) wi ”dO;’("EZOOO’ 0116, CVE-
2004-0124
_ Windows NT CVE-2004-
MS04-031 | October 12, 2004 nddeapi 40,2000, XP, | = o

Server 2003



http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0995
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0377
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0771
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0509
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0662
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0003
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-1561
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0352
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0528
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0528
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0605
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0605
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0715
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0715
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0717
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0812
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0533
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0116
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0116
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0124
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0124
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0206
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0206

M S05-007 February 8. 2005 Srvsve Windows XP |CVE-2005-0051
Windows NT
M S05-010 February 8, 2005 llsrpc 4.0, 2000, CVE-2005-0050
Server 2003
MS05-017 | April 12, 2005 gmcomm wi ”iogvggfoo’ CVE-2005-0059
Windows 2000, i i
M S05-039 August 9, 2005 pnp XP. Server 2003 CVE-2005-1983
Windows 2000, i i
M S05-040 August 9, 2005 tapsrv XP. Server 2003 CVE-2005-0058
Windows 2000, i i
MS05-043 August 9, 2005 Spoolss XP. Server 2003 CVE-2005-1984
Windows 2000, i i
M S05-046 October 11, 2005 nwwks XP. Server 2003 CVE-2005-1985
MS05-047 | October 11, 2005 pnp Wi ”d°>"2’; 2000, | cvE-2005-2120
Windows 2000, i i
M S05-051 October 11, 2005 | XnRemote XP. Server 2003 CVE-2005-2119
Windows XP, i !
MS06-008 | February 14, 2006 davcintrpc Server 2003 CVE-2006-0013
_ CVE-2006-
MS06-018 May 9, 2006 IXnRemote y;”‘ézr"f:gggé 0034, CVE-
’ 2006-1184

Interesting security advisories related to M SRPC:

« Multiple remote DoS vulnerabilities in Microsoft DCE/RPC deamons (Todd Sabin, July 2001)

. Windows 2000 DCOM clients may leak sensitive information onto the network (Todd Sabin,

April 2002)

. DCE RPC Vulnerabilities New Attack Vectors Analysis (Javier Kohen, Juliano Rizzo, December

2003)

« Anonymous attackers can force DCOM applications into listening on the network (Todd Sabin,

October 2004)

Other MSRPC-related bugs:

. Telnet to Port 135 Causes 100 Percent CPU Usage (Windows NT 4.0)



http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0051
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0050
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0059
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1983
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0058
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1984
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-1985
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-2120
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-2119
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0013
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0034
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-0034
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-1184
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-1184
http://seclists.org/lists/bugtraq/2001/Jul/0739.html
http://seclists.org/lists/bugtraq/2002/Apr/0015.html
http://www.coresecurity.com/common/showdoc.php?idx=393&idxseccion=10
http://www.bindview.com/Services/RAZOR/Advisories/2004/adv_dcomapp.cfm
http://support.microsoft.com/kb/162567

. Denial of Servicein Applications Using RPC over Named Pipes (Windows NT 4.0)
. A truncated Samba server response causes an access violation in the L sass.exe program on a

Windows X P-based client computer (Windows XP)
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http://support.microsoft.com/kb/195733
http://support.microsoft.com/kb/896725
http://support.microsoft.com/kb/896725
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4.17. MSRPC network traffic

4.17.1. MSRPC network traffic analysis with Etherea
4.17.2. MSRPC network traffic analysisin Network Intrusion Prevention Systems
4.17.3. MSRPC network traffic analysisin Firewalls

Asexplained in Section 4.3, “MSRPC transports’, MSRPC was designed to be transport-independant,
which implies that the MSRPC network traffic will be observed over different network protocols (TCP,
UDP, SMB, HTTP).

Being able to analyze MSRPC network traffic isimportant for several reasons:

. MSRPC isacore protocol of Windows environments and as such, it is frequent to analyze
MSRPC traffic to diagnose problems.

. The numerous vulnerabilities discovered in the MSRPC subsystem (see Section 4.16, “MSRPC
vulnerabilities’) pose a serious security risk for Windows infrastructures. Network security
devices such as Network Intrusion Prevention/Detection Systems (NIPS/NIDS) and Firewalls
must be capable of analyzing MSRPC traffic to block exploitation of MSRPC vulnerabilities.
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4.17.1. MSRPC network traffic analysis with Ethereal

Etheredl is certainly the best network analyzer to analyze MSRPC traffic. The following features are
supported:

. Ability to analyze MSRPC traffic over TCP, UDP, SMB and SMB2.
. Decoding of the following MSRPC interfaces. atsvc, browser, dnsserver, drsuapi, dssetup, efsrpc,

eventlog, frsapi, frsrpc, InitShutdown, Isarpc, mapi, msgsvesend, netdfs, netlogon, nspi, pnp, rras,
samr, spoolss, srvsvc, svectl, tapsrv, trksvr, winreg, wkssvc

. Ability to decrypt MSRPC traffic encrypted with Kerberos, when the appropriate keys are
specified in akeytab file.

. Service response time statistics on a per-interface basis

The DCE RPC dissector of Ethereal is a heuristic dissector and will try to dissect TCP segments or UDP
datagrams as DCE RPC Protocol Data Units. Sometimes, this can lead to incorrect dissections, when the
dissector believes that data correspond to DCE RPC traffic when it is not the case. In that casg, it is
possible to force the dissection with another protocol, using the Decode As feature.

The DCE RPC dissector is able to keep track of the interface bound between a client and a server, to be
able to decode appropriately the PDUs. If the network trace does not contain enough information (BIND
or similar PDUSs), Ethereal will stop the dissection at the DCE RPC level. In that case, it is possible to
use the Decode As DCE RPC function to force the dissection as one of the DCE RPC interfaces
supported by Ethereal.

For MSRPC over SMB traffic, the SMB dissector calls the DCE RPC dissector for any named pipe
different from the LANM AN pipe. Thisis because the LANM AN pipeis used to carry RAP (Remote
Administration Protocol) traffic and not DCE RPC traffic.

Some of the MSRPC dissectors are auto-generated using IDL files and two different IDL compilers, Pidl
from the Samba project and idl2eth, part of Ethereal.

The dissectors involved in the dissection of MSRPC traffic handle data reassembly, so that the DCE
RPC dissector can reassemble fragmented DCE RPC PDUs. For best results, the following dissector
options have to be enabled:

. TCP dissector: Allow subdissector to reassemble TCP streams


http://www.ethereal.com/
http://wiki.ethereal.com/Kerberos
http://www.hsc.fr/ressources/presentations/sl2005-ethereal/img8.html
http://wiki.ethereal.com/Pidl

. SMB dissector: Reassemble SMB Transaction payload

« SMB dissector: Reassemble DCERPC over SMB

. DCERPC dissector: Reassemble DCE/RPC messages spanning multiple TCP segments
. DCERPC dissector: Reassemble DCE/RPC fragments
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4.17.2. MSRPC network traffic analysis in Network Intrusion Prevention
Systems

Because of the numerous vulnerabilities discovered in MSRPC (see Section 4.16, “MSRPC
vulnerahilities’), Network Intrusion Prevention and Detection Systems must inspect M SRPC traffic to
detect or block malicious traffic.

Because the protocols involved (SMB, MSRPC) are complex, implementation of MSRPC traffic
analysisin a network security device is a complex task that requires a good understanding of the
protocols. Several evasion techniques are possible if the implementation of these protocolsis not
compl ete.

The successive improvements in NFR's MSRPC package gives agood idea of the work required to
successfully implement MSRPC in NIPS:

. RAPID RESPONSE - MSRPC Version 21 (M S06-018 and Feature Upgrades): M SRPC package,

version 21.
.« MAINTENANCE - MSRPC Version 20: MSRPC package, version 20.

. RAPID RESPONSE - MSRPC Version 19 (M S05-047 and M S05-051): MSRPC package,

version 19.
. RAPID RESPONSE: MSRPC Version 18 for MS05-039 (UPnP) exploit: MSRPC package,

version 18.
. Beyond "Blaster" - MSRPC Evasions: nfr(sensor), June 2005.

. UPDATE - MSRPC Version 16: MSRPC package, version 16.

. MAINTENANCE - MSRPC Update (Version 15): MSRPC package, version 15.

. RAPID RESPONSE - MSRPC Update (v14) for MS05-007 and M S05-010 Microsoft
vulnerabilities: MSRPC package, version 14.

. MAINTENANCE: Updated SMB Version 5 and MSRPC Version 13 packages available:

M SRPC package, version 13.
. MAINTENANCE - MSRPC Update (Version 11) and SMB Update (Version 3): MSRPC

package, version 11.
. Blasting "Blaster"-Detecting the MSRPC DCOM hole: nfr(sensor), fall 2003
. MSRPC Package Update - New Version of MSRPC (Version 10) Contains Important Bugfixes:

M SRPC package, version 10.
. Important MSRPC DCOM package update - M S M essenger Service (M S03-043): MSRPC

package, version 9.
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http://list.nfr.com/pipermail/nfr-users/2003-November/002431.html
http://list.nfr.com/pipermail/nfr-users/2003-October/002424.html

. Important Note for all customers - MSRPC DCOM Rapid Response Update (Version 8): MSRPC
package, version 8.
« Important Note for all customers- MSRPC DCOM Rapid Response Update: M SRPC package,

version 7.
« Important Note for all customers - MSRPC DCOM Rapid Response Update: M SRPC package,

version 6.
. DCOM Worm/MSRPC Update for NID-100 and NID-200 Customers. MSRPC package, version

5.
. UPDATED MS-RPC Rapid Response from NFR RRT: MSRPC package, version 4.

. UPDATED MS-RPC Rapid Response from NFR RRT: MSRPC package, version 2.
. NEW Package available to detect MSRPC DoS:. M SRPC package, version 1.
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4.17.3. MSRPC network traffic analysis in Firewalls

To properly implement a network security policy in Windows environments, it might be desirable to use
firewalls that support MSRPC.

Depending on the compl eteness of the implementation, M SRPC support in afirewall might include the
following features:

« Support of multiple protocols sequences. TCP, UDP, SMB, HTTP

. Enforce sanity checks to network traffic, to ensure that it corresponds to legitimate DCE RPC
PDUs.

. Keep state in the MSRPC filtering engine, to match requests and responses

. Possibility to specify alist of allowed or denied interfaces (using UUIDS)

. Possibility to specify alist of allowed or denied operations for specific interfaces

. Possibility to analyze results of endpoint mapper queries and dynamically allow traffic to ports
revealed in answers to endpoint mapper queries

. Possibility to analyze results of DCOM activation requests and dynamically allow traffic to ports
needed to reach allowed DCOM servers

. Possibility to block SMB NULL sessions

. Possibility to restrict connections to certain named pipes (SMB transport)

« Possibility to block unauthenticated M SRPC sessions (especially when the TCP transport is used)

With Windows Server 2003 SP1, a modification to the M SRPC implementation was introduced. As a
consequence, firewalls implementing sanity checks on MSRPC traffic started to block traffic originating
from these systems because the software did not consider the traffic as valid. Software updates are

available from the different vendors to fix the problem.
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4.18.1. COM interfaces
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For a good introduction to COM and DCOM, see |mplementing Distributed COM in Samba, written by
Jelmer Vernooij (Samba Team Member).

The Distributed Component Object Model Protocol -- DCOM/1.0 Internet Draft, published by Microsoft
in January 1998, is till available.
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4.18.1. COM interfaces
A process that hosts COM objects will typically support interfaces among the following ones:

00000001- 0000- 0000- c0O00- 000000000046 v0.0 (1dC assFactory)
00000131- 0000- 0000- cO00- 000000000046 vO.0 (I RemuUnknown)

00000132- 0000- 0000- cO00- 000000000046 vO.0 (ILocal SystemActi vator)
00000134- 0000- 0000- cO00- 000000000046 vO.0 (I RunDown)

00000143- 0000- 0000- cO00- 000000000046 vO0.0 (I RemMunknown2)

Table 4.136. IRemUnknown methods

| nterface Method number | Method name
00000131-0000-0000-c000-000000000046 vO0.0:
IRemUnknown

0x00 QuerylInterface
0x01 AddRef
0x02 Release
0x03 RemQuerylnterface
0x04 RemAddRef
0x05 RemRelease

The | RemUnknown?2 interface inherits from the | RemUnknown interface and adds one method,
RemQuerylnterface2.

Table 4.137. IRemUnknown2 methods

Inter face Method number Method name
00000143-0000-0000-c000-000000000046 v0.0:
|RemUnknown2
0x00 Querylnterface
0x01 AddRef




0x02 Release

0x03 RemQueryInterface
0x04 RemAddRef
0x05 RemRelease
0x06 RemQuerylnterface2

Definitions of core COM interfaces can be obtained in IDL files published by the WINE project:

. unknwn.idl
. objidl.idl
. oled.idl
. ocidl.idl

The Oleview Microsoft tool can be used to examine and analyze registered COM interfaces on a
Windows system.

Table4.138. | Or Callback operations

Interface Operation number Operation name
18f70770-8e64-11cf-9af 1-0020af 6e72f 4 vO0.0:
|OrCallback
0x00 UseProtSeq
0x01 GetCustomProtseglnfo
0x02 UpdateResolverBindings
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4.18.2. DCOM network traffic

The Understanding the DCOM Wire Protocol by Analyzing Network Data Packets article, published in

the March 1998 issue of the Microsoft Systems Journal publication, documents how DCOM is
implemented at the network level.

The DCOM wire protocol uses DCE RPC as its transport protocol. Ethereal supportsthe DCOM wire
protocol and has dissectors for the following core COM interfaces:

. |OXIDResolver

. |SystemActivator and |RemoteActivation
. IRemUnknown and |RemUnknown2

. IDispatch

When analyzing DCOM traffic with Ethereal, it is recommended to use the Windows version of Ethereal
because it is able to use the Windows registry to trandate [1D's (GUID's) to interfaces names.
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Chapter 5. Conclusion

Because of the proprietary nature of the Windows operating system, Windows network services
internals have been progressively documented by independent researchers.

In the past, many vulnerabilities have been discovered in the Windows SMB and MSRPC
implementations. Recently, multiple vulnerabilities in the MSRPC implementation have been published.

A good knowledge of Windows-specific network protocolsis required to properly mitigate associated
risks.
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