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Reference
Number

Catastrophic Risk Name

Description CVE Name

6083 ssh-deattack-overwrite-memory SSH protocol 1.5 deattack.c allows memory to be overwritten CVE-2001-0144
6332 ftp-glob-expansion Multiple FTP servers glob(3) expansion buffer overflow CAN-2001-0247
CAN-2001-0248
CAN-2001-0249
6485 iis-isapi-printer-bo IIS 5.0 ISAPI Internet Printing Protocol CVE-2001-0241
extension buffer overflow
6705 iis-isapi-idg-bo IIS idq.dlIl ISAPI extension buffer overflow CVE-2001-0500
6875 telnetd-option-telrcv-bo BSD-derived telnetd options telrcv buffer overflow CVE-2001-0554
7284 telnet-tab-bo /bin/login buffer overflow CVE-2001-0797
7396 cde-dtspcd-bo Multi-vendor CDE dtspcd daemon buffer overflow CVE-2001-0803
7611 wuftp-glob-heap-corruption WU-FTPD glob() function error handling heap corruption CVE-2001-0550
CAN-2001-0935
8799 iis-htr-isapi-bo IIS HTR ISAPI ISM.DLL extension buffer overflow CAN-2002-0071
9169 openssh-challenge-response-bo OpenSSH " Challenge-Response” authentication CAN-2002-0639
buffer overflow CAN-2002-0640
9170 sunrpc-xdr-array-bo SunRPC xdr_array buffer overflow CVE-2002-0391
9249 apache-chunked-encoding-bo Apache HTTP Server chunked encoding heap CVE-2002-0392
buffer overflow
9327 iis-htr-chunked-encoding-bo Microsoft IIS ISAPI HTR chunked encoding heap CVE-2002-0364
buffer overflow
9328 mssql-sglxml-isapi-bo Microsoft SQL Server SQLXML ISAPI buffer overflow CVE-2002-0186
9375 mssql-jet-ods-bo SQL Server 2000 and Jet Engine OpenDataSource() CVE-2002-0859
buffer overflow
9658 exchange-imc-ehlo-bo Microsoft Exchange Server Internet Mail Connector (IMC) CVE-2002-0698
EHLO buffer overflow
9714 openssl-ssl2-masterkey-bo OpenSSL SSL2 master key buffer overflow CAN-2002-0656
9734 mssql-mdac-openrowset-bo Microsoft SQL Server MDAC OpenRowSet buffer overflow CVE-2002-0695
9799 iplanet-chunked-encoding-bo iPlanet (Sun ONE) Web Server chunked transfer CVE-2002-0845
encoding heap buffer overflow
9933 win-smb-packet-bo Windows NT/2000/XP SMB packet request buffer overflow CAN-2002-0724
10031 mssql-resolution-service-bo2 Microsoft SQL Server Resolution Service stack buffer overflow CAN-2002-0649
10199 win-pptp-packet-bo Windows 2000/XP PPTP packet buffer overflow CAN-2002-1214
10304 bind-sig-rr-bo ISC BIND SIG cached resource records (RR) heap buffer overflow CAN-2002-1219
10520 peoplesoft-xxe-read-files PeopleSoft Application Messaging Gateway XML External CAN-2002-1252
Entities (XXE) attack can be used to read files
10659 mdac-rds-server-bo Microsoft Data Access Components RDS Data Stub server CAN-2002-1142
heap buffer overflow
10748 sendmail-header-processing-bo Sendmail mail header processing buffer overflow CAN-2002-1337
10956 snort-rpc-fragment-bo Snort fragmented RPC preprocessor buffer overflow CAN-2003-0033
10962 peoplesoft-schedulertransfer-create-files PeopleSoft SchedulerTransfer servlet can be CAN-2003-0104
used to create and overwrite files
11533 http-webdav-long-request Microsoft IIS WebDAV long request buffer overflow CAN-2003-0109
11653 sendmail-address-parser-bo Sendmail address parser buffer overflow CAN-2003-0161
11799 snort-stream4-reassemble-bo Snort stream4 reassemble module buffer overflow CAN-2003-0209

ISS CUSTOMERS: Click here and learn how to configure Dynamic Threat Protection™ agents for

maximum protection against the X-Force Catastrophic Risk Index.
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