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Abstract—Recent measurement studies have analyzed WLAN investigate the variability of the missed frame rate witbath
performance by means of wireless sniffers that passively pa receiver, the effect of frame transmission rate and frarpe ty
ture transmitted frames. Also, for relatively large (entemprise) (RTS/CTS, DATA, ACK) on frame miss events at the sniffers
WLAN scenarios, previous work has investigated multi-snifer ' ' . . . . ’
deployments with devices placed far apart in order to captue a_lnd the extent to which th's_ rate is Iocgtlpn-d_ependent. We
all traffic in the network (even frames transmitted simultaneously find that there can be considerable variation in the average
by different nodes at non-interfering locations). Howeverfor both  rate of missed frames among the diverse capture devices, and
these single- and multi-sniffer scenarios, little attentin has been show (via hypothesis testing) that missed packet eventsigmo
given to the fidelity of an individual device, i.e., the abilty of a receivers are essentially independent. Together, thesdtse

given sniffer to capture all frames that could have been captred . o .
by a more faithful device. We assess this fidelity (a term we nie provide valuable insights into the accuracy of frame captur

precise in this paper) by running controlled experiments irside an  @nd loss measurements reported by wireless packet sniffers
anechoic chamber and analyzing the similarities and diffeences The use of the anechoic chamber enables the assessment
between the trace file from the device under study and those of of fidelity in four ways: i) It provides an interference-free
additional “shadow” devices placed in its close proximity.Our — onyironment in which to run highly controlled experiments.

results show that fidelity varies significantly across sni#rs, both | hoic chamb tee that |
quantitatively and qualitatively, and that performance may also '"' @n anechoic chamber we can guarantee that only one

depend on the nature of the experiment under study and on Station is transmitting at each time, preventing captufeces
slight changes of the sniffer position. that could introduce significant bias in the measurenients
i) It also prevents interference from sources far away or in
neighboring channels that could be received only by some
In recent years, a number of efforts have performed medevices (e.g., due to different antennae sensitivity) @t th
surements studies in 802.11 networks with a variety of goatould affect some sniffer’s performance by reducing theFSIN
ranging from wireless channel characterization in prodact level. ¢i:) It supports the repeatability of the measurements
wireless networks [1] to link interference measurement [2inade, unlike many wireless measurement studies that, for
to assessing the degree of standards conformance of 802%ample, run experiments during nighttime in the hope that
interface cards [3]. Recently, there has been an increasingerference will have a negligible impaci) Lastly, these
interest in assessing the wireless measurement procels itéideal conditions” provide quantitative values for fidglithat
Authors have proposed the use of statistical tools to improwan be considered as “best case” scenarios. We expectrthat, i
radio resource measurements from 802.11k reports [4] amdn-interference-free scenarios, the performance of dnees
have warned of the risks of proprietary chipset algorithBjs [device under the same experiments will be at most as good as
that may introduce significant bias to the measurementteesuthe provided by our assessment.
However, little attention has been given to the performanceThe reminder of this paper is structured as follows. In
of COTS (common off-the-shelf) passive monitoring deviceSection I, we present our definition for fidelity and deserib
widely available and used in measurement-based work (sichtse measurement process, that is validated by means of
Atheros chipset-based cards [5] or Airpcap devices [6])il8Vh extensive experimental measurements. We next analyze the
existing work has shown that coarse-scale sniffer placémaimatistical characteristics of the loss processes in @edti. In
[1], [7] and data rate [8] can be crucial factors in the apilitSection IV, we analyze the extent to which fidelity is affette
to sniff wireless traffic, an implicit assumption has beestth by the physical placement of devices and the experiment
sniffer itself does not introduce significant measuremerdre under study. Related work in the area of wireless network
In this paper, we experimentally investigate the fidelityg wmeasurements is presented in Section V. Finally, a summary
will give a definition of our notion of fidelity in Il) of four of the results with the main conclusions from our study is
different passive wireless packet capture devices (sgjfim given in Section VI.
an anechoic chamber, in which these devices capture frames
being sent between an access point and a client. We charatContrary to wired transmissions, on wireless channels wivenor more
. . K . S frames are transmitted simultaneously it could be the daag if the ratio
terize the extent to which a sniffer fails to capture (“msse

] i > between received powers is large enough, one of the framssciessfully
a transmitted frame that is captured at another device ackived.

I. INTRODUCTION



II. MEASUREMENTMETHODOLOGY AND VALIDATION I l

In spite of the relatively large number of wireless networ Lomter Sniffer B
i . enovo T60 Lenovo T61

measurement studies to date (see Section V), the accurac Netgear card Proxim card
the individual packet capture devices (sniffers) themsshas '—'#‘ghﬁ?égiss L'"#’éﬁjﬁ'gf%
not been considered. If the measurements had been made libpcap 0.9.8 libpcap 0.9.8
a different sniffing device, how different would the measure e C S — Configuration 1
ments have been? If the sniffer location had been moved ol Lenovo X41 Lenovo T60

: . . AirPcap Ex Proxim card
slightly (e.g., say 8 inches to the left or right) W_ould theane Windows XP Linux 2.6.16-5-686
surements have changed? Ideally, we would like to comps TShark 0.99.7 TShark 0.99.7
the performance of a given sniffer against that of a “petfec AkPcap v3.2.3 tance: libpcap 0.9.8

Istance: 1m

reference sniffer; but of course no such “perfect” devicistex
Moreover, because of the complex, time- and space-varyi
nature of the wireless channel, identifying packets Hiatuld

be captured at the sniffer is itself difficult. If a packet it Sniffer A Sniffer B
sent by one node and received at another but missed at _.._
sniffer, would that packet have been captured by a “perfect”
packet sniffer, or did physical channel characteristics/ent

the packet from being receivable at that point in space,ait th
point in time? The fact that many wireless devices do ngt

. . Testbed Description
strictly adhere to the 802.11 standard [3] makes it even more

difficult to infer which packets should have been received. W& deployed our testbed in an anechoic chamber where

We address this challenge by approximating a “perfecrtm frame transmissions except those from our machines could

reference sniffer by a set of collocated, multiple packéfisg be detected. Our testbed consists of 6 laptops. Two of these

devices within a very small region. Our intuition is that \ehi machlnes are used to set up th? controlled experiment, one
grving as an 802.11 Access Point, the other one as a client.

one device may occasionally miss frames that were presen
the area to be captured, the unioned set of received paclge(.t)%h of these laptops have Netgear WG511T PC cards as

. . . ireless adapters installed. The other four laptops sesve a
from two such collocated devices will contain even fewe? Sive wirelzss sniffers (i.e., they do not sen% aF;] frumes
missed frames, and three devices even less, and so on. U y y

make this intuition precise, and discuss our measurerrlﬂauh)tstt ree ru\r/I\?lndg Lm%; (sn!ffffersCA,Alﬁ,Lgnd E) ar:jd thf? fourth
for determining the number of collocated devices needed E) [ning YINAows (sniffer C). INux-based Sniltersaus

well-approximate the “perfect” device shortly in Sectidel MCIA wireless cards. Sniffer A uses a Netgear WG511T

. . PC card while sniffer B and D have a Proxim Orinoco 11b/g
Suppose now that we determine thdtcollocated sniffers . . .
PC card installed. The Windows-based sniffer makes use of
are enough to capture all frames and that we run a meas

ment experiment in which frames are captured dniffers CRCE’s AirPcap EX which is a USB 2.0 adapter. All 5 Linux-

L i i . based laptops use madwifi 0.9.2 as driver for the wireless
anq stprled n (|nd|V|du§I) trace files. We define fiuelity of adapter, while for the Windows-based laptop the Airpcap
an individual packet sniffer to be the total number of fram > 3 driver is used
captured in the trace file from that sniffer over the total them =, :

. We make use of the Ipérfbandwidth measurement tool
.Of frames that were captured by at least one of the N Sn'ﬁe{cs)’ send packets between the AP and the client. The packet
ie.,

capturing process is performed with tshiarkn the four
sniffers, capturing the first 100 bytes of each frame, inicigd
F(i) = _n (1) all frame headers. One additional desktop machine, notishow
’Uj.vzl T; in the Figure, serves as a controller for the entire expeartaie
setup. All machines are connected via wired Ethernet. This
whereT; is the trace file from devicg and all trace files start allows for automated execution of the experiments and essur
and stop at the same point in time. that the control commands sent from the controller machine
Next, after we describe our testbed in Section II-A, wé0 not interfere with the wireless measurements.

analyze how many devices are enough to capture all framegigure 1 also shows the relative physical placement of
in the area under study. This is done in two steps: the sniffers in the measurement setup. In Section IV-A, we

First th inin t £ 1 N ira;estigate the effect of sniffer placement on fidelity. V¢
* Irr1$ ' widmeasu;e ne %a'%\'fnt er;s 01 ra;r;es capdur ered two different placement scenarios, which are degic
when adding a device 1ro 0 VA L snifiers, and g Configuration 1 and 2 in Figure 1. In both scenarios we use

assess when this gain is negligible (Section 1I-B). . f : .
e ) th t of ph | locat , while ch th t
« Then we analyze if sniffers tend to miss the same frames,e same set of physical locations, while changing the fapto

or if in.steaq missed packet events among receivers areiy://dast.nlanr.net/Projects/iperf
essentially independent (Section 1I-C). 3http:/mww.wireshark.org/docs/man-pages/tshark.html

Configuration 2

Fig. 1. Setup for the measurements




TABLE |

Configuration 1 AVERAGE NUMBER OF FRAMES CAPTURED FOR DIFFERENT SCHEMES OF
- 250k T T T T DEVICES AND CONFIGURATIONS
% 240k + i W L 4
3 N # Frames (Improvement)
§ 230k 1 Configuration 1 Configuration 2
E 220k | g 1 | 235156.45 (n.a.) 233332.52 (n.a)
T 510k t ‘ ‘ ‘ 2 | 243517.12 (3.56%) | 243011.35 (4.15%)
1 2 3 4 3 | 243629.31 (0.05%) | 243205.16 (0.08%)
Configuration 2 4 | 243630.32 (0.0004%) 243207.76 (0.001%
< 250k . . : :
(3]
,‘g 240k ; ' e |
§ 230k | B . fidelity drops to 87.5%, this resulting in stand-alone
% 220k b i tracefiles of reduced usefulness.
L 510k i ‘ ‘ ‘ o The use of two sniffers results in a fidelity of approx-
1 2 3 4 imately 99.9%, missing less than 0.10% of the frames.
Number of Devices Used Note that still this is a relatively large number, as we
Fig. 2. Number of frames captured for the two configurations are not Considering a |arge scale dep|0yment but rather a

small, controlled and interference-free environment.

o Three shadow devicesM = 4) are sufficient for our
purposes here, since the absolute and relative differences
between theV = 3 and N = 4 cases are negligible.

Therefore, even though we have seen that COTS sniffers fail
Tt capture all frames available on a location, we also cateclu

validate this assumption and obtal, we count for the same that there is no need to deploy more than three different
experiment the total number of frames captured when usifl§Vices if one wants a reasonably accurate estimate of the
an increasing number of devices. When this number is Su%Hmber_of frames_avallable at a scenario. However, _because
as there is a negligible gain in the number of captured framg are interested in the performance of the four devices, for
when adding a new device, we claim we hareughdevices. the rest of the paper we always use= 4.

More specifically, we proceed as follows. We use th&
following base configuratiorfor our measurements: we set™"
the stations to use the 802.11g at 54 Mbps and send 100 bytérom the previous section we have seen that there is almost
frames from the AP to the client at the maximum achievabfe gain in adding another device when using three sniffers to
rate using the RTS/CTS exchange. The experiment runs f@apture wireless traffic. It could be argued that this is beea
20 seconds and approximately 60k data frames aré.séfet there is a strong correlation in the loss process acrosess)if
repeat the experiment 100 times, computing for each run tbe regardless the number of devices used, the same franhes wil
total number of frames captured when using one device, tWe missed over and over. Our assumption is, on the contrary,
devices, etc. for every combination of devite®e perform that losses of frames that are available for capture in the ar
these experiments for the two configurations shown in Figuage independent between sniffers, so the only reason for the
1. little gain is that almost all frames were already captured.

In Figure 2, we plot for each value df the total number  To reject the hypothesis that sniffers tend to miss the same
of frames captured by every combination of tracefiles (®intframes we analyze the correlation of losses among sniffers.
and its average (lines). We also provide in Table | numerictiis aim we introduce th&game loss indicator sequerf;ethis
values for the average number of frames captured when usbgjng a finite sequence that accounts for the frames missed by
N devices, along with the improvement over the cas&ef1 the device for a given experiment.
devices (in parenthesis). The results can be summarized aframe loss indicator sequencesiven the union of the
follows: N individual tracefiles of sizé( frames ¢ = |UI_, T;|), the

« The total number of frames captured by a single devid&me loss indication sequence (FLIS) for the traceffilés the

(N = 1) varies significantly, with a fidelity of 96— finite sequencé; of binary numbers where, for each position
96.5% (WhenN = 4 values are used in the denominatok (k = 1,..., K), ‘0’ represents thé-th frame (f;) is present

to calcule the fidelity). Furthermore, in some cases ti# the tracefile, and ‘1’ represents the sniffer misggdi.e.,
fr that was captured by at least one of the other devices):
4Because of the RTS/CTS exchange and the use of unicast maitte —w

placements in these locations.

B. Number of sniffers to use

The definition of fidelity (Eg. 1) assumes that tNedevices
collectively capture all the frames on a given location.

Independence among sniffers

acknowledgments—, the total number of frames should bendréour times 0 T
this value, i.e., 240k frames. bilk] = k€T @)
5To account for the total number of frames captured by more tae ‘ 1 fr ¢ T;

device we had to merge tracefiles, similarly to [1]. As the gireg relies on
accurate delays, first we had to assess the accuracy of aimgst which we
found to beus-accurate. For more details, see [9]. 8Similarly to the packet loss indication sequence —PLIS-1i0].[



TABLE Il

CROSS CORRELATIONANALYSIS 05 j j j Tag
rAC X

Shiffer pair r | Z(uw=-0.3) | Z(p=0.3) 04 L ;gg 2o
(A, B) 0.01046 -3.026 2.822 Tep  *
(A, C) 0.00061 -2.929 2.918 feo ©
(A, D) 0.00043 -2.928 2.919 03 ' 1
(B, C) 0.01176 -3.039 2.809 S ' .
(B, D) 0.00220 -2.945 2.903 s 02} 1
(C, D) 0.00137 -2.937 2911 8

The relation of this sequence to the fidelity is straightfor-
ward. For theK frames transmitted, the FLIS marks a ‘1’
each time the sniffer misses a frame. Therefore the average _, ‘ ‘ ‘ ‘
of the sequence is the probability of missing a frame, i.e, th 0 20 40 60 80 100

complementary of fidelity Measurement
Fig. 3. Correlation between loss processes

K
1= F(T) = = S bilK] 3
k=1 which guarantees that adding a device always increases the
Using these sequences for each sniffer we are able to anamber of captured frames, and the gain fromN = 3
lyze the dependence between the loss processes acrosssdevit N = 4 is negligible, we thus use the union of the four
For each experiment, we obtain the FLIS for every device atdcefiles as in equation 1 to define the “ground truth” for the
compute the (Pearson product-moment) correlation coeffiici frames that are available for capture in the small measuteme
r for each pair of devices. This correlation coefficienis area. In the following section we analyze the losses seen by
defined for two sequencesandy of variables of lengtl as individual sniffers.

_ 2 TiYi — NIy 4) ll. ANALYSIS OF THE LOSSES

"oy (n—1)sz8y

i Next we analyze the losses from each sniffer under study,
wherez (y) ands. (s,) are sample estimators for the meagii, the 100 measurements from the base experiments run
and standard deviation of (y). _ ~ with the configuration 1 of Figure 1. In this section, we study

We plot in Figure 3 the value of the correlation coefficienfe average values and statistical characteristics of dbe |
for each pair of devices used for the 100 measurementssgfquences from every sniffer. Then, in Section IV we study

configuration 1 (we had very similar results for the othfnether fidelity also depends on the nature of the experiment
configuration). As absolute values for correlationsweall we |,nqer study and on changes of the sniffer position.

could argue that variables are not strongly correlated. ¢y
to have some statistical confidence in this statement, wly app. Average Loss Rate

Fisher'sr to z transform [11], defined as In Figure 4, we plot the average value of the FLIS (i.e.,

L llogﬂ g 1 (5) the loss rate) for the 100 measurements made. It is quite
2 1—7r""7 M —3 clear that there is significant variation in fidelity, botiween
where M is the number of samples. With the aid of Fishergniffers and within the same sniffer. We have three easily
transform, we can run hypothesis tests on the correlatifistinguishable behaviors:

coefficient by means of thstandard scorgor Z scorg. This « Sniffer C (the Windows-Airpcap device) provides prac-

way, we can test if- is significantly different fromp| = .37, tically the same average value for the loss rate for
with the results shown on the third and fourth column of Table every measurement. This value is approximately 12.1%,
II. As all results fall outside the critical values ef2.58 and corresponding to some of the values for tNe= 1 case

2.58, we can reject with 99% confidence the hypothesis that of Figure 2.

correlation is larger thafp| = .3 and therefore conclude loss « Sniffer B (a Linux laptop) is around 10 times more

rates are weakly or not correlated. faithful than sniffer C with a loss rate of 1.6%. However,
These results, together with the ones from the previous the values from this loss process present more variability,

section, complete the validation of our methodology (the us  ranging from 1% to 2.5% (this is easily seen in the

of Eq. 1) to assess the fidelity of wireless sniffers, because = empirical CDF for the loss rate of Figure 8).

the loss processes are independent among the diversasniffe « Linux-based sniffers A and D provide high-fidelity trace-

files, as the average losses are 0.08% and 0.15% respec-

"This is a somehow arbitrary threshold to distinguish betwsmall and tively. On the other hand. the range of their losses is 0.02—
mediumcorrelated variables, proposed in Cohen, J. (1988), Staligpower 0.3% and 0.01-0.6% Ie:adin to much larger deviations
analysis for the behavioral sciences (2nd ed.) Hillsdalk,ldwrence Erlbaum 970 . -070, g g

Associates. than in the previous cases.
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We have thus seen that diversity in hardware and software,
leads to quite different performance figures across ssiffer
even for the case of Linux-based devices. These differences
are apparent not only for the average values, but also for the
variability of the loss processes (as suggested by theivelat
distance between the maximum and minimum loss rate for
the same device). In the following, we further analyze the
characteristics and differences between the loss segsience

On the contrary, Sniffer B has an increasing bias in the
capture process for every type of frame: the later the
frame, the more likely is to be missed.

Sniffer C has the largest bias in the loss process, with the
chance of missing a data frame six times larger than for
any other frame.

It is worth noting that, despite the fact that both CTS
and ACK frames are sent in similar manner (with a lower
B. Loss rate conditioned to frame type modulation rate and immediately following a previous frame

In 802.11 WLANS, different types of frames can be sent nd ception, with guargnteed medium avai!ability), the Iida
only with a different modulation scheme (e.g., a data franf} sniffers A and B is exact!y the opposite: the for"?er tends
is typically sent with a modulation rate higher than any oth 0 capture ACK frames, while the latter tends to miss them.

frame), but also after a different sequence of events (@@K, hese, along with the case for sniffer C, are quite unexpecte

frames are guaranteed by the MAC operation to be coIIisio{neisu'tf\}\r/‘f;ﬁlouldf'mmduce ?:b|as Into tlhe_]?;(hperlmenmm;f
free in most circumstances, while RTS frames are used nol performance. For example, I the presence of an
gain access to the medium and therefore can collide). T K is taken as an indication of a successful communication
motivates us to analyze if all frames are equally likely to b €€ €.g., [12)), th.'s uheven I_oss.process between franes typ
lost, o if the loss rate might depend on the frame type. could introduce significant bias in the measurement process

Given the tracefild} from sniffers, we compute the relative particularly in scenarios where most frames are succégsful

loss ratio for typet by summing the FLIS for all frames of received.

that type and dividing by the total number of missing frames, )
ie., C. Analysis of the loss sequences

> L bilA] Because not all types of frames are equally likely to be
= Zhltype(fi)=t (6) missing (as seen in Figure 5), we next analyze the statistica
>k bilk] characteristics of the frame loss sequence. We first imyegsti
Note that, in case all frames are equally likely to be loss, ththe empirical cumulative distribution function (CDF) ofeth
ratio should be).25. In Figure 5, we plot the average valued0ss burst length, where the probability of a burst of length
of all measurements for these relative ratios with bargygusil is given by the number of times exactlyconsecutive ‘1's
lines for the .10 and .90 percentile values. The first apparathere found in the tracefile over the total number of bursts,
result is that all sniffers but D are néir in terms of losses, the 100 measurements. The resulting CDF is plot in Figure 6,
as the chance of being missed significantly varies with tis8owing again quite different behaviors for the snifferslem
frame type. Given that the transmission order of the framégidy:
is typically RTS-CTS-Data-ACK, we can draw the following , gsniffers C and D have similar CDFs, where more than
conclusions: 80% of losses happen in a single frame. However, as

LR;(t)

« Sniffer A is equally likely to miss any of the first three
frame types, but acknowledgment frames are more likely
to be captured.

we will see next, this does not necessarily imply that
the behavior of the loss processes is similar, as the burst
length misses some temporal relationship among losses.
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o Despite the similarities between sniffers A and D in V. CHANGES IN THE SCENARIO
Figures 4 and 5, their CDFs are quite different. While \We next consider the extent to which the parameters of the
more than 80% of sniffer D losses just involve a singl#ireless communication under study and the physical deploy
frame, for sniffer A around 80% of losses involve foument have an impact on the fidelity. That is, we are interested
consecutive frames, showing also a long-tail behavié® assess if the performance of a wireless sniffer depends on
(about 1% of the loss burst are larger than 50 frames)Minor changes of its position and on the characteristichef t

. The length of the bursts for sniffer B seems to bWireless communication being monitored. We first compare

uniformly distributed between 1 and 30, with 99% ofhe performance for two different deployments (SectiorA)y-
the burst involving 30 or less frames. and then we analyze the impact of modifying the parameters

of the 802.11 communication (Section IV-B).
As in the previous section, the different and long-tailed

behavior of the loss sequences could lead to wrong condsisid": Configuration of the sniffers

in measurement-based studies, as a typical explanation fofo analyze the impact of changes in sniffer placement,
long error bursts is path fading or an interference sourage change the position of sniffers to configuration 2 of
However, because we are running our experiments in a snfjure 1 and repeat the same 100 experiments of Section
and controlled environment, and due to the lack of correfati 1I-B8. We provide, in Table lll, the average loss rate for
between any pair of loss sequences, the results stronghestigeach configurationi(; and u2, respectively). It seems that all
that in this case this is due to the behavior of the measuremeniffers are performing worse than for configuration 1, as al
device itself. values are larger with the second configuration.

To further analyze the temporal relationship among lossesT0 investigate this quite unexpected result we compute the

for a given sniffer we also compute the following estimatbr cempirical CDFs of the average loss rate for both scenarids an
the autocorrelation of the loss sequence plot them in Figure 8. Again, the behavior is different focka

sniffer. It seems that the fidelity of sniffer D remains thenga
) ek while the CDF for sniffer A suffers from a small bias and the
R(k) = . Z(Z[t] —Wt+k—p) @) other two _dewces.nptlce_ably chgnge their behavior. To gain
(n —k)o? = more detailed statistical information we perform a onéethi
test on the difference between two means, the null hypathesi

where ;1 and o2 are sample estimators for the mean anBemg the means are the same while the alternative hypsthesi

standard deviation ofc, and plot the average of the 1003 that the _second mean 'S larger. As for sniffers A, B and C
measurements in Figure 7. Apparently, there is no tempoFg?Z scoreis above the critical value of 2.326 (see Table IlI),

correlation among losses at a device except for the WindoW§ ©a" reject the null hypothesis with 9.9% confidence .and
device (sniffer C), which presents a highly periodical gatt conclude that the mean has changed (this cannot be said for

Again, because we run our experiments inside an anechd ffertD). ot in Fi 9 th | te of sniff
chamber and no other device presents a similar behavior,ﬁ ext we plot in Figure € average loss rate ot snitters

argue that most of these losses should be happening in efognd C for the ttWO conﬂg:cjratlorgjs.(notg thatv\fza%h |§et
path from the antenna to the application layer (through t% measurements was performed in order). We believe
USB port managed by the Wmdovx{s XP opera‘ung sySter‘n)SPIease remind that in Section Il we also did the validation toé

and not in the path from the transmitter to the receiver.  measurement process for this second configuration.
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TABLE Il
AVERAGE LOSS RATES FOR CONFIGURATIONS AND 2
Device | 1 u2 (Increment)| Z(p2 — p1 =0)
A 0.00079| 0.00108 (36%) 4.02
B 0.01565| 0.02428 (55%) 17.68 Confiquration 1
c 0.12110| 0.13534 (12%) 14.72 300al  Configuraton2 —— ]
D 0.00158| 0.00166 (5%) 0.86 0.003 i g
0.002 | B

0.001

that the reason for the increase in the loss rate for sniffer
C can be explained as follows. Before experiment # 20 tigs 0004

Windows device was providing the same fidelity, i.e., s %90 [ ~ ..

behavior was not affected by the change of location (like
sniffer D). However, from that experiment on, a resource
consuming process might have started, degrading the device
performance over time. Apart from this particular case, we ;5
observe that slight changes in position have an unprediéctab
impact on performance, as in our case some sniffers do not>13°
change their behavior (D) while others do (A and B).

0.010

0.110

B. Parameters of 802.11

In this section, we analyze if changing the parameters bg- ©-
802.11 has an impact on sniffer performance. We have seen
in Section IlI-B that, for some sniffers, some frame types ar
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more likely to be missed. Now we want to asses the extent toJigsaw [1] is a very sophisticated, distributed wireless
which changes in the parameters impact sniffer performanceonitoring infrastructure that is deployed in an office suém
To this aim, we consider the following set of parameters to aid in networking diagnosis. Besides the fact that we also
« RTS/CTS mechanism: on / off. merge data from different sniffers, our goal is to invedtga
« Frame size: 100 / 1500 bytes. the limits of the measurement process (rather than to parfor

. Modulation rate: 6, 9, 12, 18, 24, 36, 48, or 54 Mbps Network diagnosis) using single and multiple sniffers.

that results in 32 different cases. We repeat each of these xIn [8], the authors have analyzed single and multiple snif-

periments 25 times, changing the duration of each expetim er performance under extremely high frame rate scenarios,
to generate approximately 60k data frames aﬂhough their focus was on the hardware architecture dimit

rather than on the measurement process itself (actuady, th

In Figure 10 we plot, for each sniffer, the evolution of the . o .
. . sed wired communication between devices). Schulman et
average value of the loss rate with the modulation used, for

the four possible configurations of tH€rame size, RTS/CTS 4l [1;3] investigate the fidelity of 802.10acket tracesTh_e|r
: oal is to measure the completeness of merged and indepen-
mechanismh parameters. Note that we use the same vaIuesa

the y-axis for ease of comparison. Apart from sniffer A th (ra]n.t wireless ngtwork tr.aces and its relation Wi.th the Idnyd,.

. o . . . asically detecting missing sequence numbers in the thesefi
remains oblivious to changes in the configuration parar!a;s‘te|[|Owever this inference-based approach cannot identiy th
it is clear that the modulation rate used (i.e., the load) has ' e ppre .

: ) e . X eason why a frame is missing (e.qg., interference, collisay

an impact on sniffer performance. This is quite notlceaggck of fidelity) and its quite limited to data frames
for the {100 B, RTS/CT$ case, where devices B, C and y q '
increase their loss rate by 10 when changing the modulation
rate from 6 to 54 Mbps. On the other hand, for scenarios with
low modulation rates, all Linux-based sniffers have logega In this paper, we have thoroughly analyzed the ability of
below 0.1%. COTS sniffers to capture frames sent in a wireless communi-

The performance of the Windows device (sniffer C) isation, what we have defined as fidelity. We have observed that
quite stable in the 6-18 Mbps range, where frame size haghare is always an unpredictable loss at sniffers of frarat t
noticeable impact on the loss rate. This result stronglgssats are received at other nearby sniffers, a performance limait t
that losses happen in the path from the antenna to the teacefigstricts the accuracy of measurements derived from ttesefi
Also, for sniffers B and D, the loss rate is always higher fdpur analysis has shown that fidelity varies significantlyoasr
the {100 B, RTS/CT$ case than for any other configurationgniffers, both quantitatively and qualitatively, and titatay
which is again inconsistent with the assumption that the sadllso depend on the nature of the experiment under study and
reason for missing frames is the wireless channel, as larger slight changes of the sniffer position.
packets should lead to larger losses. To be able to perform this analysis we have carefully

This relationship between the configuration of the 802.xdesigned a methodology to assess the fidelity of sniffers -
parameters and the fidelity of a sniffer can mislead perfopne of the main outcomes of this work. We believe that
mance evaluation measurements, as an increasing loss @ate methodology is the first to introduce a validation pro-
could be explained because of a low fidelity sniffer rath@edure, based on i) the completeness of the union of in-
than a less robust modulation scheme. Furthermore, it © haividual tracefiles and ii) the independence among sniffers
to determine the sniffer with the best performance as e.lp$s processes. By analyzing these tracefiles obtainedghro
sniffer A performs quite stable regardless of the configanat controlled experiments performed inside an anechoic ckeamb
of the 802.11 parameters, but its fidelity at light loads isseo we have seen that losses are independent across sniffdrs, an

VI. CONCLUSIONS

than that of sniffer D. that three devices are enough to accurately capture a gsrele
communication (as the gain when adding a fourth sniffer is
V. RELATED WORK negligible).

Yeo et al. [7] were one of the first to report experience The use of an anechoic chamber ensures the repeatability of
. H]S”Ie measurements performed. This way, the proposed method-

and pitfalls from sniffing deployments, and advocated fer t | b dt th ¢ f oth i
merging of tracefiles from sniffers placed far apart to abta 0y can be used 1o assess e periormance of other Snitters
nd can be extended to analyze the source of packet misses

the most accurate picture of the behavior of a wireless LA% .
However, because data is sent from both the AP and the clie ?th tasks constitute part of our future work.
in a relatively large scenario, device performance is gfiyn
dependent on relative positions between senders andrsniffe
Our work uses a smaller and more careful deployment, withThis work was funded in part by the National Science
results taken from measurements inside an anechoic chambBeundation under grants, EEC-0313747 001, ANI-0325868,
to analyze differences in performance between sniffersgala and EIA-0080119, and by the Ministry of Education and Sci-
closed together, providing not only average values of perf@nce of Spain, under a José Castillejo grand, and POSEIDON
mance but also insightful results about the charactesigifc project (TSI2006-12507-C03-01). We thank lan Ricci for his
the loss processes. support in setting up the testbed infrastructure and Gesél.o
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