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> Abstract

Spyware programs are applications that send information via the Internet to the creator of the
spyware, or the publisher. Spyware usually consists of core functionality and functionality for
information gathering. The core functionality appeals to users and entices them to install and use the
spyware. The End User License Agreement (EULA) informs users of the information-gathering
actions, but most users overlook this information. Information that is sent to the publisher is normally
used for improved direct marketing purposes. The type of sent information differs depending on the
spyware program. In order for the publisher to properly digest the gathered data, some spyware
programs send a unique identifier with the gathered information.

Users often overlook the information-gathering functionaility of spyware, leaving them unaware that
the spyware publisher is gathering data from their computers.

> About spyware

In this paper, spyware programs are defined as applications that send information via the Internet to
the publishers for marketing purposes without obvious notification to users. In this paper, spyware
does not refer to Backdoor Trojan Horses that allow hackers to secretly gain information from
the computer. The type of gathered information differs depending on the spyware. Some spyware
sends only system-specific information; other spyware sends personal information including
browsing habits.

Most spyware programs are free programs that are available on the Internet, and in some cases are
useful tools. Some examples are:

e Download utilities

e Games

e Media players

e Accounting software
Technically, spyware can be considered as two separate pieces of software that are shipped in
one package:

1.) The core functionality that is visible and useful to the user

2.) Information-gathering functionality that gathers, maintains, monitors, and sends user and/or
computer information in the background

Spyware is generally distributed in one of two ways: the developers of the core functionality license
the information-gathering functionality to merge with their product, or they incorporate their own
information-gathering software. After the spyware product has been produced, it is marketed.

The question arises as to why users would want to use spyware. Most users, if not all, are unaware of
the information-gathering functionality of spyware programs. Spyware is generally freeware, and the
information-gathering functionality is not mentioned before users install the software, making it
attractive to users.
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> How spyware is used

When spyware is used, it sends information to the software publisher. The type of information that is
sentvaries per spyware program. Let’s take a closer look at a spyware Internet browser to see how the
spyware program operates.

John just installed a new Internet browser to experience the “enhanced browsing and
downloading experience” as the spyware publisher advertised. The registration process
includes answering some questions about personal details and demographics such as name,
age, gender, nationality, profession, and level of education. After finishing the registration
process, John decides to start browsing and downloading some software. The software
downloads slightly faster than with his old browser, making him a happy user of the spyware
product. During every browsing session, John is shown several advertisements. Some are inter-
esting to him and others are not. Over time, John follows several advertisement hyperlinks.
Each time, the browser notifies the spyware publisher. The spyware publisher constructs a pro-
file based on the gathered information so that John is only presented with advertisements that
are likely to be in his field of interest.

This example shows that users of spyware may not be aware of the information exchange that occurs
in the background between the spyware program and the spyware publisher.
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> How spyware operates

Depending on the goal of the information-gathering functionality of spyware, the nature of the gath-
ered information varies among spyware programs. Some spyware programs only send the time of
use and other statistical data. Other spyware programs that incorporate improved advertising corre-
late the gathered data. In order to keep the gathered information linked to a specific installation, all
the information sent to the spyware publisher needs to be uniquely identified.

The unique identifier must be stored on the user’s computer. There are different methods for creat-
ing the unique identifier. The two most commonly used methods are generating a Globally Unique
IDentifier (GUID) and storing a cookie on the hard disk during the installation of the spyware
program. A GUID contains data that is unique to a computer's hardware. A cookie is the technical
term for a file that contains data, which a specific program often uses. The data that a cookie
contains depends on the program that creates it. In the case of spyware, a cookie could contain
uniquely identifiable data such as the user name, computer specifications, and installation version.

Every time the spyware program sends information to the spyware publisher, the unique identifier is
sent as well, allowing the spyware publisher to update the customer database. Figure 1 shows how
the spyware publisher and the users are connected, and the data that is stored on each side
of the connection.

Spyware publisher Customer
Database

8_ Spyware Spyware _8

Cookie user user C00k|e

Figure 1: Connections and stored data
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> User notification

Like most commercial software packages, each spyware program includes a EULA that users agree
to before they can use the software. The EULA includes all of the usual clauses, as well as informa-
tion on the software gathering process for statistical purposes and improved software experience.

Many spyware EULAs are worded in such a way that:

e They contain so much information that it is difficult to extract meaningful data
that deals with the information-gathering functionality.

e The meaningful data that deals with the information-gathering functionality is ambiguous.

This is dangerous because the majority of users accept the EULA without understanding the
implications. Many users are upset when they discover that some of the software they use is
spyware. They often consider it malicious software. The majority of spyware users remain unaware of
the fact that they use spyware. The users in this group may be subject to customer profiling without
their knowledge.

At the time of this writing, many requests have been made to spyware publishers to change the
EULAs or the products so that users understand what information is sent, when it is sent, and the
purposes for which it is used. This can be explained in the EULA in unambiguous, plain language
and/or through a dialog box that appears every time the product gathers and sends information
(see Figure 2).

Figure 2: A dialog box notification example

Spyware - informing user of actions |

 This program will now
 This information is use

This might prevent users from getting upset about spyware, and if implemented properly, it could
give users some control over the types of gathered information as well.

Another notification method is for software publishers to set up Web sites that describe the informa-
tion-gathering functionality of their software. At the time of this writing, several spyware publishers
operate Web sites, but the information that is presented on the sites is often ambiguous.



> Conclusion

Many users are unaware that they are using spyware because of the poor notification on the
information-gathering functionality of the software. This subjects users to customer profiling without
their knowledge. For this reason, it is important for users to read and understand the EULA and other
notification methods before installing software. It is also of equal importance that software publishers
provide users with clear and unambiguous notifications of the actions that their software performs.
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