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Introduction

Foundstone Hacme Books™ was built to provide a learning platform for developing secure
software. The lessons offered by Hacme Books provide value to Software Developers, Application
Penetration Testers, Software Architects, and anyone with a general interest in application
security. As a completely functioning J2EE application, Hacme Books offers a comprehensive
platform that is representative of real-world J2EE scenarios and the security problems that can
potentially arise.

With the need to provide a tool that can raise general awareness and still challenge the more
advanced developer, Hacme Books was built with several layers of vulnerabilities. In order to
provide a one-size-fits-all application, Foundstone took a test driven pattern oriented design and
implementation approach. Hacme Books is not a vanilla JSP -> Servlet type of application that
are so often used when demonstrating security techniques. Hacme Books follows an MVC
architecture that leverages the Inversion of Control (I0C) design pattern to drive factory
configuration.

Hacme Books is offered with full source. You may use the tool and code for non-commercial use,
however, the use of the tool and/or source for consulting services or "for profit” training is
prohibited.

The emphasis in application security often focuses on lists of vulnerability classifications and
checklists to ensure correctness. This is not an incorrect approach, but it favors auditors and
testers. Hacme Books offers a different approach. During the lab sessions of Foundstone’s
Writing Secure Code - Java course, Hacme Books is transformed by students into a secure
application by proper architectural patterns driven approach. Many companies will choose to filter
all inbound http traffic through some sort of proxy that analyzes basic aspects of the protocol
stream. This is cost effective, but has a severe penalty in accuracy due to lack of context. Reality
shows us that applications know their business better than anyone else.

Being fully open source allows for an un-biased peer review process to provide feedback on what
is good and what is not good as far as coding practices go. Hacme Books is uses best practices
from a Software Engineering perspective but includes mistakes and errors that are representative
of the kinds of issues that Foundstone sees daily through our consulting engagements.

For those of you who are genuinely security conscious, you will notice that Hacme Books initiates
some outbound traffic. This is not to notify anyone of its usage, but it actually pulls a copy of the
latest Foundstone class schedule and news. This is the only traffic that the application should
initiate on its behalf.

Let's get started!
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http://www.foundstone.com/education/course_template.htm?indexid=35

Installation

Prerequisites: Hacme Books is an all Java application that comes in 3 different formats -
Windows Binary Installer, J2EE WAR file, Full Source Code. We will isolate this installation
section to the Windows installer. The other 2 formats are for experienced Java developers
and they are very self explanatory.

Hacme Books was developed and tested on a Windows XP SP2 machine using Eclipse and
Ant for build management. J2SDK 1.4.2_06 was the most recent 1.4.2 series of the Java 2
Standard Edition. The application should run on any modern J2SDK 1.4.x or higher. It won't
run on 1.3.x.

Jakarta Tomcat is distributed with Hacme Books with Apache Derby as the embedded
RDBMS. It is possible that another instance of tomcat is installed already. If this is the case,
refer to the Tomcat documentation on changing network port numbers.

Installation Instructions: Hacme Books can be downloaded from the
http://www.foundstone.com/s3i web site. For this installation procedure choose the Windows
installer package.

o Figure 1 will be shown once you execute HacmeBooksSetup.exe. Click Mext to
continue the installation.

o Figure 2 will be shown once you have clicked next on the previous screen. You must
click the / Agree button in order to continue installation. You are agreeing to the
licensing terms in that dialogue box by clicking.

o Figure 3 displays the desired installation directory dialogue. You can edit the
directory path that is highlighted in yellow. Click Mextto continue.

o Figure 4 is a non-interactive screen you will see as the installer copies files to the
target directory.

o Figure 5 is the last dialogue. Just click Finish.

Once Installation is Complete you can just browse your web browser to
http://localhost:8080/HacmeBooks - It should look like Figure 6.

Uninstalling is very easy. There is an uninstall program installed with the application in the
Start Menu.

Copyright 2005 Foundstone Inc.
www.foundstone.com 3



http://www.foundstone.com/s3i
http://localhost:8080/HacmeBooks

% Hacme Books 1.0.32 Setup EIEIE

Welcome to the Foundstone's
Hacme Books 1.0.32 Setup Wizard

This installer will guide you through the installation of
Foundstone's Hacme Books 1.0.32, A hackable Book Store
application written in Java intended to provide a learning
environment for Writing Secure code in Java.

5

[ Mext = l [ Cancel

Figure 1

¥® Hacme Books 1.0.32 Setup

License Agreement
Please review the license terms before installing Hacme Books,

Press Page Down to see the rest of the agreement.

|1. Acceptance of Terms

i.1 Read these Foundstone, Inc. ("Foundstone") Terms of Use [("Terms")
carefully before yvou ("You") accept these Terms by: (a) selecting the
"Download" button at the end of the Terms, and (b) downleading any of the
Foundstone Tools ("Tools") located on this web site. If You do not agree to
all of these Terms do not download any of the Tools.

1.2 The Terms are entered into by and between Foundstone and You.
Foundstone provides Tools to You strictly subject to the Terms.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Hacme Books.

< Back “ I Agree J?[ Cancel
Ly

Figure 2
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¥ Hacme Books 1.0.32 Setup

Choose Components
Choose which features of Hacme Books you want to install.

Chedk the companents you want to install and uncheck the companents you don't want to
install. Click Mext to continue.

Seectthe tpeofistal: | |

Or, select the Dpﬁ?”:l'l JRE Locate and Set Path and Classpath Section
;ilnsrg:ii:?nents you wish to Main Hacme Books Files (Tomcat + Hacme Books)
I Start Menu and Desktop Shortouts

Description
Space required: 22.6MB

< Back ” Mext = l [ Cancel ]

Hacme Books 1.0.32 Setup

Choose Install Location
Choose the folder in which to install Hacme Books.

Setup will install Hacme Books in the following folder. To install in a different folder, dick
Browse and select another folder. Clidk Install to start the installation.

Destination Folder

oundstone Free Tools\Hacme -' | Browse. ..

Space reguired: 22.6MB
Space available: 4.4GE

[ < Back H Install l [ Cancel

Figure 3
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¥ Hacme Books 1.0.32 Setup

Installing
Please wait while Hacme Books is being installed.

Installing Hacme Books. ..

[IIIIIIIIII

Show details

rullsaft Install System w2, 05

m
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0
|:||
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]
m

Figure 5
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Username:
Password: I:l

Login

Not @ member? Signup
for an account.

Forgot your passwerd?

Welcome to HacmeBooks! While we would love to think that this bookstore is the
most secure site on the planet, this is unfortunately not true. You are chzallenged to
identify the fallowing vulnerabilies:

* SQL Injection

* Cross Site Scripting

* Broken Authorization
* Weak Passwords

* Inproper Use of Crypto

Hacme Books (TM) is a software security training application provided by Foundstone
Professional Services. This application is designed to teach application developers,
pregrammers, architects and security professionals how to create secure softwars.
Hacme Books is used extensively in Foundstone's Writing Secure Code - Java class
where students are challenged to find the vulnerabilities and the fix the application
by re-writing its code. This application is provided for free and is limited to
Foundstone's Terms of Use and may not be used for commercial purposes.

Featured Books

e Hacking Exposed: Network Security Secrets & Solutions,
il Fourth Edition (Hacking Exposed)

Details

ll \WWriting Secure Code (With CD-ROM)
Details

Improving Web Application Security: Threats and
Countermeasures

Details

Foundstone Security Training

Dat= Location Course
0z/09/05 Dallas, TX Ultimate Web Hacking
04/12/05 Washington, DC Building Secure Software

” Writing Secure Code - Java
od/12/05 Chicago, IL TI2EE]
04/19/05 MNew York, NY Building Secure Software
04/265/05 San Jose, CA Writing Secare Code:= ASPNET

Figure 6
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WARNING! This application was designed as a training tool for
Foundstone’s Writing Secure Code — Java (J2EE) class. As such, we

recommend that you attempt to identify the vulnerabilities that exist in this
application before you read further.
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Learning Guide
There are two fundamental approaches to web application security testing:

e Whitebox testing (AKA Code Review)
o Blackbox testing (AKA Penetration Test or Pen-test)

Whitebox testing is always going to produce a more accurate result based on the fact that the
source code available. Testers are able to review data flows through the application from the
presentation tier all the way through to the data access tier and the from data access tier
through the presentation tier. Therefore, the results yielded from whitebox testing are going to
be far more precise than the results gathered from blackbox testing.

For example, if there is a SQL injection vulnerability discovered in 50 different areas of a web
application, a blackbox pen-tester will identify 50 vulnerabilities. However, there may be a single
library that makes the database calls. In a whitebox test, the reviewer will identify the
vulnerability as a single vulnerability, and will only spend a minimal amount of time on that
portion of the application.

Foundstone suggests that anyone with a development background should perform a Code
Review, and then perform the blackbox pen-test that is described in the rest of this document.
This will validate the earlier review.

For all non-developers, the blackbox test will be most appropriate for you.

For this guide we will focus on the Pen-test approach. The Code Review methodology is a much
more in depth activity that we tackle in Foundstone’s Writing Secure Code classes. For more
information about Foundstone’s Writing Secure Code classes, go to
www.foundstone.com/education.
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www.foundstone.com 9



www.foundstone.com/education

Attack Scenario 1 - Error Generation

When a malicious user is trying to gain access to a specific system, that user is going to be able
to launch the best attacks when he/she has the most information. Knowledge is power when it
comes to launching attacks on applications.

One of the best things you can do as a developer is to limit the amount of system information
that a user can gather from the application by creating fault conditions. Unfortunately, the
developers of Hacme Books have decided that the most verbose error reporting is the best error
reporting. Because of this, any faults that the attacker generates in the system are reported back
to them with full Java stack traces!

This vulnerability can be demonstrated as follows:

1. From the home page enter some malicious input into the search box. One of the best tests to
determine if an application is performing any input validation is to enter a single apostrophe into

the search input field:

Foundstone: | Hacme Books”

Username:
Password: I:l

Not 8 member? Signup
for an account.

Forgot your password?

Browse Books

Wel:nr%tn HacmeBooks! While we would love to think that this bookstore is the
most sectire site on the planet, this is unfortunately not true. You are challenged to
identify the following vulnerabilies:

* SOL Injection
* Cross Site Scripting

* Broken Autharization

* Wezk Passwords

* Inproper Use of Crypto

Hacme Books (TM) is a software security training application provided by Foundstone
Professional Services. This application is designed to teach application developers,
pregrammers, architects and security professionals how to create secure software.
Hacme Books is used extensively in Foundstone's Writing Secure Code - Java class
where students are challenged to find the vulnerabilities and the fix the application
by re-writing its code. This application is provided for free and is limited to
Foundstone's Terms of Use and may not be used for commercial purposes.

Featured Books

iy Hacking Exposed: Network Security Secrets & Solutions,
il Fourth Edition (Hacking Exposed)

T Details
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| Mot & member? Signup
for an account.

| Forgot your password?

Browse Books

Fa e e e
-@‘i org. springframeaworic jébe. Lncategorzed 301 Exoaption: (exscuting StatemeantCalihack): encountanad S0 Exoaption
[Unexpected token: % in statement [3:]]; nested exception is java. sql. SOLExeeption: Unsxpectad token: % in
statement [#] jaws.sql. SQLException: Unsxpected token: 3t in statement [%] at

org.hegidb, jabe. Util. sgiException{Unknown Source) at org hsgidb jibe jboStatement. fetchResult|Uniinown Source) at
org hegldb, jibe jaboStatement executeluensUnknown Sturcs) 3t

[E—— or3.ZprngirEmEnark e, are J2baTEmplstes | Guery EistementC albark aln SR tEmEnt J2beTEmpIE e v,
arg.=pring framework. jdbe.core. JdbcTemplate. execute{ JdbcTemplate java:Z20) at

ong.spring framewark. jdbe. core. JdbcTemplate queny(JdbcTemplate java: 233) at

ang.spring framewark. jdbe. core. JdbcTemplate queny{JdbcTemplate. java: 257) at

ong.spring framewark. jdbe. core. JdbcTemplate queny(JdbcTemplate. java:301) at

com. foundstone. 531.dso. jdbe. ProductDAOUdbe. getProductsBy TitleleyWords({ProductDAOJdbe java: 108) at
com. foundstone 531 service impl. ProductsManagerimpl.getProductByKeywords{Productslanagerimpl java:82) at
sun.reflect. NativelethodAcoessorimpliny okel{Native Mathod) at

=sum.reflect. MativeMethodAccessorlmpl inwoke{NativeMethodAccessorimpl 3va: 38) at

sun.reflect. DelegatinghlethodAccessorlmpl invoke{DelegstingMethodAccezsorlmpl java:25) st

java.lang reflect Method. invoke{Method java:324) st

org. spring framework. aop. support. AopUtils.invokeJoinpointUsingRe flection{AopUtils. java: 256) at
org. spring framework. sop. framework. ReflectivelethodIny ocation. invokeJoinpoint{Reflectivebethed|nvocation java: 154)

2. After entering the apostrophe in the search box, the attacker can see that there is quite a bit
of information being returned. From this single fault condition the attacker now has the following
information:

Database Type — Hypersonic SQL (just Google org.hsgldb 1)

Application Server Type — Apache Tomcat

Other filters that are running in the Servlet stack

The fact that this is a J2EE application — Identified by the Java namespaces

3. The attacker now has quite a bit of information to begin launching their first attacks.

Copyright 2005 Foundstone Inc.
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Attack Scenario 2 - SQL Injection

General SQL Injection Overview

A Malicious user is trying to gain access or create some other mishap on your system. The way
that a hacker will go about doing SQL Injection attack is through trial and error. SQL Injection is
the process of placing special SQL character(s) into the input flow of an application. Frequently
this is accomplished via http request parameters. Here is a comprehensive overview of SQL
injection: http://www.nextgenss.com/papers/advanced_sql_injection.pdf.

Based on the fact that the attacker knows the database server they are working with, they can
analyze the various SQL constructs that are supported. This will provide them with their ‘arsenal’
necessary to successfully attack the system.

Variation 1 (Denial of Service via SQL Injection):

Security should provide CIA (Confidentiality, Integrity and Availability). A successful attack will
break one or more of these attributes. In this scenario, the attacker will start by breaking
availability.

A common attack pattern is referred to as DoS (Denial of Service). The attacker will use SQL
injection as their attack technique in this example.

Since the attacker did their Google search on how to shutdown Hypersonic SQL Server, they
know that this command is SHUTDOW.

Since most SQL injection vulnerabilities are a result of concatenating SQL statements including
input directly from the user:

String query = "select * from products where
+ createCriteria(keywords);

This particular code snippet takes the input from the user and processes the keywords into SQL
criteria via some method that iterates over the tokenized input. This allows the users to
maliciously insert extra SQL statements. In this particular case the attacker will insert a
SHUTDOWN command.

A healthy SQL statement that the code will generate should look like this (user input is
highlighted in red:

select * from products where title like “%someuserkeyword%” and like
“%someotheruserinputtedkeyword%’

Now that the attacker understands how typical SQL statements are composed in vulnerable
applications, they will start to plan their SQL injection attack.

Copyright 2005 Foundstone Inc.
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Since the input in red is the area the user has control over, the attacker knows that an effective
SHUTDOWN should look like this:

select * from products where title like “%”; SHUTDOWN; --%> and like
“%someotheruserinputtedkeyword%’

Because the — is a comment in SQL, the rest of the SQL statement has been ignored by the SQL
interpreter, and it should be a successful attack. Here is a demo of the attack:

Foundstone: | Hacme Books”

Browse Books

» Search Books

Search:

Search

Welcome to HacmeBooks! While we would love to think that this boolkstore is the
most secure site on the planet, this is unfortunately not true. You are challenged to
identify the following vulnerabilies:

* SQL Injection

Cross Site Scripting
Broken Authorization
Wezk Passwords

*
*
*
* Inproper Use of Crypto

Username:

Hacme Books (TM) is a software security training application provided by Foundstone
Password: I:l Professional Services. This application is designed to teach application developers,
programmers, architects and security professionals how to create secure software.
Login Hacme Books is used extensively in Foundstone's Writing Secure Code - Java class
where students are challenged to find the vulnerabilities and the fix the application
by re-writing its code. This application is provided for free and is limited to

Not = member? Signup Foundstone's Terms of Use and may not be used for commercial purposes.

for an account.
Featured Books

Forgot your password?

i =y Hacking Exposed: Network Security Secrets & Solutions,
jf Fourth Edition (Hacking Exposed)

ll Details

S

However, this attack failed because it did not cause a DoS. But the attacker can get around this
problem.

Search engines generally tokenize input into separate pieces for methods like the createCriteria()
method which was seen earlier. Since the attacker knows that the ‘+’ character forces a search
engine to treat the input as one keyword, they will just tweak the attack:

Copyright 2005 Foundstone Inc.
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Foundstone: | Hacme Books”

+SHUTDOWN;

Search Books

No products found.
Title ~+ Price Add
Mothing found to display.

s

Username:
Password: l:l

Login

Not 2 member? Signup
for an account.

Forgot your password?

By utilizing the ‘+’ functionality of the search engine, the attack was successful:

Foundstone: | Hacme Boo

Browse Books View Cart Check Dut Log Dut

» Search Books

I l"rl\- The memerer did med somemlode Pledeile sbholed S=lle..
& org. spring framework_jdbe. Uncategorzed SQLExcaption: {(executing StatementCaliback). encounterad SO Excaption
[Aemcese iz denizd; Sesoion iz clbead], rected axcsption 2 j2ve 50l BQLException: Access is denizd: Sescion is closed
j@va.sql. 50 Exception: Acoess 1= denied: Session is closed st ong. hegldb. jdbe. Util. sgiSxception|Unknown Source) at

ory healdb jdbe jdbeStatamant. fatehRezult{Unknown Soures) st org kealdb jdbe jdbeStatamant evasutaQuary(Linicnown

ong.springframework. jdbc.core. JdbcTemplate3 1 2ueny/Statemean Eﬁb&ck.-ﬁnl nStatement|{.JdbcTem plata.ja'\.'a:ﬁ’l"_s‘,- at
org.springframework.jdbc.core. JdbcTemplate execute[JdbcTemplate java: 230) at

ong.springframework. jdbo.core. JdbcTemplate. queny(JdbcTemplate. javarZ83) at

org.springframework.jdbc.core. JdbcTemplate gqueny{JdbcTemplate java:Z8T) at

ong.springframework. jdbc.core. JdbeTemplats queny(JdbcTemplats java:301) at

com. fioundstone 531 dso. jdbe. ProductDAO dbe. getProductsBy TitlelayWords{ProductDAOJIdbe jawa: 108} at

com. foundstons. 530 sarvice. impl. Productshianagerimpl getProductBykeywords{Productsidanagerimpl java 62} at
sun.reflect. GeneratedMsthodAcoessord2 invoke{Unknown Source) at

sun.reflzct. Del=gatinghlsthodAccessorimpl invoke{DelegstingMethodAccessorimpl jsva:25) at

java.lang reflect Method invoke{Msthod java:324) at

ong.springframework. aop. support AoplUtils inwvokeJoinpointUsingReflection{Aocpltils_java: 298) at

org. spring framework. sop. framework. Refiectivebethodin v ocation. invoke Joinpoint{ReflectiveMethodinv ocation java; 154)
st org.springframawork. sop. framework. Reflectivelsthod|nvocation. procesd{Reflectiveblethod invocation. java: 121) at
org. springframsework. transaction. interceptor, TranssctionInterceptor.invoke{Tr ction|nterceptor.java:58) at
orng.springframework. aop. framework. Reflectivebsthodinw ocation. procesd{Reflectivelethodinvocstion java: 142) at
org. spring framework. sop. framework. JdkDynamicAopProxy . inv oke[JdkDynamicAopProxy . java 174} at

EProccy 1 .getProductByKeywords{Unknown Source) st

o frimndetane 2% wahsnn sctinn GasrrhRnnbrsdnstinn swarartalCasrrhRnnir-s drtinn isus-R1L =t
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Variation 2 (Data Tampering via SQL Injection):

The malicious user will now attack the ‘I’ in CIA; Integrity. Let’s say the attacker is a bitter
Hacme Books employee that wants to get back at his/her employer for unfair treatment.

In this scenario, the attacker wants to add a book to the company’s database that will be
embarrassing.

There are ways to determine the schema of the target database. These techniques are covered
thoroughly in the aforementioned SQL injection whitepaper. For this scenario, it is assumed that
the attacker understands the data schema.

i ——————— 5 —
Search

Hacking Exposed: Network Security Secrets
& Solutions, Fourth Edition (Hacking
Exposed)

Price: 49.99
ISBN: 0072227427

Author(s): Stuart McClure, Joel Scambray, George Kurtz

One product found.

Title + Price Add
Hacking Exposed: Network Security Secrets B Solutions,
Fourth Edition (Hacking Exposed 48.98  Addto Cort

Export options: fp| C5V_ | 3] Excel | 42] xML | <] FOF

Feedback
This was a great book.
my feedback

my feedback', 734):; insert into products
(title, description, popularitcy, price, wendor,
category, publisher, isbn, author, imgurl,
guantity) wvalues('Eat my shorts you pointy
haired boss','A great book',4,
9.%5, '"Amazon', "Technical', "Addison
esley','1234567890123", 'Disgruntled Employee',

Feedback ‘REER://T 1) -o

Using SQL Injection, the attacker can do a search on their newly created title and it should be in
the database. Here is the details page:

Copyright 2005 Foundstone Inc.
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Hacme Booksm™

Browse Books

Search: I:I

Eat my shorts you pointy haired boss

Price: 29.95
ISBN: 1234567890123

=

Author(s): Disgruntled Employee

One product found.
Title

Ezat my shorts vou pointy haired boss

Export options: fp] CSV | ¥ Excel | 3] xML | ] POF

Price Add

29,95 Add to Cart

4k

Feedback
Nothing found to display.

Feadhark

Copyright 2005 Foundstone Inc.
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Attack Scenario 3 - XSS — Cross Site Scripting

Cross site scripting is one of the most common attacks seen on the public internet. It is quite
commonly used for luring attacks.

It is performed by entering <script>alert()</script>.

Hacme Books™

My Orders View Cart Check Qut Log Out

Browse Books

Search: I:l
| Search |

Building Secure Microsoft ASP.NET
Applications

Price: 49.99
ISBN: 0735618909

—

Bullding Secura Microsoft
ASPNET Applications

Author(s): Microsoft Corporation

One product found.

Title ~ Price Add
Building Secure Microsoft ASE.NET Applications 45.55  Add to Cart

Exportoptions:ﬂ@lﬂ'zx—m|@mlﬂ@

Feedback
testing feedback

<scriptralert ()< /script>

This particular vulnerability could send sensitive information to another person’s website if the
user were to provide that information. This is often considered a social engineering attack.

Copyright 2005 Foundstone Inc.
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Attack Scenario 4 - Crypto Wannabe

Many times developers believe that obscuring data makes it protected. The wonderful developers
of Hacme Books believe in generosity. Because they are so generous, they frequently hand out
coupons and advertise promotions on the radio. In this scenario, the attacker heard that Hacme
Books is offering a 15% discount on all books for a limited time only. The hacker has written
down several different codes from different times.

e 15%
o AEODBOBOOE
e 25%

o BEAAABBOOE
o BEOABDBOOE

The attacker now stacks all of those codes on top of each other and sees:
AEODBOBOOE

BEAAABBOOE
BEOABDBOOE

Notice that there some common text with just these 3 different examples. The attacker knows

that 2 of them share the 25% discount, but there are other common points.

BEAAABBOOE
BEOABDBOOE

The attacker can then deduce that a discount code is based on some sort of substitution
algorithm. Since the last four characters of the coupons are the same, and there are four digits in
a year...they can deduce that the last 4 characters of the coupon should be the year.

BEAAAB
BEOABD

And it is able to deduce that the letter ‘B’ is the representation of the number ‘2'.

EAAAB
EOABD!

It now appears that the developer has decided to substitute numbers with letters.

Ok. It now appears that this is a combination of percentage and expiration!

Percentage Month Da Year

Now the attacker can test this theory. The attacker creates their own coupon and executes it
against a purchase

Copyright 2005 Foundstone Inc.
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How about a 95% off for the next couple of years!

Test this coupon: IEODBOBOOG

Hacme Booksm™

View Cart Check Out

Browse Books

4 items found, displaying all itemis.

Product.title TotalSalePrice
Building Secure Microsoft ASP.NET Applications 45,33

C++ Design Patterns and Derivatives Pricing (Mathematics,

5 R 35.0

Finance and Risk]

Financial Instrument Pricing Using C+= (The Wiley Finance 120.0

Series)

MCSA/MCSE Self-Paced Training Kit (Exam 70-259):
Implementing and Administering Security in 2 Microsoft 55.99
Windows Server 20032 Metwork: [Pro-Certification)

COne item found.
Order Number SalesTax Total
958 0.0825 £308.49

Credit Card 4123-1234-1234-1234

Expiration (MM-DD-YYYY) 05-24-2007 |

Promotional Code (recieve
10 5 o) IEODBOBOOG |

[ Purchase ][ Cancel ]

Hacme Booksm™

My Orders View Cart Check Out Log Out

Browse Books

Thanl= far channina with HarpmeBooks. You can be assured that your order was
- when we get around to it.
Total: $15.42

Total: 515.42
Credit Card: 4123-1234-1234-1234
Expiration: 05-24-2007

Copyright 2005 Foundstone Inc.
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Attack Scenario 5 - Broken Access Control

It is often easy to overlook access control scenarios that are horizontal in nature. We tend to be
very conscious of elevated privilege needs. Most developers effectively check for administrator
privileges within the escalated code blocks.

But what happens when an application does not check if the user is crossing a horizontal
privilege boundary?

In this scenario, the attacker will look at their profile or previous orders. The attacker begins by
looking for certain patterns in application behavior. A particular feature raised a red flag during
the application review. The password hint page doesn’t ask for any particular information! It just
asks the user what their username is. In a real application this might be harmless since we would
just email that info out-of-band. But it highlights the fact that the application is doing database
gueries on username based criteria.

It is common for developers to leave comments in HTML code that is in JSPs. Often times they
confuse HTML comments for JSP comments!

The attacker discovered the following in the HTML source code for the order browser:

<!—— Remove —-->
<!-— For testing purposes this page sccepts & usserld parameter —-
<zpan class="pagekbanner">Z products found, displaving all products.</span>
<table cellpadding="0" class="list userList" cellspacing="0" id="parent">
<thead>
{trﬂ

Hmmm...looks like a developer forgot to remove something from the functionality of the code!
The attacker will test this theory and see what they can find.
In order to prepare for this attack, the attacker needs to create some bogus data including at

least 2 user accounts and complete some book purchase transactions. This will provide the seed
data needed to launch the attack. The attacker created the users ‘testuser’ and ‘hacker’.
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While logged in as ‘hacker’, they have never purchased any books. If they browse to ‘My Orders’
they will see the following:

Foundstone: | Hacme Books”

My Qrders View Cart Check OQut Log Out

| € *ou do not have any past orders

You have successfully logged into Hacme Books!

Hacme Books (TM) is a software security training application provided by
Foundstone Professional Services. This application is designed to teach application
developers, programmers, architects and security professionals how to create
zecure software. Hacme Books is used extensively in Foundstone's Writing Secure
Code - Java class where students are challenged to find the vulnerabilities and the
fix the application by re-writing itz code. This application is provided for free and is
limited to Foundstone's Terms of Use and may not be used for commercial
purposes.

Featured Books

Hacking Exposed: Metwork Security Secrets & Solutions, Fourth
Edition (Hacking Exposed)

Details

The application displays an information message that explains that the user has never bought
anything. Based on the source code comment that was seen earlier, the attacker will try to
access information from ‘testuser’.
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@ | & http: flocalhost: 3080/ HacmeBooks browseOrders, hitmlfuserld =testuser w |

'age D HacmeBooks

Hacme Books™

My Orders View Cart Check Out Log Out

Browse Books

3 products found, displaying all products.

Order
Number

CreditCardMumber Items

Product.title TotalSalePrice

Building Secure Microsoft
ASP.MET Applications

C++ Design Patterns and
Dierivatives Pricing
{Mathematics, Finance
and Risk]

Cryptography and
Network Security:
Principles and Practice
{2rd Edition)

45.55

12 12324-1234-1234-1234

Product.title TotalSalePrice

C++ Design Patterns and
Cierivatives Pricing
(Mathematics, Finance
and Risk)

Cryptography and
Network Security:
Principles and Practice
{3rd Edition]

209 1234-2134-1234-1234

72.0

Expleoiting Software : How

to Break Code 43.53

Product.title TotalSalePrice

Building Secure Microsoft
ASP.MET Applications

C++ Design Patterns and
Dierivatives Pricing
(Mathematics, Finance

and Risk)

Ci i=l T -+ +

49.59

The attacker’s theory is correct. Now the attacker is free to launch future attacks on other user
accounts.

This attack scenario points out two problems. First, the developer left comments in the source
code that provided the attacker with the clues necessary to launch the attack. Second, the
developer is not authorizing the action. There should be a horizontal privilege check to ensure
that this information is only available to the user that made the purchases.
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About Foundstone Professional Services

Foundstone Professional Services, a division of McAfee, offers a unique combination of services
and education to help organizations continuously and measurably protect the most important
assets from the most critical threats. Through a strategic approach to security, Foundstone
identifies, recommends, and implements the right balance of technology, people, and process to
manage digital risk and leverage security investments more effectively.

Foundstone’s Secure Software Security Initiative (S3i™) services help organizations design and
engineer secure software. By building in security throughout the Software Development Lifecycle,
organizations can significantly reduce their risk of malicious attacks and minimize costly
remediation efforts. Services include:

Source Code Audits

Software Design and Architecture Reviews
Threat Modeling

Web Application Penetration Testing
Software Security Metrics and Measurement

For more information about Foundstone S3i services, go to www.foundstone.com/s3i.

Foundstone S3i training is designed to teach programmers and application developers how to
build secure software and to write secure code. Classes include:

Building Secure Software

Writing Secure Code — Java (J2EE)
Writing Secure Code — ASP.NET (C#)
Ultimate Web Hacking

For the latest course schedule, go to www.foundstone.com/education.
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