Internet Content Filtering Solution

Information Packet

The Children's Internet Protection Act (CIPA) became law on April 20, 2001. In order to be in
compliance with this legislation, public school districts must certify that they have the policies
and technology measures in place to block or filter Internet access for both minors and adults
to certain visual depictions.

The Office of Technology Services of Anderson School District Four has enabled Internet
content filtering in its schools and district office. The Internet content filtering solution,
Websense, has been implemented in order to comply with the Children’s Internet Protection
Act (CIPA).

Website Categories
The categories which are being blocked are as follows:
« Adult Content
e Nudity
* Sex
= Lingerie and Swimsuit
* Abused Drugs
e MP3
= Gambling
* Games
« |llegal/Questionable
* Hacking
* Web Chat
= Militancy / Extremist
« Racism/Hate
« Personals/Dating
« Tasteless
= Violence
= Weapons
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Objectionable Content Notice

The following objectionable content notice will be displayed to a Web User anytime they attempt
to access web content that the Internet content filtering solution considers objectionable. The

website attempt is recorded to a system log file.

3 Blocked by Websense - Microsolt Internet Explorer |
File  Edit Wiew Favorites Toolz  Help -
& . @ B A a E o) =
Back Stop Refresh Home Search Favorites Media Hiztary
| @Ge | Links®

Address |@ hittp: 4410, 70.50.5:15871 /cgi-bin/block page. cai?ws-session=31 37563686

iy
“« WEEBSENSE.

— Enterprise

Access to this web page is restricted at this time.

Reason: The Wehsense category "Adult Content” is filtered,

URL: http: ffwewew playboy .com,f

Options:
Click more information to learn mare about vour access policy,
Click Go Back or use the browser's Back button to return Go Back
to the previous page.
# Internet

.’éj http-//10.70.50.5:15871 /cgi-bin/moreBlockInfo. cgi?ws-encdata=d 3IM IMk RzZZ<N zaWw JuP1
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Quota Time Notice

The following filtered content notice will be displayed to a Web User anytime they attempt to
access web content that the Internet content filtering solution considers objectionable. The
Web User may select the “Use Quota Time” button to start a 10 minute session for viewing the
site. The total daily quota time is 60 minutes. The website access is recorded to a system log

file.

3 Blocked by Websense - Microsoft Internet E xplorer
File Edit “iew Favortes Tools Help -

Py e D @ W E g

Home Search Favorites Media History

Back Stap Refrezh
Address |.'g] hittp:/#10.70.50 5 15871 fcgi-binblock page. caiPws-session=3920094457 j .f\>Go Links **
—
« WEBSENSE
—— Enterprise

Access to this web page is restricted at this time.

Reason: The \Websense category "Shopping” is filkered,

URL: http: ffwewew shopping.com,f

Options: | ~jick more information to learn mare about your access palicy.

To wiew sites in this category you must use quota time.
You hawve 60 minute(s) of quota time remaining. Click the
Use Quota Time button to start a 10 minute session for

viewing this site and other sites in quota-limited .
categories. U=e Quota Time
Click Go Back or use the browser's Back button to return Go Back
to the previous page,

& Internet
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Defer to AfterWork / Continue

The following filtered content notice will be displayed to a Web User anytime they attempt to
access web content that is deemed to be a site of personal interest. The Web User is given the
option to select the “Continue” button to continue to the site, or to postpone to be viewed at
a later time. The website access is recorded to a system log file.

43 Blocked by Websense - Microsoft Internet Explorer

File Edit “ew Favontes Toolz Help

- i ? o = i i »
- . O B fal Q @ 3
Back Stop Refresh Home Search Favorites Media Histary
Address |@ http://10.70.50.5: 15871 /cgi-bin/block page. c3iPws-sezsion=2902654408 ;J o Go | Links #
—
« WEBSENSE.
— Enterprise

Access to this web page is restricted at this time.

Reason: The Websense category "AlcoholTobacoo” is filkered.

URL: http: ffwewewe budweiser.com/

Options: | ok more information to learn more about vour access palicy.

Qur organization would prefer that you view sites of
personal interest after work hours, Click Postpone to add
this site to your private bookmark list for later viewing at
Aftervork.com™.

Comment: | Fostpona
Click Continue to view the site now for work-related ’
purposes. Continue |
Click Go Back or use the browser's Back button to return S ‘
to the previous page.

© Intemnet
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Procedure for Website Review

With the creation and publication of thousands of websites per week, it is possible that a site with
valid educational information may be blocked. Likewise, an objectionable website may not be
blocked.

Unblocking Procedure

If you believe an Internet resource has been improperly blocked, you may request that
the site be "unblocked" by completing the form titled “Websense Change Request” found
on the Intranet and Internet. Complete this form and send it as an attachment via email
to the building-level Instructional Coach or Assistant Principal for Instruction. Copy the
email to the building-level Technology Coach. The site will then be reviewed and a
decision will be made. (Refer to chart “Procedure for Website Review.)

Blocking Procedure

If an Internet resource is not being blocked, but you believe should be, you may request
that the site be "blocked" by completing the form titled “Websense Change Request”
found on the Intranet and Internet. Complete this form and send it as an attachment via
email to the building-level Instructional Coach or Assistant Principal for Instruction. Copy
the email to the building-level Technology Coach. The site will then be reviewed and a
decision will be made. (Refer to chart “Procedure for Website Review.)



Procedure for Websense Review

1. Teacher requests a site to be
unblocked/blocked using the
Websense Change Request form.
Form is sent via email to Instructional
Coach/Assistant Principal; copied to
Technology Coach.

Instructional Coach/ .| 4. If disapproved, notify Teacher and
Assistant Principal examines - Technology Coach. Technology
site for instructional Coach looks for alternative sites to
appropriateness. meet instructional objectives.
A 4

. If approved, forward email 6. If disapproved, notify Teacher,
and Websense Change Technology Coach, and Instructional
Requst form to Instructional > Coach/Assistant Principal. Technology
Technology Coordinator. Coach looks for alternative sites to

meet instructional objectives.

A 4

. If approved, Technical
Support is notified to unblock
site; documentation is kept
on file in Office of
Instructional Technology.
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Frequently Asked Questions

1. What is the Children’s Internet Protection Act?

The Children’s Internet Protection Act (CIPA) requires K-12 schools and libraries that
receive federal funds (e.g. , Universal Discounts or “E-rate”, Title Il of the Elementary
and Secondary Education Act of 1965) to filter out unwanted Internet content. This
includes child pornography, soft-core pornography and visual depictions considered
harmful to minors.

2. How are Internet websites deemed inappropriate?

Sites are first mined through using proprietary software techniques and then classified
into categories. Sites not categorized by this method are evaluated by qualified
Internet analysts for proper categorization and continually checked for accuracy.

3. How are new websites added?

Websense automatically downloads updates to the Websense Master Database daily,
including additions, changes and deletions, so you can be sure you're using the freshest
database at all times. With the creation and publication of thousands of websites per
week, it is possible that the database may not cover a website until the next update.
ASD4 has the ability to add sites to a block or unblock list to allow or deny access. To
request a specific blocking/unblocking of a website, refer to section Process for
Reviewing a Website.

4. Does Anderson School District Four keep records of users Internet usage?
ASD4 does maintain records that show the access of Internet sites.
5. What happens if a user attempts to access a blocked website?
Should a user attempt to access a blocked website, they are notified with a message in

the browser window informing them that they have attempted to access a blocked
website.



