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In the last article, we covered the basic PI X
configuration. In this one, we wll talk about the setup of
a VPN (site-to-site), using pre-shared keys, between the
two networks defined bell ow

LAN1 — FW. — I NTERNET — FW2 — LANZ2

LAN1: 10.0.0.0/ 24
LAN2: 10.0.1.0/24
FWL.: (Inside IP. 1

0.0.0.1, Qutside IP 200.1.1.1)
FW2: (Inside IP: 10.0.1.1

, Qutside IP 200.2.2.2)
The configuration will be conpleted in four steps:

Step 1. Preparing to the VPN
Step 2: Configuring |IKE
Step 3: Configuring |IPSec

Step 4: Allowing IPSec traffic

Step 1:

Before starting the hands on configuration, you need to
determ ne sone options that you will use:

-Which hosts will be in the VPN?

-How many peers wll be.

-What | KE policies to use (like hash algorithm DH group,
etc).

In this exanple, we are going to use:


mailto:daniel@underlinux.com.br

Aut henti cation: pre-shared
Encrypti on:
DH group: 2
Hash: md5

Step 2:

3des

The I KE configuration needs to be very well done. If you
m ss any step here, your VPN will not work.

2.1 — Specifying the peer authentication nethod (we are
going to use pre-shared, which requires a key to be
manual |y confi gured).

2.2 — Specifying the encryption algorithm (we wll use
3DES)

2.3 — Specifying the D ffie-Hell man group.

2.4 — Specifying the hash algorithm

2.5 — Enabl e i saknmp

2.6 — Selecting the pre-shared key (123nykey).

FWL:

(2.1) isaknp policy 10 authentication pre-share

(2.2) isaknmp policy 10 encryption 3des

(2.3) isaknmp policy 10 group 2 (DH group)

(2.4) isaknmp policy 10 hash nmd5

(2.5) isaknmp enabl e outside

(2.6) isaknmp identify address

(2.6) isaknmp key 123nykey 200. 2. 2.2 netnmask 255. 255. 255. 255
FW2:

(2.1) isaknp policy 10 authentication pre-share

(2.2) isaknmp policy 10 encryption 3des

(2.3) isaknmp policy 10 group 2 (DH group)

(2.4) isaknmp policy 10 hash md5

(2.5) isaknmp enabl e outside

(2.6) isaknp identify address

(2.6) isaknmp key 123nykey 200.1.1.1 netmask 255.255. 255. 255

To verify your configuration you can use

show i saknp
show i saknp policy



Step 3:

The | PSec configuration will be conpleted in six steps:

3.1 - Creating an access-list (to define which traffic to
encrypt).

3.2 - Configuring the transform set (the conbination of
encryption al gorithns).

3.3 — Configuring IPSec SA Lifetine.

3.4 Creating a crypto Map Entry.

3.5 - Apply the crypto nap set to an interface.

3.6 — Exclude VPN traffic from NAT.

FW.:

(3.1) access-list IPSEC permt ip 10.0.0.0 255.255.255.0
10.0. 1. 0 255.255.255.0

(3.2) crypto ipsec transformset FWset esp-3des esp-nd5-
hmac

(3.3) crypto ipsec security-association |ifetinme seconds
600

(3.4) crypto map FWL 10 i psec-i saknp

(3.4) crypto map FWL 10 mat ch address | PSEC (the access-
list)

(3.4) crypto map FWL 10 set transform set FWset (the
transformset)

(3.4) crypto map FW. 10 set peer 200.2.2.2 (the peer)
(3.5) crypto map FWL interface outside (applies the crypto
map)

(3.6) nat (inside) 0 access-list IPSEC (the access-1list)

FW:

(3.1) access-list IPSEC permt ip 10.0.1.0 255.255.255.0
10.0. 0.0 255.255.255.0

(3.2) crypto ipsec transformset FWset esp-3des esp-nmd5-
hmac

(3.3) crypto ipsec security-association |ifetinme seconds
600

(3.4) crypto map FW2 10 i psec-i saknp

(3.4) crypto map FW2 10 mat ch address | PSEC (nane of the
access list)



(3.4) crypto map FW2 10 set transformset FWset (transform
set nane)

(3.4) crypto map FW2 10 set peer 200.1.1.1 (the peer)

(3.5) crypto map FW2 interface outside (applies the crypto
nap)

(3.6) nat (inside) O access-list |PSEC

Step 4:
sysopt connection permt-ipsec

This command permt all packets that arrive via the | PSec
tunnel to pass between the firewall.

To view your configuration, you can use the foll ow ng
comands:

show crypto i psec sa

O if you want to watch your | PSec negotiation, use the
debug command:

debug crypto isaknmp
debug crypto ipsec

Configuration resune:

FW.:

saknp policy 10 authentication pre-share

saknp policy 10 encryption 3des

saknp policy 10 group 2

saknp policy 10 hash nd5

saknp enabl e outside

saknp identify address

i saknmp key 123nykey 200. 2. 2.2 netmask 255. 255. 255. 255
access-list IPSEC permt ip 10.0.0.0 255.255.255.0 10.0.1.0
255. 255. 255. 0

crypto ipsec transformset FWset esp-3des esp-nmd5-hmac
crypto ipsec security-association |ifetinme seconds 600



crypto map FWL 10 i psec-i saknp

crypto map FWL 10 nmat ch address | PSEC
crypto map FWL 10 set transform set FWset
crypto map FW 10 set peer 200.2.2.2
crypto map FWL i nterface outside

nat (inside) 0 access-list |PSEC

FW:

i saknmp policy 10 authentication pre-share

i saknmp policy 10 encryption 3des

i saknmp policy 10 group 2

i saknmp policy 10 hash nmd5

i saknp enabl e out si de

i saknmp identify address

i saknmp key 123nykey 200.1.1.1 netnmask 255.255. 255. 255
access-list IPSEC permt ip 10.0.1.0 255.255.255.0 10.0.0.0
255. 255. 255. 0

crypto ipsec transformset FWset esp-3des esp-nmd5- hmac
crypto ipsec security-association |ifetime seconds 600
crypto map FW2 10 i psec-i saknp

crypto map FW2 10 mat ch address | PSEC

crypto map FW2 10 set transform set FWset

crypto map FW2 10 set peer 200.1.1.1

crypto map FW2 interface outside

nat (inside) 0 access-list |PSEC





