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ABSTRACT

Today many companies strive to move towards secure, reliable, and cost effective
information systems; the healthcare industry is no exception. Securing, storing, and
providing reliable access to healthcare data has become more important in healthcare as
physicians are expecting immediate and remote access to patient data. While there are
many aspects related to patient data and information, the digital capture, storage, and
management of radiology images has become an important part of many healthcare
organizations. From large hospitals to small clinics and physician offices, the use of
systemslike PACS (Picture Archiving and Communication Systems) is quickly

becoming the standard for medical image storage and distribution.
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The transition from capturing patient images on film to adigital format has become a
popular alternative for many healthcare organizations. This transition can be complex,
expensive, and require alot of technical support to build and maintain a secure and
reliable environment for healthcare professionals. By providing such an environment,
physicians, clinical staff, and patients can benefit from immediately retrievable and
reliable information. Without the proper management, hardware, and software of this
type of information system, the data can become unavailable, unreliable, or the security
could be jeopardized which could have a direct impact on patient care. In addition, the
complexity and sophistication of many PACS can create a series of economic,
educational, integration, and implementation challenges. ¥ With the careful and well
planned implementation of PACS, facilities can provide the physicians and patients with
technology to enhance and greatly increase the quality of patient care while maintaining

the security of patient data.

PACS initsmost basic definition is the capture, storage, and distribution of medical
images to a central repository. Instead of capturing patient images on film and housing

themin afilm room or library, the datais stored in a central information systems
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repository and can be accessed by many healthcare professionals at the same time.
Accessihility by clinicians outside the radiology department is critical to successin
sharing digital images for both patient care and productivity improvement. 4 This type of
system increases accessibility to patient data which lends to a more efficient healthcare
system. Physicians can access patient data more quickly which can lead to faster clinical
decisions, easier access for consulting physicians, and the ability to provide quick access
to apatient’s prior studies for comparison. In addition, many of the redundant tasks of a
film based environment can be eliminated.'® The hanging of films, locating lost or
misplaced films, or the time taken to retrieve films from a storage facility are no longer
necessary in atrue PACS environment. Another benefit of a PACS s the ability to write
patient studies to CD so the patient can take the study with them for their physician to

review.

Transition to a PACS environment can be a difficult change for many organizations.
Although PACS has been available to the healthcare industry for about 12 years, the
advances in technology have made it avaluable information systems in treating and
diagnosing patients.”®! The challenge of such an implantation often is dependant on the
leadership of the healthcare organization and the willingness of the information systems
department and radiology department to work together to achieve the goal of a successful
implementation.!”! Three of the major concerns | had when my organization made this
transition were: the security of the images, the reliability of the storage system, and the
ability to recover from any type of software or hardware failure. All three of these

concerns are directly related to the security of the data. Without a secure system, images
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could be accessed by unauthorized personnel. Without a reliable storage system, the data
could belost or corrupted which could result in the loss of patient information. And,
without areliable software and hardware environment, the system could become

unavailable. All three of these situations would directly impact patient care.

Securing medical images on alocal area network and then making these images available
to referring physicians across a wide area network such as the Internet can bring some
serious security concerns and challenges to the management and technical staff of a
PACS environment. The ability to secure patient information is imperative to the
organization. Any breach of security to patient information could result in serious
implications by the government and destroy the organizations credibility. With new laws
and regulations; such as HIPAA, an organization needs to take the appropriate steps
necessary to guarantee the secure storage and transmission of patient data. The public has
agrowing concern about patient data being available viathe Internet. According to one
survey, 36% of people are very concerned about the privacy of their persona medical

records. [ With statistics like this, the need for a secure environment is only reinforced.

The standard protocol for capturing and storing medical imagesis DICOM (Diagnostics
Imaging and Communications in Medicine.). A DICOM data packet contains the image
from the radiology modality along with the patient information or demographics.
Before the DICOM standard was introduced, most radiology devices were considered

stand alone systems that could not communicate with other devices.® With the



The Secure Storage, Distribution, and Management of Radiology I mages

standardization of a communication protocol, devices from severa different vendors
could communicate and data could now be captured and stored in a central repository.
DICOM data transmission is often not encrypted and transmitted in clear text across
many networks. Figure one below, shows a“DICOM Dump” of afictitious patient
record. The patient information isvisible in the header of the data packet. Since this
information is protected and considered patient information that should not be
jeopardized, the security of these packets across the network should be a concern. Access
to the data on the network and the visibility of the packets themselves were the two major
concerns | had with the implementation of PACS. While the actual transmission of the
DICOM packets is usually not encrypted within the secure LAN (Local Area Network),
encryption or some other secure transmission method is recommended for data
transmissions on unsecured or untrusted networks. The figure below (figure 2) shows a
DICOM packets captured on alocal area network with packet capturing software. The
patient datais clearly visible in this data capture. If thistype of transmission were to be
used over the Internet, patient data could be captured and viewed by unauthorized users.
Although it is possible to secure the data within the local area network, doing so will
increase the complexity and cost of the PACS. In addition, a performance decrease could
result in added security methods on the local area network. Internal VPNs, data
encryption, and private VLANS are afew methods that could be used to better secure
data transmission on the private local area network. Securing the transmission of data on
the local area network was an intermediate concern because access to the network is
already secure and is monitored and maintained by the security team of the information

systems department. Most of my concerns were remote access to patient data across the
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Internet from physician offices and private homes. Providing this access can be done in
many ways, but the use of Internet based web browsers has become popular because it
requires minimal software installation on the client side and makes the system more

accessible and most everybody already knows how to use an Internet web browser.
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(FIGURE 1 -Thisisa DICOM dump of test data. The DICOM data contains the patient

information along with the digital image)



The Secure Storage, Distribution, and Management of Radiology I mages

@ capone.cap - Ethereal _ 1Ol x|
File Edit ¥iew Go Capture Analyze  Statistics  Help

B B8 Rep DF L QA EDE X O

!

@Eilter: || ﬂ ‘H’ Expression, .. ‘ Q&.gear ‘V ﬁpply‘
Mo, - Time Source Destination Protocal | Info =

T 107140 L . 40,7 04 > 1180

5.192387 . .8.40.7 104 » 1160

g.192418 . .B.40.7 104 » 1180

5.1%92440 . 5.40.7 104 » 1160

2.192470 . .B.40.7 104 » 1180

40 5.192511 10.8.40.7 10204050 TCF 1160 > 104 [ACK] Seq=484 Ac -

[4] | 2l
- Frame 35 (372 bytes on wire, 372 hytes captured) @
4] |
0000 00 12 3F 46 01 77 00 11 hc 2f 0c 00 08 00 45 00 PF.ow.. ./....E.
0010 01 66 fa 07 00 00 Fe 06 dd 35 0a 14 28 32 0a 08 - T
0020 28 07 00 68 04 B8 41 Th 5f c3 8a eb h0 cf 50 18 Coheaal oL, P.
0030 fe 1c 06 1a 00 00 08 00 20 00 O 00 00 00 32 30 ........ ... 20
o040 30 31 30 31 30 39 05 00 30 00 06 00 00 00 30 38 010109, 0..... 08
0050 34 32 34 I7 05 00 50 00 0a 00 00 00 30 30 30 30 4247 _F. ....0000
0060 30 30 30 30 30 34 0 00 52 00 08 00 00 00 53 54 000004, R..... 5T
0070 55 44 59 20 08 00 54 00 0a 00 00 00 46 55 53 49 oy . T. ... FUSI
0080 4f 42 50 41 43 53 08 00 56 00 0a 00 00 00 4f 4e OMPACS. . W..... ON
0030 4c 49 42 45 05 00 61 00 07 00 00 00 44 55 05 00 LINE..a. ....Dx..
0020 B0 00 1a 00 00 00 50 72 69 6e 63 65 73 73 20 4d  ...... Pr incess M
00k0 61 72 67 61 72 65 74 20 48 of 73 70 6% 74 61 6c argaret Hospital
00c0 08 00 90 Q0 02 00 00 00 50 48 59 L3 4% 43 49 41 L, ..., FHYSICIA
00d0 42 Se Se Se Se 20 08 00 30 10 0a 00 00 00 43 48 MAAAA 0L CH
0020 45 53 54 20 50 4d 48 20 08 00 40 10 00 00 00 00 EST FMH ..@.....
O0f0 10 00 10 00 Oc 00 00 00 50 41 54 49 45 4e 54 34 L. ...... PATIENT4
0100 Ge Se Ge Se 10 00 20 00 08 00 00 00 30 30 30 30 AdAA L0000
0110 30 30 34 20 10 00 30 00 00 00 00 00 10 0o 40 00 LT 1 a.
0120 00 00 00 00 20 00 Od 00 36 00 00 00 31 2a 32 2e [P T
0130 38 34 30 2e 31 31 33 3o 31 39 Ze 32 2Ze 36 37 Ze 840.1136 19.2.67
0140 32 31 35 38 32 39 34 34 33 35 Ze 31 35 37 34 35 21582944 38.15745
0150 30 31 30 31 30 39 30 38 34 32 34 I7 Ze I 30 30 01010908 4247200
0160 30 30 20 00 10 00 0a 00 00 00 33 30 30 30 31 38 oo, .. 300015
0170 33 3. 33 20 363

[File: capane.cap 26 ME D0:C 2 P: 29120 D: 29120 M: 0

(FIGURE 2- this data capture shows packets captured during aDICOM query for patient
information. For privacy reasons, dummy data was used for this example. You can see

the patient name as “PATIENT4”, medical record number, and type of procedure.)

The use of web based applications has become a popular standard for providing access to
patient data for referring physicians. The security of the web based application needs to

be considered when offering this type of access for remote users.
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There are many methods for securing data over the Internet. However, many issues can
arise when using different security methods. | have found that using a SSL web server
that only forwards query requests to serversin the trusted network to be one of the most
trouble free solutions for providing remote users access to patient data. Anytime the
security isincreased at the application level, the potential for application software
problems increases. Many vendor software applications will not work with certain
security software packages. And, requiring every remote user to have a software or
hardware based security application, such as VPN software or hardware, can turn into a
management nightmare and prove to be unfeasible. By working with the vendor of the
PACS chosen, usually a suitable security plan can be developed and implemented.
However, | have found that some vendor implantation teams will install the minimum
security features to ensure a successful install and not inform the organization of other

options for securing the PACS.

Legality issues require authorization and verification of the individuals accessing the
DICOM data at any level of the network. With this concern, the ability to secure the data and
provide some type of auditing mechanism becomes essential. | have seen two different scenarios
in which the data can be accessed in a PACS environment. By actually logging into the software
application with a user name and password and by providing an Application Entity Title (AE-
Title) and port number that would alow a device to query the database software. These two
methods of data access should be controlled and monitored by radiology or information systems
staff. The ability to query the database and actually retrieve patient data and images should be
carefully monitored and restricted to those people and devices that truly need this access for

providing patient care.
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The simple use of a username and password is the basic authentication method found in most
software applications. PACS is no different and should provide this authentication and
authorization method at the very least. The ability to control, force change, and require strong
passwords should be another security feature of the system. Along with the use of usernames and
passwords, the system should have the ability to monitor and audit user access. When users
access the system and retrieve patient data, a detailed audit log should be accessible for review of
the users actions incase any guestion about a patient’ s healthcare record is ever questioned. A
good PACS should have this ability built in and easily accessible by the systems administrator.

Without monitor and auditing, there would be no way of tracking users of the system.

A PACS should also have the ability of only accepting queries from known devices. A devicelist
should be created and the PACS will only recognize queries from devices off thislist. Most
PACS that | have seen control this by only accepting communications from devices that have the
correct AE Title, Port Number, and IP Address. This security feature of the system is not always
on by default and has to be enabled by the system administrator. Many times during
implementation of a PACS, this feature will be disabled until the system is up and running and
then security features like this are turned on to better secure the system. The reason many
implementation teams prefer to disable this feature during implementation isto allow easy
connectivity for existing modalities and other network devices. Once connectivity has been
established and tested, the enabling of security device listsis usually a best security practice. This
will ensure that only authorized devices are alowed to query for patient data. While secure access

to patient datais a major concern, the storage of patient data should not be overlooked.

When discussing secure storage of patient data, the security of where and how the data is stored

should be considered. Storing data on one server without any replication or data mirroring would
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not be a very secure solution. If the one server is jeopardized or has hardware or software failure,
the system could become unusable resulting in system down time which would impact patient
care. By providing aredundant system and having the data stored in a physically secure location,
the system becomes more reliable and secure. And, with evolving technology in medical imaging,

10]

the need for large amounts of storage has become essential.™  Current and future medical

studies can contain thousands of images for one patient study. !

Many organizations use Storage Area Networks (SANs) or Network Attached Storage (NAS) to
store patient data and images. Because images require alot of storage space, it makes sense to use
one of these two storage methods for a PACS. Another method of storage is the use of a Storage
Service Provider (SSP). With this solution, datais stored off site by athird party vendor. Most
storage providers make data available at three levels: online storage, data that is accessed al the
time and needed quickly, long-term storage, datathat is not accessed frequently and the retrieval
time would be around one minute, and disaster recover storage, data that is need to rebuild a
system in the event of a disaster. ™ SSP storage is relatively new and many organizations do not
feel comfortable having their data stored in alocation they can not access. Many Information
systems professionals like to have the data stored where it can be physically accessed and not
haveto rely on athird party to troubleshoot or bring the system back online in the event of a

failure,

With aNAS or network attached storage system, the storage hardware can be physically located
away from the actual PACS servers. This provides physical security of the data by allowing the
datato be stored outside of the radiology department and in an appropriate building that is
designed for data storage. The physical security of the data is often over looked in many
organizations. Many small organizations do not have designated computer facilities and

sometimes have no choice in where the data will be located within the facility. Physical security
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of the data provides the data to only be accessible by authorized personnel, protects the data from
accidents, provides an environment ideal for operating conditions of the hardware, and should
safe guard the data from fire or water damage. By using network based storage, many radiology
departments can house the servers within the department and store the datain a more suitable

secure |ocation that would promote a more secure environment for the patient data.

With the use of Storage Area Networks or SANS, the storage of data can be alittle more
complicated. With a SAN, there are sometimes limitations in how far the application servers can
reside away from the storage. The SAN does provide a private network for the data and the data
can only be accessed by servers attached directly to the SAN. Many debates over NAS versus
SAN as a storage solution have been published. The cost difference between the two, scalability,
and the complexity of management have been the main focus of these debates. There is not any
one formulathat will help decided which system is best for any organization’s storage needs.
Research and planning will be the best methods of determining the storage needs of an

organization.

In considering storage for the PACS | was involved in implanting; two identical storage solutions
were installed to provided redundancy and better security of the data. Both storage systems were
installed in physically separate locations and in a secure, locked, and environmentally controlled
computer rooms. | felt this solution, although alittle more costly, provided the best solution and
security of the patient data. In the event that one storage system would fail, the other would
become immediately available for use. The datais replicated between the two systems and both
systems are in use at the same time to provide load balancing and enhance performance of the
PACS. By storing the patient data in two separate physical locations, the datais more secure and
the organization isin a better position to recover from any failures or problems that could

otherwise make the system unavailable.
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When discussing disaster recovery in relation to PACS, it becomes imperative that the data be
available to restore a system as quickly as possible. Disaster recovery is a security concern when
focusing on how the datais archived or saved and how the datais restored to bring a system back
online. Data should not only be stored onsite, but should also be archived and stored offsite for a
disaster recovery situation.

Disaster recovery should be apart of any information system. With PACS, the recovery of patient
information and images is imperative because the patient records could be permanently lost in the
event of an onsite disaster. In addition to having redundant systems onsite at the facility where |
was involved with a PACS implementation, it was also decided to create a disaster recovery tape
archive system. This system was installed in another location on the campus and all images are
written to atape library. Once the tapes are filled, they are removed from the tape library, coded,
and cataloged. The tapes are then moved to an offsite location and only recalled in the event of a
disaster recovery situation. The offsite location is a secure and professional storage facility and

the tapes can only be accessed by authorized personnel.

Advances in information systems technology can have many benefits to healthcare organizations.
The ability to capture and manage datain systems like PACS can greatly reduce cost and increase
accessibility to patient information and images. The management of systems like PACS can add
complexity to an organization and increase costs if not implemented and maintained correctly.
However, with the proper planning, implementation, and management of a PACS, physicians and
other clinical staff can become more efficient and provide better patient care. The sharing of data
and making data available from anywhere there is Internet access, lends to a more productive and
environment that will benefit patients, clinical staff, and physicians. Although the technology,
hardware, and software are key elements to the successful implementation of PACS, the support

of upper management, teamwork across departments within the organization, and the willingness

-13-



The Secure Storage, Distribution, and Management of Radiology I mages

of the users of the system to adopt and |learn the system are the key factors to implementing a

secure and successful PACS.
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