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N 2003 Hot Tools List

NetScanTools Pro® LANGuard®
Ethereal NetStumbler/MiniStumbler :
Sam Spade Invisible Secrets® :
Snort + IDScenter HexWorkshop?®
nMap EtherPeek®
Ettercap Sniffer®
GRC’s tools Iris®
Dsniff et al Brutus

Camera Shy

Specter (Honeypot)®

White Glove/Deception Toolkits ~ Ping Plotter®
AirMagnet$ KeyGhost Keylogger®

GPS + Antennas® Spycop®
LC4 (LOphtCrack)®

.......
...........................................................................................................................................

2 © 2003 Laura Chappell N Ove I I
-



.
N NetScanTools Pro®

E
¥
[

i NetScanT ools Pro 2001 [TM]

DHCF | MetBios [nfo | Metwark Info and Stats | Email ¥ alidate | SMTF Email Generator/Relay Test
ap | OSFingeiprinting | RPCInfo | IP/MAC Addiess Management | Detection | TTOP | ‘what's New at NwiPSw
TCP Tem I MetT opography I TimeSync I Finger I Launcher I Draptime I Quote I Character Generator Clent

Echo | Database Tests I IDEMT Server I Winzock |nfo | Preferences | About
Mame Server Lookup I Fing I TraceR oute I Whoiz MetScanner Fort Probe I SHkP I HyperTrans
ns< 2]

Stat P [12.23481 = ¢l st |
Feady. EndIP |12.234.8.254 j ﬂ Stop |
—MetBI0S over TCPIP Whoiz
" Dizable Probe 4”8‘“'1”
& MAC Address Only [ Enable Whois E!ue.nea S Cloar Results
i~ MALC Address + Remote Machine Mame T able ¥ | Enztile Smart Whais 4”
terge Drilldown |
Target IP | H. | Ping I T.. | NetBEIOS | Whois I MAC Address = Autos
Ltogize |
12.2534.5.1 l...0:0 Echo ... 0@ - 00-01-96-3C-3...
12.234.5.2 l...H/R /R - 00-10-54-76-1... v Translate [Pz to
12.234.58.3 l...H/R N/R - 00-04-5A-CF-E. .. Hosthames
12.2534.5.4 l... /R H/R - ¥ ARPMACAR Info
12.234.5.5 l...0:0 Echo ... 4l - 00-A0-C5-E3-4. ..
12.234.58.6 l...N/R N/R - ¥ Get Subnet Mazk
12.234.5.7 l... /R H/R - i
12.234.6.8  1...0:0 Echo ... 4l - 00-A0-CC-58-C... [~ Add responding
12.234.6.9 1...N/R N/R 00-10-4B-30-4. .. [P b FILISTS e
12.234.58.10 l... /R H/R Edit Hasts File |
12.234.8.11  1...N/R N/R .
12 234 R_12 1. MR N/ - Load Ta[getgl T
< | y -
Fiint| SaveToFie | Find | Copy | <> | EmailResuts| RFCs | NavigateNsTFP | Est |
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. ]
Ethereal

Opens a variety of trace file formats : :
Filtering (capture, display) e
TCP stream reconstruction and analysis

Sortable trace files

& dns-client timeout.cap - Ethereal el - -0l x|
File Edit Capture Display Tools Help
Mo, . |Time Source Destination FProtocol | Info -
| 1 0. 000000 1a8.1. 182 149.44. 59,11 Standarc OB wiww packet-level.

2 0102705 149.44,.9.17 192.168.1.182 DHNS Standard guery response A 161.58.7:

3 0.1027590 162.168.1.182 146.44.6.11 ICMP Destination unreachahle

4 0.5994580 1592,168.1.182 14%9.44.%5,11 DH= Standard guery A www, packet-level.:

5 1.005315 149.44.9,11 192.168.1.182 DNS Standard guery response A 161,58, 7:

6 1.095360 192,168.1.182 14%.44.9,11 ICMP Destination unreachable

7 2.907383 1092,.168,1.182 14%9.44.9,11 DS standard guery A www. packet-level. [

8 3.008850 149.44,.9,11 192.168.1.182 DHS standard guery response A 161.58.7:

9 3.0988097 152.168.1.182 149.44.0.11 ICMP Destination unreachable !

I -

aaaaaaa

[
F”TEﬁll ‘jj Heseti;&ple'FHe:dns—chenttwnenutcap




Sam Spade

37 Spade - Fast traceroute novell.com, finished =10l x|

File Edt “iew Window Bazic: Toolz Help

Jnuvell.cum j| 4 J|.|1I] = @ |Magic j|i1"f§|ns.in

et 5 whoiz novell.com, finished e : 10| x|

tes \IN3/0L/02 01:15:5) whoils nowell.com -

g% .com 15 a domain of USA & International Col

search dns novell.com. finished : =10l x|

Cory || hois 03/0L/02 0L:LEk:05 dns nowell -com

;@ Redire Canonical name: nowvell.-com

BRI Fost vaccroute novellcom. finished |

® |uhois 132-—

Ping 03/0L/02 0L:2L:59 Fast tracerout

e |[ThE Da Trace novell.com (192.233.80.9)

pus [[Lnform 1 10-4.16Y4.97 l4ms  L4ms

& |[°r rel 2 12.244.948.193 LBms Oms

Wheis 1 L5 aC 2 12-244.L7 .17 Oms  Lims

|p?.§;k ﬂ”fﬂf“m 4 1L2-244.72-20k l4ms  Y4lms
5 12.-123-1L3.kC L4Yms I4ms
E 12-122-5-254 LUYms 2lms
7 12-122-2-c245b 2hms 27ms
g 1d-12c2-2-24L Udms Y4lms
5 12-127Y-L0E-3Y4 28ms 2dms
10 192.-94.L18.223 5hms 5Sms
11 192-233-80-4 Ulms YUlms

& novell.com [whoiz)] | et movell.com (dns] ||"£-_=- novell.com [traceml

|For Help, press F1 |0 | 4
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Snort + IDSCenter

{+1IDScenter 1.08d

5 e

£ Start Snort

] i J # Beset alarm

ﬁ Test configuration |

|1.

~Logs & Alerts
Set directory for Snort logfiles:

General setup
C:%Program Filezs\Sourcefire\Snortirules I

=
= IDS rul =
=l [~ Log to a remote syslog [Posix-systems. -s]

Server: *Port:

Logz/Alerts

—{ Set alert mode [-A]
i+ Full  Fast [~ Log alerts to eventlog [-E] |

B4 E-Mail alert

¥ Special options

— Dizable logging [Alerts still work. -N)

L Preferences
: *Options
Overview Specific packet infos Other options

[T Include ARP Packets [-a) [¥ TCPDump logformat [much Faster. -h)

@ P P | ¥ Include Application Layer [-d] [~ Hide IP of home network [-0)

- [T Include 2nd layer header info [-e]) [~ Add interface name to alert output [-1]

2 Logs folder | [~ Payload: character data only [-C) ¥ Dump the raw packets [-X]:

Snap length of logged packets [Default: 1514, -PJ:

About
ou | %Quwnluad o Apply I x Load config

IDScenter 2001 |LogskaAlerts options




00000000 ]
nMap

— =N -
| BIET WWW.insecure.org
File Output Help
H'I'Stlisllilxanadu vectra playground Scan. | Exit |
Scan Options: General Dptions:
w Connect() _I Don't Resolve .. TCP Ping _| Fragmentation
“ SYMN Stealth _|Fast Scan A TCP&ICMP  _j Get Identd Info

~ Ping Sweep
- UDP Port Scan _I Range of Ports: .. ICKP Ping _| Resalve All

w FIN Stealth | « Don't Fing - 05 Detection

w Bounce Scan: I~ Use Decoyis):  _| Input File: _| Send an Device:
|antinn|ine.cnm |

Cwtput from: nmap -35 -0 -Dantionline.com <anadu vYectra playground

Interesting ports on vectra,yuma,.net (192,1638,0,50 2
Port. State Protocol  Service
13 opEn top daytime
21 ful=l Tl top fLp
2 opEn top ==k
23 opEn top telnet
kX opEn top time
= opEn top finger
111 open tiop sUNTRC
113 opEn top auth
013 opEn top login ||
51d opEn top zhell
TCP Sequence Prediction: Class=random poszitive increments
Difficulty=14943 {kWorthy challenge:
[Femote operating system guesss: OpenBSD 2,2 - 2.3
Wnteresting ports on plagground ,yuma,net. (192 ,163,0,10 T
Ipn':ﬂ' State Pet el CSaruire _"IF
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N Ettercap

DangerOUS! Warning! .............................................................................................

- Uses ARP Poisoning to perform M-i-M attacks

- Character injection in data stream

- Sniffs USER, PASS and data of SSH connections
- Sniffs up SSL data (HTTPS)

- Remote sniffing through GRE tunnel
- Password collector

- Passive/active OS fingerprinting

- Kills connections

- Packet factory

8 © 2003 Laura Chappell



GRC’s Tools

...........................................

WWW.Qrc.com
2 1D Serve - II:I|£|
Internet Senver ldentification Liility, +1.00 X
I D Se rve Fersonal Securnty Freeware by Steve Gibson J
Copuright [2] 2000 by Gibzon Research Corp. & j
Background Senver Cluery | Q&4 Help |
Enter or copy / paste an Internet zerver URL ar IP address here [example: waw, microsaft. com] ;
('T/ Im_pﬂcket—level.cum
YWhen an Internet URL ar IP has been provided abaove,
@ Query The Server ﬁ prezz thiz buttan to initiake a quen of the zpecified zerver.
Server query processing |
'@, HTTF{1.0 200 OK |
Diate: Fri, 07 kar 2002 07:27:54 GRT
server RapidsitefApa-1.3.14 (Unix) FrontPage/4.0.4.3 mod_sslf2.7.1 Openz3L/0.9.6 _|
Last-tdodified: Tue, 29 Jan 2002 23:34:49 GRT
ETag: "3007206-fade-3c5731949" LI
The server identified itself az
@ |Hﬂpidsite,"Apﬂ—1.3.14 {Unix) FrontPagef4.0.4.3 mod_sslf2.7.1 |
Copy Gota [0 Serve web page E xit
9 © 2003 Laura Chappell N Ove I I



N Dsniff et al

passive tools o monkey. o/ ~ugsong/ st/
- Dsniff
- Filesnarf
- Mailsnarf Target:
MAC
- Msgsnarf - address
- Urlsnarf table
- Webspy
Active attack tools
- Arpspoof
- Dnsspoof

- Macof (fail open/duplicate MACs)

10 © 2003 Laura Chappell N Ove I I




.
N Specter Honeypot®

I
E haine Yersion ; E ! 7 :ZE\IET smppe:
Shoppe
Threads : ! £ SMTP stopped
Connections so far : ! - IR il
www.specter.com HITREimtepted
— Dperating System — Services — Traps — Motification - p MWETELUS  stopped
" Handom W FTP ?]| | ¥ Dns 2| | & incidentDB 7| ERE Bl
. : SUE-7 stopped
" Windows 88 7| | | # TELHET 2| | i 2| T Alert mai [& SUNFPC  stopped
O windowsMT 2| | | [T SMTP 2| | F suNRPe 2| | T Shotmal 2] FOR3.  stopped
) : IMAFY stopped
" Windows 2000 7| | | T FINGER 2]| | I ssH 2| statusmal 7| BOZk  stopped
O Windows¥P 2| | | ¥ HTTP 2| | = suB-? 2| | | = Eventla 2| 55H stopped
Engine Meszages !7 Errors !7 Connections | ZGEMNERIC stopped
" MacOs 2] || T WETBUS 2]| |~ oz 2| | T Syslog 57
¢ Machs ﬂ ¥ POP3 ﬂ [~ GENERIC ﬂ Start Engine l Reconfigure l Load | About l
" Linux ij ¥ Provide mails e Stop Engine l Log Analyzer l Save | License l
Generic: Trap Mame
" Solaris _1! — Inteligerice: !W = Alert
MY THAP 5 o
 NexTStep ij o ﬂ © Citical Host Mame : iblll-the-bloodsuckmg-hc ﬂ User Configuration ii
 Tred _1! i ﬂ Generic Trap Port o Syztem Mame : iimacflme ij Metwork Configuration _?J
S ] i ian I 7 Web Service Configuration| 7
= lrix :J ¥ Fort Scan ﬂ (= Alarritg Bonfiguration Yersion:  |1.0 ~—! = *-l
= Unizys Unix _1! v DMNS Lookup ﬂ -—F'asswu:-rd T {7 Motice bail Server IP Address : I ﬂ [T Include zettings in mails _2!
Al 2| | W whois 21| | € Eaw 2| || £ Infarmations) Mail Address: | 2| Status Mail Period [F): [ 24 2]
e ¥ Telnet Banner ﬂ € Marmal ij o ShortMaiI.&ddress:l ﬂ
~ = ~ = Faciity
Fendm e ~—-| tord -—! (= Kerel [~ Remaote Management Port : I 28 Set Password I :J
% Failing :J ¥ Smtp Banrer ﬂ " Mean ij O L
) i i P &ddiesses ?
- Ceniis _l! [ it Hleast ,_ll  Fun _l! P [~ Ex=pect friendly connections dre I _J
Sectrity
" Open :J ¥ Hitp Doc. ﬂ {+ Cheswick ij [~ Use custom mail message for FOF3 Edit Message I :J
Linogesie “1! TRz “1! f st “1! el e e ¥ Usze custor waming message ..ZJ
‘@ ? [ ;
Strange __! Ma. Hops I EO [~ Send P filz _1! Igood to see pou again fred
11 I ——————————————————————————————




N White Glove®*/Deception Toolkit

Services:  Services: |ogging: Standard ~ | Looks ike: Windows — | nstall | start | stop | Status | Logs | auit |
biho I i iHustna\rma:|wg.a|l.r1et Mailtn:lrnnt@lncalhnst
Systat | _ SMBb |Buffer Size: |2048 Loopcount: |10 Inactivity Timeout: |30
Daytime | SMBc G553 g 0.3 7 2002/07/1¢ 14,37 20 15657 15253 0 UDPlisten, pL 50 R-0 Y
Metstat | DTK [|0.0.0.0 -1 0.0.0.0 53 2002/07/16 14:37:20 15260 15260:0 UDPlisten.pl S0 R-0
0.0.0.0 -1 0.0.0.0 69 2002/07/16 14:37.20 15267 152670 UDPlisten.pl SO R-0
DHS | X1 |looio0-10000 111 2002/07/16 14:37:20 15274 15274:0 UDBlisten. pl S0 R-0
tp | i1z [|0-0.0.0 10000 365 2002/07/16 14:37:20 15281 16281:0 UDPListen. pl S0 R-0
0.0.0.0 -1 0.0.0.0 12345 2002/07/16 14:37:20 15288 15288:0 UDPlisten. pl S0 R-0
Gopher | x11-3 [{0.0.0.0 -1 0.0.0.0 12346 2002/07/16 14:37:20 15205 15205.0 UDPlisten pl SO R-O
0.0.0.0 -1 0.0.0.0 65535 2002/07/16 14:37:20 15302 15302:0 UDPlisten. pl S0 R-0
Finger | MetBus |ln 0.0 0 -1 0.0.0.0 23000 2002/07/16 14.37.21 15309 15300:0 UDPlisten. pl SO R-D
Ssh | NetBusz (0000 -10.0.0.0 2049 2002/07/16 14:37:21 15316 15316.0 UDPlisten pl SO R-0
0.0.0.0 -1 0.0.0.0 5999 2002/07,/16 14.37:21 15323 153230 UDPlisten. pl 50 R-0
Telnet | MaxPort [|0.0.0.0 -1 0.0.0.0 14000 2002/07/16 14:37.21 15330 15330.0 UDPListen. pl S0 R-0
0.0.0.0 -1 0.0.0.0 10000 2002/07/16 14:37:81 15337 15337:0 UDPlisten. pl S0 R-0
FTP | Weirdport |0 0. 0.0 -1 0.0.0.0 10752 2002/07/16 14:37:21 15344 15344:0 UDPlisten pl S0 R-0
- 65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl 50 R-0
email | 28000 |lese3c T g'gigo 200207416 14-37.21 15351 15381-1 Generic.pl § RO-0
Web | 2049 (65535 -1 0.0.0.0 2002/07/16 14:37:21 15361 15361:1 Generic.pl § RO-O
65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0
SSL | 5999 |[l65535 -1 0.0.0.0 2002/07/16 14:37.:21 15351 15351:1 Generic.pl § RO-0
65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0 |
Kerberos | 14000 |lcccic -1 oo 0 0 2002/07/16 14.37:91 15381 153811 Generic.pl § RO-0
pop3 | 10000 {65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-O0
65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351.1 Generic.pl § RO-0
SunRPC | 10752 (|65535 -1 0.0.0.0 2002/07/16 14:37:21 15351 15351:1 Generic.pl § RO-0 £
Yersion 1.1 - Fred Cohen
[p— —]
12 © 2003 Laura Chappell N Ove I I
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N AirMagnet®

- O AirMagnet LiveCapture [My Profile] e e o A

B 7 | MAC Address

www.airmagnet.com

[5- £02.11 Information

- 55D (1)
&2 AdHoc
E&Q Infraztructure

T &5 5TA 1)
=L Expert Advice

Broadcast 179
h |

13 et (31 start @ Channel 2 Infrastructure B ARWISE “jCharis  SjDecodes & & OQVEl




N GPS® + Antennas®

pigtails

14 © 2003 Laura Chappell




N LC4 (LOphtCrack)®

- Password cracking
tool - excellent!

- Uh... er.. I mean
Password auditing
and recovery tool!

- Also check out
John the Ripper

-www.openwall.com/john/

15 © 2003 Laura Chappell

Get Encrypted Pazswords

R
01F3

e S NETENEIB] Choose ane of the following methods ta retrieve the
oy = enciypted pazswords.

48C30EEL: RECR

2 ADAZIB(

Get Encrypted Passwords

% Fetieve from the local machine

Fullz encrypted passwords from the local machine's
reqiztry. Administrator access iz required.

™ Fletrieve from a remote machine

Retrieve encrypted paszwaords fram a remote
machine on vour domain. Sdministrator access is
required.

™ Retrieve from MT 4.0 emergency repair disk

Emergency repair dizks and backup tapes made
from ‘Windows MT 4.0 contain a file called ‘sam’ or
'zam._" that containg enciypted passwords,

™ Retieve by zhiffing the local netwark;

Sniffing captures encypted hashes in ransit owver
wovr netwark. Loging, file gharing and print <haring
all uze netwark authentication that can be captured.

< Back I Hest = I

Cancel |

Novell




LANGuard®  wwwgfi.com

s L&Nguard Network Scanner ¥{2.0) _|I:I|E|
File Edit “iew Scan Tools LAMguard Help

o Q| H | @ (7] || Toget: 2y 128.121.70.15 2
l_l:: ....... I -I_'I-I-IF[]IFIrIIthtIIHIIrIII nlertS pruhlng . ﬂ
------- [ Tirne ta live [TTL): 242 [255]) - 13 hoplz] away Checking FTP Alerts ...
-8 Open Parts (5] Checking DHS Alerts ...
[+l 21 [ Ftp => File Transfer Protocal | Checking Hail Alerts ...
[ 25 [ Smtp = Simple Mail Transfer Protocal ] [:hE[:k]:_ng Service Alerts ...
- 50 [ Hitp => ‘World Wide Web, HTTP | Rapidsite/tpz [CECk1ng RPC Alerts ...
------- ® 110[Pap3 => Post Office Protocal 3 ] Checking Miscellaneus ...
------- ® 443 [HitpS => Secure HTTP ] Checking Information ...
CGI probing started...

= & Alerts 1] Please wait ...

CGI probing finished.
Ready

‘ | o -




NetStumbler/MiniStumbler

City 2.ns1

.:{.1"}" MiniStumbler

% 1:15 €9

=" Channels A1 | MAC SSI0 £
---“E_’i’” - () 00022D0SED... Network 7 = =
a0 3 @ 00045AFATF.. mitsui : (@) 0020AB0C2D77  Harmlass =
Enﬂn y O 00045ADEDS. . linkeys s [Qoo40os427ESE 228t -
------ (D) 00022D2FAAE || @ D0045A0F0D.. iannucei 5 |@00022D03FFIF  MichadZZ727]
() 00601D218431 | [ 00B01D218A. . sas airport 4 [(20090D100BFES  WLAN
@ BE7CAFDE410 | 00022D2FAA.. TheBullNet2D 4 | 00045A0E0060  linksys
A- WE (2 DO045ACFFS. . linksys 6 [{0002202977C8 CUSD
B4 7 @:0002200071 ¢ Dakh100 1 |{»006010218EFS  iBook Metwiork: pass
T {3 00501806C16E  default 6 |3 O0EOO204E094  shwipop
a8 10 @ 00045AD168..  hame B | @ 00022029FCSC Wavel AN Metwork
i 11 @ 008037514053 SFD 3 |(y00204B124380 Wireless
- SSIDs g T 1| JueETEEETED CorAe
- 0ab100 O 00045AFALS linksys 4| JIISTSEDIERE (EtiETe E
Ei IelptEs () 00045AD226... Hamp Axnm non T
o s, SAISTISACE. TENOV e S ORs
| V[ |4 | File view Opt Spd GPS [> @ [«




.
N Invisible Secrets®

LSB Steganography
Data injection or data replacement

Carrier + Secret = Stego Image

Novell
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-]
N HexWorkshop®

H Hex Workzhop - [att]1_htm] - 10| x| WWW bpsoft.com§
File Edit Disk DOption: Toolz window Help BB 3| eeereeereeneeessensenenenes y

s szezsve|lz(E/stofl @0 |-
= v+ - = sn |[BB Y %] %E

gonnnaznl3Ir?r AFAZ T3V AR

D K2 oA | &

2020 3C61 2068 7265|:&nbsp: - <a hral

0
00 [EEaRaa e x|ja ZF2F 7777 772E 7061 |f="http: - www.p
00 _ _ 6 6560 2E63 GFGD 2F61|cket-level .com”
o e Drder Data Type: E 6874 6022 3E41 7263 |rchives.htm">Ar_|
oo [intel | Junsignedbyte =111 3E0D 0A7S 7064 6174 |hives< as..upda
00 Hex Decinal 0 7061 7374 2061 7274 |ed with past ar
DDIEJ ﬁn C 6272 3E26 6EGZ 7370 |icles..<br>&nbs
00 6 GEGZ 7370 3B20 2D20|;&nbsp;&nbsp; -
00 Binay: 0 3061 2068 7265 6630 |Updated <a href
00 [o1o1ooon F 7777 772E 7061 636B |"http: - wvwwm . pac
C

oo ZEB3 BFBD 2ZFY0 7Z6F ([et-level .com~pr
oo 4 6D2Z 3EVD VZeF 6475 |ducts.htm'":»prod
O00003ED |6374 0ODDA BCeEY 7374 3CZF B13E 2074 BFZ20(ct..list<-a> to
O00003F0 |696E 63IBC 7564 6520 4861 B36B 2054 7Z61(include Hack Tr
ooooo400 (6365 7220 B1eE 6420 4565 V520 576F 7Z6B (cer and Hex Wor

ooooo410 (7368 eFY0 2028 6665 6174 7572 6564 2070 |shop (featured
I'I{ NONA4?NI72AF R475 /374 Q900 NA3IT 272 IF?2A AFAZ? [rrdoet ) {hrBR_}nILI

att1 kit
Ready |Dffzet 000ODD0D [V alue: RO |G404 hytes ;
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.1
N EtherPeek?®

'S EtherPeek NX : oy ] |
File Edit “iew Capture Send Statistice Tool: Window Help

IDFEHES (&b (B0 DE sTE0MM|[EES

dhcpboot_cap - [0l

+ = HElk A wildpackets.com

Packet | Source | Source ... | Destination | Dest. Port | Flags | Size | Protoc.. = | e

1. IP-0.0.0.0 bootpc | IP Broadcast {bootps | . 346 UDP...—

z IP-10.0.0.1 bootps  IP-10.0.99.2 : hootpe . 308 U'DP.;.ILI
4

l

| _Packet: | 2| b O L2 = !
: 0300 =
axoo H ;Iglil
& Packet Length:308 —
§ Timestamp: 14:15:37. 716675 11/18/1999 ize Distribution I =54

E-% Ethernet Header
i - HP Destination: 00:A0:CC:20:CE:DE | Rk
Hf Source: 00:10:4E:30:C4:- 44 :

0000: 00 AO CC 20 C2 DE 00 10 4B 30 Cd4 44 0% 00 45 Ml 125-235

o0le: 01 22 3> DB 00 00 20 11 84 ED OA 00 00 Ol 0OA&

0032Z: 63 0OZ 00 43 00 44 0l OFE 96 36 0Z 01 06 00 DE .255—511

0o42: DE 02 00 00 OO0 00 00 00 00 00 0A& 00 &2 OF 00

00&4: 00 00 00 00 00 OO0 00 AQ0 CC 30 CE DE 00 OO0 00 [ s12-1023

ooe0: 00 00 00 oo oo oo oo o0 oo

Q0s&: 00 00 00 00 00 Q0 00 00 00 00 4o oo 0o a0 [ 10241517
Pr Size

o 0o
Packets A Nodes Summary b History b Log A Exp
W ==1515

otacols

Far Help, press F1 [ Intel(R) PRO/T00VE Metwark Connection %

20 © 2003 Laura Chappell N Ove I I
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T
N Sniffer®

:E'_E;Sniffer - Local, Ethernet [Line speed at 10 Mbps] - 0| x| .
Fil=  Monitor Capture Display Tool: Databaze ‘wWindow Help Www.sn Iffe r.com

}l "| .l@ilml EI IDE[au": j .'- ................................................. :
S|d| 82| &nlveEsen 2 ¢ @

&% Dashboard

et Thresh

Grutelat34E
z Traffic Map

‘Gauge ,_xDetaiI ]

Q0 Friday, M
|ENetwork |

Expett 4, Decode & Matrix A Host Table p Protocal Dist. p Statistics

21 For Help, press F1 % | s | 22. | ﬂ |5':":"j s N ove I I




Iris®

- Inlil :.“'..".“"“"“"“"‘."'.""-E
JEiIe Wieww Capkture Decode Fikers Tools Help |l WWW.eeye.COI’n;
@ H

0

DE-H- v & | aEER Gl w-&-o || 80 B |G

Capture o]

Packet Decader - + X||Mo. |MACsource addr | MAC dest, addr | Frame | Protocol |;|
_ 1 Packet structure | 115 IEM-cfac7? SOMY-0d53e2  IP TCP-» NETBICOS-55N
=-_1 MAC header {(Ethernet ] 114 SONY-0d53e9 IBM-cfac 77 P TCP-» NETBIOS-55M
v RS Destination: 05:00:46:(0 115 IBM-cfa6 7?7 SOMY-0d539  IP TCP-» NETBIOS-55M
¢, """ source: 0U:06:29:CF:A 116 SOMY-0dS3e9 IBM-cFa677 IP TCP-> NETBIOS-55M
| @ Type: 08-00 DoD IP ) =
SR 2 1Pv4 head T "
= a?u ea E’4 118 SOMyY-0d53e3 IEM-cFan 77 P TCP-» METBIOS-35M
vl . Hersf"'l‘ s 20 119 IBM-cfac7? SOMY-0dS3e9  IP TCP- NETBIOS-55M
=ACEr IEngih = 120 00:80:29:00:3F:BC  Eroadcast 8023 IPY
Guard =@ Type of service = 00 121 00:80:29:00:3F:BC  Broadcast 802.3  IPY
LA LAl oon..... =0 Low pr H H H H H Foadcas f
0 ..0.... = Normal de 122 00:80:29:00:3F:6C  Broadcast 8023 IFY
A5 .0, = Mormal b 123 00:80:22:00:3F:BC  Broadcast 802.3 IR
Fies (TR 0.. = Mormal re | I i
MEE - - @ Total length = 40 bybes ! 4
----- @ Identification = 43470 +
= Flags ERC = v iﬁ
5____';'0 de D000 0OF 00 46 OD 53 E9 00 06 29 CF 4f 77 08 00 45 00 ..F.3
TR ”””?EF =" |oolo 00 28 A9 CE 40 00 80 06 CC EL CO 48 01 C8 CO A8 . (=i@
=-'1.-'. """ Eﬂ””tFragrv 0020 01 07 08 7F 00 8E FO 45 64 BD 24 F9 64 FO 50 11 ..0O..
e, [y L1 mre Fram v
E balistics 4 | , D030 3F FR F6 C3 00 00 00 00 00 00 00 00 eued,
Linkz This is the packet editor window. ¥ou can bring a packet here by clicking one in packets list or wou can create :I
Help Q ?FEE:.-?I u:lrleFEv Flifﬂ'?gfﬂxm button, This editor supports the usual edit commands ek in standard editors LI
Done lcPurts | 123f2000  [1P: 192.168.1.7 MAC: 05:00:46:00:53:E9 [E5 Intel 825 ¢
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¥ |Brutus - AET2 - www hoobie.net /brutus - {January 2000% E - 10| x|

File Tools Help

T arget l13|:l.34.22.1'|2 Type I vl Start Stop | Clear

~Connection Option

Part |23 Connections T | 10 Timeout T J 10 ™ Use Prosy Definel

—Telnet Optior g - i
Modify zequence | [T Ty to stay connected for I'—'”""ﬂi'ﬁE "i afternpts WWW.hOObi e net/bl’utus

—huthentication O ption

¥ Usze Usemarne [T Single User Pazz Mode IWDrd List "I

szer File |users.t:-:t Ernwsel Paz= File Iwn:url:ls.t:-:t Ernwsel

Pasitive Authentication Results

T arget | Type | Ilzername | Fassword I

Located and inztalled 10 authentization plug-ins

| 0

o

| Tomeout:  Heech  AuthSeg Throtde: kil
| Idle A
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- 0_0000000000O0O0O0]
N Camera Shy

ﬁ An illusion page - Camera,/Shy = IEI!_E!
Utilities  Yiew Security  Help  Dedication

Q1O IQILJIm] ——

_ www. hactivismo.com

Note: 1

On 3/6/03, the
developer version
of “6/4” was
quietly released.

!Dune

Encrypted GIF Images in Webpage, Click to Load GIF's Scanned: 35
htkp:ffsabokeur, Sm.comycool. gif

http:ffsaboteur, Gm.comfamb, gif

httpsffsaboteur, Bm,comfwindowz, gif
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e
N Ping Plotter?®

4. www.novell.com - Ping Plotter : - O] x|

File Edit “iew Help

Address to Trace; Target Mame: www.novell.com

ey movell .com _”:l: 192.233.80.5 201-a00
Sample Set Time: 14312003 7:41:45 P - 1312003 Tazz0 pr (DGR

R TIRVEN, GO Hop PL%| IP | DMSMame | Awg | Cur | Graph

12234124145

an
14657 202 254 B0 L = —— 1 0
ey pingplotter.com 12244 98193 e 10
Ny SLICONYE SO 12944 BFAT e L 3

1224472206 e 15 10
12.123.13.68 gbrl-p?l.sffca.ip. att niet 16 10
121225250 gbrd-p00. sffca.ip. att net 19 10
10 12122266 gbr3-pal. dvmeo.ip. att net 42 40 1000%
12122526 gbr2-p20. dvmco.ip. att net 44 Bl
121233677 garl-p370.dvmooip.attnet 48 51

1212515914 e LT
— Sampling 19294118221 emeeees 47 B0
# of times to trace: ILInIim'rted ::i 10 192 233.80.5 i nioveell. com 45 B0 1000% pu
Eound Trlp 45 B0 grrresessna s :
Trace Interval: IS seconds ﬂ WWW pl n(qp I Otter com
— Statistics e eeeeeeeteeesnesenee b e :
Samples to include: |1 i} ﬂ wwwnowell com (192,233 80067 Graph time = 10 minutes
E Bl |'| |'| 'I.HFM
otop 1 o
U fEadp Bdp Sp Tlhep AT TR TGp TMH0p Talp Tl !
|Tran:e Count: 54 |Displa';.-'ed Samples: 45 ko 54 i
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KeyGhost Keylogger®

Test out at the Packet-Level booth.

Password: keyghost
Instructions at booth

© 2003 Laura Chappell
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i1 COWINNT system 32 dlicache' ntsd.exe

File Scan Help

# | D

Scan Mow Pausze

Y

Spy | nfo

Sethings E uit ‘ -

— Reszultz of Scan

J

Suzpicious Files [double click far more information or ba rename):

Jd

— Status
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N Laura’s Lab Kit v4.0

Contains many of these tools and more

Video clips

Trace files n
2003 Course Outlines
More...

Join the analysis/cybercrime roadshow in 2003!

Check out the online courses at
www.packet-level.com
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