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EDITORIAL

Joseph L ewis Popp Arrested

On 18th January 1990 the Computer Crime Unit of the City and

M etropolitan Police applied at Bow Street M agistrates Court,
London, for awarrant for the arrest of Dr. Joseph L ewis Popp, an
American citizen, on chargesof blackmail in connectionwiththe
AlIDSInformation Disketteextortionbid. A Federal FugitiveArrest
Warrant for Popp’ s apprehension wasissued six dayslater by U.S.
District Judge Ann Aldrich. At 9.00 pm GMT on 1st February, the
FBI and officersfrom thelocal sheriff’ sdepartment arrested Popp at
hisparents’ homeinW. Willowick Drive, Willowick, Ohio, USA.

Popp, 39, appeared before U.S. M agistrate Joseph W. Bartunek of
the Cleveland District Court on Friday 2nd February. Hefaces
extradition proceedings under a 1972 treaty between the USA and
the United Kingdom. When read the charges, Popp replied that he
understood them but said “| don’t understand how they apply in my
case”. Bail wasrefused. Psychiatric reportswere ordered by
Bartunek after John P. Kilroy, Popp’ sattorney described hisclient
as “depressed and possibly suicidal”.

Popp isazoologist and anthropol ogist and has conducted research
into animal behaviour for both UNICEF and the World Health
Authority. He had researched into the connection betweenthe AIDS/
HIV biological virusand the African green monkey believed to have
been theinitial carrier of the disease and had al so attended a number
of WHO teaching coursesin Africa. A 1972 biology graduatefrom
Ohio State University, Popp went onto receiveadoctoratein
anthropology from Harvard University in 1979. Popp had worked on
aWHO contract in Nairobi during December 1989 and returned to
livewith his parents, Joseph and Dorothy, upon its conclusion just
beforeChristmas.

Popp deniesbeing adirector, shareholder, or employee of the PC
Cyborg Corporation and saysthat he had no financial interest in the
company. Kilroy quoted hisclient as saying “the sole reason for the
project [the AIDS disk] wasto use computersto provide health
education to peopl e around theworld to fight the global epidemic of
AIDS. | never made apenny out of thisand | never intended to”.
Kilroy said that the disk’ sreported side effectswereinexplicable but
that the disksthemselveswereintended to generate money to
conduct researchintothe AIDSbiological virus. Popp claimsthat he
received no money to distribute the disk and said that WHO officias
weredirectors of the PC Cyborg Corporation and that the AIDS
Information Disketteswere part of asecret plot to raisefunds. Kilroy
said that Popp was*“ certain that they’ re WHO officials going to
deny any knowledge of participation”. Popp said that PC Cyborg
directorswerealiases. The company’ sdirectorshavebeen listed as
Kitain Mekonen, Asrat Wakjiraand Fantu M ekease whileafourth
man, aMr. E. Ketema, isalso believed to beimplicated. Ketema
contacted the L ondon circulation department of PC BusinessWorld
in October of last year and purchased 7,000 address |abels of which
wereused tomail the AIDS Trojan. Detective I nspector John Austen
of New Scotland Y ard’ s Computer Crime Unit hasnot revealed
whether there are any suspects other than Popp.

WorldHealth Organi sation official sdenied Popp’ sallegation.
ThomasW. Netter, aWHO spokesman described the allegation as
“totally and completely false” while both Dr. Mandel, director of
computerisation at the WHO'’ s Genevaheadquartersand Salah
Mandil, director of WHO' sworldwidecomputer and tel ecommuni-
cationsoperationsrefuted Popp’ sclaims. The WHO global program
on AIDS employs 250 people and has abudget thisyear of $109
million. A mailinglist containing 3,500 namesfromthe WHO
database was used to mail the AIDS Trojan.

FBI spokesman Bob Hawk said that the FBI had infor mation
that Popp wasprepared tomail afurther twomillion disks. The
FBI’srole had been to locate and apprehend the suspect while the
detectivework had been undertaken exclusively by theUK’s
Computer Crime Unit. Popp facesamaximum sentence of fourteen
years’ imprisonment for each count of blackmail. Extradition, if
granted, isexpected to take ten weeksto complete.

Thecharge: That on 11th December 1989, within the jurisdiction
of the Central Criminal Court, you with a view to gain for another,
vis PC Cyborg Corporation of Panama, with menaces made
unwarranted demand, vis a payment of one hundred and eighty
nine U.S. dollars or three hundred and seventy eight U.S. dollars
fromthe victim.

Extradition and Blackmail

Thelaw of extradition isfulginousand complex, although
provisionsof the Criminal Justice Act 1988 haveclarified
parts. Thereturn of Dr. Popp will be governed principally by
the treaty of 1972, asamended, between the USA and the
UK. The UK hasspecified extradition for the offence of
blackmail. However, should he be acquitted of blackmail the
prosecution could still proceed afresh with other charges, e.g.
criminal damage, so long asthe particulars furnished to the
USCourt for theextradition disclosed them.

Blackmail requiresthe prosecution to show the demand was
unwarranted, and that the menacesin support of it would
make an ordinary person accedeto thedemand unwillingly.
Thedefence may arguethat the demandswere contractual .
However, warningshave been judged asmenaces. Also, the
business user who ‘sees’ hisfiles but cannot use them may
takelittle pressureto accede. Perhaps of moreinterest, there
may be some dispute asto whether the unusable computer
could be further harmed, and thus what the menace was.
Further, there may be arguments about Dr. Popp’ s standards
and beliefs by which the reasonabl eness of hisconduct should
bejudged. Thiswill beamatter for thejury.

Owen Keane
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MAC THREATS

David Ferbrache

WDEFUsurpsnVIR

All indicationsare that the WDEF virusreported on December 3rd
1989 (see Virus Bulletin, January 1990, pp 14.) is now rivalling the
nV IR virusfor the dubioustitle of most common Macintosh virus.
The Virus-L electronic discussion forum has carried dozens of
reports of the virusfrom the USA, Canada, Ireland and the UK. It
seems clear that the virus has been spreading for some considerable
timeprior to detection. Thevirus' method of re-vectoring the
resource manager trapsto point to the ROM version of theroutines
hasproved highly effectiveinevading detection.

The WDEF-A virus has now been reported from anumber of
locationsinthe UK. MacUser magazinereported aparticularly
seriousincident in its February edition noting that over 2,000
infected disks had been reported as part of afree mailing of fonts
with Issue 2 of the MacPublishing magazine. MacPublishing's
management responded quickly by distributing an updated version
of the public domain ant-viral program Disinfectant (versions1.5
and 1.6 will detect WDEF).

A limited number of reportsof WDEF-B infection havebeen
received (adebugging version of WDEF-A which beepson desktop
infection) fromfour North Americanuniversities.

Itisimportant to notethat WDEF replicatesviathedesktop file
on disk, and assuch can infect diskscontaining no executable
applications. Inthe caseof the MacPublishing infection WDEF was
transferred viaadisk containing ahypertext stack fromthe USA.
Re-infectionfrom archivedisksisposing significant problemsat
thoseinstitutionswhich do not use up-to-date anti-viral tools.

MacTrojan Warning

Two new Trojan horses have been reported recently (February 4th,
1990) which affect the Apple Macintosh. Thefirstisembedded in
the program ‘ Mosaic’, the second in a Stuffit! archive containing
‘FontFinder’.

Thefirst strain when launched will destroy thedirectoriesof all
unlocked drives, renaming each destroyed driveas‘ Gotcha!’.
Unmounted hard drives are al so attacked.

Damage appearsto berestricted to destruction of directory informa-
tionincludingfiletypeand creator. Commercial datarecovery
utilitiescan normally restorethefilestructure.

The second strain displaysalist of font stylesand point sizesin the
systemfile. On, or after, 10th February 1990 it will trigger destroy-
ing the directory structurein asimilar manner to strain 1.

All indicationsarethat these Trojans (first reported at the University
of Alberta, Canada) areclosely related in their destructive code and
are assumed to have been rel eased by the same person.

The characteristics of thetwo Trojan programsare:

Mosaic Type=APPL, O eat or=??7??
O eated 8/ 1/90 12: 28am nodi fi ed 8/ 1/ 90
1: 27am(r eport ed)
Two code r esour ces
CODE 0 32 bytes
CODE 1 6528 byt es

FontFinder ~ Type=APPL, O eat or =BNBW
Oreat ed 9/ 1/ 90 10: 20pm nodi fied 9/ 1/ 90
10: 24pm
Two code r esour ces
CODE 0 32 bytes
CCDE 1 12052 byt es

The Trojans contain readable text at the end of CODE 1, extractsare
asfollows:

MosaicDEATHTRA Deat hTrak I I . . .

FontFinder KI LLI T APr ogramnodi fi cati ons court esy of
the Dat a Terror G oup, CT, USA .. You have been hi t
by anot her Deat hTrak system. .

Thetext and codeindicatethe Trojansarerelated. Theoriginal
reporter hasproposed thefollowing Virus Detective scan string:

Resour ce CODE & | D=1 & Dat a 44656174685472616B

Thisisacrude string but will identify both these Trojans.

PreventingTrojan Activity

Aswith resource manager trapson the Mac, it ispossibleto
intercept anumber of the operating system traps connected with low
level disk activity. An obviousexampleistrap A9E9 hex whichis
the entry point to thedisk initialisation library package (in particular
the DiZero and DiFormat calls). By intercepting thistrap (through
the use of aprotection INIT) the user can be supplied with aprompt
astowhether theinitialisation process can continue.

Anexampleof suchaprotection INIT isthe SAM intercept
configuredin advanced protection modewhichwill detect alterations
to: volume boot blocks; volume information; volume bit map on
HFSvolumes; volume block map on MFSvolumes; volume b-trees
on HFSvolumes; volume directory on MFSvolumes.

Utilities such asthe public domain Virus Blockade (Jeff Shulman)
arealsopotentially effectiveagainst Trojan activity. Thisutility
operates by over-writing adrive or component of adrivein software
by trap interception. It should be noted that while protection INITs
areaninterim solution, itispossiblefor aTrojan to directly
manipulate the underlying disk controller or to removethe patch to
thetrap table. In general until computer systemsincor poratethe
concept of aprivileged oper ating system ker nel with well defined
entry points(supported by har dwar epr otection and memory
management), Trojanswill beamajor problem.
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IBM PC VIRUSES

Thisisalist of theknown viruses affecting IBM PCsand compatibles, including X Ts, ATsand PS/2s. Thefirst part of thelist givesaliasesand
brief descriptions of viruseswhich have been seen, whilethe second part lists viruseswhich have been reported.

Each entry consists of the virus group name, itsaliases and the virustype (See “ Type codes’ table). Thisisfollowed by a short description (if
available) and a 10 to 16 byte hexadecimal pattern which can be used to detect the presence of the virus by the “ search” routine of disk utility
programssuch as The Norton Utilities or your favourite disk scanning program. Offset normally meansthe number of bytesfrom thevirusentry
point. For parasitic viruses, theinfectivelength (the amount by which the length of aninfected file hasincreased) isalso given.

Typecodes:

C =InfectsCOM files

E =InfectsEXEfiles

D = Infects DOS boot sector (Logical sector 0 on hard and floppy disks)

M = Infectsdisk boot sector (Absolute sector 0 on hard disk, Logical sector 0 on floppy)
N =Not memory-resident after infection

R=Memory-resident afterinfection

SEENVIRUSES
405 - CN: Infectsone COM file (on adifferent disk) each time an infected program isrun by overwriting thefirst 405 bytes. If thelength of thefile
islessthan 405 bytes, it will beincreased to 405. Thevirusonly infectsthe current directory and does not recognise afile already infected.

405 26A2 4902 26A2 4B02 26A2 8B02 50B4 19CD; O fset 00A

1260 - CN: 1260 infects COM files, adding 1260 bytesto them. Thefirst 39 bytes contain code used to decrypt the rest of thevirus. A variable
number of short (irrelevant) instructions are added between the decoding instructions at random in an attempt to prevent virus scannersfrom using
identification strings. No sear ch patternispossible. (VB Mar 90)

4K, 4096, IDF, Israeli Defence Forces- CER: Infectivelengthis4096 bytes. Virusawaiting disassembly.

4K E808 OBE8 DOOA E89A OAES F60A E8B4 0A53 ; Of f set 239
Alabama- ER: Infectivelengthis 1560 bytes. Virusawaiting disassembly.
Al abanma 8CDD 33DB 8EDB 8B07 0B47 0274 7489 1F89 ; O fset 109

Amstrad - CN: Adds 847 bytesto the front of any COM filein the current directory. Thevirusisonly 334 byteslong, which makesit the shortest
PC virusknown. Therest contains an advertisment for Amstrad computers.

Anstrad C706 OEO1 0000 2E8C 0610 012E FF2EOEO01 ; Off set 114

Brain, Ashar, Shoe- DR: Consists of abootstrap sector and 3 clusters (6 sectors) marked asbad inthe FAT. Thefirst of these containsthe original
boot sector. Initsoriginal versionit only infects 360K floppy disks and occupies 7K of RAM. It createsalabel “(c) Brain” on an infected disk.
Thereisavariation which creates alabel “(c) ashar”.

Brai n A006 7CA2 097C 8BOE 077C 890E OA7C E857 ; Of f set 158

Cascade, Fall, Russian - CR: Thisencrypted virus attachesitself to theend of aCOM file, increasing itslength by 1701 or 1704 bytes. The
encryption key includesthelength of theinfected program, soinfected filesof different lengthswill ook different. After infectionit becomes
memory-resident andinfectsevery COM fileexecuted, including COMMAND.COM. Theoriginal versionwill producea“falling characters’
display if the system dateis between 1st October and 31st December 1988. The formatting version will format the hard disk on any day between
1st October and 31st December of any year except 1993. Both activations occur arandom time after infection with amaximum of 5 minutes. (VB
Sep 89)

Cascade (1) 01 OF8DB74D 01BC 8206 3134 3124 464C75F8 ; O f set 012, 1701 bytes, Falling characters

Cascade (1) 04 OF8DB74D 01BC 8506 3134 3124 464C75F8 ; O f set 012, 1704 bytes, Fallingcharacters

Cascade (1) Y4 FA8B CDE8 0000 5B81 EB31 012E F687 2A01 ; O f set 000, 1704 bytes, Fal ling characters

Cascade f or mat OF8D B74D 01BC 8506 3134 3124 464C77F8 ; O fset 012, 1704 bytes, Formats hard di sk

Dark Avenger - CER: Appearsto infect onfile open and close aswell asload and execute expanding thefile by 1800 bytes. Thismeansthat a
virus-scan program will causeit to infect every program on thedisk. Only infectsif programisat least 1775 bytes. May overwrite datasectorswith
garbage. Thereisavariant which extendsthe file by 2000 bytes. (VB Feb 90)

Dar k Avenger A4A5 8B26 0600 33DB 53FF 64F5 EB00 005E; O fset vari abl e
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Datacrime - CN: Thevirusattachesitself to the end of aCOM file, increasing itslength by 1168 or 1280 bytes. On execution of an infected
program, the virus searchesthrough full directory structure of drivesC, D, A and B for an uninfected COM filewhich will beinfected. Fileswith
7th letter D will beignored (including COMMAND.COM). If the dateison or after 13th October of any year, thefirst 9 tracks of the hard disk will
beformatted. Theformat islow level after displaying the message:

DATACRI MEVI RUS

RELEASED: 1 MARCH 1989

Thismessageisstored in an encrypted form in thevirus. (VB Aug 89).
Dat acri me (1) 3601 0183 EEO3 8BC6 3D00 0075 03E9 0201 ; O f set 002, 1168 bytes
Dat acri me (2) 3601 0183 EEO3 8BC6 3D00 0075 03E9 FEOO ; O f set 002, 1280 bytes

Datacrimell - CEN: Thisencrypted virus attachesitself to the end of aCOM or EXE file, increasing their length by 1514 bytes. Thevirus
searchesthrough the full directory structure of drives C, A and B for an uninfected COM or EXEfile. Itignoresany fileif the second letter isB. If
the dateison or after 13th October of any year, but not aMonday, alow level format of the first 9 trackswill be done on the hard disk after
displaying the message:
DATACR MEI 1 VI RUS

Thismessageisstored in an encrypted formin thevirus.

Datacrimel | 2E8A 072E C605 2232 C2D0 CA2E 8807 432E; Of f set 022, 1514 bytes
dBASE - CR: Transposesbytesin dBASE files (DBF). Createsthe hidden fileBUGS.DAT intheroot directory of drive C: and generateserrorsif
the absol ute difference between the month of creation of BUGS.DAT and the current month isgreater or equal to 3. Infectivelength is 1864 bytes.
Thedestroy version destroysdrivesD: to Z: when thetrigger point isreached. (VB Dec 89)

dBASE 50B8 0AFB CD21 3DFB 0A74 02EB 8A56 E800 ; O f set 636, 1864 bytes

dBASE dest r oy B900 01BA 0000 8EDA 33DB 50CD 2658 403C; O fset 735, 1864 byt es
December 24th - ER: A mutation of the Icelandic (3) virus. It will infect one out of every 10 EXE filesrun, which grow by 848-863 bytes. If an
infected fileisrun on December 24th, it will stop any other program from running and display the message “ Gledileg jol” (Merry Christmasin
Icelandic).

Decenber 24t h 0606 7E03 FEB4 5290 CD21 2E8C 0645 0326 ; O f set 044
Den Zuk, Search - DR: The majority of thevirusisstored in aspecially formatted track 40, head O sectors 33to 41. When Ctrl-Alt-Del ispressed,
thevirusinterceptsit and displays“DEN ZUK” dliding in from the sides of the screen. Thisdoes not happen if KEYBUK or KEYB isinstalled.
Den Zuk will remove Brain and Ohio and replace them with copies of itself.

Den Zuk FASC C38E DBSE DOBC 00F0 FBB8 787C50C3 ; Off set 0
Devil’sDance - CR: A simpleviruswhich infects COM files, adding 951 bytes at the end of infected files. Thevirusisbelieved to have originated
in Spain or Mexico.

Devi | ' s Dance B800 0150 8CC8 8EDB 8EQD C306 B821 35CD; O f set 011
Disk Killer, Ogre- DR: Thevirusinfectsfloppy and hard disksand if the computer isleft on for more than 48 hours, it will encrypt the contents of
the bootable disk partition. Theinfection of adisk occurrsby intercepting adisk read - INT 13H function 2. When the virustriggers, it displaysthe
message“ Disk Killer— Version 1.00 by Ogre Software, 04/01/1989. Warning!! Don’t turn off the power or removethediskettewhile Disk Killer
isProcessing!”. (VB Jan 90)

DskKiller 2EA1 1304 2D08 002E A313 04B1 0603 EO8E ; O f set 0C3
Do-nothing - CR: A badly written virusfrom Israel that assumesa 640K system.
Do not hi ng 8CCA 8EDA BAOO 988E C2F3 A41E B800 008E ; O f set 020

Eddie-2 - CER: A non-destructivevirusfrom Bulgaria. It marksinfected fileswith avalue of 62 in the secondsfield of the timestamp, which
makes them immune from infection by Viennaor Zero Bug. Infected filesgrow by 651 bytes, but thiswill not be seenif aDIR command isused -
thevirusinterceptsthefind-first and find-next functions, returning the correct (uninfected) length.

Eddi e- 2 D3E8 408C D103 C18C D949 8ECL BF02 00BA; O f set 02D, 651 bytes
E.D.V.-DR: E.D.V. marksinfected diskswith “EV” at the end of the boot sector and storesthe original boot sector codein thelast sector of the
last track on 360K disks, just likethe Yalevirus. Virusawaiting full disassembly.

ED V. 0001 5083 ECD4 B800 01CF B601 B908 2751 ; O f set 0C1
Fu Manchu - CER: Thevirusattachesitself to the beginning of aCOM fileor to the end of an EXE file. Infectivelengthis 2086 bytes(COM) and
2080 (EXE). It isarewritten version of the Jerusalem virus, but the marker is now “rEMHOr” and the preceding “sU” isnow “sAX” (Sax
Rohmer, creator of FuManchu). Afterinstallingitself asmemory-resident, it will infect any COM or EXEfile, except COMMAND.COM. EXE
filesareinfected only once, unlikethe original Jerusalem. Onein sixteen timesoninfection atimer isinstalled, which will trigger adisplay “ The
world will hear from me again” after arandom number of half-hours (max. 7.5 hours). The machinethen reboots. The same messageisalso
displayed on pressing Ctrl-Alt-Del, but the virus does not survive thereboot. If the dateisafter 1st August 1989, the virus monitorsthe keyboard
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buffer and adds derogatory commentsto the names of politicians(Thatcher, Reagan, Bothaand Waldheim), overstrikestwo four-letter words, and
displays “virus 3/10/88 - latest in the new fun line!” if “Fu Manchu” istyped. All messages are encrypted. (VB Jul 89)

Fu Manchu FCB4 E1CD 2180 FCE1 7316 80FC 0472 11B4 ; O f set 1EE, 2086 bytes COM 2080 byt es EXE
GhostBalls- CN: A strain of Viennavirus. Secondsfield changed to 62, asin Vienna. Infectivelength is 2351 bytes and the virus attaches itself to
theend of thefile. Whenrun, it will infect other COM filesand try to place amodified copy of theItalian virusinto boot sector of drive A:. This
copy of the Italian runs on 286 machines but is non-infective. Virus containstext “ GhostBalls, Product of Iceland”.

ChostBal | s AE75 EDE2 FASE 0789 BC16 008B FE81 C71F ; O f set 051

Hallochen - CER: A viruswhich reputedly originated in West Germany. It containstwo text strings (o in Hallochen hasan umlaut (character code
148decimal)):

Acrivate Level 1..

Theviruswill not infect “old” files. If the value of the month or year fieldsin the time stamp is different from the current date, the filewill not be
infected. Theviruswill only infect fileslonger than 5000 bytes, increasing their length by 2011 bytes.

Hal | ochen EB8C C903 DI8E D3BC DB08 53BB 2E00 53CB; Of f set O1E, 2011 bytes

Icelandic, Saratoga- ER: Thevirusattachesitself at the end of an EXE fileand after becoming memory-resident, it will infect only oneinten (one
intwo for thelcelandic (2) variant) programs executed. When aprogram isinfected, the disk isexamined and if it has more than 20 M Bytes, one
cluster ismarked asbad in thefirst copy of the FAT. Thereisamutation which does not flag clusters. Version (1) will not infect the system unless
INT 13H segment is0700H or FOOOH, thus avoiding detection by anti-virus programswhich hook into thisinterrupt. Version (3) doesnot flag
clustersand bypassesall interrupt-checking programs.

I cel andic (1) 2EGC6 0687 020A 9050 5351 5256 1E8B DA43 ; O f set 006, 656 byt es
I cel andi ¢ (2) 2EG6 0679 0202 9050 5351 5256 1E8B DA43 ; O f set 0B8, 642 bytes
I cel andi ¢ (3) 2EGC6 066F 020A 9050 5351 5256 1E8B DA43 ; O f set 106, 632 bytes

Italian, Pingpong, Turin, Bouncing Ball, VeraCruz - DR: Thevirus consists of aboot sector and one cluster (2 sectors) marked asbad in the first
copy of the FAT. Thefirst sector containstherest of the viruswhile the second containsthe original boot sector. Itinfectsall diskswhich haveat
least two sectors per cluster and occupies 2K of RAM. It displaysasingle character “bouncing ball” if thereisadisk access during the one-
second interval in any multiple of 30 minutes on the system clock. The original version will hang when run on an 80286 or 80386 machine, but a
new version hasbeen reported which runsnormally. If awarm boot is performed after the machine hangs, an uninfected disk will still become
infected. (VB Nov 89)

Italian-Gn B106 D3EO 2DC0 078E COBE 007C 8BFE B900 ; O f set 030

Italian 32E4 CD1A F6C6 7F75 OAF6 C2F0 7505 52E8 ; O f set OF0

Jerusalem, PLO, Friday the 13th, Israeli - CER: Thevirus attachesitself to the beginning of aCOM file or at the end of an EXE file. When an
infected fileisexecuted, thevirusbecomesmemory-resident and will infect any COM or EXE program run, except COMMAND.COM. COM files
areinfected only once, while EXE filesarere-infected every timethat they arerun. Infectivelengthis 1813 bytes (COM) and 1808 bytes (EXE).
Thevirusfindsthe end of EXE filesfrom theinformation in thefile header, and if thisislessthan the actual filelength, theviruswill overwrite part
of thefile. After the system has been infected for 30 minutes, row 5 column 5 to row 16 column 16 on the screen are scrolled up two lines, creating
a“black window”. The system then slows down, due to atime-wasting loop installed on each timer interrupt. If the system isinfected when the
dateisset to 13th of any month which isalso aFriday, every program run will be deleted. (VB Jul 89)

Jerusal em 03F7 2E8B 8D11 00CD 218C C305 1000 8EDO ; O f set OAC, 1813 bytes COM 1808 byt es EXE
L ehigh - CR: Thevirusonly infects COMMAND.COM. It is555 byteslong and becomes memory-resident when the infected copy isrun. If adisk
isaccessed which containsan uninfected COMMAND.COM, the copy isinfected. A count of infection generationiskept insidethevirus, and
when it reaches 4 (or 10 in amutated version), the current disk istrashed each time adisk isinfected, provided that (a) the current disk iseither in
the A driveor B drive, (b) thedisk justinfected iseither the A drive or B drive and (c) the disk just infected is not the current one. Thetrashing is
doneby overwriting thefirst 32 sectorsfollowing the boot sector. Infection changesthe date and time of infected COMMAND.COM.

Lehi gh 8B54 FC3B 44FE 8ED8 B844 25CD 2106 1F33 ; O fset 1EF
MachoSoft - CEN: Swaps every string “MicroSoft” with “MachoSoft” on the hard disk. Searches 20 sectors at atime, storing the last sector
searchedin IBMNETIO.SY Swhich ismarked hidden and system. After searching thelast sector it startsagain. Thiswill only happen after 1st
January 1985 and if the environment variable VIRUS s not set to OFF. Infectivelength is 3550 to 3560 bytes. Random directory search for
uninfectedfiles. InfectsCOMMAND.COM. Thisvirusisclosely related to Syslock.

MachoSof t 5051 56BE 5900 B926 0890 D1E9 8AE1 8ACL ; Offset ?
Mistake, Typoboot, Typo - DR: Exchanges lettersfor phonetically similar ones (for example“C” & “K") while they are being output to the
printer. Reportedly writtenin Israel. A mutation of the Italian viruswith about 35 % of the code rewritten. The boot sector isalmost identical to the
Italian.

M st ake 32E4 CD1A 80FE 0376 0A90 9090 9090 52E8 ; Of f set OFO
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MI1X1-ER: Thevirusinfectsonly EXE files attaching itself to the end. When an infected program isrun, the viruswill copy itself to thetop of the
freememory. Some programs may overwritethis area, causing the machineto crash. Thevirustraps printer and asynch interrupts and corrupts
traffic by substituting characters. 50 minutes after infection, the virusalters Num Lock and Caps L ock keyboard settings. 60 minutes after
infection, adisplay similar to the Italian virus (bouncing ball) will be produced. Theviruswill infect every tenth program run. Infected filesalways
endin“MIX1" and the infective length of MIX1is 1618 to 1633 bytes and M1X1-2 1636 to 1651 bytes. (VB Dec 89)

M X1 B80O 008E 0026 803E 3Q03 7775 095F 5E59 ; Cf fset 02E

M X1-2 B800 008E COBE 7103 268B 3E84 0083 C70A; O f set 02A

New Zealand, Stoned, Marijuana- MR: Thevirus consists of aboot sector only. Itinfectsall disksand occupies2K of RAM. On floppy disks, the
sector O isinfected, while on the hard disksthe physical sector O (Master boot sector) isinfected. The original boot sector isstored intrack 0 head 1
sector 3 on afloppy disk and track 0 head 0 sector 2 on a hard disk. The boot sector contains two character strings: “Y our PC is now Stoned!” and
“LEGALISE MARIJUANA" but only theformer oneisdisplayed oncein eight times, and only if booted from floppy disk. Theversion (2) stores
the original boot sector at track 0 head 0 sector 7 on ahard disk. The second string is not transferred when ahard disk isinfected. A mutation has
beenreportedin Australiawhichasodisplays“LEGALISEMARIJUANA”.

NewZeal and (1) 0400 B801 020E 07BB 0002 B901 0033 D29C; O fset 043

New Zeal and ( 2) 0400 B801 020E 07BB 0002 33C9 8BD1 419C; O fset 041
Number of the Beast - CR: An advanced virusfrom Bulgaria, only 512 byteslong. Thelength of the file does not appear to increase since the
virusoverwritesthefirst 512 bytes of the programsit infectswith itself, storing the original 512 bytesin the unused space of adisk cluster, after the
logical endof file.

Nunber of Beast 5A52 O0EQ7 OELF 1EBO 5050 B43F CBCD 2172 ; O fset 0A3

Old Yankee - EN: Thisisthefirst of theviruseswhich play the“Y ankee Doodle Dandy”. It only infects EXE files, increasing their length by
1961 bytes. When aninfected program isrun, it will infect anew file and then play the melody.

A d Yankee B003 CF9C 3D00 4B74 069D 2EFF 2E00 0006 ; O f set vari abl e, 1961 byt es

Oropax, Musicvirus- CR: Infected filesincrease by between 2756 & 2806 bytes. Total length becomesdivisible by 51. 5 minutes after the
infection, thevirusplaysthreedifferent tuneswith a7-minuteinterval. Doesnot infect COMMAND.COM.

Q opax 06B8 E033 CD21 3CFF 7423 8CCE 8EC6 8B36
Pentagon - DR: Thevirus consists of aboot sector and two files. The sample obtained does not work, but it contains the code which would survive
awarm boot (Ctrl-Alt-Del). It could only infect 360K floppy disks, and will look for and remove Brain from any disk it infects. It occupies5K of
RAM.

Pent agon 8CC8 8EDO BCQOO FO8E DBFB BD44 7C81 7606 ; O f set 037
Perfume - CR: Theinfected program will sometimes ask the user aquestion and not run unlessthe answer is4711 (name of aperfume). Thevirus
will look for COMMAND.COM andinfectit. Infectivelengthis765 bytes.

Per f une FCBF 0000 F3A4 81EC 0004 06BF BAOO 57CB; O f set 0AA
Pixel - CN: Pixel virusesare practically identical to the Amstrad virus, although they are shorter: 345 and 299 bytes. No side-effectsare noticeable
until the 5th generation isreached, at which stage thereisa50 % chance that the following message will appear when an infected program is
executed:

Programsi ck error: Call doctor or buy Pl XEL for cure description

Pi xel (1) OE1F 2501 0074 4CBA D801 B409 CD21 CD20 ; O f set 0C8, 354 bytes
Pi xel (2) BA9E 00B8 023D CD21 8BD8 061F BA2B 01B9 ; Cf f set 033, 299 byt es

South African, Friday the 13th, Miami, Munich, Virus-B - CN: Infectivelength is419 bytes, but some reports suggest between 415 and 544 bytes.
Doesnotinfect fileswith Read-Only flag set. Virus-B isanon-destructive mutation contai ning South African 2 pattern. COMMAND.COM isnot
infected. Every filerunonaFriday 13th will be deleted.

South African1 1E8B ECC7 4610 0001 E800 0058 2DD7 00B1 ; O f set 158
Sout h Afri can 2 1E8B ECC7 4610 0001 E800 0058 2D63 00B1 ; O f set 158

Suriv 1.01, April 1st COM - CR: A precursor to Jerusalem infecting only COM fileswith thevirus positioned at the beginning of thefile. Infective
lengthis897 bytes. If thedateis 1st April, theviruswill display “APRIL 1ST HA HA HA YOU HAVE A VIRUS’ and the machinewill lock. If
the dateisafter 1st April 1988, the virus producesthe message“Y OU HAVE A VIRUS!!!” but the machinewill not lock. Thevirusismemory
resident and will notinfect COMMAND.COM. (VB Aug 89)

Suriv1.01 OEL1F B42A CD21 81F9 CA07 721B 81FA 0104 ; O f set 304, 897 bytes

Suriv 2.01, April 1st EXE - ER: A precursor to Jerusalem infecting only EXE fileswith thevirus positioned at the beginning of thefile. Infective
length is 1488 bytes. If the dateis 1st April, the viruswill display “APRIL 1ST HA HA HA YOU HAVE A VIRUS'. If theyear is1980 (DOS
default) or the day is Wednesday after 1st April 1988, the machinewill lock one hour after infection. (VB Aug 89)

Suriv2.01 81F9 C407 7228 81FA 0104 7222 3Q03 751E; O f set O5E, 1488 bytes
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Suriv 3.00, Israeli - CER: Anearlier version of Jerusalem infecting COM and EXE filesand displaying the side-effects 30 seconds after infection
instead of 30 minutes. Infective length is 1813 bytes (COM) and 1808 bytes (EXE). Program delete does not work. (VB Aug 89)

Suriv 3.00 03F7 2E8B 8D15 00CD 218C C805 1000 8EDO ; Of f set 0BO, 1813 COM 1808 EXE

Swap - DR: Doesnot infect until ten minutes after boot. One bad cluster on track 39, sectors6 & 7 (head unspecified). Uses 2K of RAM. Infects
floppy disksonly. Doesnot storethe original boot sector anywhere. Virus createsadisplay similar to Cascade, but istransmitted viaboot sector.

Snap 31C0 CD13 B802 02B9 0627 BAOO 01BB 0020 ; Cff set ?
Sylvia- CN: Thevirusdisplaysthe message“ Thisprogram isinfected by aHARMLESS Text-VirusV2.1",“Send aFUNNY postcard to: Sylvia
Verkade, Duinzoom 36b, 3235 CD Rockanje, The Netherlands’, “ Y ou might get an ANTIVIRUS program.....” when an infected programis
executed, but if the above text istampered with, the (encrypted) message “ F*** YOU LAMER 11" “system halted....$” will be displayed. When
aninfected programisrun, theviruswill look for 5 COM fileson drive C: and the current drive. COMMAND.COM, IBMBIO.COM and
IBMDOS.COM arenot infected. Thevirusadds 1301 bytesto the beginning of theinfected filesand 31 bytes at the end.

Sylvia CD21 EBFE C3A1 7002 A378 0233 QOA3 9E02 ; O f set 229
Syslock - CEN: Thisencrypted virus attachesitself to the end of aCOM or an EXE file. Infective length is 3551 bytes. It infectsaprogram onein
four timeswhen executed. Will notinfectif environment containsSY SLOCK=@.

Sysl ock 8AE1 8AC1 3306 1400 3104 4646 E2F2 5E59 ; O fset 0, 3551 bytes
Traceback, Spanish - CER: Thisvirus attachesitself to theend of aCOM or an EXE file. Infective length is 3066 bytes. It becomes memory-
resident when thefirst infected program isrun and will infect any program run. |If the date is 5th December or later, the viruswill look for and
infect one COM or EXE file either in the current directory or the first one found starting with theroot directory. If the dateis28th December 1988
or later, thevirus produces adisplay similar to Cascade one hour after infection. |f nothing istyped, the screen restoresitself after one minute.
Display will repeat every hour. Spanishisan earlier version with areported infective length of 2930 or 3031 bytes. (VB Sep 89)

Tr aceback B419 CD21 89B4 5101 8184 5101 8408 8C8C; O fset 104, 3066 byt es

Spani sh E829 06E8 E005 B419 CD21 8884 E300 E8CE; ffset ?
Typo, Typo COM, Fumble- CR: Infectsall COM filesin the subdirectory on odd days of every month. If typing fast, substituteskeyswith the ones
adjacent on thekeyboard. Infectivelengthis867 bytes.

Typo 5351 521E 0656 OELF E800 O05E 83EE 24FF ; O f set 01D, 867 byt es
Vacsina - CER: Infectivelength 1206 to 1221 bytes (COM) and 1338 to 1353 bytes (EXE). After asuccessful infection of aCOM file, abell is
sounded. Infectsany fileloaded viaINT 21 function 4B (load and execute), i.e. COM, EXE, OVL and APP (GEM) files. Checksversion number of
itself (current is 5) and replaces with newer code. A member of the “Bulgarian 50" (see Y ankee).

Vacsi na (1) 8CC8 8ED8 8ECD 8EDO 83C4 02B8 0000 502E; O f set vari abl e
Vacsi na (2) E800 005B 2E89 47FB B800 008E (026 A1C5 ; OFf set vari abl e

Valert - 2 Thisviruswasby accident posted tothe V-ALERT electronic mail list recently. Virusawaiting disassembly.
Val ert 1EOE 1F8D 36F7 04BF 0001 B920 00F3 A42E; Offset O

Vcomm - ER: Thisvirusfirst increasesthe length of infected programs so that it becomes amultiple of 512 bytes. Then it adds 637 bytesto theend
of thefile. Theresident part will intercept any disk write and changeit into adisk read.

Vconm 80FC 0375 04B4 02EB 0780 FQOB 7502 B40A; Offset 261

Vienna, Austrian, Unesco, DOS62, Lisbon - CN: Thevirusinfectstheend of COM files. Infectivelengthis648 bytes. It looksthrough the current
directory and thedirectoriesinthe PATH for an uninfected COM file. Onefilein eight becomes overwritten. Seconds stamp of aninfected fileis set
t062. A number of variants, shorter than the original, but functionally equivalent, have been reported in Bulgaria.

Vi enna (1) 8BF2 8306 0A90 BFO0O 01B9 ; OFfset 005, 648 bytes
Vi enna (2) FC8B F281 C60A 00BF 0001 BO903 00F3 A48B; Cf f set 004, 648 byt es
Vi enna ( 3) FC89 D683 C60A 90BF 0001 B903 00F3 A489 ; O f set 004

Vi enna (4) FC8B F283 C60A BFOO 01B9 0300 F3A4 8BF2 ; Of f set 004, 623 byt es
Vi enna (5) CD21 OE1F B41A BA80 00CD 2158 C3AC3C3B; Ofset variable

Vi enna ( 6) 8E1E 2000 AC3C 3B74 093C 0074 03AAEBF4 ; O fset variable

Virus-90 - CN: Theauthor of thisvirusisPatrick A. Toulme. He uploaded the virusto anumber of Bulletin Boards, stating that the source was
availablefor $20. When an infected program isrun it will display the message “Infected”, infect aCOM filein drive A: and display the message
“Done”. Infective lengthis 857 bytes.

\irus-90 558B 2E01 0181 C503 0133 033 BBB9 0900 ; O fset O1lE
W13 - CN: A primitive group of viruseswhich originated in Poland. They have no known side-effectsand there are two variants, 534 and 507
byteslong. The variant with 507 bytes has some bugs corrected.

W3 8BD7 2BF9 83C7 0205 0301 03Cl 8905 B440 ; O fset vari abl e
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Y ale, Alameda, Merritt - DR: Thisvirusconsists of aboot sector and infectsfloppiesin A driveonly. It becomes memory-resident and occupies 1K
of RAM. Theoriginal boot sector isheld in track 39 head 0 sector 8. The machine will hang if the virusisrun on an 80286 or 80386 machine. If a
warm boot is performed after the machine hangs, an uninfected disk will still becomeinfected. It has been assembled using A86 and contains code
to format track 39 head 0, but thisis not accessed. Survives awarm boot.

Yal e BB40 008E DBA1 1300 F7E3 2DEO 078E QOOE ; O f set 009

Y ankee - CER: Infectivelength 2885 bytes. Virusawaiting disassembly. Thisisamember of the“Bulgarian 50" group of viruses, which consists
of some 50 related variants, all written by the same person. Vacsinaisthe other member of the group. All thevirusesin the group are reported to
removeinfectionsby older variants, and the sizeisvarying from 1200 to 3500 bytes.

Yankee 0000 7402 B603 520E 5143 CFE8 0000 5B81 ; O fset vari abl e

ZeroBug, Palette- CR: Infectivelengthis 1536, attachsto beginning of COM file. The virus modifiesthe number of secondsto 62 (like Vienna).
If thevirusisactivein memory and the DIR command isissued, thefilelength of infected fileswill beidentical to that beforetheinfection. A
mutation called Pal ette (infectivelength 1536 bytes) has al so been reported.

Zer o Bug 81C9 1F00 CD21 B43E CD21 5A1F 59B4 43B0 ; Off set 100
Pal ette EB2B 905A 45CD 602E 0606 2506 0190 2E80 ; O fset ?, 1538 byt es

REPORTEDVIRUSES

512 - ?: Reportedin Bulgaria.
651 - ?: Reported in Bulgaria.
Advent - ?: Reported to berelated to Macho and Syslock.

Agiplan - CR: Infectivelengthis 1536, attachesto beginning of COM file.
Agi pl an E9CC 0390 9090 9090 9C50 31C0 2E38 26DA; Cffset 0 (?)
AIDS: Not to be confused withthe AIDS Trojan, thisvirus overwrites COM filesand isabout 12K long.

Century A: AsJerusalem-C, but activation dateis 1st January 2000. DestroysFAT.
Century B: AsJerusalem-C, but producesawait during the execution of BACKUP.COM.
Chaos - ?: A new and changed mutation of Brain.

Datacrimell-B - CER: A new variant of Datacrime-I1.

Jerusalem-A: doesnot display black-holeinthe screen.

Jerusalem-B: EXEre-infectionbugremoved.

Jerusalem-C: noslow-downeffect.

Jerusalem-D: destroysFAT in1990.

Jerusalem-E: destroysFAT in1992.

Missouri - D: somedoubt if it exists.

Nichols- D: somedoubt if it exists.

Novell - ?: somedoubt if it exists.

Ohio - DR: Boot sector virus, probably an older version of Den Zuk.

Screen - CR: Infectsall COM filesin current directory, including any already infected, before going resident. Every few minutesit transposestwo
digitsin any block of four on the screen.

Sunday - CER: Variation of Jerusalem. Infectivelengthis 1631 bytes (EXE) and 1636 (COM). Activates on Sunday and displays message“ Today
is SunDay! Why do you work so hard? All work and no play make you adull boy.”.

Taiwan - ?
TROJANHORSES

AIDSdisk: Widely distributed disk which isan extortion attempt. Installsmultiple hidden directoriesand files, aswell asAIDS.EXE inthemain
directory and REM$.EXE in ahidden subdirectory ($isthe non-printing character FF Hexadecimal). (VB Jan 90)

REMG. EXE 4D5A 0001 1E01 0515 6005 0D03 FFFF 3021 ; Off set O
A DS EXE 4D5A 1200 5201 411B E006 780C FFFF 992F ; Offset 0
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SPECIAL FEATURE

In the August 1989 edition of Virus Bulletin, Ross
Greenberg madereferenceto a ‘killer virus' designed to
evade anti-virus monitoring programs. There hasbeen
much speculation about the arrival of ‘ second genera-
tion’ computer viruses, but until now there have been
few examples. Inthisarticle, Fridrik Skulason analyses
a series of relatively sophisticated newer |IBM PC
viruses and discusses the implications of these devel op-
ments.

IBM PC Viruses: The New Generation

The number of virus strains continuesto increase at an
alarming rate - doubling every ten months or so. Some of the
new strainsare minor variants of previously known viruses,
but others contain anumber of innovative ‘ dirty tricks'.

Many of these new features are clearly designed to defeat anti-
virus programs, or at least to make the job of the anti-virus
author moredifficult.

So, what should we be on our guard against?

Encryptionand VariableCode

Encrypted viruses are not new - Cascade (1704/1701) uses
encryption, but recently avirus has appeared with avariable
decryption code, which makesit impossibleto produce a
search pattern for it. Thevirus, * 1260’ isdescribed in more
detail on page 12 of this edition.

Self-CorrectingCode

Some of thelatest members of the Vacsina/Y ankee Doodle
family from Bulgariacontain self-correcting‘ Hamming' code,
probably to discourage any tampering with theviruses. Itis
possibleto alter up to 16 bytesin the virus and the virus will
detect the changesand ‘repair’ them, provided that the changes
do not corrupt the correction routine. This may also reduce the
likelihood of random mutations appearing, but two such
mutations are already known - both of them variants of
Cascade. A random mutation may arise when asingle bit
becomes garbled on disk or in storage. In most cases, muta-
tionswill decrease the chance of spreading.

Improved M emory M anagement

Many monitoring programs now watch for any program “going
TSR” - that isarequest by the virus to stay in memory after it
terminates. Asaresult very few viruses use this method
anymore. Someviruses, like‘Icelandic’ or ‘Eddiell’ hide by

directly manipulating the memory control blocks. One method
involvesthe creation of anew block, disguised to appear asa
block belonging to the operating system. The Number of the
Beast’ virus uses an even more advanced method - it hidesin
thefirst disk buffer allocated by MS-DOS, after it hasremoved
it from thelist of available buffers.

One new boot sector virus, ‘E.D.V.', isableto hidein RAM
abovethe 640K mark, an areawhich most virus scanning
programsdo not search.

NoApparent Alterations

Recently we have seen several viruses, including ‘4K’ and
‘Zero Bug’' which are ableto infect files, without altering their
apparent size provided that the virusis active in memory.
These are not simple overwriting viruses like * 405, but rather
more complex viruseswhich monitor INT 21H functions. This
involvesintercepting ‘find-first' and ‘find-next’ callsand
modifying thelength reported to the calling program (in the
case of an infected file).

‘Number of the Beast’ goes a step further. It overwritesthe
first 512 bytes of the programsit infects with itself and stores
the original code in the free space at the end of the virus. This
is possible because DOS allocatesfile space in clusters, which
are usually 1024 or 2048 byteslong. This meansthat even if
thevirusis not activein memory, noincreaseinfilelengthis
apparent.

Moreover, when the virusis active, you will not be ableto
detect any changesto the program at all - the virus intercepts
any attemptsto read from the beginning of the program and
returnsthe original codeinstead. A similar method is used by
the ‘Brain’ virus- whenitisactivein memory it will redirect
any attempt to read the boot sector and return the original one.

This development has an interesting side effect. We can expect
futurevirusesto be ‘invisible’ while activein memory. This
will make checksum programs usel ess, unlessthe computer is
rebooted from a clean system disk beforethey arerun.
Otherwise, if such aviruswere active, no checksum program
would detect any changes, no matter how secure the algorithm
used. No softwar e, anti-virusor otherwise, should berun if
you suspect a computer virusto beactivein memory. Anti-
viral scanning or checksumming programs should always
berun from awrite-protected clean system disk to ensure
that the executable path isuncontaminated by a virus. (See
dissection of Dark Avenger, Virus Bulletin, February 1990,

pp 6-7).

AttacksAgainst SpecificAnti-VirusTools

Several anti-virustoolsare avail able - some of them freeware
or shareware, others are commercial products. It ispossiblefor
avirusto detect specific programs and even to disable them.
Onesuch virusisaready known. The 2000 byte variant of the
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Dark Avenger searchesfor the text string“ Copyright (c) 1989
by Vesselin Bontchev” in any program executed. Mr. Bontchev
isaBulgarian author of anti-virus software. If thestringis
found, the virus will cause the computer to ‘hang’, making it
appear asif the anti-virus program caused the crash. A more
subtle approach might involve the disabling or removal of a
specificanti-virusprogram.

Anti-VirusViruses

Some virus authors seem to believe that the average user
cannot betrusted to run avirus disinfection program, so they
build a‘search and destroy’ function into their viruses. The
oldest example of thisisthe ‘Den Zuk’ virus which was
designed asa‘harmless’ virus which would search for, and
remove, the Brain virus. (However, it turned out to be more
harmful than intended, a subject in itself for a later articlg.
OneBulgarian virusattacks‘ Italian’, ‘ Cascade’ and even ol der
variants of itself. Where will thisend - are our computers
going to become the battlegrounds of viruswriterstrying to
destroy each others' ‘ creations' ?

BypassingInterrupt M onitoring Programs

Many so called ‘anti-virus programs’ arelittle more than
interrupt monitoring programs. Typically they will intercept
INT 13H and INT 21H and check any calls made. If avirusis
ableto obtain the original value of interrupt vectors, it will be
ableto bypassthe anti-virus program entirely. So far, we have
seen only afew viruses which are capabl e of doing this. The
Icelandic-2 virusisableto obtain the original value of the INT
21H vector, by using undocumented features of theMS-DOS
operating system. Two of the new virusesfrom Bulgaria, the
2000" and ‘Number of the Beast’ are able to obtain the
origina INT 13H valueinasimilar way.

Although these viruses are able to bypass any ordinary
interrupt monitoring program, itisstill possibleto writea
program to stop them and other viruses using similar methods -
it just becomes more complex.

Virug/Trojan Combinations

There have been some cases of viruses containing Trojans or
Trojans containing viruses. The GhostBalls' virusisan
example. Itisavariant of the Viennavirus, but it also contains
anon-infectious copy of theltalian virus. One Trojan called
EAGLE.EXE has also been reported as containing copies of
the Jerusalem and/or Cascade virus.

Increased Availability of VirusSour ceCode

It requires acompetent programmer to write anew virus from
scratch or to disassemble an existing onein order to make
significant modificationstoit. A ‘ super-programmer’ isnot
necessary, just somebody with considerabl e experience of

assembly language.

However, if the virusis made availablein the form of com-
mented sources, any assembly language novice can create a
new virusin aday or two. Fortunately, cases of published viral
sources are rare, but several are known and their number will
probably increase in the future, aslong as publishing and
distributing virus sourcesislegal.

The best known caseisthe publication of acrippled variant of
the Viennavirusin the book ‘Computer Viruses: A High Tech
Disease' (VB, October 1989). Thislisting has already been
used as the basis for three viruses: Lisbon, Ghostballs and
1260 (see page 12).

Perhaps the most serious devel opment iswhen untrustworthy
people gain accessto viruslistingsintended only for the
authors of anti-virus programs and/or bonafide researchers.
M ost researchers exchange or distribute viruses on astrict
need-to-know basis, in order to limit their spread. The system
sometimes breaks down. There are two known caseswhere
dishonest people have gained live viruses from researchers.

There are also some cases of source code postingsto bulletin
board systems. In one case the source of the ‘Italian’ viruswith
commentsin Italian was postedto aBBSin Toronto. A
potentially more serious case occurred last December. Patrick
A. Toulme (hisreal name) uploaded avirus which he had
written to anumber of BBSsin the USA. The documentation
read:

VIRUS-90i satruenon-overwitingvirus desi gned

t o oper at e under t he PG DOS/ M5- DOS oper at i ng
systens. VIRUS-90i s speci fical | y desi gnedto gi ve
bot h experi enced pr ogr anmer s and novi ce conput er
ent husi ast s experi enceindeal i ngw thconputer

Vi ruses.

Pl ease note that the full text and source code to
VI RUS- 90, al ongwi thaVl RUS-90renoval / preventi on
utility, i savailabl efromtheauthor for $19. 95.
Thank you f or usi ng VI RUS- 90 and pl ease feel free

t o provi de copi es of thefiles containedhereinto
your friends and associ at es.

Speci fic answers toquestionsonthestructuring of
t he code of VIRUS-90 and the methods usedinits
creationwi |l behappily provi ded by t he aut hor to
regi stered purchasers of the source code, text, and
acconpanyi ngutility.

Compared to many viruses, VIRUS-90 wasrelatively harmless.
Infected programssimply displayed themessage* I nfected!”’
when executed. However, it would be very easy to modify this
virusand changeit into a harmful one, particularly if one had
accessto the source code.

Unfortunately Toulme' sactionsarenotillegal.
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VIRUS DISSECTION

Fridrik Skulason

1260 - The Variable Virus

If acomputer virus has ever been designed to cause problemsfor
authors of anti-virus software, it must bethisone. The ‘1260’ virus
isbased on the Viennavirus, or more accurately thevariant which
appearsin Ralf Burger’ sbook Computer Viruses- A High Tech
Disease (see Virus Bulletin, October 1989, pp 19). This can be
ascertained because 1260 containsthe deliberate changesmadeto
the Viennaviruslisting which appeared in the book. 1260 has been
modified further - it now allocates space for variables on the stack,
instead of using static allocation.

In other respectsthevirusissimilar totheoriginal Viennavirus. It
only infects.COM files, which grow by 1260 bytes. Infected
programsare marked by avalue of 62 in the ‘ seconds' field of the
timestamp. When an infected programisrun, theviruswill search
the current directory for anew program toinfect. If oneisfound it
will beinfected. The virus appendsitself to the program and placesa
three-byte IM P at the beginning. Finally, 1260 transfers control to
itshost program, but does not stay resident in memory.

However, thisvirusishidden within another program - aprogram
whose functionisto disguisethevirus. Thevirusisstoredin
encrypted form, with ashort routine at the beginning for decrypting
itself. The use of encryptionin virusesisnot new, the Cascade
(1704/1701) virus, for instance, isencrypted in asimilar way.
However, thereare somesignificant differencesbetweenthe
encryptioninthesetwo viruses.

The 1260 decryption routineisvery similar to that used by Cascade
(see Virus Bulletin, September 1989). It only containsthe following
instructions:

Listing 1. 1260 Decryption
nov ax, encryption_key 1

nov cX, encryption_key 2
nov di, 0147h

| abel :  xor [di],cx
xor [di],ax
inc di
inc ax
loop |abel

The decryption routineis somewhat longer than this because the
virusinsertsvariousinstructionsbetween theinstructionslisted
above. Theseincludevariousone-byteand two-byteinstructions
which have no effect on the actual decryption program, including:

nop i nc si
dec bx clc
xor bx, cx

Thusatypical filemight start:

nop ori nc si

clc nov cx, 8362H
nmov ax, 72F1H nop

dec bx nop

dec bx nov ax, 1165H
nmov cx, 8A5CH dec bx

inc si nov di , 0147H

Theviruswill placeavariable number of theseinstructions, selected
at random, between the actual decodinginstructions. Additionally, it
may also changethe order of the decoding instructions, whenever
possiblewithout affecting the execution of the program. For example
‘incdi’ and ‘incax’ instructions might bereversed.

Theeffect of these actionsisto maketheextraction of areliable
hexadecimal sear ch pattern from the1260virusvirtually
impossible. Thelongest sequence of bytespresentinall infected
programsisonly three byteslong - too short for asearch pattern.
However, thisdoesnot mean that detectingthevirusisimpossi-
ble.

Whilethevirusisactive, it redirectstwo interrupts, INT 1H and INT
3H, in order to disable debugging programs. INT 1H isthesingle-
stepinterrupt, whichisnormally generated after the execution of
eachinstruction, if the T bit in theflag register is set. Thismakesthe
Traceinstructioninthe DEBUG program work. Thisinterruptis
disabled in order to prevent anyone from tracing through the
program.

INT 3H isused by debuggersto set breakpoints - theinstruction to
perform INT 3H isonly one bytelong, but all other interruptsneed a
two-byteinstruction.

Thenew INT 3H routineisused to provide additional encryption. A
number of INT 3H instructions can be found in the code, followed
by apparent ‘ garbage’ instructions. TheINT 3H routinewill XOR
together the next two bytesfollowing it in order to producea‘real’
instruction whichis executed upon return from theinterrupt routine.
This made disassembly of the 1260 a mor e time-consuming task
than for other viruses.

The encryption methods used by 1260 could just as easily be used
by another virus. It is possiblethat other viruseswill be hidden
insideasimilar program.

Detection

Asthe 1260 virus does not stay resident in memory, no memory
scanhing program can be used to detect it in decrypted form. The
only way to detect thevirusisto examinethefiles, which may prove
difficult, givenitsgreat variability.

Two features of thevirusmay be used. All infected filesstart with a
JMPto the beginning of theviral code, 1260 bytes before the end of
thefile.

Also, all infected filescontaintheinstructionsin Listing 1 (above)
somewhereinthefirst 39 bytesof theviruscode. However, they will
not necessarily bein the same order asin thelisting. (See pp 16).
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COMMENT

Dr. Keith Jackson

Nomenclature for Malicious Programs

A recent editorial inVirusBulletin(December 1989)
addressed the problem of acommon terminol ogy to beused
when discussing computer viruses. It cameto theconclusion
that it will only be possiblefor peopleinterested invirusesto
speak the same language once a“ universally agreed
glossary of termshad been established”. Theeditorial
welcomed any suggestionsthat might speed up thisprocess.

I hopethat by using analogieswith variousfields of scien-
tific study, thisarticle can provide away forward in some
areas.

Theproblem of nomenclaturewasbrought hometo me
forcefully whilewriting areview of thelrisAnti-Virus
software package(VB, February 1990), when problems
were caused by the use of different namesfor the samevirus.
It would bewrong to say that the virus names used by the
developersof thelrisAnti-Virussoftwarearein any way
inferior to thosewith which | am familiar throughVirus
Bulletin. They aremerely different.

A similar problem hasoccurred in many branches of science,
ranging from natural history to astronomy, wherenew
‘objects’ (speciesin nature, cometsand galaxiesin as-
tronomy) arefound with great regularity, and requireaname
tofacilitate discussion. Both scienceshave comeup with a
remarkably similar methodto prevent theconfusionwhich
would ariseif every scientist invented their own name, and
tried to choose namesto describethe particular object under
study. Indeed natural history hasgoneso far asto develop a
wholeareaof sciencedevoted to thisprocess- taxonomy,
which isdefined by theOxford Dictionaryas*“ That
department of natural history which treats of the laws and
principles of natural classification”. In simple English,
giving speciesnames.

Thenamesused arenot directly related to adescription of
the objectin question. For instancein astronomy each new
cometiscalled something like* Comet Kohoutek’, thefirst
word describesthetype of object, and the secondisan
arbitrary name chosen by thediscoverer of thecomet. Inthis
case, the name of the comet’ sdiscoverer, aCzech astrono-
mer.

Similar schemes (albeit using L atin) are used for the
scientific naming of animal species. If youlook upthe
scientific names of the Mute Swan, the Whooper Swan and
Bewick’sSwan, they arerespectively' CygnusOlor’,
‘Cygnus Cygnus’, and ‘ Cygnus Bewickii’. Once again the
first name describesthetype of object under study Cygnus,
Latinfor swan), the second name denotesthetype of swan
being described.

Onecommon factor between these naming protocolsisthe
reguirement for acentral body to check that:a new object
really has been discovered; that it is not mere repetition of
a previously discovered object; that the object is properly
named; and that the names and descriptionsare widely
disseminated. | don’t know the specific details of how
speciesaregiven ascientific nameinthefield of natural
history, but inastronomy thisprocessisoverseen by abody
called thelnter national Astronomical Union(lIAU for

“It isimportant to ascribe names
first and get down to the business
of classifying things later”

short). Anyonewho thinksthat they havefound anew stellar
object sends atelex (to establish the date and time of
discovery) tothel AU, describing what they havefound and
whereit can belocated. In the case of acomet, thel AU
checksthat itislikely to be acomet (that it moveinthe
correct manner, lookslike other comets, appearsto bethe
correct brightnessetc.), checksthat itsorbit distinguishesit
from other known comets, and if all appearscorrect issuesa
unique name. Numerical classificationsareal so used, but
thisisonly necessary when great numbersof objectsare
involved, and namesbeginto suffer fromrepetition.

I have described the processes used in other fieldsto show
that effort isconcentrated upon giving objectsaunique
name. Thediscussion about what they do, and which objects
arerelated comesmuch later.l believethat with computer
viruseswe have suffered enough from peopleascribing
namestotheviruseswhich purport tobeavery short
description of thevirusaction. A nameshould beneutral
not ashort description. To quotetheVirusBulletin
editorial of December 1989 once again“A new virusis
likely to be named or coded or classified by thefirst person
toexamineit”. | believethat thisisthe crux of the problem,
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and sensiblediscussion canonly follow if theallocation of
namesisdone on aformal basis.Such a scheme would
necessarily beinternational in nature as computer viruses
do not respect national boundaries.

| believethat we should do the same with malicious compu-
ter programsingeneral. Theterm ‘ maliciouscomputer
program’ encompassesVviruses, Trojan horses, wormsetc.
Thisisvery important, considering the problems caused by
recent distribution of the AIDSdisk (aTrojan horse).
Exampl esof possible names (fictitious) areVirusKohoutek,
Trojan J.Smith, Logic Bomb Pandair, and WormMorris
Notethat Trojan Aidsisnot suggested as a suitable name
for the disk that waswidely distributed in December 1989,
asittriesto add description of surface detailswhich may
prove misleading after further study. A third part for each
name can be added to deal with variantsderived from one
malicious program e.g.Viruslcelandic Interrupt 13H Such
additions can be added at alater stage (after the malicious
program hasbeen studied, and possibly reclassified).

How Urgent isthe Problem?

Thetotal number of virusesknown toVirusBulletinwhich
are associated with PCs (and more particularly theM S-DOS
operating system) hasrisen from 14 in July 1989, t046in
January 1990, aperiod of somesix months. Thesefiguresdo
not includevirusesthat have been described for which
exampleshavenot yet been forthcoming, and do notinclude
viruseswhich affect other computers such asthe M acintosh.
Already many virusesarevariantsupon an earlier virus, and
itislikely that thiswill become morewidespread in the near
future, as peopletinker with existing viruses, and rel ease
new strains.

What DoWe Gain From aFormal Naming
Convention?

If theanswer isonly an easy life, and amodicum of structure
added to scattered information, then I’ m surethat nothing
will happen. Using the anal ogy of astronomy again, people
areallowed to have the honour of naming acomet. Thename
isactually set by thel AU, but the wishes of thefirst notifier
aretakeninto account. Thisisoneof thefew waysthat
amateur astronomers can gain prominence, and actsasa
great stimulustowardsthediscovery and disclosure of new
comets. | believethat the samewould apply with malicious
computer programs. A formal naming procedurewhich
accounted for thewishesof thenotifier would encouragethe
disclosureof attacks, assist thecollation of accurate statis-
tics, and easethe provision of countermeasures.

Inconclusion, | believethat thereisabetter requirement for
asystemsof nomenclaturethanjust ‘ needingto avoid

confusion’. It isimportant to ascribe namesfirst, and then
get down to the business of classifying things later If we do
not classify and understand the problem, then any idea of
‘curing’ theproblemisfar fetched. M ere description of
individual virusesisnot enough. Using amedical analogy, it
isalmost impossibleto provideacurefor adiseaseuntil itis
classified, well understood, and theoriesexist for themode of
action of the disease. Cancer isagood exampl e of these
processes. We do not understand the fundamental basis of
normal cell growth, thereforeabnormal cell growthisnot
understood, and curesfor diseaseswhichinvolveabnormal
cell growth (such ascancer) have not yet been forthcoming.

Thelessonsfrom natural history and astronomy areclear.
Just namethe object under study, don’t try and hazard early
guessesasto itsfunction. That will comelater and will be
aided by aclear nomenclature.An official and recognised
body, which waswidely respected and trusted, would
probably receiveinfor mation and examplesof malicious
computer programs, which might otherwisebedetroyed.
Wecannot makeprogresswithout infor mation sup-
ported by examplesfor analysis.*

A nomenclatureisbut afirst step, but for the reasons
outlinedinthisarticle, | believethat itisavital step towards
comprehension. Tothisend, | suggest that inthe UK we
should try and galvanise theBritish Computer Societyinto
using itsinternational contactsto set up such aninterna-
tional naming system assoon aspossible. Thiscontrolling
body would need afax number and atelex number that were
knownworldwide. Maliciousprogramsof any kind should
becommunicated immediately by fax or telex, with backup
evidencesent afterwardsfor corroborativetesting.

Thisarticleisapersonal view, and should not be construed
asrepresenting anything other than apleafor action.

Quickly.

* (Editor’ snote: Therehave beenanumber of incidents
recently whereby virussampleshavebeendestroyed onsite
aspart of company policy. Such action severely inhibitsanti-
virusresearch effortsand thedevel opment of anti-virus
programs. Itisin everyone' sinterest that all samplesbe sent
totheresearch community inorder to establish whether they
areknown viruses, mutations, or new attack programs.)

* (Editor’ s note: There have been a number of incidents
recently whereby virus samples have been destroyed on site
as part of company policy. Such action severely inhibits
anti-virusresearch efforts and the devel opment of anti-
virus programs. It isin everyone' sinterest that all samples
be sent to the research community in order to establish
whether they are known viruses, mutations, or new attack
programs.)
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BOOK REVIEW

Mike Shain

The Computer VirusHandbook edited by Dr. Harold J.
Highland - Elsevier Advanced Technology - 375pp.

Thisbook catersfor abroad spectrum of readers; management
and computer security specialists, aswell asthe microcom-
puter technician. It has several objectives:to provide a good
under standing of how computer viruseswork; to identify user
procedures which minimise the threat of virusinfection;and
importantly, to establish guidelinesfor the evaluation and
selection of anti-virus packages Supporting thisisan in-depth
evaluation of sometwenty anti-virus packages.

The Computer Virus Handbookis amost impressive ‘tour de
force', representing the efforts of seventy-six evaluatorsfrom
over fifty organisations, all coordinated by Dr Harold High-
land, one of the world’ sleading authoritiesin thisfield. There
are easy to understand descriptions of anumber of the more
common virusesfor thosewho requiregeneral information,
which are supplemented by more detail ed descriptionsfor
those requiring an in-depth understanding. The handbook also
includesacollection of seven previously published papers
selected from referred papers published in the journal* Com-
putersand Security’.

A challengefacing any book about the detection and elimina-
tion of computer viruses concernsthelongevity of itsinforma-
tion and whether it can remain useful in arapidly changing
field? Viruses, by the very nature of the circumstancesin
which they are written, are unpredictable. It isimpossible to
anticipate how each succeeding generation will work, save only
that they will in all likelihood be designed to bypass existing
anti-virus software, aswell asincorporating all the tricks of
their predecessors.

The Computer VirusHandbooklargely overcomesthisproblem
through the breadth of its coverage - it offersvaluableinsights
and understanding aswell as providing awealth of factual
infomation. Perhaps one of the most important sectionsin the
book isthe chapter dealing with the testing of an anti-virus
product. This contains an extensive checklist of over 100
questions which will help readersin the comparison of
products from different vendors. This checklist can be used as
atemplateto prepare evaluation formsfor both memory and
non-memory resident anti-virus programs. It isbecausethe
handbook is so thorough in itstreatment that | believeit will
remain astandard work of reference for quite sometime.

This chapter on product evaluations has avery practical bias,
and compares and contrasts virus products by the ease of
installation, usefulness of the manual, interface between
product and user and the interaction with operating programs.
For an anti-virus program to provide continuous protection, it

isnecessary for it to become RAM resident, or use adevice or
systemsdriver (one exception isDisk Defender, it being a
separate piece of hardware). With many applications, RAM is
at apremium, especially if the PC does not have expanded or
extended memory. Telecommunicationspackages, in particu-
lar, often require afair amount of conventional memory and so
may take priority over TSR-based anti-virus software. This
represents aserious conflict since one common source of
infection isfrom bulletin boards, which are accessed using
telecommunicationssoftware.

The Computer VirusHandbook is particularly useful here
because it compares the memory requirements of several TSR-
based packages. Theserange from 51Kb in the case of
VirALARM 2000 PCfrom Integrity Technology Inc.to just
3Kbfor Anti-Virusproduced by RIS Software & Computers.

Thoseinvolved ininformation security on aday-to-day basis
know full well that in order to maintain any technical solution,
there hasto be active management participation. Good security
involves awareness of potential threats and their impacts, and
it is senior management’ s job to ensure that the organisation
has a security policy which permeatesthroughout the organisa-
tion and coversall aspectsof IT. The policy should encompass
those who use I T in the business areas of the organisation and
the technicians who design and implement new systems. The
handbook recognisesthis, and devotes a chapter to manage-
ment issues that makes required reading.

Inthe forward to the handbook, Professor William Caelli
underlines the point that future virus writers may no longer be
content with attacking small and personal systems, but will
increasingly move to medium and larger scale, shared compu-
ter systems and interlinked workstations. PCs have no exclu-
sive claim asvirusorigination points or targets - any processor,
from PC to mainframe, can be the target of avirusattack.In
this context computer viruses ar e one of the many types of
information security threats; and information security is
one of the many types of businessrisk.

TheCompleteComputer VirusHandbook
1SSN 0-946395-46-2
Price: £85.00, $153.00

Elsevier Advanced Technology
256 Banbury Road, Oxford OX2 7DH, UK
Tel. 0865 512242

Elsevier Advanced Technology
655 Avenueof the Americas
New York, NY 10010, USA
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END-NOTES & NEWS

1260 Detection (continued from page 13).

The 1260 virus confounds anti-virus software which uses hexadecimal search patterns. 1260 will neverthel essbe detected by checksumming
programswhich check for alterationsto system and/or fileattributes. Checksumming softwarewill not identify 1260, but will report modifications
for investigation. (See Checksum Methods Used to Detect Virus Attacks, VB, September, 1989).

A ‘TwelveTricks Trojan affecting IBM PCshasbeen reported. The Trojan replacesthe Partition Record (M aster Boot Record) with adummy
version containing thetext string SOFTLOK + V3.0 SOFTGUARD SY STEMSINC 2840 St. Thomas Expwy, suite 201 SantaClara, CA 95051
(408)970-9420. Damage caused includes corruption of the FAT and twel ve effectswhich may be mistaken for hardwarefailure. The host program
totheTrojan wascalled CORETEST.COM, version 2.6 dated 1986 and timestamped 6-6-86; 9:44. Thisisahacked version of CORETEST which
isused to benchmark hard-disk performance. Variants of the Trojan may exist in different host programs.

Trojan: E4 61 BAEO OC80 E6 61 inthe Partition Record
Host: BE 64 02 31 94 42 01 D1 Q2 4E 79 F7

Reports or samples can be sent to Christoph Fischer, University of Karlsruhe, West Germany. Tel +49 721 6084041.

Jim Bates' report onthe AIDSTrojan isavailablefrom VirusBulletin. Telephone or fax your request to the VB numbers (below). The
CLEARAID remedy disk isavailableinthe UK from Robert Walczy, CW Communications, Tel. 01 831 9252.

SophosLtd continue aseriesof computer virusworkshops. Management and technical streamsare available. The next workshopstake placein
Oxford, March 27/28. Detailsfrom Karen Richardson, Sophos, UK. Tel 0844 292392.

Heriot-Watt University, Edinburgh, ishosting a oneday vir us cour se entitled Computer Viruses: Don’t Die of Ignorance (March 23) providing a
technical overview of thevirusthreat to microcomputers. Contact Tom Inglis, Heriot- Watt, UK, Tel. 031451 3014.
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