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EDITORIAL

U S software house FoundationWar erecently publicised thefindings
of areport on computer viruses compiled by the company’ s president
Dr. Peter Tippett. Thereport ‘ The Kinetic Replication Of Computer
Viruses' concludesthat by 1992 computer viruseswill affect 8
million personal computersglobally andthat virusinfectionswill
reach ‘ epidemicproportions’ by 1995. Accordingto Michael Reimer,
thecompany’ sexecutivevice-president, the potential costsintermsof
dataloss, downtimeand recovery could exceed 10 billion dollarsover
thenext fiveyears. Dr. Tippett saysthat computer virus hype has
been highly counter-productive. “It hasturned many people off,
divertingthepublic, legislatorsand corporate management from
understanding how seriousthe problem truly is” he says. He
concludesthat the situation will only be diverted if companies
implement comprehensivesystem management policiesinorder to
protect PCsfromreplicating software.

FoundationWar e produces arange of protection and systems
management packages, notably the Certusprogram* which ‘ prevents
viruses, bombs and malicious software’ and claimsto be “the most
comprehensive softwareprotectionand microcomputer management
system availabletoday”. Certuswasdesigned by Dr. Tippettin
association with Mark Hosmer, and wewould expect
FoundationWare' sofficial statementson thecomputer virusissueto
accord with and support their product range.

However, thereare early indicationsthat the findings of thereport,
far from being an example of virusindustry propaganda, may
accurately foretell the state of thingsto come. Currently, the most
striking exampleof the*kineticreplication of computer viruses' can
befound inthe Peoples’ Republic of China.

TheBBC’sWorld Servicerecently broadcast areport from China
stating that computer viruses had indeed reached * epidemic propor-
tions' and that onein ten personal computerswere plagued by
viruses. Thereporter specifically mentioned the ubiquitous Jerusalem
virus and said that the Ministry of Public Security wasengagedin a
concerted education effort to try and avoid further infection onthe
republic’ s300,000 machines. Deputy chief of theministry’s
computer security department, Y ang Zhihui, isunderstood to bein
chargeof aconcerted researchinitiativeto develop vaccinesand
disinfection programs. According to the China Daily newspaper, a
survey taken in August 1989 established that atenth of the country’s
computerswereafflicted by six different viruses. Chinese computer
expertsblamethe epidemic onimported software and software piracy
whichisrifeinthe Far East, although rumours abound that the
viruseswereintroduced to therepublicintentionally by hostile
intelligenceservices.

Theglobal spread of the Jerusalem virus (this edition of VB reports
two morevariants of thisvirus, with athird awaiting examination)
sinceitsdiscovery in January 1988, and eventsin China, seem to
confirm Tippett’s‘kineticreplication’ theory and serveasawarning
to the computer industry and users alike.

TheBulgarian Fifty

TheBulgarian series of viruseswhich VB reported last month are
currently undergoing painstaking disassembly and analysis. This
work hasto be undertaken, becauseit isinevitable that more samples
fromthisserieswill escapeand cause‘real world’ infections. The
‘666’ virusisanalysed on page 13 of thisedition.

Thewritersof these viruses seem to be engaged in some puerile battle
to provetheir programming prowess. Their effortsareneither
admired nor wanted. Prosecution under Bulgarian law isnot possible
and theonly deterrent to this activity seemsto bedisciplinary
measures undertaken by staff at the university or institute whereitis
occurring. Thisisanother examplewhich highlightsthe shortcomings
of acountry’slegal systemto combat computer vandalsand
criminals.

PoppandMorris

Proceedingsfor the extradition of Dr. Joseph Popp in connection with
the AIDSInformation Diskette extortion bid have been delayed,
meanwhile sentencing of Robert T Morris (see VB, April 1990, pp 9)
takes place on May 4th.

Jerusalem,Again!

In January, the United States Census Bureau accidentally distributed
afloppy disk infected with the Jerusalem - B virus. Thediskswere
distributed to 772 libraries. The diskswere sent out with the County
and City DataBook CD-ROM by the Government Printing Office.

Disk Identification L abel:

Bur eau of t he Census

El ec. County &Gty Data Bk., 1988
USA, Inc., 1101 King St.

Sui t e 601 Al exandri a, Va. 22314

tel : (703)-979- 9699

Thedisk islisted asC 3.134/2:C 83/2/988/floppy-2.

Itisunderstood that all recipients have been notified and affected
disksrecalled or destroyed.

FAX Numbers

Intheevent of an emergency similar to the AIDSdisk incident of last
December, VirusBulletinintendsto disseminate preliminary
information as quickly as possible. Weintend to do thisby facsimile.
Subscriberswishingtoreceiveimmediateinformation should ensure
that we have a contact fax number available on our database.
Overseas subscribers should include both country and areacodes.

* Certuswill bethesubject of aforthcoming VB technical evaluation. The
report “The Kinetic Replication Of Computer Viruses' isavailablefrom
FoundationWarelnc.,13110 Shaker Square, Cleveland, Ohio 44120, USA.
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TUTORIAL

VirusInfected Media and Routes of
Infiltration

In last month’ s VB, the internal routes of virusinfection within
a personal computer were outlined. Thisarticle documentsthe
external sources of infection, i.e. media which can become
infected by computer viruses and methods by which they are
transmitted.

InfectiveM edia

Any mediawhich can be used to transmit executabl e code can
beinfected by aparasitic virus. Similarly, mediawhich can be
used to bootstrap a PC can also carry bootstrap sector viruses.

A PC becomes infected with a parasitic virus when the user
executes (runs) an infected program. The system isinfected by
abootstrap sector virus when bootstrapped from an infected
medium.

Floppy Disks

Floppy disks (also called diskettes) are the most common
medium for transferring dataor programs between PCs. Floppy
disks can becomeinfected by parasitic viruseswhich can
append to any executable code on the floppy, or by bootstrap
sector viruses which hidein the bootstrap sector of the disk.
Bootstrap sector virusescan reside on data disks and infect
from them if such disksare accidentally used to boot a
machine. Both the Brain virus and the Italian virus can infect
the system and successfully transfer control to MS-DOS in this

way.

Executing an infected program need not be a conscious action
onthe part of the user. It is quite easy to accidentally bootstrap
from anon-system disk. Thiswill cause a screen prompt saying:

Non- syst emdi sk or di sk error, insert systemdi sk
and press any key t o conti nue

Attempting to boot from anon-system disk isacommon
occurrence and an easy mistake to make. It can happen if, for
instance, afloppy disk isleftindrive A: overnight and the
machineisthen switched on the next morning. A PC can also
becomeinfected by avirusif ashort power-cut occurswhile the
machineis unattended with an infected floppy disk installed in
thedrive. It is likely that a user will not notice that the
machine has rebooted during his absence.

Itispossibleto prevent bootstrapping from floppy disksin AT
machines and compatibles by altering CM OS memory to
‘thinking' that the machine has no floppy disk drive(s). The

machineisforced to bootstrap from the hard disk. Floppy disk
drives can also be disabled. Various access control products
disable use of the floppy disk drives. Such actionsintefere with
installing software, taking backups and data transfer and do not
appear to be aviable solution to the virus threat.

The commonest cause of infection isthe unsuspecting use of
virusinfected floppy disks- the running of programson
infected machines, the use of infected system disks, and the
copying and transfer of infected programs between machines.

RemovableHard Disks

Removable hard disks can be stored in a secure location away
fromthe PC. They are often advocated for isolating sensitive
data. They offer no inherent protection against computer viruses
because hard disks can become infected, removable or other-
wise. Removable hard disks can beinfected by both para-
sitic and bootstrap sector viruses.

MagneticCartridges

M agnetic cartridges are normally used for storing PC backups.
The machine cannot be booted from these cartridges (so thereis
no danger from bootstrap sector viruses), butpar asitic viruses
can betransmitted via them.

Other StorageM edia

Bernoulli drives, optical disksand 1/2 inch magnetic tapes are
examples of storage media used with personal computers. A
simpleruleis:

Any medium which can be used to bootstrap a computer is
capable of transmitting a bootstrap virus, aswell asa
parasitic virus.

If the medium cannot be used to bootstrap the PC, it can
only carry a parasitic virus.

M odems

M odem (M Odulator-DEM odul ator) offer PC usersthe meansto
communicate with each other, often using bulletin board
systems (BBS) or electronic mail (email) using atelephone
network. M odems can be used to upload and download
executableimages (programs) and can thus carry parasitic
viruses. The Tenbyte virus (VB, April 1990) was an example of
virustransmission viamodem. The current generation of
bootstrap sector viruses do not lend themselves easily to modem
transmission (although such transmission is standard practice
amongst the research community). Themajor danger tothe
modem user isthe unsuspected downloading of a program
infected by a parasitic virus.
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Pir ated Software

Copying softwareisillegal in most countries. Copyingisavery
simple and inexpensive operation and virtually freefrom the
risk of prosecution. Needlessto say, quality control (particularly
guaranteesthat copied programsare ‘virus-free') isnot high on
the list of priorities amongst software pirates.Gamesare
primetargetsfor copying and they tend to move between
the computer community swiftly, thusincreasing the chance
of infection by parasitic viruses. In the United Kingdom, the
Jerusalem Viruswas spread by (among other programs) a
pirated version of the game program ‘Leisure Suited Larry In
the Land Of The Lounge Lizards'.

Bulletin Boards

Bulletin boards (BBS) often provide the meansto download
and upload programswhich are classified as‘ public domain’
(free) or ‘shareware’ (copy at no charge, but pay if used).
Reputabl e boards are run under the close supervision of the

SY Stem OPerators (SY SOPs) who regularly screen program
filesfor known viruses and maintain logs and audits of activity.
Banning the downl oading of BBS software decreasesthe
dangersof viral infection. Conversely, it may force usersto
expend time and money searching for equivalent utilitiesand
will deny them accessto many useful programs.

Analysing all programsfor viral code (either known or new) is
anear impossible task and it is difficult to guarantee that
available bulletin board softwareisvirus-free. BBS softwareis
usually distributed using compression (such asARC or ZIP)
which provides some defence against viral infection. However
compressed software can be unpacked, accidentally or inten-
tionally infected, repacked and uploaded.

Trojan horsessuch asARC 513 (a‘ compression’ utility which
actually compresses any fileto 0 bytes) have also been
uploaded to bulletin boards.

Ultimately, use of BBS software must depend on how much the
user truststhe individual System Operator.Under no circum-
stances should softwar e be downloaded and run from an
unfamiliar BBS until further enquiries have been made.

Demo Disksand M agazine Softwar e

In recent years demo disks have become anincreasingly
important marketing tool, as have free disks offered asa
premium with magazines and journals. Computer viruses, and
other malicious programs, now threaten thisburgeoning
industry. Thereisno recognised association to oversee, or
enforce standards over the production and distribution of these
disks. The dayswhen unsolicited software was casually
installed and run have goneforever. The AIDSInformation
Diskette (VB, January 1990) served asasalutory lesson to
many organisations about the need for software control and
inspection.

Theuse of virus-specific scanning software can establish
whether such softwareisinfected by known viruses and
checksumming programs can determinewhether it modifies
system attributes. Ultimately, however, businesseswill simply
not have the time to check unsolicited software. User swishing
toinstall such software must first seek approval from
authorised technical staff. Unsolicited disks sent by post
should bereported immediately to the data processing
manager. A free DOS utilitiesdisk (called ‘ Ten of the Best')
sent out with apopular UK computing magazinein March was
infected by anew variant of the New Zealand virus.

Shareware

Sharewarewas originally conceived in the United States.
Shareware carries acopyright notice, but users are encouraged
to copy it and passit on to friends and associates. If the
softwareis used, the user is under moral obligation to send a
small fee to the author. In thisway, potential users can take the
softwarefor a‘test-drive’ . Good software survives becauseitis
genuinely useful; poorly devised, or unwanted programs meet
their inevitable demise. M ost shareware authors despatch the
latest version number, once payment has been received.
However, usersfirst test the original (or previous) version
obtained from afriend of afriend. The software, or copy of it,
may have been installed and executed on a large number of
PCsbeforeit arrivesfor your own evaluation, which
substantially increases the chances of infection by a para-
sitic virus.

Sharewareisalso distributed by catalogues. This diminishesthe
dangers because the company offering the service hasavested
interestin distributing ‘ clean’ software. The software could
possibly be contaminated at source, and users are at the mercy
of theauthor’ sown quality control procedures.

Sharewareisacheap way of obtaining software and much of it
isof excellent quality. Some of the best known anti-virus
programs (Flushot+, Virus Detective, Disinfectant etc) are
shareware. Writing directly to the author and requesting acopy
for evaluation is perhaps the safest approach. Some shareware
packages now include achecksumming program and alist of
checksumsfor all files contained. Providing that the checksum
program isitself uninfected, this should expose modifications
caused by avirus.

PublicDomain Softwar e

Thissoftwareisavailablefor use, free of charge, by anybody.
The same distribution risks apply as with shareware and there
are added disadvantagesin that there is often no known author,
contact telephone number or latest version of the program
available. If thereisno documentation or listed contact
telephone number then use of such softwareisnot advised. See
Should We Trust Public Domain Anti-Virus Software?, VB,
January 1990).
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HomeComputers

The use of home computersfor company work has caused
computer virus outbreaks at anumber of businesssites. Very
often the victim companies have had anti-virus procedures
installed, but have suffered as aresult of overlooking thisroute
of infection. Dangers arise where company softwareisused on
aninfected home computer. Many home computersare used by
more than one family member and children areliableto load
and execute games software from avariety of dubious sources.
Once program and data disks|eave the company premises,
control over them iscompletely lost. The home computer isa
proven source of virusinfection and potentially athreat toa
company’sinformation.

ServiceEngineers

Service engineers are often afine source of the latest games,
diagnostic toolsand assorted software. Working daily with
numerous PCsat avariety of different customer locations, they
areawalking propagation medium for copyable programs.

Distribution or installation of ‘fun’ programs, and the use of
copied diagnostic toolsrespresents amajor opening for spread-
ing avirusinfection, not only within acompany, but between
companies.

Much can be doneto prevent computer virusesfrom infiltrating
an organisation by thisroute. Service engineers should use
write-protected diagnostic floppy disks. Alternatively, and
preferably, the inspected company should invest in aset of
diagnostic tools, backups of which can betakenfroma‘clean’
machine. The service engineer can use the write-protected
backup disksto undertake examinations but is forbidden to use
his own disks. At all costs, service engineer s should betold
not to distribute softwar e to employees, or install unauthor-
ised software.

Shrink-Wrapped Softwar e

Until quite recently, the standard anti-virus advice seemed to be
“only use shrink- wrapped software”. That was before Aldus
distributed a shrink-wrapped and virusinfected copy of their
Freehand DTP package. There have been incidents of shrink-
wrapped virusdistributionin West Germany. Anincident of
Apple sMultifinder being distributed with avirus has also been
reported from the United States. The most recent incident
(reported in thismonth’ s editorial) occurred when theUnited
Sates Census Bureau contracted the duplication of adisk to a
commercial disk duplication service. Theinfected disk wasthen
distributed to more than seven hundred research libraries.

Shrink-wrapped softwareisnot virus-free by definition. There
are, however, certain reasonswhy such softwareismorelikely
to be‘clean’.

Shrink-wrap softwarenormally refersto commercial software
which isdelivered to the customer in sealed plastic or cello-
phane shroud. Thisisdone for legal reasons and is not an anti-
virus measure. Opening the package places an onus on the
customer to comply with the manufacturer’ stermsand condi-
tionsgoverning the program’ suse. However, this protective
shroud reducesthe likelihood of malicious tampering with the
program onceit has|eft the manufacturer. It also provides some
degree of assurance that the program isfree from viruses.

Companiesselling shrink-wrapped software haveinvestedin
their product range and adamaging virus outbreak undermines
both reputation and sales. They also have asufficient profit
margin to provide elaborate quality assurance of the product
range, ensuring both integrity and reliability. This softwareis
produced inacontrolled environment and certainly providesthe
highest degree of assurance asto program integrity available.

Dangersarisefrom disgruntled employeesintentionally
introducing avirus, or other malicious device, during the
duplication process prior to packaging. Thereisalso the
possibility of re-sealing amodified or infected package. No
known cases of these malicious activities have been reported.

Summary

To safeguard against accidental computer virusinfection,
all new softwar e should be screened prior toitsintroduction
on an active company computer or network.

Many companies have now installed internal softwareinspec-
tion groups sometimes referred to assoftwar e quality assurance
sectionsor SQAS. The SQASisresponsible for the screening
process and all users must submit new disks for inspection. All
programswhich passthe vetting process are logged, enabling
management to maintain aconstant record of softwarein use.
Downloading programsfrom bulletin boards, transferring
executables by modem and other potentially hazardous opera-
tions are monitored by thisgroup. Shareware, public domain
software and other possible virus carrying media, can be
inspected and certified for use. Examination which combines
searching for known viruses (scanning), and looking for
maodifications(checksumming) will provideavery high degree
of assurance asto theintegrity of each program inspected.

M uch can be achieved by establishing asmall core of techni-
cally proficient staff, knowledgeabl e about program threatsand
ableto help general users. The burden of implementing anti-
virusproceduresisremoved from users, who are simply
instructed to submit new disksfor inspection.

Next month: Company proceduresto reduce thethreat.
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CRISIS MANAGEMENT

Recovery From a Virus Attack

Despiteall the precautions being taken, avirus may appear on almost
any microcomputer system and possibly damage programs or data.
Virusesoften reveal there presence - programs may dissapear or
malfunction, datafilesmay be corrupted and/or interesting side
effects may occur such asa Christmastree appearing on screen (the
XA-1virus). Several virusesdo not produce any obvious symptoms.
Theseviruses hide until some specific condition or set of conditionsis
met and then they trigger, sometimes destroying everything they find.

Of course, strange symptoms may have other causes - Trojan horses
and hardware failure, and common software bugs can account for
unusual machineactivity. However, intheevent of a‘worst case’
scenario where acomputer virusis present and has done some
damage what steps should be taken to eradicate the problem?

Don’t Panic

Itisnot always necessary to undertake drastic action such as
reformatting the hard disk. Stay calm and obtain moreinformation
about the exact nature of the problem in order to determine asensible
courseof action.

Know Y our Enemy

No work should be performed on an infected computer whileavirus
isactivein memory. Turn the machine off and reboot froma’ clean’
system floppy disk - preferably the original write-protected onethat
should have arrived with the PC. (See VB, Feb 1990, box, pp 4). You
should now try to identify the particular virusby running avirus-
specific scanning program or by searching for identification patterns.

Assuming that avirusisfound, the next step isto obtain information
about its effectsand particularly which areas of the system are

affected. Most virusesonly modify the programsor executablewhich
they infect, but someviruses corrupt data, intentionally or otherwise.

Restoration

The major question when restoring programs and dataiswhether to
use adisinfection program or restore from backups. In some cases
thereisno choice. If thevirus has overwritten parts of the disk with
garbage, backups should be used. A disk formatted by avirus
presentsgreat difficulties, but itissometimespossibleto recover the
previous contents of the disk (the best known datarecovery servicein
the UK isS& SEnterprises, Tel 0494 791900, ed.).

One problem encountered with backupsisthat the backup itself may
beinfected, particularly if the virus has been present for aconsider-
ablelength of time. All programsrestored from backups should be
checked for infection aswell. In the case of pure datafiles, oncethe
infected machine hasbeen booted from aclean, write-protected
system floppy it issafeto transfer datafilesto diskettes. It should be
noted that boot-sector viruses can infect the unused boot-sector of

datadiskettesand if amachineisaccidentally bootstrapped from
such adisk, the PC will becomeinfected. Never bootstrap from a
non-system disk and educateuser storemovedisksimmediately
after transferring data.

Another problem associated with backupsisthat they arerarely up-
to-date. However, programscan berestored from write-protected
master disks, backups of the master disk, or re-purchased if
necessary.

If avirusonly modifiesexecutablefiles, adisinfection program may
beall that isnecessary. Using disinfection programsiseasier than
using backups but several problems may be encountered. Inthe case
of adestructive, overwriting virussuch as405, disinfectionisnot
possible - infected programs must be restored from abackup. A
number of PC viruses modify thefilesthey are about toinfect, so
their length becomesamultiple of 16 bytes, before appending the
viruscode. Thedisinfection program may be ableto removethevirus
but not the extra bytes added to the end of the program.

Someviruses, Taiwan and Jerusalem for example, arenot always
ableto infect files but corrupt them instead- sometimesin away
which adisinfection programwill fail to recognise. Thissituationis
very rare, astheinfected programsmay not function properly. This
will result in an early detection of the virus preempting its opportu-
nity to spread.

Itisimportant that all disketteswhich have been in contact with
an infected machinear edisinfected.

TracingtheVirus

Sometimesit is possibleto determinewheretheviruscamefrom. I
thisisthe case, the source should be alerted to the problem as soon
aspossible. Equally important, isthat anyonereceiving infected
materials must be alerted. Any attempt to keep avirus outbreak
secret will only result in theinfection of morecomputers.

Prevention

Even though considerabl e effort may be expended in wiping out a
virus, it will often reappear within amatter of weeks, or even days.
Thismay result from employeesbringing infected diskettesfrom
hometowork (or visaversa). Theinstallation of achecksumming
or monitoring program isthereforestrongly recommended. (See
Anti Virus Tools, VB, April 1990, pp 14).

Finally...

L ocating adestructivecomputer virusbeforeit triggersand
being prepared torecover from the subsequent damagearethe
crucial elementsin anti-viruswar fare. Onceacomputer virus
infection hasbeen positively ascertained, time can betaken to assess
thesituation, seek advice and devise correct proceduresto removethe
problem.
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LETTERS

AIDSInformation DisketteVersion 2.00- Wasit aVirus?

Sir,
| think that the AIDS disk doesindeed contain avirus, but maybe not of the sort your writers are used to thinking of as one.

a) When you run theinstall program, it replicates onto your system. Sincereplicationisall that isrequired for avirus according to the mathematical
definition, thisdisk hasavirus.

b) According to my understanding, after doing its damage, the rem#.exe program allows you to make acopy for redistribution to your friends.
Replication impliesavirus!

¢) Sincethe autoexec.bat program in your system ismodified and through the replication process causes another autoexec.bat to be modified inthe
sameway on the next system, itisavirus.

d) Evenif youclaim‘infection’ isrequired for avirus (not required by the mathematical definition), the AIDSdisk ‘infects’ the autoexec.bat
program with the rem sequence, and this sequenceindirectly (viathe rem#.exe program) causesacopy of itself to be placed in the next autoexec.bat
program when you copy it to another system. Thusitisavirus.

€) Please note that the ‘diskcopy’ programisavirusin the mathematical sense. All virusesare not bad!!!
Fred Cohen.

Dear Editor,
| am not sure how mathematicsinfluencesthe definition but it does seem far too wideto be usefully applied to the current problems of malignant
computer code, particularly if itsapplication ecompasses such programsas DI SK COPY .

| am unawarethat aformal definition has been proposed for the type of program code commonly referred to asa‘ computer virus'. Theterm
waspresumably coinedtoindicateasimilarity with biological viruses. My ownworking definitionis:

Any of numerous kinds of computer program code, self-replicating within an active processing environment and often able to cause system
malfunction.

| exclude such programsasthe AIDS Information Diskette by virtue of the need for self-replication - ie no external agency isinvolved oncethe
codeisintroduced into an active processing environment (by runningit). | find this definition useful becauseit accurately definesthetype of code
withwhich weare concerned, effectively excludes code which cannot replicate without external assistance and yet doesnot insist that such code
should be destructive. Thisagreeswith Dr. Cohen’ sfina point that all viruses are not bad per se. It might be argued that a program displaying a
message which said “ Please Copy Me” could be described as self-replicating, but | would contend that the replication in such an instance would be
viaexternal agenciesrather than theinternal capability inherentin self-replication.

Jim Bates.

Dear Editor,

Further to Jim’ scomments, it isimportant to point out that sequences of symbolsare only virusesgiven an environment in which they replicate and/
or evolve. In an environment where peopl e act asa part of the operating system, their actions must be considered in determining whether aprogram
isavirus, just asabiological viruswhich dependson arat for its spread is still avirus, even though without therat it would not work. No virusis
universally ‘self replicating’ . Virusesonly replicatein a suitable environment.

The pointisthat agood mathematical definition does not |eave the determination up to the viewpoint of the observer, but rather up to systematic
analysisthrough awell defined set of rules. Theformal mathematical definition of computer viruseswas madein 1986 and has been widely
published. Thisdefinition encompassesall of thethingswhichJim classifiesas‘viral’ but also encompasses many kindsof computer viruseswhich
hemay haveoverlooked in hisconsideration of the problem. For example, theformal definition dealswith evolutionary viruseswhich arenot * self-
replicating’ because evolutionsarenot strict replicas. Theformal definitionisused to provemathematical propertiesof virusesand defenses, and
many companieswho haveignored it have come up with easily defeated products, while those who paid attention have done afar better job of it.
Jim'’ sdefinitionisuseful for telling anon-technical audience about agrowing problem. Indeed hisdefinitionis probably much more useful for
awarenessthan theformal definitionwill ever be. However, itisnot hel pful to solving thetechnical problemsrelating to computer viruses, whereas
the formal definition is quite useful for this purpose. If the normal operation of a computer includes people running programs and responding to
prompts, then the AIDS Information Disketteisa virus.

Fred Cohen.

Editor’ s Note: The mathematical definition wasdevised in Dr. Cohen’s PhD dissertation ‘ Computer Viruses' (University of Southern California) in
1986. It ispublished in the Elsevier journal Computers & Security (Vol 8 1989 pp 325-344) as Computational Aspects of Computer Viruses.
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KNOWN IBM PC VIRUSES (UPDATE)

Amendments and additions to theVB Table Of Known IBM PC Virusesas of 26 April 1990. For information on all known IBM PC
viruses, refer to Virus Bulletin, March 1990.

Hexadecimal patterns can be used to detect the presence of the virus with the ‘ search’ routine of disk utility programs such as The
Norton Utilitiesor your favourite disk scanning program.

EXAMINEDVIRUSES

8 Tunes- CER: Probably from Germany. Virusinfects.COM filesaswell as.EXE files. Length of virus codeis 1971 bytes. When it triggers, one
of eight different tunesisplayed.

8 Tunes 0B00 F3A4 1F33 Q0CB 8CC0 0510 002E 0106; O fset 020
Amoeba - CER: 1392 byteslong. Awaiting disassembly.
Anmoeba CF9C 502E A107 0140 2EA3 0701 3D00 1072; O fset OD1

Anarkia- CER: Minor variant of the Jerusalem virus, wherethevirus signature hasbeen changed from ‘ sURIV’ to' ANARKIA’. Will activate one
day earlier than Jerusalem. Use search pattern for Jerusalem. Awaiting disassembly.

Durban, Saturday the 14th - CER: Adds 669 bytesto the end of infected files. On any Saturday the 14th, thefirst 100 logical sectorsof drive C,
then B, then A are overwritten with rubbish.
Dur ban B911 00A4 E2FD BADE CD21 80FC DF74 47C6; O f set 02F

Kennedy - CN: A simple.COM infecting virus, probably from Denmark. When aninfected fileisrun, it will infect asingle.COM fileinthe current
directory, adding 333 bytesto the end of thefile. The virus activates on three dates - June 6th, November 18th and November 22nd. On these dates

itwill display the message:
Kennedy er dod - | aenge | eve " The Dead Kennedys"

(The Dead Kennedys, a San Fransisco based punk rock group, are well known political activistsin support of causes such as the freedom of
information. Ed.)

Kennedy E817 0072 04B4 4FEB F38B C505 0301 FFEO; COf f set 0035

Pretoria, June 16th - CN: Overwritesthefirst 879 bytes of infected fileswith itself and storesthe original 879 bytes at the end of thefile. When an
infected program isexecuted, the virus searchesthe entire current drivefor .COM filesto infect. On June 16th the execution of an infected filewill
causeall entriesintheroot directory to bechangedto ‘' ZAPPED’ . Thevirusisencrypted.

Pretoria AC34 A5AA 4B75 FO9C3 A11F 0150 A11D 01A3

Prudents, 1210 - EN: 1205 byteslong. Will destroy thelast 32 bytes of any fileit infects. Awaiting disassembly.
Prudent s OEO7 BE4AF 04B9 2300 5651 E87E 0359 5EE8; O f set 055

PSQR, 1720 - CER: Another minor variant of Jerusalem. 1715/1720 byteslong. Signatureisnow ‘ PSQR’. Awaiting disassembly.
PSCR FCB8 OFFF CD21 3D01 0174 3B06 B8F1 35CD; COf f set 071

Virdem - CN: 1336 byteslong. Viruswaspublishedin ‘ Computer Viruses: A High-Tech Disease’ by Ralf Burger. Oneof the oldest virusesknown,
writtenin 1986. It wasintended asa‘demo’ virus, but has now been found ‘inthewild'.

Vi rdem BE8O 008D 3EBF 03B9 2000 F3A4 B800 0026; O fset 011

XA-1-CN: TheXA-1virusoverwritesthefirst 1539 bytes of infected. COM fileswith itself and storesthe original code at the end of thefile. On
April 1st, apart of the virusactivates - overwriting the boot sector with code which will cause the computer to ‘hang’ on next boot-up. Thevirus
also activates on December 21st and stays active until the end of the year. It will then display a Christmastree, and the text:

Und er | ebt doch noch: Der Tannenbaum Frohe Wi hnacht en
XA-1 BO2C 8846 FF8B 7E00 884E FE8A 4EFF 000D, O f set 01E

REPORTEDONLY

PrintScreen-DR
Korea-?

Form-?
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VIRUS DISSECTIONS

Three dissections featurein this month's edition. The first is
an analysis of the very widespreadNew Zealand computer
virus.

New Zealand (also called ‘Stoned’ and‘ Marijuana’) is, most
definitely, a‘wild’ virus and we have received numerous
request for information and help frominfected sitesin the
United Kingdom and Europe. However, it is most prevalent
in Australasia and the Far East.

The 4K virus (also called ‘4096’ , ‘IDF’ and ‘Frodo’) is
alsoa‘wild specimenand is generally regarded asthe most
sophisticated IBM PC virus so far devised.

Finally, Jim Bateslooks at the ‘666’ virus from Bulgaria.
Approximately fifty computer viruses originate fromBulgaria
-reportedly from the capital city of Sofia. Two distinct sets
exist - the ‘Bulgarian fifty’ written by ‘TP’ and a second
group written by an unidentified author(s).

The exact story behind the ‘Bulgarian fifty’ isshrouded in
mystery, and there have been claimsthat these viruseswere
written for experimental purposes and that the use of Ham-
ming code (self-correcting code) makes destructive or mali-
ciousreprogramming impossible. These claimsaremisleading
because the self-correcting codeitself can be disabled.

New Zealand - Causing Chaos Worldwide

Fridrik Skulason

Thisvirusoriginated in New Zealand. The author, astudent in
Wellington, claims he never intended the virusto run wild. His
story isthat he destroyed all copies of the virus except one
which he kept under lock and key at hishome. This copy was
stolen and used to infect computers at alocal computer store.
This happened in early 1988, but the virus has now spread all
over theworld, although it is still rather rarein Europe - at
least in comparison to several Asian countrieswhereitis
understood to be rampant.

The New Zealand (aka Stoned/M arijuana) is aboot sector virus
capable of infecting hard disks as well as diskettes. Onein
eight times a computer isbooted from an infected disk the virus
will display the on-screen message:

Your PCi s now St oned!

Thevirus seemsto have been designed to be non-destructive,
but it is capable of causing considerable damage dueto the

author’ slack of technical knowledge.

Operation

When acomputer is booted from an infected diskette, the virus
becomes memory resident. It will first create ahidden 2K block
at the top of memory by decreasing the value stored at the
location 0040:0013. The virusthen copiesitself into this block.
All other boot sector viruses currently knownto bein circula-
tion use asimilar method to obtain amemory block for their
use, but the size varies. When DOS isloaded it will use the
value stored at the | ocation 0040:0013 to determine the amount
of usable memory, but the memory block reserved by thevirus
will remain hidden.

Thevirusthen hooksinto INT 13H, thedisk I/O interrupt. If the
computer was booted from a diskette, thereisaonein eight
chance that the screen message above will appear. The method
used by the virus to determine whether the message should be
displayed isto check if the bottom three bits of the byte at
0040:006C contain 000. Thisbyteisincremented 18.2 times
every second and is often used to provide asimple random
number generator. If booting from the hard disk, the message
will not appear.

If the computer was booted from an infected diskette, the virus
will attempt to infect the hard disk. The Partition Boot
Record (PBR, also called M aster Boot Record or Disk
Bootstrap Sector) isread into memory and examined. If no
hard disk is present, the read operation will fail and the virus
will skip this operation. If thefirst four bytes of the PBR do not
match the corresponding bytes of the virus, the hard disk will
beinfected.

The PBR is stored on track 0, head 0, sector 1 of the hard disk.
In many casesthe rest of track 0, head 0 is unused, a‘feature’
which the virus exploits by moving the original PBR to track 0,
head 0O, sector 7. The virus code is then written to track 0, head
0, sector 1, ready to be executed the next time the hard disk is
booted. It should be noted that the New Zealand virusisthe
only PBR-infecting viruscurrently known.

Finally the virus will load and execute the code found on the
original boot sector.

Infection

Infection of hard disks at boot-up has already been described,
but diskettes areinfected in adifferent way. When aprogram
performsan INT 13H call, thevirusinterceptsit. The function
number in AH register is checked to seeif it is either 2 (disk
read) or 3 (disk write). If not, the viruswill pass control to the
original BIOSroutine. Otherwiseit will check whether the
calling program is attempting to usedrive A:. If so, thevirus
will check whether the motor timeout counter at 0040:0040
contains zero - probably to avoid suspiciousdelayswhenever
the disk is accessed.
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If these conditions are met, the boot sector isread from the
diskette and checked for an existing infection. If no infectionis
found, the original boot sector ismoved to track 0, head 1,
sector 3. On a 360K diskette thisisthe last sector of the root
directory, so no problemswill arise unlesstheroot directory is
almost full, containing more than 96 entries. The virus com-
pletestheinfection by copying itself to sector 1.

ProblemsEncountered

The New Zealand virus seemsto have been designed to be
‘benign’. However, the author did not consider the existence of
diskettes containing more tham 360k of memory. Onal.2
megabyte diskette, track 0, head 1, sector 3 isnot at the end of
theroot directory, but rather the third directory sector. Since
each directory sector contains 16 entriesthe New Zealand virus
may prove highly destructiveif theroot directory containsmore
than 32 entries. A similar problem arisesin the case of 3.5inch
diskettes.

Another potential problem isthat track 0, head 0, sector 7 is not
alwaysunused on all hard disks. In certain casesit containsa
part of the File Allocation Table, in such instancesinfection of
the hard disk will cause considerable damage. Such damage
would be reparable, however, because DOS stores two copies of
the FAT on the hard disk.

Recognition

The easiest way to spot an infected diskette is the absence of
the usual DOS messages in the boot sector and the presence of
thetext strings:

Your PCi s now St oned!

and

LEGALI SE VAR JUANA!

Text strings can searched for by using the Search Disk for Data
option provided by The Norton Utilities.

Thevirus signature stored in the first four bytes of the PBR
sector isEA 05 00 CO.

Alternatively usethe Search facility of The Norton Utilities (or
avirus-scanning program) to search for thefoll owing hexadeci-
mal patterns:

0400 B801 020E 07BB 0002 B901 0033 D29C, O f set 043
0400 B801 020E 07BB 0002 33C9 8BD1 419C, O f set 041

Variants

Several variants of thisvirus have been reported, but only one
variant can be confirmed (but see below). The only differenceis
arelocation of the original PBR to track 0, head 0, sector 2.

Onevariantissaid to display the second message ‘' LEGALISE
MARIJUANAY!’ (includedinthetext stringsabove). Another
variant is said to display no message at all making it harder to
detect. The existence of both reported variants has not been
confirmed.

Editor’ snote: The VirusBulletin hasreceived a further variant
of the New Zealand virus. The virus was reported to have
resided on a free disk distributed with a computer magazine. It
containsthe text message ‘ Your PC isnow Sanded!’. Thisisa
very simple mutation of the existing New Zealand virus which
could have been completed within a matter of minutesusing a
utility such as Norton. The addition of thistext string to a
search option may be warranted. The hexadecimal patterns
above will detect thisvariant.

4K - A New Level of Sophistication

4K isamemory resident, .COM and .EXE infecting virusfrom
Israel. The size of most PC virusesis 1000 - 2000 bytes, which
makes 4K one of the largest for asits name implies, itslength
is4096 bytes. Thisvirusisalso known by two other names,
‘IDF and ‘Frodo’. ‘' IDF refersto the Israeli Defence Forces,
wheretheviruswasoriginally found latelast year. ‘ Frodo’
refersto the on-screen message displayed by thevirus, as
described later. Two versions of the virus exist, the significant
differences between them surround the effects after triggering.
The 4K virusmay occasionally cause damagetofiles. It

mani pulates the number of available clusters, which can result
infilesbecoming cross-linked.

Most of thevirus codeis devoted to making thevirus‘invisible’
when it is active. Other recent viruses attempt this, for example
666, described on page 13. The differenceisthat 4K usesa
more comprehensive method - intercepting more DOSfunction
than any other virus.

From atechnical viewpoint, 4K isvery advanced - it uses more
undocumented features of the M S-DOS operating system than
any other known virus, but it requires DOS 3.x because some of
the undocumented features function differently under DOS 2.x
and 4.x. It is clear that the author of the virus hasavery good
knowledge of theinternal workings of theM S-DOS operating
system.

Installation

When an infected program isrun, the virus will attempt to
disabletracing, by manipulating INT 1H (single step), theflag
register and the 8259 chip.

It then altersthe Memory Control Blocks (MCBs) and createsa
‘gap’, 6K in sizejust below the end of memory. Thevirus code
iswritten there, overwriting the part of COMMAND.COM

stored there. COMMAND.COM will therefore be reloaded and
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infected when the infected program terminates. The viruswill
intercept INT 21H, but not in the usual way - instead it will
overwritethefirst 5 bytes of the current INT 21 routine with a
FAR IMPtoitself. Most of thevirusis devoted to processing
variousINT 21H functions. They are:

« Disk I/O Using File Control Blocks
* Function OEH (Openfile)

Thevirusfirst callsthe original DOS function, and if thefileis
successfully opened the FCB is examined for theinfection
marker (year of creation > 2043). If aninfectionisfound, the
‘filesize’ field is decremented by 4096.

Function 11H (Find first matching file), Function 12H
(Find next matching file)

Theoriginal DOSfunctionisfirst called and if afileisfound
the ‘year’ field of the timestamp is examined. Asin the ‘ Open’
function, if the highest bit is set, thefileis assumed to be
infected and the ‘length of file’ field in the FCB is decremented
by 4096.

Function 14H (Sequential read), Function 21H (Random
record read), Function 27H (Random block read)

If aprogram is attempting to read from the beginning of an
infected file, the virus returnsthe original contents of the first
bytes, before they were overwritten by the virus.

Function 23H (File size)

The virus makes a copy of the FCB, opensthefile and closesit
again. The FCB will then contain variousinformation, includ-
ing the creation year and the true size of thefile. If thefile
appearsto be infected, the virus will once again subtract 4096
from the true length and return that value.

Disk /O usinghandles/ASCI1Z
Function 3CH (Createfile)

If thefile being created hasthe ‘ Readonly’, ‘ System’ and
‘Hidden' attribute bits set, control will simply be given to the
original DOSfunction. Thisisprobably donein order to avoid
infecting| BMDOS.COM and IBMBIO.COM. (under some
versions of DOSboth files have .SYSextensions, ed). In other
casestheviruswill call DOSto create the file, closeit and
transfer control to the‘ Open file' function.

Function 3DH (Open file)

First the extension of thefileischecked, in ahighly unusual
manner. The ASCII codesfor the three charactersin thefile
extension are added together. If the sum is 223 or 226 thefile
may be subject to infection. Entering acommand such as COPY
X.WEF Y .BMPwill result in theinfection of X.WEF and

Y .BMP. If the sum does not match, the virus will return to the
original program.

4K maintains an internal table of open file handles and the
process | Ds of the ‘owner’ of thefile. Theterm ‘ process D’
refersto the segment address of the Program Segment Prefix
(PSP). If thistable has any room left, the process 1D and thefile
handle will be stored there, for future use by the ‘ Close’
function.

Function 3EH (Closefile)

When afileisclosed, the process |D of the current processis
first obtained and the table mentioned aboveis searched for a
record containing it and thefile handle. If itisfound, thefileis
assumed to be a.COM or .EXE file and will be infected before
itisclosed.

Function 3FH (Read)

If aprogram attemptsto read from an infected file, the virus
will ‘disinfect’ thefile asit isread, which may cause problems
for checksumming programs because the file may appear
unmodified.

Function 40H (Write)

When an infected fileis being written to, the virus will
disinfect it, only to re-infect it asit is closed.

Function 40H (L seek)

When a program seeks to the end of an infected file, the
reported value of the file pointer (position within thefile) is
decremented by 4096.

Function 4BH (L oad/Execute)

Instead of loading and executing aprogram, the viruswill only
load it, using an undocumented sub-function of INT 21H
(4B01H). Theloaded filewill then be checked for disinfection
and any trace of infection will be removed beforeit is executed.
However, if thefileisnot infected, the infection routine will be
called.

Function 4EH (Find first), Function 4FH (Find next)

Just liketheir FCB counterparts, these functions only check
whether the file isinfected, in which case 4096 will be
subtracted from the reported file length.

Function 5700H (Get date/time of file)

If thisfunction is used to obtain the creation year of an infected
file, the virus will subtract 100 from the value.

Function 5701H (Set date/time of file)

4K will not permit any program to set the date of afilelater
than December 31, 2043.
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MiscellaneousFunctions
Function 30H (Get DOSversion)

Thisis perhaps the most interesting part of the virus. It will
first check the current date. Before September 22nd nothing
happens, but after that date a mysterious routine is executed.
Oneversion of the viruswill cause indefinite results, probably
causing the machineto ‘hang’. Thisversion contains some
garbage bytes aswell asthe POP CSinstruction, whichis
illegal on ‘286, ‘386 and ‘ 486 machines. The other version of
the virus attempts to overwrite the boot sector with the ‘Frodo’
code described later.

Function 37H (Get/set switchchar, device availability)

Thereasonsfor hooking into thisfunction remain unclear.

Infection

4K may infect programs when they are executed or when an
executablefileisclosed. The second possibility impliesthat
copying anon-infected program (on amachine wherethevirus
isactive) will result in theinfection of the target file aswell as
theoriginal.

Thevirus starts by checking whether or not thetarget fileis
.EXE. It reads the first two bytes and compares them with 5A
4D or 4D 5A. Virtually all .EXE files start with 4D 5A, butitis
alittle known fact that MS-DOS will also assume that afile
starting with 5A 4D isalso an .EXE file.

The virus code iswritten to the end of afile. In the case of a
.COM file, the first three bytes are overwritten withaJMP into
thevirus code. EXE filesare modified in adifferent way, by
changing theinformation in the header, including theinitial CS
and IPvalues.

Asmight be expected, 4K removesthe ‘read-only’ attribute
beforeinfecting files and restoresit afterwards.

Thedirectory entries of infected filesare modified using a
method similar to that adopted by the Viennavirus. Vienna
modifiesthe ‘seconds' field of the timestamp, setting it to an
impossible value (62), but 4K adds a century to theyear. A file
created in 1990 will appear to have been created in 2090. When
the user issuesthe DIR command, no changeinthedateis
visible because MS-DOS only displaysthelast two digits of the
year. Thismethod will not work after the year 2007, however,
because the last date which M S-DOS can represent is Decem-
ber 31st 2107. Thisdate modification preventsreinfection and
allowsthevirusto identify uninfected target files.

Thereisthus an easy way to check whether 4K isactivein
memory - just set the date to January 1st 2044, create a small
file and issue a DIR command. If thefileisreported as having
alength of 4 Gigabytes and having been created in the year
100, the virusis active. The reason that DOS reports alength of

4 Gigabytesisthat the virus subtracts 4096 from thefile size
which it assumesisinfected. This produces a negative number,
which DOStreats as an unsigned binary equivalent.

‘Frodo’ Code

4K contains aroutine which attempts to modify the boot sector
to display the on-screen message

FRCDOLI VES

when an infected machineisbooted. Thistext, inlargeletters,
is surrounded by amoving pattern. Thisroutine doesnot , in
fact, work. The keyboard interrupt isre-directed, probably to
disablethe Ctrl-Alt-Del combination, forcing the user to turn
the PC off and to boot from a non-infected diskette.Editor’s
Note: Frodo isone of the ‘hobbit’ charactersinJ. R. R.
Tolkien'sfairy-tale‘ The Lord of the Rings'.

Final Notes

4K concealsitself quite efficiently but it can be detectedina
number of ways. Theloss of 6K of memory providesan
immediate indication to the observant user that the machineis
infected. Changing the date as described above will also reveal
its presence.

A hexadecimal search pattern for thisvirusis:

E808 OBE8 DOOA E89A OAE8 F60A E8B4 0A53; O f set 239

Apart from these characteristics the viruswill probably remain
unnoticed until September 22nd, 1990, although it may be
detected on some computers earlier, asit seems unableto co-
exist with someitems of network software.

Users of checksumming softwar e, and indeed all anti-
virusprograms, should take not that such software
can only be effectiveif run from a clean system disk.

If thedK virusisactivein memory it could fool
checksumming programsinto ‘thinking’ that system
attributesare unmodified.

High-level security checksusing anti-virus software
must berun from awrite-protected ‘clean’ system
floppy disk. Anti-virusprogramsinvoked from
AUTOEXEC.BAT can be undermined by second
generation viruses. However, running secur e check-
summing programs from the hard-disk will still
providea high degree of protection on a day-to-day
basis.

For information about thewrite-protected system
floppy disk see VB, February 1990, page 4.

VIRUSBULLETIN ©1990VirusBulletin L td, England./90/$0.00+2.50 Thisbulletinisavailableonly toqualified subscribers. No part of thispublication may
bereproduced, storedinaretrieval system, or transmitted by any form or by any means, el ectronic, magnetic, optical or photocopying, without theprior written
permission of thepublishersor alicencepermitting restricted copyingissued by the Copyright Licencing Agency.



May 1990

VIRUSBULLETIN

Page 13

666 - The Number of The Beast
Jim Bates

666 (aka V512 and Number of The Beast) isone of the
‘Bulgarian 50 virusesand although it hasno trigger routine
thereare several featureswhich makeit worthy of analysis. A
trigger routinewould bedifficult to add to the code because
of sizelimitationswhich leads meto suspect that thisvirusis
meant to demonstratethewriter’ singenuity and isnot an
exampleof maliciouscode.

666 isaparasitic viruswhich becomesresident in the system
when the codeisexecuted. It only infectsfileswiththeletters
‘CO’ asthefirst charactersof thefileextension. Thisobvi-
ously targets.COM filesbut it may alsoinfect COBOL
sourcefileswhich conventionally havean extension of .COB
and other fileswhich match thisspecification. Other criteria
for infection arethat the file must have alength between 512
bytesand 65,023 bytes(inclusive) and, importantly thefile
length must be such that thereisat least onefree sector of
space between theend of thefileand theend of thelast
allocated cluster.

Thishighlightsaweak areainthe MS-DOSfile storage
system of which virusresearchershavelong been aware.
Disk spaceallocationwithin M S-DOS usespredetermined
chunkscalled ‘ clusters'. The size of acluster isset when the
driveisfirst formatted and on most systemswith more than
around 10 Mbytes of overall disk spacethecluster sizeisset
to 4 sectors (or 2048 bytes). Sincefilesizesarerarely an
exact multipleof clusters, thereisusually unused space at the
end of thefile. The main advantages of using thisspace are
(a) DOSwill not overwriteit(b) itisconsidered ‘lost’ to
DOS operations unless special provision ismadeto access
it. Itisthusanideal placeto ‘hide’ virus code so that
scanning programs cannot find it. Of course, some method
must still be used to ensure that such codeisloaded and
executed. 666 attemptsto fool both resident and scanning
softwareinto ‘thinking’ that nothing isamisswith the host
file. Obviously, therewill be somefileswhich do not have
sufficient unused spacewithinthefinal cluster. However, 666
checksfor such filesand does not attempt to infect them.

Thevirus has been padded with athree byte‘ signature’
consisting of thecharacters' 666’ (henceitsalternative
names) to makeitslength 512 bytes (exactly one sector). Itis
positioned on thedisk to overwritethefirst sector of the host
file. Theoriginal contentsof that first sector arewritten
beyond theend of thefileinthe af orementioned free space.

Installation

Thecodedeterminesthe DOSversion of the current operating
system and then collectstheINT 13H vector from page zero
of memory. TheDOSversionisthen checked andif the
minor part (after thedecimal point) of theversion number is
.30then alittle known and undocumented DOSfunctionis
called which swapsout theoriginal (ie: pre-systemload) INT
13H entry point (thisusually pointstothe ROM INT 13H
routine). The swapped out addressis pushed onto the stack
and thefunctioniscalled again to swap the vectors back.
Thisrestoresnormal operationbut leavestherequired
address on the stack. Thisaddressis popped from the stack to
taketheplace of theINT 13H vector collected from page
zero. If theminor DOSversionisnot .30 then the swapping
functionisnot used and processing continueswith the page
zeroDOSINT 13H vector.

Theswapping processrecover san entry point intothe
disk 1/0 serviceswhich isnot usually monitor ed by anti-
virussoftware. However , itispossibleto hook monitoring
softwar eintothisfunction and alsoto monitor the swap
functionin order tointercept thisvirusinstallation
routine.

I nstallationthen continuesby storing therelevant INT 13H
vector withinthevirus' code segment and then collecting the
INT 21H vector - again by direct accessto page zero of

RAM. Theoffset portion of theINT 21H vector ischecked for
avalueof 121H and if found, theindicated segment is
checkedforthevirus' presence.

If 666 isresident, processing branchesto the portion of the
codewhichisprocessed after the virus has been made
resident. If thevirusisnot resident, the code locatesthe
address of thefirst Disk 1/0O buffer which DOS uses. These
buffersareexactly 512 byteslong and usually have 16 bytes
as aheader so thereis enough spacefor thisvirus codeto be
installed.

Oncethevirushasbeen moved into the buffer, itsaddressis
removed fromtheDisk I/O chainand the INT 21H vector is

modifiedto point totheinterception routinewithinthenewly
re-located viruscode.

Thecodethen overwritesasmall section of thetransient
portion of thecommand interpreter. Thisisto ensurethat
when the program terminates, COMMAND.COM will be
reloaded andinfected.

666 actually attemptsto infect COMMAND.COM the very
first timeit is executed.
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The codethen goeson to check whether the current program
isacommand process (ie: COMMAND.COM itself) oris
running asachild of DOS. If itisacommand process,
processing terminates back to DOS and sincethevirus code
isnow resident, thereloading of COMMAND.COM will
ensurethat itisinfected. When an infected programisrun for
thefirst timeon aclean system (ie: COMMAND.COM isnot
infected), the host program itself will not be executed - but if
runasecondtime, it will be! Subsequent program executions,
after the* parent/child’ check, causesthedataintheoriginal
first sector toload into the appropriate area(overwriting the
recently loaded copy of thevirus).

Themethod of accessing beyond theend of thefileinvolves
direct manipulation of theDOS System File Table (SFT).
Thistechnique, usedin several placesthroughout the code,
allowstheopening of afilefor READ access (thusnot
alertingresident anti-virusmonitoringsoftwar e), chang-
ing the SFT to allow WRITE access. Thefilelength and date/
timefieldsarealsomodifiable. However, during program
execution, only thefilelengthfieldisadjusted; by adding 512
so that the original data can beread from the disk.

I nterrupt I nterception

Only theINT 21H vector isintercepted during installation
andthevirusallowsall function requests except 3FH
(READ), 3EH (CLOSE) and 4B00H (LOAD & EXECUTE).

Read Function

The READ intercept attemptsto ‘hide’ thetheviruscodeina
manner reminiscent of the Brain virus. WhenaREAD
requestisreceived, the current position of thefileaccess
pointer isnoted and thenthe REA D performscorrectly. Next
thefileaccess pointer ischecked to seeif theread request
wasfor aportion of thefilewithin thefirst sector. If it wasn't,
processingisreturned tothecaller, but if it was, thefiletime
stamp field ischecked for 1FH (31 decimal) in the seconds
bits. Thisisequivalent to asetting of 62 secondsand isone
of themarkersused by 666 to indicate an infected file (the
other being the presence of theviruscodeitself).

If thefileismarked asinfected, the SFT isaccessed again to
modify thefilesizefield and theoriginal first sector isread
fromthelast cluster. Thenthefilesizefield isrestoredtoits
former value before processing returnstothecallerThusthe
viruseffectively concealsitself by supplyingthecaller
with thecorrect datarather than theviruscode. This
meansthat simplescanning programswill not detect the
viruscodeon an infected system! Thisemphasisesthe

absolutenecessity of ensuringthat thesystemis‘clean’
befor e sear chingfor viruscodeon disk.

LOAD & EXECUTE and CL OSE Functions

Theintercept routinefor thesefunctionsissubstantially the
same except that when closing afile, thefilehandleisfirst
duplicated and subsequent operationsare carried out onthe
duplicate handle. Loading afilefor executionresultsinthe
filebeing opened (in READ mode) for virusoperations. In
both casesthefile handle being used is closed beforethe
original request isallowed to continuenormally (using the
original filehandle). Theinterception checksthefilefor
existinginfectionandif itisnotinfected, checksitssuitabil-
ity for infection by determining unused file spacein thefinal
cluster.

Infection

After theroutine opens (or duplicates) afilehandlefor the
target, thefile position pointer is set to zero (Beginning of
File) and the SFT accessprivilegefieldischanged to allow
WRITE access.

Thenthevector for INT 13H ischanged tothat collected
during the Installation phase. Remember that the viruscode
will usually havecollected thisvector duringtheinitialisation
of thesystem (ie: viaaninfected COMMAND.COM) or from
the undocumented vector swap interrupt.Itisunlikely that
this vector will be monitored by anti-virus software666
doesnot useINT 13H directly, but INT 21H functions
associated with file|/O useit and could thereby alert moni-
toring software.

Theinfection check routinealsore-vectorsINT 24H (Fatal
Error Handler) to point to an IRET instruction withinthe
code. Thisdisableserror reporting.

Oncethesetwointerrupt vectorsaremodified, thecode
checksthetime stamp field for the 62 second marker. If this
marker isnot found thefileistested for extension‘CO’,
otherwisethe extension check isby-passed. There seemsno
validreason for thisalternative checking, maybethe pro-
grammer had other optionsin mind and overlooked this
sloppy coding. Whatever thereason, the assumptionisthat a
filewith the 62 second marker set will bea.CO?file.

Fromthispoint on, if acheck fails, the handleisclosed and
processingisreturnto continuetheoriginal INT 21H function
call.
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The next check ensuresthat thetarget fileisbetween 512 and
65,023 byteslong.

A further test looks at the SY STEM attribute setting of the
target fileand, if set, rejectsit.

Thefinal check beforeexaminingthefilefor existinginfec-
tioninvolvestesting thefilelength against the number of
sectorsper cluster and cal culating unused spaceavailablein
thefinal cluster.

Oncethetarget file has passed all these checks, thefirst 512
bytesof thefileareread into abuffer. Thevirususesthe high
part of thelnterrupt V ector Tableasabuffer, thusoverwrit-
ing all Interrupt vectorsabove 7FH.Thisisa flaw within the
virus since an increasing number of machines, most network
software and several high-level languages use these
interrupts and the destruction of the vectorswill cause
systemfailure and immediate alarm.

Oncethestart of thefile hasbeenread, it ischecked against
theexisting viruscodefor infection. If infected, thetime
stamp field is set with the 62 second marker and thefileis
closed. If thefileisnot infected, the contentsof thebuffer are
appended to the end of thefileand thevirusiswrittento the
first sector. Thefilesizefieldismodified during thisprocess
but restored afterwardsto | eave the appended code outside
thesizesetting. Thedate/timefield remainslargely unaltered
(except for the 62 seconds) asaresult of direct accessto the
flagsfield of the SFT. Thisensuresthat thevisible directory
entry for thefileremainsunchanged.

Withintheinfection routinetherearetwo callsto Function
40H of Interrupt 21H.Theseareimmediately obviousto
monitoring softwareand ther efore provideauseful
detectionpoint.

ProblemsWith Scanning Programs

Theuseof theLOAD & EXECUTE functionfor fileinfection
is standard amongst viruswriters but the use of the CLOSE
functionisof much moreconcern. Dark Avenger also
subvertsthisfunction.

Problemscentrearound simplescanning programswhich
examineafileby openingit usingtheDOSfilel/O
functions. Oncescanning hasbeen completed thefileis
closed and - if avirusof thistypeispresent - becomes
infected. Thusthescanning program becomestheagent
for infecting every suitablefileon thedisk at onego! The
answer istorestrict theuse of scannerstoaknown clean
system, iekeep the scanning program on awrite-pro-
tected system floppy disk and only useit from there. The
only scanner swhich should beused on an automaticbasis

(invoked by AUTOEXEC.BAT) arethosewhich collect
fileinformation on an absolutesector basisand ther eby
donot usethe DOSfilel/O facilities. If themethod used
by the scanner isnot known, assumethat it doesuse DOS
filel/O and takeappropriateprecautions.

SomeFinal Thoughts...

My impression on disassembling 666 isthat itsauthor
considershimself acut above other viruswriters. The code
makes use of undocumented and obscurefeaturesof DOS
and almost shouts “See how clever | ant’ and yet ignores
such giveawaysasthe overwriting of the I nterrupt V ector
Tableand the plain use of the WRITE function 40H of INT
21H.

Other programming flawsincludethe method of checking for
thevirus’ existenceinmemory. Thiswill causemultiple
installation of theviruscodeif any subsequent program re-
vectorsINT 21H. Complicationsariseif aninfected program
iscopied on an uninfected system. In thiscase, since most
COPY routineswork on abyte by byte basis (and not cluster
by cluster) theinfected filewill losethe contents of the
unused space at the end of the fileand whilethe copied file
will still containthevirus, it will nolonger performits
original function. Assuming that avirusshould not announce
itspresence by destroyingitshost, thisisafailurein the code.

Thefinal flaw in thisvirus, of interest totechnicians, is
that infection can bestopped simply by ensuringthat all
filesoccupy an exact number of clusters. Thusnofree
spaceisleft and theviruscannot replicate.

666 isreportedto bea‘lab’ virus, intended to assist in the
development of anti-virussoftware. Thismay bethe casebut
thefact remainsthat it uses dangeroustechniqueswhich
could bemodified with maliciousintent to exacerbatethe
virusthreat. Ther ear eenough genuinevirusesar ound
without theirresponsibledevelopment and distribution of
new ones.

Thefollowing hexadecimal search pattern can beused
tolocatethisvirus:

5A52 OEO7 OEO7 OELF 1EBO 5050 B43F CBCD 2172;
Cf f set 0A3

Editor's Note: The Number Of The Beast isreferred to in Revela-
tions, Chapter 13, The New Testament. According to The New
Oxford Annotated Bible the number 666 is the sum of the |etters of
aman’sname, foretold as a false prophet and Anti-Christ.
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TOOLS & TECHNIQUES

Backup!

Backing up data has always been standard practice on main-
frame systems but has only recently been regarded as serious
precaution for PC users. Regular backups can protect users
against arange of threatsincluding power failure, crashes,
human error and malicious programs. Without backupsthereis
no way to restore unique data. Backups ar e the single most
important precaution that can be taken against computer
virusesand arevitally important in case of attack by a
destructive virus. Unduplicated data stored on hard disk
will beirretrievably lost in the event of avirussuch as
Datacrimetriggering.

As part of the backup procedure, the master disksfor all
software (including the operating system) should bewrite-
protected and stored safely. All backups (and other disks)
should be accurately labelled (date and time created) and
recorded in aninventory. Critical data(e.g. marketing data-
bases, company accounts) should be stored both on-site(ina
fire proof safe) and in asecure, remote location (off-site).

Backup procedures must be periodically tested by performing
completerestorations of the system. Thereislittle pointin
taking backups unless the data can actually berestored. Itis
also important that backup procedures are carefully monitored
and adhered to.

Fastback Plus - Backup Made Easy

Fastback Plusisabackup program for MS-DOS computer
systems. The Fastback package has been available for some
time and has gained a good reputation. This article describes
briefly the features offered by Fastback Plus and discussesin
more detail the new features offered by Version 2.

Itisvital that agood backup program offers maximum flexibil-
ity in the manner in which files to be backed up are specified.
Fastback Plus scores heavily on this point, asfiles can be
chosen by any desired combination of named directories, named
files, and files within specified date parameters. The type of
backup can also be varied. The user can choose: acomplete
backup; only those files that have changed since the last backup
of any type; or the filesthat have changed since the last

compl ete backup. Backups can be made to/from any defined
DOS deviceincluding floppy disks, hard disks, tape or cartridge
drives, and external hard disks. Thisisfar superior to the crude
facilitiesoffered by theBACKUP and RESTORE programs
included with the M S-DOS operating system.

Version 2 of Fastback Plus offersimproved datacompression;
the manual claimsthat backups not only compressinto a
smaller space, but they are written to disk at a faster rate.

| tested this by backing up the hard disk of my portable
computer (see Technical Detailsbelow). The last backup taken
with version 1 of Fastback Plusrequired eleven 3.5 inch floppy
disks (720K byte) to backup 6.5 Mbytes. Using Version 2,

| backed up 6.76 Mbytes on to 8 disks of the same capacity - a
significant improvement. Thiswas completed in 5 mins 17 secs,
arate of 1.28 Mbytes per minute. Impressive.

Version 2 backups can be protected from unauthorised use by a
password. Thisfacility should be used with caution asonce a
password has been defined for abackup set, restorationis
impossible without the correct password. The addition of a
password meansthat Fastback Plus backups cannot be restored
by any version of Fastback Plus earlier than 2.10. Don’t forget
that if the password is not known, for whatever reason, thereis
no way to restore the data.

Onefinal feature worth mentioning isthat Fastback Plus can
now restore to a PC a backup set that has been generated on a
Macintosh. To achievethis, you obviously need acopy of
Fastback for the Macintosh. Thisisauseful way to transfer
filesfrom aMacintosh to a PC, afeat that is often difficult to
achieve. There are problemsin compressing Macintosh
filenameswithin the M S-DOS convention of 8 character
filename plus 3 character extension, but these can be circum-
vented.

Fastback Plus now controlsthe proliferation of history files
which previously had to be done manually. A history fileisan
ASCII file containing full details of all filescontainedina
backup set. Thisfileiskept on the disk being backed up, and
can be inspected without resorting to searching the actual
backup disks. When abackup is made to disksthat previously
contained a Fastback backup, the relevant history file(s) on the
hard disk are automatically deleted.

| liked the original version of Fastback Plus. Version 2 iseven
better. Fastback Plus changes taking backupsfrom atime
consuming choreinto an easily executed task. Thiscan only be
to the good, and should encourage more peopleto invest in the
best anti-virus measure of them all -regular backups.

K.J.

Technical Details

Product: Fastback Plus

Developer: Fifth Generation Systemsinc., 10049 N.Reiger Road, Baton
Rouge, LA 70809, USA. Tel 5042917221

Vendor: Rivaltd., 3Bentley Industrial Centre, Bentley, Farnham, GU10
5NJ, UK. Tel 042022666, Fax 024023700

Availability: IBM PC/XT/AT, PS/2, or compatiblewith330K of RAM,
MS-DOSversion2.01or higher,andahard disk.

VersionEvaluated: 2.10

Serial Number: 113-0409565, suppliedonboth3.5inchand5.25 inch
floppy disks.

Price: £152.50

HardwareUsed: Toshiba3100SX, battery powered|aptop portable witha
16MHz 80386 processor, one3.5inch (720K drive, and 40M bytehard disk
runningunder MS-DOSv4.01.
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PRODUCT EVALUATION

Dr. Keith Jackson

Vi-Spy: A Virus Diagnostic Utility

Vi-Spy isan M S-DOS utility that checks system memory,
the boot sector of adisk, and/or files stored on disk for
the presence of avirus. If avirusisdetected, Vi-Spy can
erase the locationsthat contain the virus. Vi-Spy issold
as a software package in the normal way, and has an
optional “Subscription Service” which provides free
telephone support, and automatic updates for an annual
fee (see Technical Detailsbelow for pricing information.

Vi-Spy isprovided on both 3.5 inch (720K) and 5.25 inch
(360K) floppy disks, so most types of user are catered for.
Thisisnecessary asthe documentation that comeswith
Vi-Spy decreesthat Vi-Spy should not beinstalled on a
hard disk. Thisissound advice. If Vi-Spy isalways
executed from awrite protected floppy disk, then
thereisno possibility of the executable program itself
becominginfected with avirus. Vi-Spy isnot copy
protected, so it should be possible to make as many
backup copiesof the Vi-Spy floppy disk asnecessary, but
for some strange reason, the manual insists that backup
copies should not be made. Thisisin spite of the fact that
Vi-Spy does not seem to be copy protected (asfar as| can
tell acopy worksin exactly the same way asthe original),
so why not advise usersto take backup copies and store
them in a safe place? Curious. The manual does state that
if the original floppy disk ever developsafault, it will be
replaced free of charge.

The manual that accompanies Vi-Spy is 50 pageslong,
A5 size, and bound as asmall booklet. It explainsvery
clearly what avirusis, how avirusinfection can spread,
how avirusisintroduced into acomputer system, and
how to avoid being affected by viruses. The problem of
viruses being known by various namesis discussed at
length, and wherever possible all of the known alternative
namesfor each virusare provided. Thisdiscussionisone
of the best parts of the manual. Fourteen pages of the
manual are devoted to a section entitled “ Virus trouble-
shooting”, which explainsin detail how to use anti-virus
software, and gives examples of good practice. In short, |
think that the Vi-Spy manual is one of the clearest | have
come across and iswritten in terms which can be
followed by someonetotally unfamiliar with viruses. Its

magjor fault isthe lack of anindex, a problem which could
easily becured.

Writing a clear manual must have been greatly helped by
theinherent simplicity of Vi-Spy itself (acompliment not
acriticism). If avirusisfound, the only thing that Vi-Spy
will actively doiseraseit. No attempt ismadeto retrieve
filesthat have been infected, clear out an infected boot
sector, or otherwise regain space on adisk which has

“Mi-Spy does not mess about, it just
overwritesthevirus...”

been occupied by avirus. Vi-Spy does not mess about, it
just overwritesthe virus, and makes sure that any future
attempt at resurrecting the virusis guaranteed to fail by
performing multiple overwrites (sevenintotal) of the
virusaffected locations. Multiple overwritesarerequired
asitistechnically possible (but difficult) to retrieve data
from afilethat has been overwritten just once.

The Vi-Spy disk containsaREADME filewhichisan
overview of how the operating system manages memory
usage, an explanation of how Vi-Spy checksitsown
executablefilefor alteration(s), and an explanation of
how to use Vi-Spy on afileserver. The README file
also contains an up to date list of all the viruses that can
be detected by Vi-Spy. Since the manual was printed,
September 1989 according to the first page, Vi-Spy has
increased its store of known viruses from 22 to 46. Thisis
still only about half the current total of viruses described
in the latest issue of Virus Bulletin, but all of the most
prevalent viruses are present, and no doubt the devel opers
of Vi-Spy will haveincreased the total number of viruses
yet again before thisreview getsinto print.

One nicefeature of Vi-Spy isthat a user does not need to
specify adrive, the default setting isto search all avail-
abledrives. Any floppy disk drive that does not actually
haveadisk initisignored, Vi-Spy catchesthe error
produced by the operating system, and does not let the
familiar * A(bort), R(etry), I(gnore)’ error message from
MS-DOSintrude.

| tested Vi-Spy against all of the viruseslisted in the
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Technical Detailssection below. With just two exceptions
it detected all of them correctly. Thefirst problem that |
found was that Vi-Spy insisted that the Italian virustest
disk contained the “TY PO BOOT (Fumble)” (their
name) virus. Vi-Spy knew that the virus was a boot sector
virus, but found the wrong one. Vi-Spy also reported the
South African virus asthe Icelandic virus, but asthisis
the second packagethat | have tested recently which
detects the South African virusasthe Icelandic virus (see
the review of Virusafe in the April 1990 issue of Virus
Bulletin), | must now begin to be suspicious of my test set
of viruses on this particular point. Therefore the only
problem definitely attributableto Vi-Spy wasinwrongly
identifying the Italian virus.

On every single occasion that adisk containing avirus
was presented to Vi-Spy it detected the presence of a
virus. Asseems quite common (seereviewsof virus
detection productsinVirus Bulletin over the past six
months), there can be problemswith identifying avirus
correctly. Inthis casetheltalian virusis consistently
identified as another virus. This may (again) be morea
comment on nomenclature difficultiesthan anything else,
but to be safe when using a program which searchesfor
virussignatures, | would alwaysrecommend using more
than one such program (from different authors), and
comparing theresultswhenever avirusisfound.

Probably the main criterion with which to judge an anti-
virus program which searchesfor virus signaturesis
speed. How quickly can the program search through all of
thefileson ahard disk? Execution speed isimportant for
the simple reason that if inspection takes an inordinately
long time, then it will simply fall into disuse. Humans are
easily bored.

| measured Vi-Spy’ s searching speed in comparison with
two similar programs; SWEEP (version 2.08) from
SophosLtd., and SCAN (version 1.75V50) from McAfee
Associates. All three programswereinstructed to inspect
the complete hard disk of my Toshiba portable (see
Technical Detailsbelow for processor and clock speed
information) which contained 18.2 Mbytesin 1467 files.
SWEEP searched for 78 virus signatures and needed 4
mins 11 secsto complete thistest, SCAN looked for 52
virus signatures and required only 1 min 46 secs, while
Vi-Spy searched for 46 virus signaturesin just 1 min 33
sec. Incommonwith SWEEP, Vi-Spy searches system
files(.SY S) and overlay files(.OVL) aswell asexecut-
ablefiles(.COM and .EXE). Vi-Spy iseasily the fastest
of the three programstested.

The manual makesit clear that Vi-Spy iswritten entirely
in assembler, and an optimising assembler (OPTASM) at
that, so Vi- Spy’ sfast searching speed is perhaps not too
surprising. SWEEP iswritten in C, for reasons of
portability. | do not know what language SCAN iswritten
in.

In conclusion, | found Vi-Spy simpleto understand (it
just detectsviruses and destroysthem by overwriting),
easy to use, and very fleet of foot in searching for virus
signatures on a disk.

Technical Details
Product: Vi-Spy

Developer and Vendor: RG Software SystemslInc., 2300
Computer Ave, SuiteA-7, WillowGrove, PA 19090, U.S.A.,
Tel:215 659 5300

Availability: IBM PC/XT/AT, PS/2, or compatiblewith 128K
of memory running M S-DOSv2.00 through v4.01.

Version Evaluated: 2.0, dated 1st quarter 1990
Serial Number: Nonevisible

Price: US$ 250, periodic and emergency update service US$
150 per year.

Hardwar eUsed: Toshiba3100SX (abattery powered, |aptop,
PC) with a 16MHz 80386 processor, one 3.5 inch (720K)
drive, and 240 Mbyte hard disk, running under MS-DOS
v4.01. Also ITT XTRA (aPC compatible) witha4.77MHz
8088 processor, one 3.5 inch (720K) drive, two 5.25 inch
(360K) drives, and a30 Mbyte Western Digital Hardcard,
running under MS-DOS v3.30. Both computers used during
testing.

VirusesUsed For Testing Pur poses: for acomplete
explanation of the nomenclature used, pleaserefer to thelist of
PC viruses contained in VirusBulletin :

Brain, Italian, Vienna, Jerusalem, 1701, 1704, Datacrime 1,
Vienna 1, Cascade 1 and 2, Datacrime |1, 405, Fu Manchu,
Jerusalem 1 and 2, Traceback, Suriv 1.01, Suriv 2.01, Suriv
3.00, South African 1 and 2
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BOOK REVIEW

Computer VirusesAnd Anti-VirusWarfare by Jan
Hruska- EllisHorwood - 128 pp.

Dr. Jan Hruska has been involved with the devel opment of anti-
virus software since the appearance of the Brain virusin the
United Kingdom. Heiswell knownin the UK for hislively and
technically ambitious presentations on PC viruses at computer
security conferences and seminars. Hisbook,Computer Viruses
And Anti-Virus Warfare iswritten in an equally lively manner
and may best be described as an ‘introduction and overview’ of
the subject.

Hruskaconcentrates on viruses affecting IBM PCsand compati-
bles - the areawith which heisfamiliar. Theintroduction and
overview of threats explains viruses but al so contains examples
of Trojan horses, worms and logic bombs. The book appeared
in February ' 90 and thus contains details of the AIDS Informa-
tion Diskette which islisted as a Trojan (see page 7) and the
WANK worm (VB, April 90).

A concise documentation of the bootstrap processisincluded to
show files and features which are vulnerable to virus attack.
Therange of mediaand proven carriers of infection are
discussed and the author offers his advice on such contentious
issues as shareware, public domain software, bulletin boards
and support engineers. Although never explicitly saying so, it
isobviousthat theauthor isdistrustful of al four categories.
Thissectionisvery helpful inidentifying all the possible
methods of virustransmission. Itismarred by an overly brief
section on safeguarding PC networksfrom virusinfection and
file-server security. Bookson LAN security arereadily avail-
able from specialist publishers, but thereis still adearth of
detail ed information about containing and eradicating network
virusinfections - a subject for abook in itself.

A section on virus structure followswhich will enlighten the
bemused newcomer to the bizarreworld of computer viruses.
Parasitic and bootstrap sector viruses are explained and
memory resident and non-memory resident infections, encryp-
tion, interrupt interception and other essential principlesare
outlined.

Chapter 4 containstheVirus Bulletin Table of Known IBM PC
Viruses (published with our permission) asit appeared on the
VB database in January of thisyear. The problems surrounding
virus names and aliases are noted and there is adiscussion of
the all important hexadecimal pattern and its use for virus
detection. The book had goneto press by the time that the
notorious 1260 virus appeared and thus there is no discussion of
encrypting, self- modifying virusesand the techniques neces-
sary to locate them. Thiswas discussed by Dr. Peter Lammer
(Dr. Hruska' s colleague) in last month’ s edition of VB.

A speculative survey of thetypesof groupsor individualswho

write computer virusesisincluded. Thiswaswritten with the
assistance of apsychiatrist who has diagnosed anumber of
‘technopaths’. Criminal, deviant, terrorist and intellectual
motivationsare analysed and various groupsidentified.

For the technically inclined, thereisashort but involved
section onvirusdisassembly using DEBUG followed by an
intriguing discussion on forensic evidenceincluding methodsto
determine the assembler, programmer’ s nationality, style and so
on. Mutations, ‘improvements’ and other results of tinkering
areincluded but there is no referenceto ‘ second generation’
viruses. Thisisthe book’s major shortcoming - the advent of
viruses such as 666, 4K and 1260 has already caused acertain
revision of defensive methodsand tools.

Company procedures and methods to minimisethethreat are
detailed aswell asthe preparation of contingency plansand
post-attack recovery. Anti-virussoftwaremethodsarecom-
pared. The author concludesthat the only long-term strategy for
virus prevention will necessitate the use of checksumming
software based on cryptographic checksumswhich will detect
any virus, present or future. With the current state of technol-
ogy, this seems areasonable statement, although thereis still
no consensus about the future direction which anti-virus
software must take.

The source codes of avirus-specific detection program (in‘ C’
and Assembler) and avirus-non-specific checksumming
programin‘C’ appear towards the end of the book. They are
also available on disk from the publishers.

Thebook iscarefully indexed and includes thorough listings of
anti-virus software devel opers, relevant books and journals.

The strength of Computer Viruses And Anti-VirusWarfareis
that it islogical in the way it addresses the subject, clear inits
explanations and devoid of the sloppy mistakeswhich have
undermined similar works. The book isalso refreshingly
straightforward and containsnoincomprehensibleal gebra,
medical analogies or theories. It serves both as asound, factual
introduction and as areference work.

Computer VirusesAnd Anti-VirusWarfare
ISBN: 0-13-171067-2

Author: Jan Hruska

Price: £17.95

Availablefrom bookshopsor direct from: EllisHorwood Ltd, c/
olnternational Book DistributorsL td, 66 Wood L aneEnd, Hemel
Hempstead, HertsHP2 4RG, UK. Tel 0442 231555.
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END-NOTES & NEWS

Sophos Ltd have made atraining video in partnership with Airtech Security Ltd about the virusthreat. Thevideo is
designed to help teach all PC users (including temporary staff and new employees) about computer viruses. Part 1 of the
video demonstrates possible effects of viruses and shows users how to react should they encounter the problem. Part 2
describes prevention, detection and containment and isaimed at technical staff. Details from Karen Richardson, Sophos,
UK. Tel 0235 559933.

Jim Bates has produced thefirst of aseries oftechnical infor mation sheets and software as part of avirusinformation
service which isavailable on subscription. The serviceisaimed at PC technicians and provides detailed information about
individual viruses. DetailsfromBates Associates UK. Tel 0533 883490.

Software Under Siege: Viruses& Wormsi sanew book from Elsevier Advanced Technology. The book isanon-
technical guide providing case histories, symptoms and measures for prevention. Details from Elsevier, UK. Tel
0865 512242,

TheUSNational Computer Security Associationhas expanded itsBBSvirusinformation service. Downloadablefiles
include anti-virus programs, diagnostic tools, product reviews, virusinformation etc. The BBS can be called at 300, 1200
or 2400 baud using no parity, 8 data bits, 1 stop bit on number USA 202 364 1304. Thereisno charge for calling the BBS
and no uploading to the board is permitted.

Computer Virusesand Computer SoftwareVaccinesfor SoftwareProtection isanew bibliography fromtheUS
Department of Commerce’ sNational Technical Information Servicg NTIS). Thereport was compiled between January
1988 and October 1989. Detailsfrom NTIS, 5285 Port Royal Road, Springfield, VA 22161, USA.
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