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EDITORIAL

Hope Springs Eternal

Some beneficial developments have arisen in the wake of the
WHALE virus (which isreported in two separate articlesin
this month’ s edition, see pp. 17-20).

Initial analysis suggested that this particular program would be
a‘tough nut to crack’ and it soon became clear that collabora-
tion between researchers would be necessary to accelerate the
processof disassembly.

In fact, ad hoc arrangements to minimise the duplication of
analysisand harmonise the disassembly process emerged
within daysof the program’ sdiscovery. Information and
annotated disassembliesweretransferred (in encrypted form)
by e-mail among acentral corpsof programmers. The priority
wasto find amethod by which the virus could be detected
consistently - WHALE obligingly “lifted her skirts” and a
number of proven detection methods have now been identified.
(These methods are not being published but are available to
bonafideanti-virus software devel opersthroughVB.)

The most encouraging aspect of this process wasthe unparal -
leled cooperation and consultation between the various
researchersand programmersinvolved.Thestrengthening of
communicationslinksand increased cooperation among
researchers should significantly reduce theresponsetimein
analysing rogue softwarein the event of afuture emergency.

Variousinitiatives are currently under way in the United
Kingdom to establish agovernment- and/or industry-funded
research and reporting centre along similar linesto the
Computer Emergency Response Teamin the United States or
the Information Security Research Centre at the Queensland
University of Technology, Australia. It isimportant that any
equivalent British centreisdevoid of commercial interests or
affiliation. Thiswould suggest that it should be controlled by
an academic or government body. VB hopesto be ableto report
some* concrete’ initiativespresently.

Thereisalso an air of cautious optimism that MS-DOS and
PC-DOS virus codeisreaching its defined limits. Thorough
study of undocumented operating system features has proved
very helpful in analysing some of the latest computer viruses
while standard virus writing tricks are becoming ever more
readily identifiable. The‘armoured’ viruses, of which WHALE
isthe most tortuous, convoluted and ludicrous, areasign of
resignation by the viruswriters; the defensive bulk which they
carry actually increasesthelikelihood of detection.

An additional benefit of ongoing research isthe mass of
forensic evidence which accumulatesand whichiscarefully
indexed for futurereference. Thisinformation, whichis

constantly updated, is available in the event that the police
should require technical support pending an arrest or prosecu-
tion.

Slowly but surely, aninformal network isdeveloping which
can respond to the threat of malicious software. However, to be
truly effectiveit will need to be formalised and properly
funded. Regrettably, thisis appears unlikely to happen until a
genuinedisaster occurs.

CuttingOut theMiddle-Men

Thereisawell-founded suspicion that certain viruswriters,
far from wishing to cause computer havoc, are simply seeking
publicity and/or notoriety for their programs.

The fastest, easiest way to do thisisto send avirusdirectly to
aresearcher, usually anonymously or, as happened on at least
one occasion, by claiming that the samplewas ‘found'.
Documented incidentsinclude the appearance of the TP series,
Murphy-2, New Vienna, SVIR and I celandic-2.

There have been some instances whereby a sample made
available for disassembly wasatypical - it contained additional
text strings or replication code was absent. In some of these
casesthiswould only be possibleif the virus had been sent
directly by itswriter or a close associate.

Theoriginal Datacrimevirusisunderstood to have been sent
directly to aresearcher, which may explain its apparent non-
existencein thewild. (Not oneincident of any of the Datac-
rime family actually triggering has been reported toVB this
year, astatistic confirmed by other organisations activein the
field.)

This phenomenon, whereby the virusis sent directly to a
research specialist is referred to as “cutting out the middle-
man”. The situation makes virus researchers anal ogous to
lightning conductors and might be construed as beneficial -
dangerous code ends up in the hands of those best qualified to
deal withit.

Unfortunately, each such sample hasto undergo the same
painstaking analysis as other malicious software because there
isno guarantee that the virus can beisolated - the originator
could still release the virusinto the wild, if he has not already
doneso.

Suggestions have been made that theVB Table of Known | BM
PC Viruses should reflect whether or not entriesare likely to
be encountered in the real world as opposed to being isolated
or laboratory specimens. It would certainly befeasibleto
indicate the set of forty or so viruses and variantswhich are
currently known to be causing genuineinfections. However, to
dismissfunctioning viruses of dubiousorigin asbeing of no
consequencewould befolly - theresearch community issimply
not in aposition to categorise them as such.
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TECHNICAL NOTES

High Level Languages

Although most viruses are clearly written in assembly lan-
guage, it is possibleto use ahigh-level language such as C or
Pascal instead. Several such viruses are known today, includ-
ing AIDS, AIDS-2 and Kamikaze, but their number islow
compared to the 250 or so different virus variants written in
assembly language. Aswriting in C or Pascal isundoubtedly
easier than writing in assembly language, some explanation
must be sought. The High-Level Languageviruses(HLL)
generally show evidence of being created by programmerswith
less knowledge than many of the assembly language viruses.
Thereason may bethat the assembly language programmers
want their “creations” to reflect their ability -being able to
write aprogram in assembly language indicates a higher level
of technical ability than being ableto program in Pascal.
Another reason is that writing an advanced virusin “pure” C
or Pascal isdifficult, asmany interrupt level calls arerequired
for any function beyond simplereplication.

A characteristic of HLL virusesistheir size - dueto compiler
overhead, aHLL virus may be ten timeslarger than an
equivalent assembly language virus. To the viruswriter the
HLL virusoffersone considerabl e advantage, which partially
offsetsthis obvious drawback: it isdifficult to select ausable
search pattern for the virus, as any segment of code within the
virus could easily be created by the compiler when atotally
different program isbeing compiled.

OverwritingViruses

Asanoverwriting viruswill causeirreversible damageto any
program it infects by writing itself over the beginning of the
host program, one might think that thistype of virus hasthe
potential to become a serious threat. Thisis not so.

A virus cannot become a serious problem unlessit isableto
spread. When avirusis detected, some action isusually
undertaken to eliminateit, although this action may be
deferred if the virus causes no serious disruption. All other
factors being equal, avirus which does not make its presence
known will spread faster and more widely than aviruswhichis
detected early or interfereswith normal processing. Overwrit-
ing viruses cause serious disruption by destroying their host
programswhich resultsin immediate detection because
infected programswill not run normally, if at all.

‘Cooperation’

The 2100 virusfrom Bulgariaillustrates anew trend - ‘ coop-
eration’ between different viruses. The phenomena of interac-
tion between virusesis not new - there are already several
“anti-virus' virusesknown. The 2100 virusis ableto recognise

the Anthrax virus, which may indicate that both viruseswere
written by the same author, probably the person calling himself
‘Dark Avenger'.

When the Anthrax virusinfectsadisk, it will place a copy of
itself on thelast track of the disk in addition to infecting the
boot sector. If the original boot sector isrestored by some anti-
virus program or utility which does not overwrite the last track,
the disk will contain an inactive but functional copy of the
virus, even after it has seemingly been disinfected. The 2100
virus (itself aparasitic virus which infects COM and EXE
files) is ableto locate this “ spare” copy of the Anthrax virus
and will reactivate its dormant code thus causing the boot
sector to becomereinfected.

Unintentional Side-Effects

Itiswell known that several viruses contain malicious code
intended to cause damage when some specific trigger condition
ismet. Thisdamage usually involvesformatting the hard disk,
deleting programs or corrupting data. What islesswell known
isthe fact that some viruses may cause unintentional damage,
sometimes only when certain hardwareis present.

A well documented exampl e of unintentional damageisthat
done by the New Zealand virus which can corrupt the FAT on
some hard disks and which overwrites the third sector of the
root directory corrupting 1.2 Mbyte 5.25" disketteswith more
than 32 files. Another example of unintentional corruptionis
the “Den Zuk” virus and its variants which format track 40.
They may cause aloss of datawhen infecting a 3.5 inch and/or
high-density diskette, wheretrack 40 isalready present.

Another side-effect isFAT corruption caused by running
CHKDSK or asimilar program with a“stealth” type virus
activein memory. Thevirus hidesitself, which causes a
discrepancy asthe number of blocks allocated for the infected
filesmay not match the number of blocks actually required,
according to thereported length. CHKDSK will report aFAT
error and attempt to correct the problem, corrupting the FAT in
the process.

So, even if avirusisreported as “harmless’, thereis always a
possibility that some particular combination of hardware and
software may cause acorruption of programs or data.

L ost Property

Several viruses have been reported in the past but never made
availableto any virusresearcher. Some of the viruses men-
tioned on the next page have appeared in past issues of the
VirusBulletin classified as ‘ Reported Only’, but a sample has
never been made available. These viruses may never have
existed (‘vapourware’) or their reported existence may have
arisen asthe result of misinterpretation. They may also have
existed at onetime, but being very rare or slow to spread have
becomeextinct.
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The'lost’ virusesinclude:

1702: Reported asa 1702 byte variant of Cascade, whichis
either 1701 or 1704 bytes.

2730: A search pattern for this virus appeared in one of John
MacAfee' sscanning programs. It does not match any currently
knownvirus.

Agiplan: Thisviruswas described in aWest German newspa-
per nearly two years ago. From the description it seems similar
tothe Zero-Bug virus. Both add 1536 bytesto the start of
infected COM. A search pattern was provided for the virus but
no infections have been reported outside of the West German
AGIPLAN company whichisbelieved to have ordered all
infected filesto be destroyed.

Cookie: A virus displaying the message “ Gimme a cookie”
called the‘ Cookie Monster’ has often been reported. It is
probably amyth.

Gatesof Hades A virusreported to be able to cause physical
damageto hard disks.

Hyper space Reported to display aspecial visual effect,
followed by the message “Welcome to hyperspace” and a
reported increase in processing speed.

Missouri: Thiswas reportedly aboot sector virus. Itis
generally believed never to have existed.

Nichols: Another “myth” virus
Poem: Reported to display fragments of apoem.
Retro: A “recurring” virus - probably another myth.

Scr een: Reported by Ross Greenberg inan articleinBYTE
(June 1989). His copy of the virus seemsto belost, and as no
other reports have surfaced, the virusis probably extinct by
now. The same article’ s description of the dBASE virus (also
reported by Ross Greenberg) borelittle resemblanceto the
actual example of the dBA SE viruswhichVB examined in
December 1989.

CIAC Warn of VirusPropagation on Novell

The Computer Incident Advisory Capability, University of
California, USA, issued bulletin number A-33 on September
21, 1990. It warns of avirusthreat to MS-DOS system
networks. Thisbulletin provides a possible explanation for
Jerusalem-B’ sapparent ability to replicate on Novell networks,
aphenomenon first reported after tests were undertaken by Dr.
Jon David at Novell’ s Paramus, New Jersey, facility in June of
thisyear.

CIAC report that file serverson Novell use attribute bitsto
perform write-protection on stored files. Many viruseswill
clear these attribute bits before attempting to infect files, thus
circumventing thewrite-protection scheme. If adiskette
infected with Jerusalem-B isexecuted on aNovell network
node, theviruswill become memory-resident. When the user

logsonto thefile server (using login.exe), the virusinfectsthis
program despite thefact that it iswrite-protected. Login.exeis
ashared program which is executed automatically when users
log ontothe Novell network. Thusthe network configuration
enables the Jerusalem-B virusto spread more quickly than if it
had spread through the exchange of floppy disks.

CIAC. Tel (USA) 423 4416 Fax (USA) 415423 0913
E-mail ciac@tiger.11nl.gov

MAC THREATS

MDEF C

A new strain of the MDEF (Garfield) virus has been detected
in Ithaca, New Y ork. The virus appears to have been released
into the wild just prior to the apprehension of its author by the
New York State Police (VB, October, 1990).

Thevirus, similar to MDEF, hastwo characteristic features.
First, the system MDEF resourceis changed to 6982 when
replaced by the virus-infected MDEF 0 resource. Second, in
contrast to MDEF (withits‘ Garfield' resource), MDEF C adds
no characteristic resource name.

MDEF C avoidsdetection by anti-virusINITSby re-vectoring
ChangeResour ce and AddResour cetrapsto ROM (thus
bypassing RAM resident handlersinstalled by protection
software). The virus may also cause system crashes and other
unpredictable behaviour when running under Finder.

Software upgrades are being made available for the major anti-
virus packages. Updated releases and user upgrades are
summarised below:

Symantec’s SAM Version 2.00 traps M DEF C and the
following virusdefinition can be added to previousrel eases:

Virus Name MDEF C
ResourceType MDEF
ResourcelD 0

ResourceSize 556
Search String  4D4445464267487A005EA9AB
SearchOffset set 448

Disinfectant Version 2.3 will detect and remove both MDEF C
and anew ANTI A variant. Gatekeeper Aid Version 1.1 has
also been upgraded to trap MDEF C.

Virus Detective Version 4.0.3 will trap MDEF C with the
addition of thefollowing search string:

Resource MDEF & ID=0 & WData
4AD44#A6616#64546#6A9AB
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FROM THE FIELD

4K - A Warning of Data Corruption

Therecent furore over possible infections by the 4K (Frodo)
virus centred on the virus' trigger date of 22nd September.
Newspaper, radio and tel evision reports concentrated exclu-
sively on the most superficial aspects of thevirus, i.e. itstext
messages and their referenceto J.R.R. Tolkien's The Lord of
the Rings.

Thefact that abug in the code invariably caused the affected
machine to hang when an infected file was executed tended to
make most observers dismissive of the problem. Asusual, the
direwarnings published by some sections of the computer
press prior to the trigger date were inaccurate both in their
prediction of the number of infected machinesand also inthe
description of the effects of infection.

Thisvirus has been known to researchersfor nearly ayear now
and apreliminary report was published in the May 1990 issue
of the Virus Bulletin in which mention was made of thisvirus
capacity to corrupt data files. No mention was made of this
fact in news coverage and VB received no reportsfrom
elsewhere that it had been mentioned.

Sincethe corruption of data filesby 4K can cause both
immediate and long term problemsfor affected users, more
detailed information concer ning the specific effects of data-
file corruption has been gathered and isreported here so
that future misunder standings and omissions may be
avoided.

Filelnfection

4K recognises both COM and EXE files by the unusual process
of summing the ASCII values of thethree characterswhich
comprise the filename extension. If thetotal value of the
extension characters of an uninfected fileis 223 (COM) or 226
(EXE) then infection will take place. It should be noted that
theindividual charactersarefirst AND’ ed with ODF hex to
convert lower case charactersto upper case.

Thetotal number of possible file extension which fit these
criteria has been calculated at 1284 (including inversions
and rotations) and several of them have been noted as
common data file extensions Among theseare OLD, MEM,
PIF and QLB which total 223, and DWG, LOG and TBL which
total 226.

The distinction between the two setsisimportant since the
virus necessarily distinguishes between the techniques
necessary to infect COM or EXE files and the amount of
corruption to the original file contentswill be greater for EXE
(sum 226) typefiles.

TheEffects

4K isa“stealth” virus and contains code which misinforms
DOS about the contents and length of infected files. This
means that while the virusisresident and active in system
memory, infected files will appear “clean” to the operating
system. This also meansthat such fileswill similarly appear
“clean” to any program using DOS services.

Corrupted datafiles, if copied to backup disks or tapes will
carry thevirus with them. The effect of thisisremarkably
similar to the dBA SE virus which deliberately sets out to
corrupt datafiles (VB, December 1989).

Whilethevirusisresident, al fileswill appear clean and
application programswill function normally. However, when
thevirusisremoved (by replacing all infected program files),
application programs will “see” the corruption introduced by
the virus and the effects will be unpredictable.

Inoneincident involving DWG (drawing) files, the application
program aborted with an error when a corrupted datafile was
encountered on aclean system - although the program func-
tioned normally when the machinewasre-infected for test
pUrposes.

Inthisinstance (EXE typeinfection), various byteswithin
what would have been the EXE header were altered by the
virus and the 4K of virus code was appended to the end of the
file. Since thisfirst section of the file contained vital header
information, an error was encountered as soon as an infected
file was accessed and the application program aborted. EXE
infection from the 4K virus usually changesfivefieldswithin
the EXE header asfollows:

WORD at offset 04H = Number of Pages
WORD at offset OEH = Stack Segment value
WORD at offset 10H = Stack Pointer value
WORD at offset 14H = Instruction Pointer value

WORD at offset 16H = Code Segment value

TheCure

Theoriginal contents of thesefields can be recovered from the
beginning of the appended section of virus code.

On EXE typefileswhere the sum of the extension charactersis
226, the original 28-byte header is stored at the beginning of
thevirus code and may beidentified by comparison with the
unmodified fields of the header.

The actual storage position will alwaysbe 4 bytes beyond a
paragraph boundary (i.e. divisible by 16) and will be near the
start of the last 4096 bytes of the infected file.
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Removing the virus code can easily be accomplished by
replacing the original header and truncating thefile by exactly
4096 bytes.

A similar pattern is used for the infection of COM typefiles
where the sum of the extension charactersis 223 but in this
case, only thefirst six bytes of thefile are altered and need to
berecovered (although the original 28 bytes are saved exactly
asin EXE infection).

Obviously the effects of such data corruption are unpredictable
and will depend upon the type of information and how the
relevant application program accessesit. The DWG files
mentioned above contained graphic dataand thismay be
particularly sensitiveto thistype of corruption.

The extensions mentioned above were selected simply because
they are extremely common and may produce strange effectson
recently disinfected systems.

Amongthe COM typeextensions:

* MEM isused by dBA SE programs as variabl e storage and
may produce errorswhich could be difficult to trace.

* PIF filesare used by various versions of Microsoft WIN-
DOWS and again, the effectswill vary and could be
intermittent.

* QLB extensionsare used by Microsoft’ sQuickBASIC
environment libraries and infection herewill usually
produceimmediate errorswhen the programming environ-
ment isinvoked with an infected library file.

* OLD isan extension used by many packages and along with
QLB it presents aspecial problem.

Corrupted Backups

Thefact that corrupted data files may exist on backup
disksmay be a problem when dataintegrity is paramount
but theviruscodeisunlikely to find itsway back into the
processing stream and thus become “live” again.

However, when considering the OLD and QL B extensions
(and possibly others), thereisadistinct chance of this
“dormant” code being reactivated The QLB files for
example are actually in EXE format (with the familiar MZ
header word) but they do contain executable code which
remains untouched when the COM typeinfection of 4K is
introduced. Thusunder certain circumstances, invocation of
QuickBASIC' senvironment may executetheviruscodeand re-
install itin memory to begin the replication process all over

again.

The OLD extension presents even morerisk since there are
several program optimisation utilitieswhich renamean
original program filewith an OLD extension prior to generat-
ingamodifiedfile.

One of the best known to do thisisthe LZEXE file packing
program (see VB, June 1990). LZEXE isan excellent utility in
widespread use which produces significant reductionsin size
when applied to ordinary EXE files. Thereduction isdone by
creating aself-extracting archive of the original programfile
which unpacksitself in memory whenitisrun. The original
(unpacked) version of thefileisrenamed with an OLD
extension and the danger with 4K infection isthat when the
packed file becomesinfected, auser might delete it and
rename the OLD file back to EXE before either using it or
repacking it. In spite of the fact that fileswith an OLD
extension areinfected as COM files, renaming an infected one
as EXE and trying to run itwill re-infect a system.

With infections caused by the 4K virus, it istherefore plain
that all files should be checked for infection and replaced with
clean copiesif possible.

Since backups may be corrupted, a good, reliable, disinfec-
tion program isa must to recover damaged data files
During teststo confirm some of the effects described in this
article, we had occasion to try four 4K disinfection programs;
two of them did not disinfect the target file correctly and errors
occurred even after the virus codewasremoved.  The
relevant vendors have been informed of the problem.

DataCorruption

The corruption of datafilesreported hereisamost
certainly an unintentional side-effect resulting fromthe
unusual technique which the 4K virusemploysto
recognise COM and EXE files. In effect, thevirus
attemptsto ‘infect’ datafiles believing them to be
executable program files. The affected datafiles subse-
guently become corrupted. Note: theviruscannot
propagate by appending itself to pure datafiles. For a
virusto spread it must have an executable path.

Thereare only ahandful of viruseswhich intentionally
attack pure data, the most significant of these being the
dBA SE viruswhich attacks .DBF filesand randomly
transposes bytes as the corresponding letters are entered
at the keyboard. The user will be obliviousto thisaction
asthe corruption of the data being entered is not shown
on the screen, nor does it appear if corrupted data
backups are restored onto an infected processor. The
corruption can only be seen if the datais viewedina
clean DOS environment. A detailed description of this
viruswas published in VB, December 1989.

Corruption of data in thisway posesa new threat to
thevalidity of backupsto recover from computer
virusinduced damage and emphasises the essential
requirement to test backupsregularly and thoroughly.
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FOR MANAGEMENT

Thisisthefirst of a series of articles which examine different
aspects of microcomputer security. Here, theinherent weak-
ness of the PC operating systemis highlighted and some
optionsto confound a determined intruder are examined.

PC Security Part I.
Controlling The Operating System

PCsareinherently insecure; by default, MS-DOS and PC-DOS
grant absol ute authority to anyonewho switchesthe microcom-
puter on. Most microcomputersincorporate no hardware
mechanismsand no privileged instructionsto isol ate users
from sensitive system processes. I n effect, amicrocomputer
running under DOS provides the user (regardless of his
identity) with total system privileges. The designers of the
personal computer and its operating systems never accounted
for security - microcomputersare intended to be ‘ user friendly’
which, in turn, can make them ‘attacker friendly’.

The microcomputer operating system isinsecure, afact which
profoundly underminesany concept of ‘ PC security’. With
current processor designs and operating systems, security
administrators should appreciate an inevitable and constant
state of ‘PC INsecurity’ and work to reduce associated risksin
acost-effective manner (seeFigure 1.).

There are three fundamental problems associated with
microcomputers, namely:

1) the hardware, operating systems, programs and dataare
insecure;

2) personal computer equipment (including peripherals) is
accessible and easily removable, and,;

3) sensitive, confidential and even classified dataisincreas-
ingly processed using thisequipment.

Reducing System | nsecurity

Asdescribed above, the critical concerniswith system
security. Many ‘personal’ computersin business use are
wholly ‘impersonal’. With multiple users accessing standal one
and networked PCs, there is a need both to authenticate the
identity of each individual user and to enforce segregation (i.e.
toimpose user ‘rights'). Otherwise, every user is permitted
‘world’ rightsand anarchy (astate without government)
prevails. The process of imposing control over usersiscalled
logical access control. There are anumber of access control
products on the market, either in software, hardware or a
combination of thetwo.

Before discussing logical access control, itisimportant that a
fundamental tenet pertaining to current PC architectureis
understood:

Without integral hardware enforcement, itisimpossibleto
prevent adetermined attacker from accessing or modifying
parts of the operating system and thus circumventing intended
security mechanisms. Software access control, in particular,
will bereadily circumvented by adetermined, technically
competent attacker. In asecure system the computer’s CPU
must not accessthe processor controlling the security mecha-
nisms other than through asingle controlled /O port. This
cannot be done with software because the security program has
to run on the same CPU upon which it is attempting to impose
controls.

PC AccessControl

Access control isthetechnique for preventing an intruder from
accessing computer resources. Initssimplest form (called
physical access control) thisisdone by means of locked doors
and alock on the computer itself. On mainframes, which have
traditionally had anumber of users, access control evolved as
an integral component of the operating system. On personal
computers, the demand for access control has been an after-
thought. Accesscontrol on mainframesisusually well regu-
lated and ranges from physical accessto the terminalsto the
strict enforcement of user names and passwords.

e DATA 0O CORRUPTION
e PROGRAMS 0O CORRUPTION
e PROCESSOR 0 MALFUNCTION

MEDIA 0 MALFUNCTION
PERIPHERALS 0 MALFUNCTION

U DELETION 0 UNAUTHORISED DISCLOSURE
0 DELETION 0 UNAUTHORISED EXECUTION
U THEFT O DAMAGE/DESTRUCTION

O LOSS/THEFT O DAMAGE/DESTRUCTION

U THEFT O DAMAGE/DESTRUCTION

Figure 1. Microcomputer vulnerabilities
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Thearchitecture of most microcomputers does not support
privileged and unprivileged instructions, nor ownership of
different areas of memory. Thismakesit impossibleto design
provably secureaccesscontrol systems.

Attempts have been made by humerous PC expansion board
manufacturersto provide secure hardware access control.
Unfortunately, it appearsunlikely (with current processors)
that provably securelogical access control for the PC will
emerge. Expansion boards can offer adequate security provided
they are not removed from the the PC’ s expansion board rack.
Unless carefully implemented, such ‘ add-on’ security features
can also interfere with network operation, other expansion
boards, and software execution.

Whilewell designed access control is better than none, a
determined intruder will not be prevented by any PC access
control product. Hardware access control is better than
software, but both methods areinherently insecure. Having
said this, logical access control isinvaluable for imposing
control over general PC use, provided that users comply with
certain rules - the most important of which pertain to the use of
passwords. Also, potential users of such products should
consider thelikelihood of adetermined attack upon the system
(which will often be negligible) in any risk assessment.

Some pointsin selecting an access control product include:

* The system must prevent bootstrapping from asystem floppy
disk. If it does not, an unauthorised user can bypass the
security mechanismscompletely.

* Each user should be identified by a combination of auser ID
and a password. Passwords should be entered in half-duplex
(i.e. they must not appear on screen when entered). The user
ID and password must be accepted or rejected only in
combination, otherwise an attacker can establish whether or
not auser ID isvalid. The system should enforce aminimum
password length (6 to 8 characters) and the maximum
number of charactersallowed should be extensive enough to
enter a series of words. Passwords should have expiry dates
with periodic, mandatory changesto the password imposed
by the system on the user. The system should prevent re-use
of apassword, which, obviously entailsthe storage of
redundant passwords.

* The system should automatically deny accessif successive
(usually 3) incorrect attempts are made to enter the user 1D/
password combination.

* The clock providing time and date should be separate from
the DOS clock. If thisisnot so, packageswhich allow access
only at certain times of day are useless, as the attacker can
changethe DOS clock setting. The provision of aseparate
clock is, of course, only possibly in hardware.

* A user should be assigned specific times of the week during
which he/sheisallowed to log-on. This prevents night-time
browsing by ‘impersonators’ with alegitimate password.

* A user should have defined privileges (read, write, delete,
execute) asto the directories and programs which he/she can
access. Privileges should be defined and granted by the
security manager.

* An audit trail should be kept of which users have logged on
and when. The system log file must be secured against
deletion or modification by an attacker; it should thus be
stored in encrypted form. A comprehensive audit trail would
record system start-up (time/date/user account), session
initiation (log-in-time/log-out-time), programinitiationand
termination (program name and run times) and access (data
file name(s)). Thisinformation can be used to reconstruct,
review or examine system abuse.

* The user should be allowed to ‘lock’ the computer by using a
password. The screen should be blanked when this sequence
isentered. This enables the user to leave the processor
active but unattended. Equally asingle key should be
availableto blank the screen in order to prevent onlookers
fromseeing confidential information.

* A keyboard inactivity monitor should be provided. If nothing
has been typed for a predetermined time (10 minutes or so),
the PC automatically logs out.

* The security manager should be ableto create new accounts,
change privileges etc. User passwords should not be chosen
by the security manager; the users should be responsible for
choosing passwords.

*

Automatic encryption of sensitivefilesand passwords
should be provided. This should use arecognised provably
secure encryption algorithm such as DES. Faster, ‘ DES-
alike’ algorithmsmay not be as secure. Unpublished
proprietary algorithmsare often trivial and should not be
trusted unless technical details (which can be assessed for
security) areforthcoming.

* |tisimportant that any access control package does not
interfere with hardware or software on the PC. Access
control packages often reach ‘deep’ into the operating
system and unforeseen complications can arise.

The most important point to remember isthat PC access
control software and/or hardwareisreliant on theuser’s
compliance with the system and its procedures.

Thereisnothing to stop alegitimate user from revealing
(intentionally or otherwise) his user ID and password,  thus
enabling an impersonator to gain accessto the system. Toa
lesser extent, thisvulnerability of transferring access appliesto
relatively sophisticated access control measures using tokens
(smart cards, swipe cards etc.) which rely on something
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‘owned’ aswell as something ‘known’. Pub gossip, written
passwords stuck to the keyboard, ill chosen passwordsand
even wilful complicity with an outside attacker are all threats
to such systems. (It should be pointed out that complicity with
an attacker will be the result of inadequatepersonnel security.
This re-emphasises the truism that the proverbial ‘chain’ is
only as strong as itsweakest link.)

Biometric access control (something which theuser ‘is’), inthe
form of fingerprint and retina scanning (among other tech-
niques), provides substantially increased security over simple
passwords or token based systems because certain physical
attributes are impossible to transfer or duplicate. Having said
this, biometric methods are expensive and are rarely found in
the PC environment.

A widely held belief pertaining to access control productsis
that they can provide guaranteed protection from computer
viruses. Thisisahighly contentiousissue. The basic function
of access control isto restrict the system to a set number of
usersand further restrict those usersto certain actions which
may includeinhibiting theimport or execution of software.

Despitetheinevitable shortcomingsof logical accesscontrol it
isrecommended asaway of imposing control over multi-user
PCs. Audit trails, in particular, are an effective way of making
each user accountable for his/her actions at any giventime
which inturn tendsto increase vigilance among a user group.

SecureErasure

Insecure file deletion is the single most widespread risk to
confidential data.

The DOS command ‘DEL’ only deletesthefirst character of
thetarget file' sname from the directory but does not remove
its contents: it simply marks the clustersin which the del eted
material resides as ‘free’ inthe FAT. (The sameistrue of the
Unix command ‘RM’). DOS cannot invoke data or programs
which have been deleted using the DEL command.

M any multi-tasking systemsand even normal word-processing
packages use temporary areas on disk which are simply
abandoned when the program finishes executing. While not
accessible using systems commands this dataresidue can be
retrieved using disk utility programs such as Norton or PC
Tools. Thisisobviously athreat to confidential data.

Positive erasure of afile can be achieved using specialist
programswhich change the polarity of each storage bit to be
erased. However, laboratory studies have shown thatitis
possibleto read information which has been overwritten once
dueto physical effects such asresidual magnetism. Satisfactory
security can thus only be achieved by positive erasure pro-
gramswhich can performmultiple overwrites. Positive erasure
programs should also enablevisual verification that overwrit-
ing hasoccurred.

Encryption

A contrasting approach to ensuring dataconfidentiality
involvesthe use of encryption which isdesigned to deny
effectiveuseof disclosed information.

Good encryption, used properly, isthe most secure way to
protect confidential dataagainst unauthorised disclosure.
Encryption offersamorefundamental form of protection than
access control systemswhich can berelatively simplefor
computer specialiststo defeat. Encryption hasan additional
advantage of safeguarding confidential datafrom disclosureon
any magnetic media, whether it isbeing processed, in storage
or transit.

Cracking aproperly implemented encryption codeisan
immensetask, governed by powerful laws of mathematical
intractability. M odern encryption methods are designed in such
away that it is not possible, even knowing the precise method
used, to trace back the manipulations which have taken place
and thussimply ‘unravel’ the encryption. Thisis because the
basictool, the encryption algorithm, worksin conjunction with
an unpredictablekey.

Encryption products can protect agai nst unauthorised disclo-
sure and detect corruption or intentional modification to data
stored on disk. Changesto encrypted data (cyphertext)
implemented without the correct key will result in corrupted
plaintext. However, encryption cannot prevent either data
maodification or destruction and critical data cannot be pro-
tected by encryption alone. Itsfunction isto guarantee confi-
dentiality and reveal corruption/modification shouldit occur.

M ost packages enabl e the user to enter and change keys and
encrypt and decrypt data, normally in the form of entirefiles.
Thereareavariety of software and hardware encryption
productsavailable. Standard encryption involvesthe user
preparing afile, running the encryption program (using akey
known only to him) and producing unintelligible cyphertext.
Theoriginal file should be positively overwritten - good
encryption packageswill do thisautomatically. The samekey
can be used to decrypt thefile. Provided that these programs
aredesigned for incorporation into batch files, file encryption
isahighly suitable solution for professional use.

Other methods utilise bulk-file encryption; as dataiswritten to
disk it isencrypted and asit isread from disk it is decrypted
and passed to the requesting program. Bulk file encryption
usually necessitates the use of hardware deviceswhich can
speed the encrypt/decrypt process by afactor of between 10
and 100 over softwareimplementations. Bulk fileencryption
often provesintol erably slow: some packagesuse‘ fast
algorithms' but their security isusually inferior to that
provided by the Data Encryption Standard (DES). The choice
between software and hardware implementation is dependent
onindividual specificationsand requirements.

The problem with encryptionisthat itiscritically dependent
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upon thereliability and integrity of the user.

Encrypted datais absolutely safe only if the key used to
encrypt the datais generated in asecure way and isin theright
‘trusted’ hands. All security islost if the key isdisclosed to
an unauthorised person.

Thetask of choosing, distributing and changing keysisknown
askey management. An encryption key istransferrablein
much the same way as a password, which raises the spectre of
an attacker impersonating alegitimate user. However, data
stored on disk (whether hard disk or diskette) which has been
encrypted using asecure tested algorithm (DES or RSA) is
secure even in the face of aconcerted attack (provided, of
course, that the key is not disclosed). Products containing
proprietary encryption algorithms should beregarded with
caution: the algorithms used are often trivially weak.

Conclusions

High security software options on the PC arelimited and costly
in processing time. Embedded hardware can implement the
necessary controlswithout detrimentally affecting the compu-
ter’ sprocessing and storage capacity.

Despitetheinherent insecurity of the M S-DOS/PC-DOS
operating system, security management canimpose sufficient
control over microcomputer systemsfor usein all but the most
hostileenvironments.

It isimportant that the limitations of both access control and
encryption are understood. Both techniques are designed to
ensure confidentiality; they do not provide guaranteed protec-
tion against program or datacorruption although both methods
serve to reduce these risks.

Next M onth

Cost-effective and proven methodsto protect dataand
processing equipment will be examined. Computer
security is often described as abalancing act between
confidentiality, integrity and availability (the acronym s,
of course, CIA). Infact, dataintegrity and availability is
thecrucial concernto most commercial organisations.
Enhancing PC security and safeguarding data need not be
expensive and is as much amatter of common sense as
installing‘ high-techwizardry’.

Figure2. Themany interna
interfaces of the personal com-
puter.

Securing the system dependsupon
controlling the paths by which

| User
DEBUG
| BASIC | | Autoexec

DBMS

users access system and program
functions.

| Application Program |—| Command Processor |

Controlsimplemented at any level

| DOS Service Routines |

can be circumvented by the
determined intruder following an
alternative path to his objective.

—— Basic |/O Routines -BAM

ROM

Although, it takes adegree of
technical competenceto exploit

the inherent weakness of PC

Hardware Instruction Set

operating systems, many experi-
enced users acquire the necessary

[ —

knowledgeto do so.

(Diagramreproduced fromData &
Computer Security: Dictionary of

Sandards, Concepts and Terms, 1987, D.
Longley and M. Shain, by kind
permission of Macmillan Scientific
PublishersLtd.)
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KNOWN IBM PC VIRUSES (UPDATES)

Updates and amendments to theVirus Bulletin Table of Known IBM PC Viruses as of October 26, 1990. The full table was last
published in August 1990.

Entries consist of thevirus' name, itsaliases, if any, and the virustype. Thisisfollowed by a short description (if available) and a10to
16 byte hexadecimal pattern to detect the presence of the virususing the ‘search’ routine of disk utility programsor, preferably, by
adding the pattern to the library of avirus scanning program. Offset (in hexadecimal) normally means the number of bytesfrom the
virusentry point to the location at which the pattern commences.

TypeCodes
C =Infects COM files D = Infects DOS Boot Sector (logical sector 0in each DOS partition)
E = InfectsEXE files M = Infects Master Boot Sector (track 0, head 0, sector 1 on disk)

N = Not memory-resident after infection R = Memory-resident after infection
P = Companion virus

SeenViruses

1024-B - CER: A minor variant of the Bulgarian 1024 virus, detectable by the string published in VB, September 1990.

1226 - CR: ThisBulgarian virusisrelated to Phoenix, Proud and Evil. Asin the case of itsrelatives, no search patternispossible. (Seearticleon
virusencryptiontechniques, pp.13-16.)

2100 - CER: ThisisaBulgarian virus, related to the Eddie and Eddie-2 viruses and contains extensive segments of code common to both. The
previously published pattern for Eddie-2 (VB, August 1990) can be found within thisvirus, but they can be easily differentiated on the basis of
length.

Amstrad-852 - CN: Basically identical to the original 847 byte variant, only atext string has been changed. The Amstrad patternin VB, August
1990, can be used to detect this variant.

Anthrax - CEMR: A multi-partitevirusfrom Bulgaria, which infectsthe M aster Boot Sector, aswell asexecutablefiles. Infected filesusually grow
by 1000-1200 bytes.
Ant hr ax OE1F 832E 1304 02CD 12B1 06D3 EO8E COBF ; O'fset 0 i n MBS

Anti-Pascal - CN: Thisisafamily of 5 Bulgarian viruseswhich overwrite or delete .PASor .BAK files, should they find no .COM filestoinfect.
All fivevirusesarerare, evenin Bulgaria, and fairly simplein structure. Thelength of the variantsisin the range 400-605 bytes.

Anti-Pascal (1) D1EO D1EO 80E4 0380 C402 8ACA 8BD8 32FF ; O f set vari abl e
Anti - Pascal (2) 21BE 0001 5A58 FFE6 50B4 OESA DOCD 2158 ; Of f set vari abl e

Dir - CR: A 691 byte Bulgarian viruswhich only infectsfileswhen the DIR command isissued. No other effects have been found.
Or CD26 OEL1F 580E 1FBE 0001 56C3 OEOE 1F07 ; O f set 04A
Evil - CR: Thisisacloserelative of the Phoenix virus, but is shorter, 1701 bytesinstead of 1704. It uses the same encryption method, which
rendersthe extraction of asearch patternimpossible. (See article on virusencryption techniques, pp.13-16.)
Internal, 1381 - EN: Infectivelength is 1381 bytes. Virus containsthe string:

| NTERNAL ERRCR02CH
PLEASE CONTACT YOUR HARDWARE MANUFACTURER | MVEDI ATELY !
DO NOT FORGET TO REPCRT THE ERRCR CCDE !

I nt er nal 1E06 8CC8 8ED8 B840 008E COFC E858 0480 ; O f set 0Bl

Kamikaze- EN: Thisoverwriting virusfrom Bulgariaiswritten in Turbo Pascal and isfairly large at 4031 bytes. Like other similar virusesit isnot
aseriousthreat (seetechnical noteon overwriting viruses, p. 3).
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Seen Viruses(contd.)

Korea-DR: A minor variant of the Koreavirus probably compiledon adifferent assembler. It isnot detected by the search patternin VB,
August 1990. The amended search pattern detects both known versions of thevirus.

Kor ea CCBE D88E DOBC FOFF FBBB 1304 8B07 4848 ; Of f set 009

Microbes- DR: An Indian viruswhose effectsare not fully known, except that booting from an infected disk has been reported to cause some
computersto “hang”.

M cr obes 042D 0400 A313 04B1 06D3 EO8E Q006 C706 ; O fset 014
MG - CR: A simple, 500 byte Bulgarian virus.
MG AA1F 1E07 585E 1EBB 0001 53CB 3004 4B74 ; O f set 086

Nomenklatura- CER: Infectivelength is 1024 bytesand only fileslonger than 1024 bytes areinfected. Thevirusinfectson executing aprogram
or opening afilewhich meansthat avirus scanning program will infect all fileson the systemif thevirusisin memory. Thevirus seemsto have
noside-effects.

Norrenkl at ur a B8AA 4BCD 2173 785E 5606 33CO8ED8 CA1E; O f set 2DD
Proud - CR: This 1302 byte virusisamember of aBulgarian family of 4 viruses, which aso includes 1226, Evil and Phoenix. Asthey al use
the same encryption method, no search patternispossible. (See article on encryption, pp. 13-16.)
Tiny Family - CR: Thisisafamily of at least 10 Bulgarian viruses, which includesthe shortest viruses now known. The virusesare not
related to the Danish ‘ Tiny’ virus, but just like it they do nothing but replicate. Thelength of the variantsisfrom 198 down to 134 bytes.

Tiny Fami |y (1) CD82 B43E CD32 071F 5F5A 595B 582E FF2E ; (ff set vari abl e
Tiny Fam |y (2) 2687 85E0 FEAB E3F7 931E 07C3 3D00 4B75 ; O fset vari abl e

Trackswap - DR: A small Bulgarian boot sector viruswhichisawaiting analysis.

Tr ackswap FBA1 1304 48A3 1304 B106 D3EO 8EQD 06BD; O f set O0E
VFSI - CN: A simple 437 byte Bulgarian virus.

VFS 100E 1FB8 001A BA81 00CD 21BE 0001 FFE6 ; O f set 1A3
Reported Only

1605 - CER: Thisvirusisreported to berelated to the Jerusalem virus and to cause a slowdown of the system.
Black Monday - CER: Thisviruswas reported in Fiji. It is 1055 byteslong, and containsthe string “Black Monday 2/3/90 KV KL MAL".

Christmas- CN: A 600 byte virus from Japan or Taiwan which will display the message “Merry Christmasto Y ou!” on 25th December.
Reported to betargeted at NEC PC-9800 computers. Programs greater than 30,720 bytes are destroyed.

Invader - DCER: This Taiwanese multi-partite virusisreported to berelated to the Plastique virus. It will play amelody 30 minutes after
activation.

Number One- CN: A primitiveviruswritten three years ago and published in Burger’s Computer Viruses: A High Tech Disease.
Rat - ER: ThisBulgarian virus has been reported, but the samplewhich isavailable for analysis does not replicate.

Saddam - Thisvirushasbeen reportedin Israel.

Scott’sValley - CER: A 2131 bytevirus, first reported in California.

Terror - CER: ThisBulgarian virus has not been analysed yet, asit failed to replicate under testing conditions.

V2P2,V2P6, V2P6Z - CN: Thesethreeviruses are reportedly written by Mark Washburn, who is also the author of the 1260 virus, whichis
lesscomplex than thesethree.

Westwood - CER: Thisisreported to be the Jerusalem virus, substantially altered in order to prevent it from being detected by anti-virus
programs.

Wisconsin - CN: An 825 byte, .COM-infecting virus, which may delete . PASfileswhenit activates.
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FOR PROGRAMMERS

Fridrik Skulason

Virus Encryption Techniques

Several of theviruses known today use encryption and this
featureislikely to become even more prevalent in the future.
An encrypted virus consists of two parts, ashort decryption
program and the encrypted main body of the virus. When an
infected program isrun, the decryption routine executesfirst. It
decryptsthevirus, possibly performing other tasks at the same
time, such as computing a checksum for the decrypted code to
check whether the virus has been tampered with.

Encryptionisoften used when sensitive or confidential
information istransmitted or stored, but viruswriters useit for
different reasons, four of which are described here.

1- Encryption - To Prevent Static Code Analysis

Static analysisof programsbasically involvesdisassembling
them and examining the disassembled code for suspicious
instructionsor blocks of code. Examples of suspiciouscode
include statements such as:

JMP FOO00:XXXX transfer control directly to the
ROM BIOS

INT 26H absolute disk write, bypassing the

file system.

Several programs have been written which attempt to analyse
code automatically and produce awarning when suspicious
instructions are detected. With a proper definition of “suspi-
ciousinstructions’ they would indeed be able to detect most
viruses and Trojans. The problem with thistype of program,
however, isthe unacceptably large number of false positives
and negativesthey generate. A false positive occurswhen a
legitimate program happensto use one or more of the “ suspi-
cious’ instructions. This may happen in the case of utility
programs, such asthe Norton Utilities, but also when cache
programs, operating system extensions and other similar
software are examined. A false negative, where amalicious
program is given a clean “bill of health”, is more serious.
This happens because the author carefully disguised the
suspiciousinstructions. Encryptionisone of the methods used
to disguise suspiciousinstructions and its presencein virus
code often prohibitsthe use of static analysis programs.

2- Encryption - To Prolong the Process of Dissection

Encryption makes analysis of the virus code moredifficult, but
it usually does not add more than afew minutesto thetime
required to analyse the virus. There is one notable exception to

this - the Whale virus, which is described on page 17-20,
where most of the code is dedicated to encryption ina
convoluted attempt to confound disassembly. Theterm
“armour’ describes code designed to confound disassembly.

3-Encryption - To Prevent Tampering

Itiscommon for new virus variantsto arise as aresult of minor
changesto the original virus. The best example of thisisthe
Payday virus- it was produced by changing only asinglebit.
Encrypting avirus makesit more difficult to changein this
way, asanyone planning to modify the virus must first decrypt
it, then make any necessary changes and re-encrypt it before
reassemblingit.

4 - Encryption - To Evade Detection

Inthefirst encrypted viruses such as Cascade, the decryption
codewas identical in al filesinfected with the virus. A search
pattern could therefore be sel ected from the decryption routine.
Recent viruses makethisimpossible, by using self-modifying
encryption, so that no two samples of the same virus have any
usable hexadecimal search string in common.

A Noteon Encryption

For any virusto function, regardless of encryption techniques,
it must decrypt itself before processing. This meansthat any
encryption technique used in virus code can always be broken
regardless of the sophistication of theencryption algorithm
used. Thisfact may explain why viruswriters choose to adopt
such trivial encryption methods - time expended on devising
more sophisticated algorithmsiseffectively wasted.

TheEncrypted Viruses

Having listed the variousreasonsfor using encryption, we can
now turn our attention to the encrypted viruses known today
and describe them. Viruses generally use simple encryption
algorithms, which are easily reversible. A standard method
employsthe X OR operation, where encryption and decryption
are performed by the same program code.

Pretoria

The Pretoria (16th June) virus uses avery simple encryption
algorithm, which consists of XOR-ing each bytewith afixed
value. Thisalgorithm is equivalent to asimple substitution
algorithm. Itisalso easily reversible, as XOR-ing the en-
crypted byte with the same val ue as was used when encrypting
will yield the original value.

agai n: | odsb
xor al , 0a5h

; get abyte to decrypt
; decrypt usi ng key

st osb ; and store it back
dec bx ; finished?
jnz agai n ; i f not, continue..
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July 13th

This Spanish virus uses amethod very similar to that used by the Pretoriavirus, X OR-ing the virus code with asinglevalue. Asan
example of this method, the decryption procedureisincluded here. Itisidentical in all infected files and long enough for asearch
pattern to be extracted from it.

nov al;cs: [l abel] ; get theval ue usedtoencrypt...

xor al , 90h ; ...thisparticul ar sanpl e

nov si, of fset | abel ; wheretostart thedecryption

nov cX, | engt h_of _vi rus_body ; nunber of bytestotransl ate
agai n: xor cs:[si],al ; per formt he act ual decodi ng

inc Si ; and conti nue

| oop agai n ;until all bytes have been decrypt ed
| abel : db 5bh ; thiswill then bea NOPinstruction

Slow

The Slow virus uses asimilar method, XOR-ing each byte with afixed value, which is changed in each infected file.

nov cx, | engt h_of _vi rus_body ; get length
agai n: xor [si], 1bh ; decrypt one byte
i nc si ; i ncrease poi nter
| oop agai n ;until all bytes have been decrypt ed

Cascade

Cascade wasthefirst virusto use encryption. The algorithm used is somewhat more sophisticated than the simple substitution algo-
rithm, asit consists of XOR-ing each byte twice with variable values, one of which depends on the length of the host program. Even
though the decryption routineis short, asearch pattern can comfortably be extracted fromiit.

| ea si, [bx+start_of _virus] ; wheretostart

nov sp, | engt h_of _vi rus_body ; SPused as counter tonaketracingdifficult
agai n: xor [si],si ; XORwithcounter variablel

xor [si],sp ; XORwi th counter variable?2

inc si ; i ncrease one count er

dec sp ; and decr ease t he ot her one

jnz agai n ;until all bytes have been decrypt ed.

Datacrimell

Asmentioned in the August 1990 edition, the Datacrime Il virus uses encryption. Thisviruswas also the first to use self-modifying
encryption, in the sense that the decryption/encryption routine modifiesitself. This does not affect the extraction of asuitable search
pattern. In fact, the purpose of this modification isto prevent tracing through the decryption process using DEBUG or asimilar utility
program. It could thus be described asan ‘armoured’ feature to prevent disassembly. The encryption method which isused is otherwise
quite simple - each byte is XOR-ed with akey which isrotated by one bit each time.

agai n: nov al, cs: [bx] ; get next byteto be decrypted
nov cs:[di], 22h ; change t he next instructionfromxor al,dl toandal,dl
xor al,d ; per formthe decryption
ror d,1 ; rotatethe key
nov cs:[bx], al ; storethedecryptedbyte
inc bx ; i ncrenent count er
nov cs:[di], 32h ; change theinstructionbacktoanxor instruction.
| oop agai n ;until all bytes have been decrypt ed

If the code istraced using DEBUG it will not work asintended, asthe XOR instruction is changed to an AND instruction beforeitis
executed. However, if the codeisrun normally, it will work, because when the instruction is changed it has already been fetched and
the XOR instruction iswaiting in the pipeline even if it has at that moment been replaced by an AND instruction in memory.
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The800Virus

The 800 virus uses asimple encryption method, just XOR-ing with a constant value. However, one detail isunusual - thevalueis
obtained by XOR-ing together all wordsin the virusbody. The decryption routine islong enough to provide a usabl e search pattern.

nov di,si ; start of virus body
xor dx, dx ; set key to zero
nov cX, | engt h_of _vi rus_body ; l'ength of virus (i nwords)
push cX ; and storeit
agai nl: | odsw ; get one word of data
xor dx, ax ; and conput e a key
| oop agai nl1
pop cX ; recover | engt h of virus
agai n2:  xor [di],dx ; decrypt aword
inc di ; increnment counter by 2
inc di ; (the size of aword)
| oop agai n2 ;until all words have been decrypt ed

Sysdlock

The encryption used by the Syslock virusisjust aminor variation of the previous encryption methods. Like all the previousviruses
described so far, the encryption procedureis of sufficient length for the extraction of ausable search pattern. Note that thisworks only
when the number of wordsin the virusis even.

nov si,start_of _virus ; get start of virus

nov cX, | engt h_of _vi rus_body ; and the | ength

nop

shr cx, 1 ; convert frombytes to words

agai n: nov ah, cl ; get a key

nov al,cl ; whi ch changes wi th every byte

xor ax, [ key] ; and a const ant

xor [si],ax ; and decrypt it

inc Si ; i ncrenent counter

inc Si

| oop agai n ;until all bytes have been decrypt ed
1260 and Casper

The encryption routine used by these two viruses was described in the March 1990 edition ofVB. As |t represents asignificant devel op-
ment in encryption techniques, most of that previously published information isrepeated here.

Theencryption algorithm itself isvery similar to the other methods described in thisarticle, but it containsthe following instructions:

nov ax, key_1 ; get theinitial first encryptionkey
nov cx, key_2 ; and t he second one
nov di,start_of _virus ; where to begin
| abel : xor [di],cx ; decrypt - step 1
xor [di],ax ; step 2
inc di ; point to next byte
inc ax ;increnent thefirst key
| oop | abel ;until all bytes have been decrypt ed

Thesignificant advance consists of inserting various one-byte and two-byte non-functioning instructions between theinstructions|isted
above. This‘garbage’ has no effect on the decryption process, but makes the extraction of a search pattern impossible. The
longest sequence present in all infected files containsjust three bytes, which isfar too short to be usable. To detect the virus some
additional information must be used, such asthat the virus only infects .COM files and infected files start with aJM P to alocation
1260 (or 1200 in the case of Casper) bytes before the end of thefile.
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The 1260 virus uses an additional level of encryption aswell, asdescribed in the August 1990 edition.

The author of the 1260 virus, Mark Washburn of Minnesota, USA, isreported to have written several other viruses, which use even
more complex encryption methods. Infact, the encryption method used by 1260 isjust one of the possible methods which might be
used by the simplest of his other viruses. Washburn has reportedly written three such samples, V2P2, V2P6 and V2P6Z.

Suomi

The Suomi virus also uses self-modifying encryption, but it is not as advanced as that used in 1260. The major differenceisthat
additional instructions are not inserted at random, but only at fixed places, indicated by the question marksin the following code
fragment. This makes the use of search pattern possible, provided that it is permitted to contain “wild-card” characters.

agai n: xor [bx+di ], ax ; decrypt aword
jnp | abel ; ski p over randomdat a
nop ; a"paddi ng" NOPinserted by MVASM

? ; avariabl e "randont byte
? ; avariabl e "randont byte
| abel : sub di,2 ; poi nt to next word
j nb agai n ;until all words are decrypt ed.

Proud, 1226, Evil and Phoenix

Thisfamily of four virusesfrom Bulgariauses a new method for preventing the selection of asearch pattern. No instructions are added,
but instead the instructions themselves change. The viruses all use the same decryption method, which is closely related to the one used
by the 800 virus.

nov r2,rl ; begi nni ng of vi rus code
xor r3,r3 ; zero key
nov r4,length_of _virus ; length of virus
push rd ; and storeit for | ater use
agai nl:  xor r3, [r1+22h] ; obtainone word
inc rl ; and poi nt to the next one
incrl
decr4
jns/jge agai nl ; until code has been xor - ed t oget her
pop r5 ; restorelength
agai n2:  xor [r2+22h],r3 ; decrypt one word
inc r2 ; and poi nt to the next one
inc r2
dec r5
jns/jge agai n2 ;until all words have been decrypt ed

Hererl,r2, r3, r4, and r5 stand for ax,bx,cx,dx,si or di, the selection of which register is used and where varies from one virusto
another. The conditional jumps can also be coded in more than one way.

Whale

The WHALE virus makes extensive use of encryption. Some parts of the code lie buried under several layers of encryption, and a
number of different encryption methods are used. At thetop layer, the encryption depends on the particular mutation of thevirus. The
methodsinclude XOR-ing every byte, XOR-ing two bytesout of every three, adding a particular valueto each byte, complementing
each byte and so on. Underneath thislayer thereis extensive use of X OR-ing with random numbers obtained from the PC timer chip. In
each case the random key used for a particular section is stored either as part of an X OR instruction or immediately following the call to
the decryption routine. All the encryption used in WHALE istrivial from acryptographic point of view.
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VIRUS ANALYSIS

Jim Bates

WHALE...
A Dinosaur Heading For Extinction

By far the largest virus that researchers have yet seen was
recently uploaded to a bulletin board in the United States and
comprisesjust under 10K of code.

Thevirus has been called THE WHALE sincethat isthe
“title” which appears within the code after the first level of
code decryption has been executed. Disassembling thiscode
has proven time-consuming and full analysisisincomplete due
to the pressures of other work on the various researchers
currently disassemblingit. | am indebted to Dr. Peter Lammer
of Sophosand Morgan and Igor of MacAfee Associatesfor
accessto their work on this and the report which follows
collatesresults from all these sources although any errorsin
analysisor interpretation are entirely my own.

TheFidoNet M essage

Before describing the code in such detail aswe have, mention
should be made of the “motherfish” message which was
posted anonymously to VIRUSECHO on FidoNet and reported
in full in last month’sVirus Bulletin.

There are several discrepanciesin this message which might
suggest that the sender was either not familiar with the code or
he was spreading disinformation. Since more than half the
viruscodeisconcerned with confusing and misinforming
anyonetrying to disassembleit, | inclineto the latter theory.

The use of “motherfish” (which does not appear in the code)
in preference to “whale” is strange, and the reference to the
virus “learning” detection methods and being a“living,
breathing entity” isfanciful in the extreme and inaccurate.
That “the virus cannot be detected by present methods” is
incorrect, despite concerted attempts on the part of the
author(s) to make the virus undetectable. The use of theword
“disavow” isinteresting since text within the code suggests
that the author comes from Hamburg where such aword seems
unlikely to be common parlance. However, the suggestion that
the codeis modularly constructed is accurate, so unlessthis
was a guess we must assume that the sender has some knowl-
edge of thevirusasawhole.

Heavyweight Confusion Coding

Following self-encrypting and “ stealth” viruses, a new term
has been coined by a member of theComputer Crime Unit at
New Scotland Y ard. “Armoured” virus code describes the

deliberate disinformation and confusion techniquesnoted in
FISH6 and WHALE. Itiscertainly appropriate in the case of
WHALE since the “armour” outweighs the “stealth”!

TheWHALE virusischaracterised by large sections of code
(estimated as at |east 50 percent of the total) whichinvolve
extremely convoluted processing around and acrossthe debug
and single step interrupt handlers and accessing such hardware
asthe Programmabl e Interrupt Controller. Thereisno other
reason for thisthan to confuse researcherstrying to disassem-
blethe code.

Paradoxically, the presence of this‘ confusion’ code has caused
the research community to heave asigh of relief. The reason
for thisisquite simply that such codeis costly in processing
time and when amachine becomesinfected, processing speed
slowsby up to 50 percent - the WHALE issimply carrying so
much programming weight (armour) that itsvery bulk isits
giveaway. (Rather like the dinosaurs, such viruses seem
doomed to extinction, Ed.)

A substantial amount of time and effort has been expended in
writing thisvirus and it could well have been undertaken by
more than one author. Program construction ismodular and no
effort has been spared to make the code difficult for scanning
programsto detect.

“Mrusauthorshave at last reached
the predicted point at which their
code hasto carry so much
protection that the parameters of
invisibility and mobility can no
longer be maintained.”

Encryption Routines

Asidefrom the now accepted technique of self-encryption, this
virus scrambles the order of its subroutines and variesthe
encryption algorithm used during fileinfection.

Also accepted as a“standard” technique now is the decryp-
tion/recryption processwhich isused to prevent detection of
thevirus codein memory. Thistechnique consists of maintain-
ing most of theresident virus codein memory in encrypted
form and only decrypting it just prior to processing. Once a
particular section has been executed are-encryption routineis
called which collects anew pseudo-random key value and re-
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encryptsthe code just executed before storing the new key and
continuing to the next part of the code. Theresult isthat only a
small “window” around the code currently being executed is
actually “in plain view”, the remainder is variously and
randomly encrypted. Thisisobviously toforestall the possibil-
ity of arecognition pattern being used to identify viruscodein
memory. The author(s) obviously likesthistechniquesinceit
isused at least 96 times throughout the code. Thisis another
part of the bulk that this unwieldy virus carries.

Aswith other recent viruses, there are several “undocu-
mented” system calls (most of which are now well docu-
mented within the technical community) but two have been
noted which may relate to specific software packages, possibly
of an anti-virus nature.

General Structure

Thereisstill much work to be donein analysing this code.
However, we can say that thisisaparasitic viruswhich infects
executableswith an infection length of around 9416 bytes. The
actual appended length variesfrom infection to infection and
thisis probably dueto the insertion of some random junk and
alignment of code on paragraph boundaries.

No simple search pattern is possible because of the multiple
encryption techniques and modular scrambling. Thereare
considerablesectionsof self-modifying, self-checking and self-
switching code within WHALE. Thislast technique consists of
laboriously switching individual byteswithinaspecific
subroutine using pre-calculated XOR values. Theresultisa
sort of global X OR effect which can be used to switch between
two different routines or asadecrypt/recrypt process.

The code appearsto install itself asresident within the first
available M emory Control Block and monitorssystem activity
during normal DOS processing.

Stealth techniques are used to fool DOS into reporting original
file sizes rather than the increased ones when files become
infected. Thisisdone by intercepting the DOS Get File Size
function (23H) and checking whether the target fileisinfected
before returning either atrue or modified file sizeto the calling
routine. (See also page 20.)

Infection M ethod

Thevirus' method of detecting infectionisstill being analysed
but there is some evidence that several checks are made,
failure of any one of which will indicate that afileisnot
infected.

The complexity of these checks meansthat a“ sparse infec-
tion” method (i.e. not all fileswill be infected) may be
employed. Thismakes external detection moredifficult but it
does reduce the virulence of the code and should mean that if
this specimen does appear in the wild, it isunlikely to exist for

long before detection and would therefore not spread too far.

One of the checks for infection seemsto be that the hour field
in the file time must be equal to or greater than 16 (i.e. 4pm or
later) since the top bit of that field is modified within the
Function 57H (Get/Set file Date/Time) handler. Thistoo may
limit the number of files suitable for infection.

ProgrammingStyle

There are several similaritieswith the FISH6 and 4K viruses
and this might indicate either adistinct development cycle by
the author(s) or simply that someone has copied useful code
and ideas from the earlier specimens. | incline to the former
view but whatever the truth of the matter, the similarity infile
infection technique provides auseful method of identifying the
presence of any of these three viruses.

However, itisreported from the United States that some
generations of WHALE may not display thissimilarity and
might therefore slip through this particular detection net.

Thetechniqueitself is discussed in the 4K datainfection report
on page 4 of thisissue and with the exception of the differ-
encesininfected length (and the asyet unconfirmed U.S.
reports), all three viruses show identical repetition of the
original host header information.

Generation Code

The external results of running the WHALE have so far
produced at least 27 different “generations” (the total number
of possible generations equals 30. Ed.) and each generation
appearsto be the result of scrambling the order in which
subroutines are written to the target file aswell as changing
both theencryption ‘lock’ and ‘key’.

Thereisacounting mechanism fairly closeto the beginning of
the virus code which counts back from OFOH (240 decimal) on
the dissection copy but the significance of thishas not yet
become clear. Possibly sections of the virusyet to be dissected
may beinvoked when the counter reaches zero.

Infection apparently takes place during aFunction 4BH call to
DOS (Load and Execute) and thus affects COM, EXE, OVR
and other executable code whichisrunin thisway.

At varioustimes, theinterrupt vector addressesfor Interrupts
1H, 2H, 3H, 9H, 13H, 24H and 2FH are accessed and may be
modified for use by thevirus code.

The main area of code subversion centres around the DOS
Interrupt 21H and thisisintercepted and passed through a
function dispatcher routine. Thisdispatcher monitors 15
separate DOS functionsincluding both types of Find First/Next
(11H, 12H, 4EH and 4FH), Open and Closefile operations
(OFH, 3DH and 3EH) and various types of File Read and Seek
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calls (14H, 21H, 27H and 42H). Other functions handled are
Get File Size (23H), Load and Execute (4BH) and Get/Set
Date/Time (57H). Asis now expected of thistype of code, the
DOSCritical Error vector ishooked during virus operation and
appearsto be correctly restored after use.

“The Computer Crime Unit at New
Scotland Yard isnow building a
dossier on computer virusincidents
and will seek to extradite any virus
writer who causes damage to data,
programsor processorsinthe
United Kingdom.”

Text Strings

Asvariouslayers of encryption are peeled back, two areas of
plain text are revealed. Thefirst of theseis written to a hidden
fileintheroot directory of the C: drive on a 1-in-4 random
chance. Thisfileisnamed FISH- 9.TBL and contains a copy of
the boot sector of the drive, together with the following plain
text:

FISHVIRUS9 AWal e i s no Fi sh! M nd her Mit ant

Fi sh and t he hi dden Fi sh Eggs for they are

danmagi ng. The sixthFishmtatesonlyif the Wale
isinher Cave.

No other reference is made to thisfile from within the virus
code. The content indicates ajuvenile mind at work.

The “sixth Fish” may refer to the FISH6 virus (and establish
another definite link) but this has yet to be established. Sincel
haven't yet disassembled FISH6, | would beinterested to know
just how it got its name (why the ‘6’ ?). Itisalso interesting to
note that TBL is one of the data file extensions attacked by the
4K virus (see pages 4 - 5 and 20).

The second plain text section is displayed as a screen message
if the system date is between 19th February and 20th March
(consistent with the astrological star sign of Piscesthefish.
Ed.) in any year except 1991. Subsequently the system hangs
with aDivide Overflow message, necessitating apower down
reboot. Thisisthe only trigger point noted so far but thereisa
possibility that even these dates may be modified within
differing generations, resulting in unpredictabl e trigger dates.

The message reads:

THE WHALE | N SEARCH OF THE 8 FI SH
I AM' ~knzyvo}' | NHAVBURG

Thisisexactly asthe message appears on screen and the
characters between the single quotes appear to be aname of
somesort.

Elementary cryptanalysissuggeststhat thisnameis probably
‘TADPOLES (whichtiesinwiththeichthyological theme)
sincethisresultsfrom simply subtracting avalue of 42
(decimal) from each character value. Whether the authors
actually do comefrom Hamburg (Chaos Computer Club? Ed.)
isnot certain: sincethey are capable of producing thisludi-
crously silly codeit is quite probable that they are pathological
liars aswell.

Many researchers have conjectured that WHALE might be
designed to interact with other viruses (notably FISH®6) but to
date, no evidence of this has been found either within the virus
code or by livetesting with both viruses active on the same
processor.

PossibleM otivesfor theVirus

Asknowledge currently stands on thisvirus, it may well bean
extremely childish and malicious attempt to waste the time of
virus researchers across the world. In rather the same way that
the fire brigade can never ignore false alarms, the research
community cannot ignore even the simplest virus code.

Any virus codeis potentially destructive and the perpetrators
should be aware that the Computer Crime Unit at New
Scotland Y ard isnow building adossier of computer virus
incidentsin the UK and will seek the extradition and prosecu-
tion of any viruswriter who causes damageto data, programs
or processing equipment within the United Kingdom. Under
current legislation, conviction could carry amaximum fiveyear
prison sentence*. If ‘ TADPOLES' readsthis, he/they might
like to reflect on such a sentence.

Thearrival of thisviruscaused initial consternation among
knowledgeabl e researchersbut preliminary examination has
dispelled most of thisconcern. It isinteresting to specul ate that
inthe WHALE, virus writers have at last reached a predicted
point where their code hasto carry so much protection that the
original parametersof invisibility and mobility can nolonger
be maintained with any reliability. Such bulky and processor
intensive codewill generally reveal itself long before any
payload can be delivered.

Work will continue on disassembling and analysing thisvirus
until al the fine details are known and further reports will
appear as moreinformation becomesavailable.

*Under the provisions of the United Kingdom Computer Misuse
Act, 29th August, 1990. Ed.
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ADDENDUM

Dr. Peter Lammer

Jonah’s Jour ney

The parasitic virusWHALE is not only the bulkiest but also
the most convoluted specimen seen to date. WHALE uses
several techniquesto makeitself not only difficult to find using
anti-virus software, but also difficult to disassemble and
analyse. However, disassembly isstill arelatively straightfor-
ward process using DEBUG and the virus has now been
disassembled in full.

WHALE includes several different anti-tamper measures. The
‘active’ obstaclesrange from disabling of the keyboard to
exercising the single-step and breakpoint interrupts as an
integral part of the code. The ‘passive’ trapsinclude deeply
buried routines which use checksums on the ROM BIOS data
areaand on WHALE’ sown code to detect any use of
debuggers and breakpoints. If any sign of interferenceisfound,
WHALE attemptsto eraseitself from memory: ademurevirus,
which would die rather than be molested.

After removing some outer layers of active protection, onecan

disassemble the entire contents of the virus with relative ease,

by invoking WHALE’ sown decryption routinesinacontrolled
manner fromDEBUG.

Many of the rumoursregarding thisvirusare unfounded,
including the claim that the virus was undetectable using
conventiona methods. WhileWHALE isdistinctly slippery to
detect in memory, due to the constant application of random-
key de/re-cryption methods, itisrelatively straightforward to
find in executablefiles.

When WHALE infectsafile, it first makesa 1-in-2 random
choice whether or not to mutate and if appropriate then chooses
one of its 30 possible mutations at random. Otherwise the virus
replicateswithout mutating. Even when WHA L E does not
mutate, the virus constantly changesin appearance dueto
decrypt/recrypt routinesinits code.

On disassembling WHALE’ sfileinfection routineoneis
reminded irresistibly of the legendary bird of paradise which,
when attacked, fliesin ever-decreasing circles until it disap-
pears up its own fundament - from which position of safe
refugeit is said to bombard its pursuers with abuse and
excrement. WHALE performsasimilar contortionist’sactin
memory in order to append itself to aCOM or EXE file on the
disk; it re-modifiesall of its self-modifying code, mutates
itself in memory and re-applies all of itsvariouslayers of
encryption until, poised in animpossibly precariousposition, it
carriesout aprearranged INT 21H function call to infect the
target file. It then hasto use its new mutated code to decrypt

itself beforeit can return to its own depths and continue
processing thefileinfection subroutine.

WHALE does not appear at present to do anything more
significant thanreplicate, occasionally displaying fish-related
messages. |n addition to the Piscean activation dates reported
on page 19, currently available copies contain atrigger date of
1st April 1991, after which no replication will take place. One
of WHALE’ sconfusion tacticsisthat on approximately onein
ten infections, it appends arandomly chosen amount of
garbage, up to 4 kilobytes, to the target file. Dueto the way the
virusiswritten, it is possible for files with extensions other
than EXE and COM to become ‘infected’, exactly as described
for 4K on page 5. Thismeansthat WHALE could inadvertantly
have damaging effects on certain dataor text files.

Another sign of sloppy programming isthat when thevirus
‘forges’ the lengths and time-stamps of files, it failsto
distinguish between those which are genuinely infected and
those which happened by chanceto have atime-stamp ‘ hours'
value larger than 15. If any file has atime-stamp hours value of
16 or more, WHALE will subtract 16 from thisvalue (for
examplewhen aDIR command is processed), regardless even
of whether thefileisaprogram, let alone whether it is
genuinely infected. If thefileisof type COM or EXE, WHALE
also subtracts 9216 from the reported length, again regardless
of whether the file genuinely has been infected. Oninfecting a
file, furthermore, WHALE setsthetop bit of the hoursfield
high without checking whether thiswould set the value to
greater than 23 hours.

Aninteresting aspect of WHALE’ sprogramming isthat one
piece of self-modifying code makesthe execution flow of
identical copiesof the virusvary from one processor to
another. This depends on the length of the instruction queue.
The sequenceis shown herein simplified form as:

nov bx, of f set retpt
nov al,c3 ;opcodefor 'ret’
nov cs:[bx], al
add ax, 020C
retpt: int 3

It does not follow the same execution path on an 8088-based
PC as on an 8086 based one; the 8088 chip has a4-byte
instruction queue, whereas the 8086 has a 6-byte queue. On an
8086 the ‘' INT 3H’ instruction will already be in the queue
beforeitismodified to read ‘RET’, and will therefore execute
as‘'INT 3H'. On an 8088, by contrast, the instruction will be
modified before entering the queue and will therefore execute
as'RET’. Itisunlikely that the author of the virus was aware
of this particular feature of hiscode.

Allinall, itisimprobable that WHALE will pose a practical
threat asavirus; it is too large and slows down performance of
any PC much too noticeably to spread undetected. Itisalso
relatively easy to detect using normal methods.
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PRODUCT REVIEW

Dr. Keith Jackson

Hyper ACCESS/5 - A VirusFiltering
Communications Package

HyperA CCESS/5isacommunicationssoftware packagewhich
incorporatesvirus screening. Thisreview will concentrate on
the package’ s anti-virus features rather than try to evaluate the
operation of thecommunicationsfeatures. Thereview copy of
HyperA CCESS/5 was provided on two 3.5 inch diskettes,
containing bothM S-DOSand OS/2 versions.

Documentation

At 338 pages, the manual provided with HyperACCESS/5ishy
no means light reading, but it does cover most aspects of
operation in some depth. If specific informationisrequired
then the manual probably contains areferenceto it somewhere.
A four page table of contents, and atwenty six page index
(both very thorough) areincluded.

TheHyperA CCESS/5 anti-virusfeatureswere explained on
printed A4 sheetsand in aREADME file. Detecting viruses
during file transfer is the subject of apatent application in the
USA by Hilgraevelnc. (the developersof HyperACCESS/5)
under thetitle “In-transit detection of computer viruses with
safeguard”.

Installation

The manual statesthat HyperA CCESS/5 can beinstalled either
on afloppy disk (of at least 720K capacity), or on ahard disk.
Thisisnot true. If you attempt to install HyperACCESS/5 on to
a720K disk, the message “Insufficient disk space. Approxi-
mately 56096 bytes short” is displayed. | assume that the
HyperA CCESS/5 files have grown much larger in recent times,
and nobody has checked that the floppy disk installation
processstill works.

Even though | chose only aminimal system (no OS/2 files, no
scriptsor other non-essential files), the installation process
executed very slowly, and took aleisurely 19 minutes 15
secondson ahumble PC. Many HyperACCESS/5filesare
stored in compressed form, and have to be decompressed
during the installation process. This seemsto take an inordi-
nate amount of time.

Onceinstalled, it proved very easy to set up HyperACCESS/5
for communication viathetel ephone system. The menu
structureisvery clear, and permits any desired set of commu-
nications parameters to be specified. | had no troublein using
HyperACCESS/5todial several different computer systems.

CommunicationsFacilities
Asaquick summary of thecommunicationsfacilities:

HyperA CCESS/5 offersadialling directory with up to 250
entries, and can transfer files using any of the Xmodem,

Y modem, Y modem-G, Zmodem, K ermit, Compuserve-B,
HyperProtocol (devel oped specifically for HyperACCESS), or
Text (ASCII) protocols. HyperACCESS/5 can accessasystem
automatically by learning the correct keystrokesfrom user
activity at the keyboard, has a powerful script language, afull
screen editor, and built-in anti-virus features.

Theaboveisinevitably only acursory description of what |
foundto beavery full-featured communications program.

Anti-VirusFeatures

Theanti-virusfeaturesoffered by HyperACCESS/5 are
currently twofold:

1) While HyperACCESS/5isreceiving afile using one of the
filetransfer protocols specified above, checkscan be
invoked which detect virusesintheincomingfile. If avirus
is detected in thisway, amessage appears in awindow on
the screen of the computer receiving thefile, offering to
terminate the file transfer. If no action istaken when this
message is displayed, then the default action isto terminate
the transfer anyway. Thisisan eminently sensible default
that permits safe unattended file transfer.

2) A utility isprovided with HyperA CCESS/5 which copies
filesin exactly the same manner asthe COPY command
provided with M S-DOS. Thisutility monitorsthefileswhich
are being copied, and tests for the presence of avirus. If a
virusis detected, then the copying process can be termi-
nated, and (optionally) the virus erased.

TestingProcedure

The obviousway to test the efficacy of virusdetection during
filetransfer isto set up HyperA CCESS/5 on two computers
(each with amodem) and transfer files between them. How-
ever, after somethought, transferring virusinfected files
through the tel ephone system, out of my direct control, did not
seem to beavery good idea. Asan alternative, HyperACCESS/
5 can be setup to transfer files directly to another computer via
an RS-232 cable, and thiswas used as an inherently safer way
to transmit virusinfected files. | used the Zmodem communi-
cations protocol to transfer virusinfected files between two
PCs. Asfar as checking for virusesis concerned, the actual
communications protocol used seemsto beirrelevant, asdata
isonly checked onceit is known to have been received
correctly.

Detection Rateand Perfor mance

HyperACCESS/5 proved to work as claimed, and samples of
the 1701, 1704, Jerusalem, South African, Valert and Vacsina
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viruseswere successfully detected. However, samples of the
Kennedy and PSQR viruses were not detected, and these
viruseswere successfully transferred from one computer to
another. At thispoint | realised that although the vendor of
HyperA CCESS/5 had sent adisk which supposedly contained
thelatest virus checking files, thefile for checking viruses
during file transfer wasidentical to the original version.
Somebody had sent thewrong version for review!

| did encounter technical problemswhiletransferring files
between the two computers. On three separate occasions, the
computer using HyperACCESS/5 (which was acting asthe
receiver) locked up to the extent that apower down was
needed to restart the computer. The other end of thisfile
transfer operation was using the Odyssey communications
package (from Micropack in Aberdeen). Odyssey was required
because HyperA CCESS/5 would not operatefrom a720K
floppy disk (see above). At notimedid Odyssey lock up,
thereforethefault liesfirmly with HyperACCESS/5. Given
this problem, and the af orementioned limited range of viruses
that could be detected, it isonly fair to conclude that detection
of viruses during file transfer works, but needs some problems
ironing out, not the least of which involvesdistributing the
correctfiles.

The developers of HyperACCESS/5 usetheviruspatternfile
compiled for IBM’ sscanning program (incor por ated with the
full cooperation of IBM. Ed.). The version with which | was
provided was dated 20th April 1990 which rendered the
pattern file obsolescent. | decided that it would be fairer to test
the efficacy of virus detection using the copy utility provided
with HyperACCESS/5. Thiswasdated 24th August 1990, and
provided amuch more comprehensivelist of 73 viruses (60
unique viruses and 13 variants) which it claimed could be
detected during file copying. (The most recent virus detection
files can be downloaded directly fromHilgraeve sBBSin the
USA. Ed.)

The copy utility wastested by copying theVB test set of 97
parasitic viruses on afile by file basis from one floppy disk to
another. Theresultswere extremely impressive. The only
viruses which were not detected were: AIDS, 1260, three of the
fivevariants of the Y ankee virus, and five of the ten variants of
the Viennavirus. Apart from the usual problems of nomencla-
ture, all other viruses were detected correctly.

The naming system used by HyperA CCESS/5 isheavily biased
towards numeric namesfor viruses e.g. the Valert (Tenbyte)
viruswas called 9800:000, and the Fu Manchu, Jerusalem,
Kennedy, Perfume, Vcomm and Zero Bug viruseswereall
referred to by their infective lengths (2086, 1813, 333, 765,
637 and 1536 bytesrespectively).

When the HyperA CCESS/5 copy utility detectsavirus, the
user must specify whether or not to abort the copying process,
and whether or not to delete the original infected file. All this
happens on a simple question and answer basis.

The above quoted results areimpressive in that HyperAC-
CESS/5 successfully detected 43 out of 47 parasitic viruses,
and 89 out of 99 variants of these viruses.

It should be noted that transferring a pure boot sector virusvia
amodem isvery difficult, asthe infected boot sector hasto be
extracted, transmitted, and then replaced on top of the boot
sector in the recipient computer. This constraint does not apply
to the newer multi-partite viruses which infect programs and
the boot sector (see VB, September 1990, p.3).

Checking for the presence of avirusduring the transfer of a
file between two computers seemsto have very little effect on
therate at which files are transferred. So much so that given
the very short virusinfected files that were being transferred in
the above tests, there was no perceptible slowdown. Thisisnot
surprising, asthe processor |ets the serial port controller
chip(s) do most of thework during file transfers. Therefore,
further checks while waiting for datato be received will not
slow the operation down. TheHyperACCESS/5 documentation
claimsthat up to 2400bps transfer speed, checking for viruses
has no effect on even the slowest of PCs. My tests confirm that
thisistrue. It is also claimed that on 286 and 386 PCs,
checking for viruses has no effect up to 19200bps transfer
speed. | have no means of testing this claim.

The utility which checksfor viruseswhile they are being
copied took 24.5 secondsto copy 8 filesfrom one part of ahard
disk to another. TheM S-DOS COPY command copied the
same set of filesin 5.7 seconds. The differencein speed
between the two transfer methodsistherefore more than a
factor of 4. Thismeansthat the virus checking copy utility
should only really be used in circumstanceswhere avirusis
suspected: e.g. copying filesfrom anewly received floppy disk.
Thevirus checking copy utility istoo slow for routine use.
Given the successful virus detection rate (see above), this slow
execution speed isashame. It mars an otherwise excellent
product. (Obviously, faster processors such asthe 286 or 386
will significantly improvefiletransfer rates. Dueto therisks
involved, sacrificial machines and those used for evaluating
anti-virus softwar e tend be the humblest of ‘work horses'. Ed.)

Compression

All of the above assumes that infected fileswill be transmitted/
copied intheir standard form. Unfortunately, thisisnot always
true. To save time during transfer, files are often compressed
before transmission, and decompressed after transmissionis
complete. TheHyperACCESS/5 documentation warnsthat
virusinfected files which have been compressed in thisway
will not be detected and that compressed file(s) must be
checked separately after decompression. Thisappliesregard-
less of which compression systemisused (ARC, ZIP, LZH,
PAK and ZOO etc.). It would be possible to check files as part
of the transmission process, but thiswould necessitate
“unzipping on the fly”. (No comment. Ed.).
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These problems are gradually being alleviated by the use of
MNP error correction/compression protocol sat themodem
level. From level 5 upwards, MNP adds data compression at
the datatransfer level, thus making external compression
unnecessary. HA/5' sown filetransfer protocol, HyperProtocol,
hasjust been placed in the public domain as a free-standing
DOSmodule. Thisutility providesfile compression on thefly
and error detection. Whether it will be adopted aswidely as
MNP error correction is debatable.

Assessment

Assuming that thelevel of virus detection exhibited by the
copy utility can berepeated in virus detection during file
transfer, HyperACCESS/5 livesup toitsclaim to be afull-
featured communi cati ons package with built-in detection of
virusinfected files.

Technical Details

Product: HyperACCESS/5

Vendor: Firefox CommunicationsL td., AspenHouse, 9 Coventry
Road, Colehill, West Midlands B46 3BB, UK. Tel 0675 467244, Fax
0675 463504.

Developer: Hilgraevelnc., GenesisCentre, 111 Conant Avenue, Suite
A, Monroe, Michigan 48161, USA, Tel: +1 (313) 243 0576.

Availability: IBM PC, PS/2, or 100 compatiblewith either abuilt-in
modem or an available RS-232 serial port, running under MS-DOS or
0S/2. A hard disk isnot mandatory. Many different modemsare
supported, including (but not exclusiveto) those conforming tothe
Hayescommand set.

Version Evaluated: 1.1
Price £175 for both DOSand OS/2 versions.

Har dwar e Used: An Amstrad PPC640 with aVV 30 processor, and two
3.5inch (720K) floppy disk drives, running under M S-DOSv3.30.
AlsoanITT XTRA (PC compatible) with a4.77MHz 8088 processor,
one3.5inch (1.44M) floppy disk drive, two 5.25 inch floppy disk
drives, and a32Mbyte Western Digital hard card, running under MS-
DOSv3.30. The modem used was a British Telecom PC424X (a
badged Dowty Quattro on aplug-in card), Hayescompatible, and
operableuptoV 22bis(2400bps).

VirusTest Suite Thisset of 49 uniqueviruses (according tothevirus
naming convention employed byVB), spread across 101 individual
virussamples, isthe standardVB test set. It comprisestwo boot viruses
(Brainand Italian), and 99 parasitic viruses. Theactual viruses used
for testing arelisted below. Where more than one variant of avirusis
available, the number of examplesof each virusisshownin brackets.
For acompl ete explanation of each virus, and the nomenclature used,
pleaserefer to thelist of PC viruses published regularly inVB:

405(2), 4K (2), AIDS, Alabama, Amstrad(2), Anarkia, Brain,
Cascade(10), Dark Avenger(2), Datacrime(3), dBA SE, December
24th, DevilsDance, Eddie(2), FuManchu(3), GhostBalls, Hallochen,
Icelandic(2), Italian, Jerusalem(6), K ennedy, L ehigh, Macho-Soft,
MI1X1(2), Number of the Beast, Oropax, Perfume, Prudents, PSQR,
South African(2), 1260, Suriv(8), Sylvia, Syslock(2), Taiwan,
Traceback(4), Typo, Vacsina, Valert, Vcomm, Vienna(10), Virdem,
Virus-90, Virus-B(2), VP, W13(2), XA-1, Y ankee(5), Zero Bug,

Transmission of ExecutableFiles
- A Hazar dousBusiness

Thehazard of downloading computer virusesor Trojans
from Bulletin Boards hasforced many organisationsto
forbid the use of BBS software. In fact, the systems
operators (SysOps) of reputable Bulletin Boardstake
great care to screen software beforeit ismade available
for download. In arecent incident onthe CIX BBS, a
handful of people downloaded a Cascade infected
program; system monitoring enabled the recipientsto be
traced and warned by telephone.

A far more seriousincident occurred last February when
the Tenbyte virus was posted by accident to the
V-ALERT electronic mailing list. Theviruswasclearly
labelled as such and was intentionally downloaded by
more than 500 people within the space of afew hours. As
VB predicted, the Tenbyte virus has now appeared in the
wild in the United States. (VB, April 1990, pp.4-5.)

In the face of the threat of accidentally downloading or
receiving virusinfected files, the use of virus‘filtering’
providesafirst line of defence, particularly for regular
users of BBSs or those who often transmit and receive
executableimages. HyperA CCESS/5 isthe only product
of which VB isaware that claimsto provide virus
filtering. The product successfully detected all of the
parasitic viruses which are a current threat in the UK.

However, communicationspackageswhichincorporate
filtering arerestricted by certain inherent limitations.
Nearly all software which isdestined for transmissionis
compressed. Thereisarange of commercial and share-
ware compression utilities*. Searching for avirusina
compressed fileis possible, but becomes animpractible
proposition when themultiplicity of possiblecompression
techniquesisaccounted for. Furthermore, whilefiltering
packagesmay readily detect conventional ‘first genera-
tion’ viruses (by searching for hexadecimal patterns),
they are not suitable for detecting any form of viruswhich
usesself-modifyingencryption.

Defencein-depth is simple commonsense. The use of a
filtering packagefollowed by scanning usingmore
conventional anti-virus softwarewould appear to provide
security - for the moment.

* Dynamic decompression, as offered by LZEXE, is
unsuitable for the transmission of untrusted software. It's
use should berestricted to compressing clean EXE files
for storage on disk. (See VB, June 1990, p.12).
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END-NOTES & NEWS

The VirusBulletin ishosting atwo day confer ence on combating computer viruses, September 12-13th 1991. The venuewill bethe Hotel de
France, St. Helier, Jersey. The conferencewill be chaired by Edward Wilding (UK) and Fridrik Skulason (I celand) and speakersinclude Jim Bates
(UK), Vesselin Bontchev (Bulgaria), David Ferbrache (UK), Ross Greenberg (USA), Jan Hruska (UK), John Norstad (USA), Yisrael Radai (Israel),
KenvanWyk (USA) and Gene Spafford (USA). Several additional speakerswill be confirmed inthefinal programme. Information from Petra
Duffield, VirusBulletin Conference, UK. Tel 0235 531889.

CERT Advisory CA-9007 dated October 25th, 1990 warnsof aVM SV AX system vulner ability (versions4.0to 5.4). It describes how non-
privileged userscanacquiresystem privilegesthroughtheANALY ZE/PROCESSDUM Proutine. CERT e-mail to cert@edu.cmu.sei.cert or
telephone USA 412 268 7090 (24 hour hotline).

TheUSNational Institute of Sandards & Technology (NIST) isconsidering the development of agover nment-industry consortium to combat
computer viruses. Contact Dennis Steinauer, NIST, Rm. A216, Technology Building, Gaithersburg, MD 20899, USA. E-mail to
steinauer=ecf.ncsl.nist.gov or telephone 301 975 3359.

Heriot-Watt University, Edinburgh, UK, hostsaone-day seminar * Computer Viruses: Protect | T’ on November 23rd, 1990. The programmewill
addressthe appearance of stealth and armoured virusesand current software devel opments. Contact David Ferbrache, Department of Computer
Science, Heriot-Watt. E-mail (Internet)<david@cs.hw.ac.uk>, (Janet)<david@uk.ac.hw.cs>. Tel 031225 6465 ext 553.

RG Software Systems, developer of Vi-Spy (VB, May 1990) ismoving to anew headquarter s. The company’ snew addressis RG Software
Systems, Inc., 6900 E. Camelback, Suite 630, Scottsdale AZ 85251, USA. Tel 602 423 8000, Fax 602 423 8389.
Briefingon Computer Virusesby Fred Cohen, London, November 13th 1990. Contact |BC Technical Services, UK. Tel 071 236 4080.
S& SConsulting Group, UK, isholding atwo-day seminar on ‘TheVirus Threat’, February 13th-14th 1991. Tel 0494 791900.
Thefollowing appearedin the UK’ s Daily Star newspaper on 12th October 1990:

Speech goes to pot! RED-FACED diplomats are trying to find out who inserted a plea to legalise cannabis into a speech by Hong Kong

Governor Sr David Wilson. His commentary on the future of the British colony, which was delivered to newspapers on computer disks,
contained the surprise announcements: “ Your PC is how stoned. Legalise marijuana.”
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