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EDITORIAL

Crimeand Punishment

Itisimpossibleto sitin acourt and not instantly be sub-
jected tothefeeling of being called into the headmaster’'s
officeto have one’ swristsslapped. Theoccasionisgilded
with appropriate ceremony and solemnity, and, for most
‘computer types', isthelast placethat they expect their
nocturnal tinkeringtolead.

With the advent of theComputer Misuse Act however, the
law enforcersare now ableto catch up with the hackersand
(hopefully) thevirusauthors - businesses now have at |east
somerecourse under thelaw to defend themselves. Unfortu-
nately, simply having alaw isnot enough. V arious problems
ariseswhentryingtoenforceit.

How should onetry acomplex technical case? Take, for
example, thetrial of Alfred Whitaker, acomputer program-
mer charged with an offence under Sections 3 and 17 of the
UK Computer Misuse Act.

Thedetailsof the casewererelatively simple. Whitaker had
been commissioned to write stock control softwarefor an
agricultural company,Protech. At sometimeduring the
development of the software, Protech refused to pay abill
becausethey felt that ‘ the resultsto date had been disap-
pointing’. It was at this point that Whitaker modified the
softwarein such away asto render it unusable after acertain
date, unless he was paid.

Thetrial was scheduled for the 21st of July at Scunthorpe
M agi strates court, and was expected to last for oneday.
However, at thepre-trial review, the Prosecution and
Defencehad provisionally accepted 10 statementsof agreed
fact. Atthetrial Alistair Kelman (quickly becoming thede
facto standard defence counsel inCMA cases) withdrew
thesepoints: ‘ | cannot agreeto these points, your Honour’,
blustered Kelman. ‘ If youwill just examine point number
one...". From thismoment onwardsthe character of therest
of thetrial was set.

Thelegal wrangling in caseslikethis seemsto centrearound
technicalities. During thecross-examination of Detective
Constable White, Kelman suggested that thework of the
Humberside Police had been * slipshod’ in that they had not
impounded Protech’ smachine. Whitereplied that thiswas
not the case, and went on to explain why. If the policenad
been at fault in their approach to the case, the result might
havebeenvery different. Theincreasing occurrenceof
computersincrime(either directly orindirectly) increases
the problemswhichthe Policewill haveto overcome.

Ascaseshecomemoretechnologically complex, thisneed
for anin-depth knowledgeof I T isbecoming harder to
addressinanincreasingly underfunded and overloaded
force. What lifewill belikeina'cost effective’ system does
not bear thinking about... and what do we do when the
criminal sstart using seriousencryptionto cover their tracks?

Thetechnical issueswithinthe casewerefortunately not too
complicated - thedefencewasfar more concerned with the
copyrightissues. The‘expert’ witnessesnecessary at sucha
trial [What does constitute an expert? Ed.] were Jim Bates
for the prosecution, and, for thedefence, aMr Dilloway from
the British Academy of Experts.

Thereport compiled bytheexpert witnessesprovided cause
for someamusement. AccordingtoBates, Dilloway’ sreport
wasfull of pernickety statements, to the extent that at one
point Dilloway questioned Bates' useof theterm ‘floppy
disk’ when appliedtothedistinctly unmalleable 3.5-inch
media. Betweenthem, thetwo expert witnesses’ reports
werelarge enough to beresponsiblefor thedemise of a
reasonable sized tree, only to show that at the end of the day,
they could not even agreeon fundamentals.

Thetestimony of theexpert witnessesfollowedinasimilar
vein, taking in such nailbiting points aswhat constitutesa
computer, and what the differenceisbetween aprogram and
data. With neither expert prepared to agree with the other, it
wasleft tothe magistrateto intervene, explaining that
defining thesetechnical pointstoo precisely wouldbe
useless, ashewould not be ableto follow the argument.

Theargumentsgivenabovehighlight thedifficultiesof
sorting thewheat from the chaff when considering the
testimony of expert witnesses, althoughitissomething
judges have had to do many times. Thedanger isthatina
trial by jury, itisall too easy to confusethejurors- if they do
not understand thetechnical issues, what chancedo they
have of reaching asensibleconclusion?

Notwithstanding K elman’ sbellicoserumblings, thestipen-
diary magistrate, Mr Neville White, did not retire after
hearing the barrister’ ssumming up. Hefound the defendant
guilty ascharged, although hethought Whitaker was
unlikely tore-offend. Kelman argued that Whitaker’ s
business had suffered greatly duetothetrial, and that hewas
virtually unemployed. Taking thisinto account, Whitaker
wasgiven aconditional dischargefor aperiod of two years.

Thisisan excellent result for all those aficionados of the
Computer Misuse Act, and the Police who worked on the
case. Most importantly, given the untried nature of theact,
thisresult setsanimportant legal precedent. However, the
casealso highlights some of the problemsof trying complex
technical issues. Thismay have been astep intheright
direction, but there are many moreto be made.
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NEWS

StoringUp Trouble

Rumourscontinueto circul ate that the computer under-
ground isstoring up alarge number of new virusesin an
attempt to flood anti-viruscompaniesin September.

Thisrumour isnothing new, and has been discussed within
theindustry for anumber of months. However the public has
since been made aware of the possibility dueto an articlein
TheAustralian, an Australian newspaper.

Accordingtothearticle (which opensrather luridly, claim-
ing that theindustry isonworldwide alert), the new viruses
which are appearing at the moment are either of atechnically
poor standard or have been produced by one of thevirus
constructiontoolkitswhichareavailable.

Whether therumoursaretrue or notisimmaterial: thereis
no need for usersto panic. Thechancesof thislevel of
cooperation amongthedifferent viruswriting groupsis
possible, but evenif such aworldwide virus dump does
occur it will only cause afew monthsof confusion until the
statusquoisrestoredO

40Hex Print DAM E Sour cecode...

Thelatest issueof thecomputer underground publication
40Hex containssourcecodefor thepolymorphicencryption
engineDAME... no, not the Dark Avenger M utation Engine,
but Dark Angel’ sMultipleEncryptor.

A sampleviruswhich usesDAME isalso giveninthe
magazine, both asahex dump and as source code. As
DAME isnot very advanced, the only threat whichit poses
tothe community isthat theinitialsmay confuse users.

Alsointhisedition of 40Hexisan editorial by self-styled
electronicfreedom fighter, DecimatoR &ic) [It appearsto be
derigeur in the computer underground to have a silly name.
Ed.]. Theeditorial attemptsto sell theclassic linethat
knowledgeequalsfreedom, and that thereforeit should be
completely reasonableto publish virussourcecodeonthe
Internet. The editorial also objectstotheway inwhichthe

‘ sel f-appointed experts’ try to put pressure on thosewho
placethisinformationin the public domain.

Whilethese points have been heard before, it should be
noted that part of the reason for the small number of different
virusesinthewildisthat the majority of specimensare not
generally available. Restricting accesstoinformationisnot
necessarily the same as doing harm, and these arguments
should be seen for what they areQ

Virus Prevalence Table - June 1993
Viruses reported to VB during June 1993.
Virus Incidents (%) Reports
Form 17 27.4%
New Zealand 2 9 14.5%
Spanish Telecom 8 12.9%
Tequila 5 8.1%
Maltese Amoeba 5 8.1%
V-Sign 4 6.5%
Nolnt 3 4.8%
Eddie 2 3.2%
Joshi 2 3.2%
Parity Boot 2 3.2%
AntiCad 1 1.6%
Flip 1 1.6%
Invisible Man 1 1.6%
ltalian 1 1.6%
Keypress 1 1.6%
Total 62 100.0%

Hacker s Sentenced to Jail

EliasLadopoul os (akaAcid Phreak) and Paul Stira(aka
Scorpion) have been sentenced to six monthsin prison and
six monthshome detention by aUS Southern District federal
court for conspiracy tocommit computer rel ated crimes.

L adopoulosand Stirawereindicted with three other compu-
ter hackers, (including Mark Abene, better known as Phiber
Optik) on conspiracy charges. Thefivewereall membersof
thegroup‘theM astersof Destruction/Deception’. All five
havesincelodged pleasof guilty.

USAttorney Mary Whitetold the court how the MOD group
hadinfiltrated systemsfrom New Y ork to California,
including those operated by phone companies, banks, credit
reporting servicesand educational institutions.

Accordingtoreports, Stiracommented ‘| realisethat | broke
thelaw. My intent was never to hurt anyone or to make
money. | didwhat | did from intellctual curiosity. | hopethat
your honour will give methe chanceto provethat | have
somethingtogive.” Thesesentencesadd strengthtothe
increasingly firm messagethat theUScommercial institu-
tionswill not tolerate hackers and phreaksd
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IBM PC VIRUSES (UPDATE)

Updates and amendmentsto theVirus Bulletin Table of Known IBM PC Virusesas of 24th July 1993. Each entry consists of the
virus' name, itsaliases (if any) and thevirustype. Thisisfollowed by ashort description (if available) and a24-byte hexadecimal
search pattern to detect the presence of theviruswith adisk utility or preferably adedicated scanner which containsauser-
updatablepatternlibrary.

KnownViruses

_185 (temporary name) - CR: A 185 byte virus which does nothing but replicate.
_185 5350 593D 004B 755C 561E 5053 5152 B802 3DCD B372 4993 B43F

_894 - CER: This894 byte encrypted virusis probably of Italian origin. It contains code that may slightly corrupt datawhich iswritten
to disk when the virusis memory-resident.

_894 5E50 B9B3 0156 2E81 04?? ??AD E2F8 5805 E002 FFEO
ARCV .Alpha- CN: A 743 bytevirus. Awaiting analysis.
ARCV. Al pha 5351 5250 E86D FD2E 8384 C303 01E8 22FF E8D8 FF58 5A59 5BCD
Amt - ER: Two variants of this unremarkable virus are known, 3000 and 4000 bytesin length.
At . 3000 813F 4DBA 7403 E953 01E8 COFC CALE 4800 268B 470F B10C CBEO
Ant . 4000 813F 4DBA 740C ES01 032B QO5E 5F8B E55D C390 ES27 03Bl 04C4

Ash - CN: Two new, encrypted variants, 817 and 1602 bytesin length. Apart from the encryption, they seem most closely related to the
743 bytevariant.

Ash. 817 ES02 OOEB 213E 8A86 3604 8DB6 3601 BOFE 0230 04D2 (046 E2F9

Ash. 1602 ES02 OOEB 213E 8A86 4607 8DB6 3501 BYOF 0630 04D2 046 E2F9
Australian Parasite- CN, CR: Thisagroup of viruses which seem to be written by the same author. The smallest viruses (142, 147,
150 and 153 byte variants) are non-resident, and are located at the beginning of infected files. The longest variants (550 and 615 byte
variants) are resident and located at the end of infected COM files. Normally thiswould mean that the viruses would be divided into
two families, with the smaller variantsclassified as‘ Australian Tiny’. However, the 162 byte variant joins the two groups, being non-
resident and located at the end of files, aswell as sharing substantial code with variants from both of the other groups.

Austr. Para. 142 B802 3DBA 9E00 (D21 8BDS B43F BAS6 FFB9 8E00 CD21 803E 56FF

Austr. Para. 147 B802 3DBA 9E00 (D21 8BDS BA4F FFB9 9300 B43F CD21 803E 4FFF

Austr. Para. 150 B802 3DBA 9E00 (D21 8BD8 BA3A FFB9 9600 B43F CD21 803E 3AFF

Austr. Para. 153 B802 3DBA 9E00 (D21 8BDS BA37 FFB9 9900 B43F CD21 803E 37FF

Austr. Para. 162 B802 3DBA 9E00 CD21 8BDS B905 008D 9621 01B4 3FCD 2189 D6AD

Austr. Para. 550 B802 3083 C9BA 4402 CDR1 725C 8BD8 BA45 01B9 0500 B43F (IRl

Austr. Para. 615 B802 3DCD 2172 618B DBOE OEO7 1FB4 3FB9 0400 BA72 01CD 2189
Butterfly - CN: A simple 302 byte virus, which containsthe text * Goddamn Buitterflies', possibly borrowed from an old Donald Duck
story. The Butterfly viruswas distributed worldwide in June as a part of Telemate 4.11, where two files, 37VESA.COM and
67VESA.COM, wereinfected.

Butterfly B43F B904 008D 9604 01CD 218B 8655 023D 4E44 749F 80BE 0701

Cascade.1704.P - CN: A very minor variant, with some small differences within the encrypted part. Detected with the standard
Cascade pattern, and should be detected by all anti-virus programs which detect Cascade.1704.
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Civil War.282 - CN: An unremarkable 282 byte virus, also known as Navigator.

Gvil War.282 B802 3DBA 1EFE CD21 3E89 86EA 0193 B300 57CD 213E 8996 EQO1
Civil War.561 - CN: An encrypted, 561 byte virus. The classification of the virusesin thisfamily, aswell asthe Proto-T family
requires further work, and re-classification may occur in the near future. Thisvariant has also been reported as‘ Anti-DAF'.

Gvil War.561 ES800 005D 81ED 0901 8DB6 2301 8BFE B914 028A 2605 O1lFE CC
Cyber Tech.664 - CN: Thisvirus has not been fully analysed, but it does not seem to be significantly different from the other known
CyberTechvariants.

Cyber Tech. 664 E800 005D 83ED 0750 8DB6 1B00 89F7 B981 02AC 347?? AAE2 FA
Dead - CR: A Russian virus, 790 byteslong. The name of the virusis derived from the method it uses to check whether it is already
resident. Itissuesan INT 21H call with AX=DEAD, which returns AX=DEAF if thevirusisalready active.

Dead 3000 4B74 5280 FC3D 7507 E812 0072 O7EB 463D ADDE 7405 2EFF

Denied - ER: A 1056 byte Russian virus. Awaiting analysis.
Deni ed 5053 5152 5657 1E06 3000 4B74 03E9 7301 2E83 3EA9 0301 750A

E-Riluttanza - CN: A 689 byteItalian virus. Awaiting analysis.
E-R luttanza 0001 5033 (033 DB33 933 D233 F633 FF33 EDC3 B409 8BD7 (D21

End_of.788 - CR: Thisvirusisdetected by the ‘End_of’ pattern, but is 5 byteslonger than the original variant, which has now been
renamedto End_of.783

Explosion - CER: An unremarkable 1000 bytevirus.

Expl osi on 9C2E 803E AADO 0075 0580 FCAB 7403 EODE 01FC 5156 5053 5506
Flagyll - ER: The code of thisvirusis 318 bytelong, but it overwritesthe first 512 bytes of EXE files, asthey are executed. Thevirus
may be related to the Proto-T and Civil War viruses - perhaps written by the same author.

Fl agyl | 9006 1E50 5352 3D00 4B75 03E8 0BOO 5A5B 581F 079D 2EFF 2E3E
Horns- Special: The Horns virus derivesits name from astring ‘Horns of Jericho’ which it contains. What makesthisvirusuniqueis
that it infects AVR files, which were used by a Dutch anti-virus package as an external virus detection module. Fortunately, the current
version of the anti-virus program is not vulnerable to thisvirus. The virus appends 624 bytesto the AVR file, and re-calculatesits

internal checksum, making it appear unmodified. When the code in the AVR fileis executed, the virus becomes memory-resident, and
infects other AVR filesasthey are opened.

Hor ns 3DA0 4475 0298 CF80 FC3D 756A A803 7572 2E83 3E2D 02FF 756A

Ilja- CR: Anencrypted virus, 1704 bytesin length. Awaiting analysis.
Ilja 1FBB ???? B910 0680 37?? 83C3 0173 078C D805 0010 8EDB E2EF

Jerusalem.Sunday.Unam - CER: A 1631/1636 byte variant, which is detected with the Jeru-1735 pattern.
Kot - CN: A 900 byte Russian virus. Awaiting analysis.
Kot 3D00 4B74 069D EA?? ???? 2?7?06 1E50 5351 5256 33DB E86D 018B

Kudepsta- CN: A 357 bytevirus, probably of Russian origin. Awaiting analysis.
Kudepst a 837E FEOO 75C5 817E FCE8 0372 BEB1 7EFC 50C3 77B7 FC8B FDBO

Lesson 1.263 - CN: A new variant of this primitivevirus, previously (Aug. 92) called ‘ Virus Lesson’.
Lesson 1.263  03D6 CD21 7241 80BC FFOO 4D74 35B8 0242 33C9 3302 CIR1 2004

Nanite- CN: A 332 byte overwriting virus.
Nani t e B801 3DCD 2172 3BSB DBBY 4001 BADO 01B4 40CD 212E 8BILE 2901

Nazgul.318 - CN: Longer than the original version, but detected with the same pattern.

Paramon - ER: A 917 bytevirus. Awaiting analysis.
Par anon 3099 9975 038C CB8CF 3000 4B74 052E FF2E 8202 FA2E 8Cl6 E602

PDP - C(E)R: Three members of thisfamily are known. The smallest oneis 822 bytes, and only infects COM files, but the two longer
variants (1477 and 1564 bytes) can also infect EXE files.

PDP. 822 9C2E 803E 1301 0075 381E 0650 5351 5256 572E G606 1301 012E
PDP. 1477 9C1E 0650 5351 5256 572E 803E 1601 0075 282E G506 1601 012E
PDP. 1564 558B ECLE 0650 5351 5256 572E 803E 1201 0075 352E G606 1301
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Proto-T.599,901 - CR: These two viruses contain text identifying them as Civil War variants.
Prot o-T. 599 80FC AD75 05B8 0100 9DCF 1E06 5756 5053 5152 80FC 3D74 133D
Proto-T. 901 80FC A075 05B8 0300 9DCF 5053 5152 1E06 5754 5580 FC3D 7414

Proto-T.Number 6 - CR: A 631 byte virus. Aswith other Proto-T related viruses, the exact classification of thisvirusis subject to
review, and the group may be reclassified in the near future.

Nunber 6 80FC 3D75 03EB 1990 3D00 4B75 03EB 1190 5D5C 5A59 5B58 SESF
Puke- CER: Anunremarkable 393 byte virus.
Puke 3099 9975 0333 QDCF 3D00 4B75 03E8 1800 2EFF 2ESB 02B3 0242

Radyum.860 - CN: Thisvirusis more polymorphic than earlier variants, and cannot be detected reliably with asingle search string.

Rape 11.1639 - CER: Thisisa 1639 byte somewhat polymorphic semi-stealth virus, which cannot be detected reliably with asingle
search pattern.

Requires.959 - CER: Thisvariant is quite similar to the other known variant, which was originally called Joe’ s Demise, but later
renamed to Requires.953, and is detected by the pattern published for that variant.

Screeen+1.939 - CER: A minor variant, slightly shorter than the original virus, but detected by the same search pattern. The original
variant wasfirst called ‘948’ but isnow correctly named Screen+1.948.

SillyC.71 - CN: This 71 byte virus does nothing execpet replicate.
Sillyc 71 B802 3DCD 2193 A19A 00BA 4701 8BC3 0547 0050 B43F CD21 5880

Tankard.493 - CR: A 493 byte virus which does nothing except infect files when they are opened or executed.
Tankar d. 493 80FC FF74 OF80 FC3D 740E 3D00 4B74 092E FF2E 6E00 B834 12CF

Trivial - CN: Several new small, overwriting viruses have been found recently:
Trivial .30.E  B802 3DBA 9E00 CD21 93BA 0001 B440 B11E

Trivial.32 B43D CD21 93B4 40BA 0001 B120 CD21 C32A 2E43 4F

Trivial.34 B43D B29E CD21 93B4 40BA 0001 B122 CDR1 C32A 2E43 4F

Trivial.68 BS01 3DBA 9E00 (D21 93B4 40B1 4490 90BA 0001 CD21 B43E (D21

Trivial.84 B302 3DCD 218B D8B4 3FBl 54B2 A051 CD21 722D B800 4233 (933
Turn - CR: A 571 bytevirus.

Turn 9C50 5351 5256 571E 0655 8BEC 3000 4B75 731E 078B FAB9 5000
Ugur - CER: A 1297 bytevirus. Awaiting analysis.

Ugur 9C3D 4343 7505 B834 349D CF3D 004B 7436 80FC 3B75 OAE9 D302

Ultimation - EN: Thisisa 23802 byte overwriting virus, probably written in C. The following search string should be used with care.
Utination 5845 0063 6F70 7920 0020 0020 3E20 4E55 4000 0A49 276D 2062

Ungame.770: Very similar to thevirusoriginally reported as Ungame, and detected with the same pattern. The original version has
been renamed to Ungame.766.

V3000 - CN: A 3000 bytevirus. Awaiting analysis.
V3000 B8C2 3DCD 218C (68B DBC6 444F 00B3 0042 B900 OOBA 0000 C21

Wanderer - CR: This400 byte virus contains the text * Aswolfs among sheep we have wandered’ .
Wnder er 80FC 4B75 03E9 6300 80FC 4E74 2F80 FCAF 742A E9CF 0020 4173

Wave.373 - CR: This 373 byte virusis probably of Russian origin. It does not appear to do anything interesting.
Wave. 373 80FC FF75 04B8 CDAB CF80 FCAB 7523 538B DASO 3F00 7403 43EB
Willow - ER: This 1870 byte virus has not been fully analysed, but one interesting feature has been observed - different samples of the

virus have different entry points, perhapsin order to confuse certain anti-virus programs. The main effect of the virusisto delete COM
fileswhen they are executed.

WI I ow B442 CDFD 7204 5B59 5DC3 BAFF FFB8 FFFF EBF4 558B ECLE 5657

Yam.3599 - CR: A fairly complex, semi-stealth virusfromthe Y AM group. Awaiting analysis.
Yam 3599 502E 8A24 80F4 AA2E 8824 46E2 F458 C3B3 42F2 (D21 81FB 2F24
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INSIGHT

Gettingtothe Point

Central Point Softwareisnow firmly established as one of
thebiggest playersintheanti-virusindustry MS-DOS6,
whichincludesacopy of Central Point’ santi-virus product
with the operating system, will help to makeCPAV one of
the most widely used virus scannersin theworld, making
Jim Horsburgh, Managing Director ofCentral Point
International, animportant figurein theanti-virusworld.

VivelLaDifférencel

HasHorsburghfoundtheanti-virusindustry very different
from Central Point’smore usual businessareas?* Yes. If
you go back two and ahalf yearsto when wefirst began to
getinvolved intheanti-virus market, it was quite abig
surprisefor us. We spend most of our time addressing
customer needs- that’ swhat drives productslikeour classic
product, PC Tools. Theanti-virus business seemsto be not
at al customer driven... we' retryingto changethat.’

Central Point’ sopening steps seemed lessthan certain.
Horsburgh believesthat it hasnow founditsniche. ‘When
wetalk to customerswefind it very easy to deal with our
product, but inthoseearly daysit wasavery new experience
for us. | think we wasted sometimein thefirst six months
trying to get to gripswith that, and realised that therewas a
mismatch - weweren't likethat part of the anti-virus
community. What wefocused on wastrying produce our
product well, takeit to the market, consistently say theright
thing... build agood business out of it - make no mistake, it
isabusinessthat we arein to make aprofit out of .’

A Pieceof the Action

Even asManaging Director, Horsburgh doesnot have
precisefiguresof Central Point’ smarket share. ‘Thedatais
absolute rubbishin thisarea. We can getSPA type of
software data, but alot of the other vendorsare not in the
SPA. A lot of thebusinessisdoneinto large accounts, andis
not reported at all. Thekind of datayoucan get isthe
Dataquest data, which | think indicatesthat inthe US,
Central Pointisthe number one or the number two with
Symantec - that’ son product selling now. Installed user base
isadifferentissue- | thinkMcAfeeisstill number one, as
basically they gave away the product much earlier on.’

TheUK marketisvery different however: ‘ If youtalk about
theUK itisreally quiteinteresting. If you takedistribution
of productswestill actually do pretty well .| would genu-
inely say that in the UK, S& Shas abigger market share than

us. Intermsof salesthrough thedistribution channelsthe
figurestell usthat we aretop, but market shareisvery
different. | have noideahowSymantecisdoinginany
depth. For companieslikeSophos, wewould havetodo a
Dun and Bradstreet on them, and to be honest they are so
small - | don’t mean to be rude about that - that we have not
got downtotracking that level of business. Companieslike
& S which doeswell inthe UK, aren’t encountered in our
other territoriesat all. If you can’t be one of thetopfew in
the US, you can’t be one of the big onesintheworld.’

Truly SafeSix?

Thefirst question onanyone’ slipswhen discussing the
Central Point-Microsoft deal isobvious. Why? Wehave
had agood experience of working withMicrosoft in the past
- DOS5 had some basic utilitiesin it that were supplied by
Central Point. That wasgood for our rel ationship with
Microsoft and also introduced our utilitiesto awider base of
people. Given thatMicrosoft were going to carry ondown
the path of putting some morebasic utilitiesin with the
operating system, it wasagood placeto be.’

“if you don’t compete in the biggest

and most competitive marketplacein

the world, you won'’t have the bucks
to go all the way”

Horsburgh believesthat thisdeal wasbeneficial for a
number of reasons. ‘ If they aregoing to use somebody’s
technology, itisvery nicefor it to beyours, and theM SAV
product that isin there - while being quite abasic anti-virus
utility - still doesfor those end userswho are only going to
be exposed to the handful of virusesactually inthewild.’

‘Theother reasonisthat it doesget usinvolved inthe
upgrade business, whichin thefirst instanceisnot ahighly
profitable part of our business- it’savery low cost update
that isoffered through theMSAV operation, but that is
something that gets uscloser to other companies, and of
coursewe can offer themCentral Point Anti-Virus. Some-
body whoisusingMSAV now could takethose signature
updatesand moveinthat direction. They could also consider
movingtothesignificantly better technology - and | have no
apologiesfor saying the better technology - of CPAV 2.0’

‘But from acorporate point of view,MSAV hasbeen very
very good for us. Whether you likeit or not,Microsoftis
extremely important tolargeaccounts- eventhoselarge
accountswhich sometimeshave an ambivalent attitude

VIRUSBULLETIN ©1993 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 T hisbulletinisavailableonly to qualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted by
any formor by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of the publishers.



Page 8

VIRUSBULLETIN

August 1993

Horsburgh: ‘ Theanti-virusbusinessseemstobenot at all
customer-driven...we' retryingtochangethat.’

towardsMicrosoft - all of those corporateswill agreethat
Microsoftisvery significant to them, and we have already
had atremendousamount of customersfrom them.’

A Foot I nthe Door

DOS6 let Central Pointinclude somefeatureswhich,
Horsburgh believes, will makeit easier to selICPAV to the
customer. ‘Central Talkisacommunicationsprotocol which
allowsworkstation anti-virusproductstotalk to aserver
product (CPAVfor NetWare). Strategically, itisvery
important for us. Anti-virus protectionfor serversisoneof
themost critically important areasfor us- if you are going
into corporate accountsin thefuture, it isnot so much about
workstations, asabout thefileserver. DOS6 provides, if you
like, aTrojan horsefor getting our anti-virus productsin
therewith Central Talk and Central Alert, which makesit
very much easier for peopleto adopt our network strategy.’

‘Oneof thebigissuesisstill thatMSAV isaproduct from
Microsoft - quitespecifically’, Horsburgh stresses. ‘ Itis
based upon code which we shipped to them some consider-
abletimeago, but it isMicrosoft’s, not Central Point’s. This
isnot abitch, | hasten to say, againstMicrosoft, but thereis
aconfusionin people smindssometimes, andthat’s
something which cameover inVirusBulletin.’

Horsburgh makesno apologiesfor the age of theanti-virus
softwareincluded within DOS6. ‘In simpleterms, an
operating system goesthroughamuchlonger cycle of
development and testing than autility product - if nothing
else, look at all thedifferent bitswhich arein the product.
We agreed withMicrosoft the specification of what they
wereto receive and shipped it to them along time ago -

since then the business has changed alot. We knew that, and

they knew that. But what they wanted to do was deliver
something different fromwhat | think themore advanced
anti-viruscommunity would haveexpected - they werevery
clear about what they were doing, which wasto provide
somefundamental basic protectionagainst viruses.’

LivingBy Numbers

Thewholeof theanti-virusworld seemsto revolvearound
numbers. Horsburgh believesthat finally thetruth will out.

‘ Anyonewho has any senseknowsthat you cannot havethis
scanner approach inaworld wherethereare 30,000 viruses.
However, the customer isking. | hateto bring up the sordid
business of the customer, but | believe that the customer will
eventually seethingsasthey are.’

‘Everyoneisstarting to agree that the number of viruseswe
detectisstarting to becomean ‘ Emperor’ sclothes’ type of
issue. Thereisnoindustry whichisbased on fooling the
customer for along period of time, and | think that the user
will seethetruth.” What isHorsburgh’splan? ‘| think that
companieswhich continually bring out good strong products
and which addressthe market needswill win, and clearly
splashing acrossthefront of thebox ‘ * Now detectsx
thousand viruses’” will soon be seento bewrong.’

TheRoad Ahead

Redlistically, doesHorsburghthink that alargenon-
specialist company can providethe sort of carewhichthe
customer needs?‘ 1’ mjust amazed that anyone should ask
thequestion! When | started out in thisbusinesstherewere
something likethirty-fiveword processorsinthe UK. People
weresaying “well of course, you buy aBritish word
processor, becauseit dealswith the pound sign properly”
and somelocal word processorsdid very well. Now how
many local productsarethereinthe market?

Thefactsspeak for themselves, saysHorsburgh. ‘ Thefact of
the matter isthat the biggest market intheworldisthe US.
Itisamatter of great pridethat alot of great technology that
isinUSsoftwarehascomefrom European development,
and also specifically UK development, but thefact of the
matter isthat that isthe big marketplace, and that the
leadingword processor, spreadsheet, database, graphical
software- practically everything-isUSdeveloped’.

‘I’ tell you now that thisiswhere anti-virus softwareis
goingto gointhelong term. When the barriers get very high
to competeinthistechnology, if youdon’t competeinthe
biggest and most competitive marketplaceintheworld, you
won’'t havethebucksto go all theway. Wetell thisstory to
our customersand they buy it completely. Not becausethey
arenaive, but becausethey understand, becausethey have
been buyingtechnology likethisfor thelast thirty years.’
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Jim Bates

Daemaen: M ulti-multipartism

Therehaslong been acommunity spirit of self-help and
enlightenment amongst theol d-stylecomputer programmers
and thishas produced its own stylised language and code of
behaviour. Thesharpwit and penetrating observationwhich
aboundswithin thisgroup hasenabled rapid and beneficial
devel opment of computing around theworld. Asthecompu-
ter underground and viruswritershave accumulated, they
have attempted to emulate the habitsand idiosyncrasies of
theseoriginal ‘hackers' (aoncecomplimentary term).

Oneof theongoing fads (particularly inthe US) hasbeento
uses|BM graphicscharacterstoidentify oneself and one’'s
creations. Thisvirushighlightsjust thistrend aswell asthe
self-centred arrogancementioned above. Thevirusiscalled
(by itscreator) D&eM &én and it attemptsto function both as
aboot sector virusand parasitic fileinfector of COM, EXE,
BIN, OVL and SY Sfiles.

Asusual, the codeisriddled with errorsand it will undoubt-
edly cause system malfunction and corruption on most
infected machines. Theactive codeisencrypted when
infectingfiles, but theencryptionroutineisextremely simple
and should pose no problem for most scanning engines.

Therearethreedistinct modesof install ation depending on
the nature of theinfected source. Theseareexecutable
programfileinfection, devicedriver infection and boot sector
infection. | shall describe each of theseinturn.

ParasiticInstallation (COM and EXE files)

When aninfected fileisexecuted, thevirus codefirst callsa
simpledecryptionroutinebeforeissuingan‘ Areyouthere?
call which consistsof placing avalue of A7CEhinthe AX
register andissuing an INT 13h request. If thevirusis
resident, the sasmevalueisreturned inthe BX register.

If thiscall fails, processing jumpsto theinstallation routine
which checksto seewhether the current Memory Control
Block (MCB) isthelast in thechain. If the MCB islarger
than 15359 bytes, itisdivided to allow spacefor thevirus
code; otherwisethe previousM CB (without any size
checking) isused. The MCB isdivided by creating anew
3072 byteMCB initsfinal section and then decreasing the
machine’ shase memory size pointer by 3Kbytes. After this
memory hasbeen allocated, theviruscodeismovedinto
position and hooked into the system.

Oncethevirusisinstalled, it attemptsto hook itself into the
DOSservices. Thisisdonein aparticularly inept manner.
Thevirussearchesthe DOS codein ahighly specific
locationforalong CALL instructionfollowed closely by a
RETF 2instruction. If such astructureisfound, thefar
addressof thelong CALL istreated asthe DOS services
entry address. Sincetheauthor obviously cannot believethat
thistechnigque could beflawed, thereisno fallback arrange-
ment and if the code structureisnot found, the program will
simply hang.

If the DOSentry pointisdetermined correctly, thevirus
collectsit and insertsitsown vector address so that DOS
reguestscan beintercepted by theviruscode. Processing
continueswith aroutinewhich attemptsto infect the M aster
Boot Sector (MBR) of themachine. If thisattemptis
unsuccessful, thevirusattemptsto infect the boot sector of
any floppy disk inthe A: drive. The operation of both of
theseroutinesisdescribed in the Infection section bel ow.

ParasiticInstallation (SY Sfiles)

A slight variation ontheaboveinstallation processoccursif
thehost filehasa SY S extension. In thisinstance, the writer
makesthe (erroneous) assumptionthat all SY Sfilesare
devicedriversand treatsthem assuch. Thiswill undoubt-
edly damage atarget file that hasthis extension and ishot a
devicedriver. Thedevicedriverinfection processisde-
scribedinthe’ Infection’ section below. Theeffect of loading
asuccessfully infectedfileisasfollows:

After loading thefilein memory, DOSfirst callsthearea
withinthedevicedriver knownasthe' Strategy’ routine. The
address of thisroutinewill have been altered by thevirusso
that theviruscodeexecutesfirst. After themandatory check
to ensurethevirusisnot memory-resident, theviruscodeis
installed and hooked into the system services. Thememory
installation point isset to offset zero of theoriginal load
address and clasheswith the existing host code. Thisclashis
solved by moving the host codetemporarily upin memory
and then relocating thevirus codeto offset 0. Then the host
codeismoved back down to apoint 1000h bytesabovethe
start of theviruscode.

Oncethisrelocationiscompleted and the system hooksare
set, control ispassed totheoriginal Strategy routine. After
installation, thedevicedriver islocated abovetheviruscode
in memory, and the Strategy and I nterrupt addresses point
intotheviruscode.

Boot Sector | nstallation

When booting from adisk containing aninfected boot sector,
thevirus code cal cul atesthetop of memory and attemptsto
read thewhol e of thevirusfrom pre-determined sectors of
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thedisk into high memory. The*top of memory’ pointeris
decremented by 3 Kbytesand processing passesto the boot
sector installationroutine. Thishooksthe INT 13hdisk
servicesaddressinto atemporary routinewhichwill later
hook the INT 21h address (whichisnot available at boot
time) and replaceitself with thepermanent INT 13h handler.

If the system was booted from an infected floppy disk, an
additional routineiscalled which attemptstoinfect the
Master Boot Sector of thefirst fixed disk onthe system. The
install ation compl etesby |oading the original boot sector into
itscorrect positionin memory and passing control toit.

Operation

Onceresident, thisvirusinterceptsboth INT 13hand

INT 21h. Devicedriver communicationsfrom DOSthrough
the Strategy and I nterrupt channelsare not intercepted, but
simply redirected to acorrected segment and offset address.

ThelNT 13hinterception checksfirstforthe‘ Areyou
there? call and for reads or writesto the M aster boot sector
of either thefirst hard disk or any floppy drive. Any request
to accessthe boot sector isthen redirected so that the
contentsof theoriginal boot sector arereturned/edited.

If theaccessrequest isfor afloppy disk, theintercept
routine checksto seewhether therelevant drivemotoris
aready running; if itis, therequestisallowed to continue
unhindered. Otherwise, acheck of the contentsof thefloppy
disk ismade, and if formatted at 9 sectors per track, itis
infected. Thisroutinecan giveriseto unexpected system
errorsif thereisno disk inthedrive, or the OEM nameis
non-standard.

ThelINT 21hinfectionroutineismorecomprehensive. The
intercepted functionsareasfollows:

Functions11h and 12h: The FCB Find First and Find Next
requestsare subverted so that thereturned filelengthis
reduced by an appropriate amount (1000h for SY Sfiles,
800hfor others) if thefiledateindicatesthat it isinfected.

Function 3Ch - The CreateaFilefunctionisintercepted so
that new file handles can be stored within thevirus.

Function 3Eh - The CloseaFileroutineisintercepted so
that thetarget file handl e can be compared to that collected
duringfilecreation. If they match, thefileisinfected before
processingreturnsto DOS.

Functions3Dh - Open aFile, Function 43h - Change
Attributes, Function 4B0O0h - L oad and Execute,

Function 56h - RenameaFileandFunction 6Ch - Ex-
tended Open/Create are all subverted to enablethefileto be
infected beforereturning control toDOS.

Infection r outines- Parasitic

Theparasiticinfection section of thisvirustargetsfiles
which havethe extensions COM, EXE, BIN, OVL and SYS.
However, thereisapossibility that fileswith an extension
that matchesintermediate sequential combinationsof these
characters(i.e. MEX, VL Setc.,) may beinfected.

Oncethetarget file extension hasbeen verified, aflagisset
toindicatethe extensiontypeand the DOS Critical Error
Handler vector ishooked to prevent spuriousmessages
appearing onscreen. Theroutinecollectsthefileattributes
and ensuresthefileisnot read-only. Theattributesare stored
for later use.

At thispoint thefile dateis checked to seewhether avalue
of 100 hasbeen added to theyear field, indicating that the
fileisalready infected. If thefileisdeemed suitablefor
infection, thefirst two bytesarechecked for the*MZ’ header
usedin EXEfiles. Itisat thispoint that processing branches
depending uponthefiletype. Therearethreebranches, for
SY S, EXE and binary files.

SYSInfection - DeviceDrivers

Devicedrivershavetwo entry points(known asthe Strategy
entry and the Interrupt entry) which are stored as of fset
pointersat pre-determined locationswithinthecode. When
DOSloadsadevicedriver, it placesthefilein available
memory at an offset of zero. CommunicationwithDOS
occursintwo stages: first DOS callsthe Strategy routine
withthe address of theforthcoming request header block and
then animmediate call ismadeto the Interrupt routine with
therelevant driver command. Withthisvirusresident, calls
arerouted through thevirus codeinto the host code.

Thevirusachievesthisduring infection by appendingits
own codetothedriver fileand theninserting amodified
jump addressinto the Strategy vector position so that the
virus code gains control as soon asDOS beginsitsinitialisa-
tion. It should be noted that infected SY Sfilesincreasein
length by 1000h (4096) bytes.

EXE Infection

For thistype of file, the 800h (2048) bytesof viruscode are
appended to thefile and the header informationisaltered to
ensurevirus code execution as soon asthefileisloaded.

Binary Infection (COM, BIN and OVL)

For the case of binary files, 800h bytes of theviruscodeare
appended to thefileand theinitial threebytesmodifiedto
jumpdirectly totheviruscode. In all three cases, thefile
year field has100 added to it to indicateinfection.
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I nfection r outines- Boot Sector

Therearetwo Boot sector infection routines, onedealing
with fixed disks and the other with floppies. On afixed disk,
theoriginal Master Boot Sector iscollected and stored on
Track 0, Head 0, Sector 9. Then the virus boot routine (69
byteslong) iscopied over theoriginal boot codeand rewrit-
ten back to Track 0, Head 0, Sector 1. Finally, thewhol e of
the virus code (800h bytesor 4 sectors) isstored at Track O,
Head 0, Sectors 10to 13.

Onfloppy disks(ineither drive A: or drive B:), the process
isalittledifferent. First, it should be noted that only floppy
diskswith ninesectorsper track areinfected. Theinfection
processissimilar to that used on fixed disks except that the
last track isused for storage of the original boot sector and
the completeviruscode. In thisinstance, depending uponthe
floppy capacity, theoriginal boot sector isstored at Track 39
or track 79, head 1, sector 4 and the virus code occupiesthe
following 4 sectors (5to 8). No check ismadeto seeif these
sectorsarealready in use.

In both boot sector infections, the presence of an 1D marker
word (A7CEh) isused asanindication of prior infection.
On fixed disksthiswill befound at offset 2 of the Master
Boot Sector and on floppy disksit will be at offset 9 of the
floppy boot sector.

Additional Observations

With theusual sententiousness, thisvirus containsanumber
of messageswithintheunencrypted code. Thefirstisa
‘nameplate’ which appears at offset 0103h of the code and
affectedly identifiesour hero and hiscreation as [ D&eM &én]
by T&L6N-{NOKE}’

Thenext message at offset 01B6h offers* Hugsto Sara
Gordon’. Thisreferstothelady who hasrecently published a
purported‘interview’ withtheDark Avenger. Fairly predict-
ably, thismay be an attempt to gain that lady’ s attention so
that she might grant him some sympathetic publicity too.

A message apparently addressed to John M cAfee appearsat
offset 039Ah and thisoffers- ‘Hey John! If thisisbad, wait
for VCL20]!". | doubt that Mr M cAfee needsto worry too
much, asthisisapoorly writtenvirusandisunlikely to
causeany problemsin detection or eradication. Thecom-
ment about VV CL 20 may be areferenceto TheVirus Con-
struction L aboratory - themagnum opus of the NUK E group
of viruswriters. Thefinal messageinthiscodeisasweet
littlededication - ‘ For Dudley’ at offset 05CCh. | canonly
suggest that if Dudley readsthisand canidentify thewriter
of thisvirus, he should et usknow immediately so that we
cantakehisadmirer into carefor gentleremedial treatment
with thumbscrewsand hotirons.

DAEMAEN
Aliases: None known.
Type: Multi-Partite (Parasitic and Boot Sector)
Infection: EXE, COM, BIN, OVL and SYS files

(any length), Master Boot sectors.

Self-Recognition:
File Date value has 100 added to the years
field.

Boot Sector Word value of 0A7CEh at offset 2 of
Master Boot Sector and offset 9 of
floppy boot sectors.

System ‘Are your there?’ call. INT 13h call with
a value of OA7CEh in AX, returns

OA7CEh in BX.

Hex Pattern In memory, and for Boot Sector
infections (no file recognition hex
pattern is possible since parasitic
infections are encrypted).

3DFF 1E75 FOB8 CA02 3944 0474
0539 4405 75EC AD96 56BF 2108

Intercepts: INT 13h for redirection of boot sector
read/write requests.

INT 21h Functions 11h and 12h for
hiding changes in file size

Functions 3Ch and 3Eh for targeting
newly created files

Functions 3Dh, 43h, 4B00Oh, 56h and
6Ch for infection

INT 24h for internal error handling.

Trigger This virus has no trigger routine but will
cause occasional corruption to both
fles and disks.

Removal Specific and generic disinfection is

possible. Under clean system condit-
ions identify and replace infected files.
For removing Boot Sector infection,
use the command FDISK /MBR under
DOS 5.0. Under earlier versions of
DOS replace the infected boot sector
with the contents of Track 0, Head 0,
Sector 9.
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VIRUS ANALYSIS 2

EugeneKaspersky

8888: ThePoor Man’'sCommander Bomber

Themany different waysinwhich computer virusesmay
replicatehavebeenwell analysed by virusresearchersover
thelast few years, and are well described in numerous
articles. Inthe case of parasitic viruses, there are anumber of
‘standard’ waystoinfect afile. The most common technique
isthat of the ordinary appending fileinfector, wherethe
viruscodeisstored at the end of theinfected fileand aJM P
instructioninserted at the start.

In some cases, the virus codeisinserted into the middle of
thefile. For example, the Commander Bomber virusaddsits
codeintothemiddle of afile, and then inserts a sequence of
jumpsand ‘junk’ codewhich eventually executesthevirus
proper. Notwithstanding thisextracomplexity, these
methodsall have onethingin common: itispossibleto trace
through thefile and find the starting point of thevirus.

All viruses analysed to date have thisonefeaturein com-
mon: it isnot necessary to scan the entire contentsof afilein
order to detect the presence of aparticular virus- only
examining theentry point of thefileand seeing wherethis
leadstoisnecessary. [Althoughitispossibleto trace
through the ‘junk’ code in the Commander Bomber virus,
some vendors do a complete file scan anyway. Ed]

Sneakingln

The 8888 virusremovesthedelightful certainty of being able
simply totracethe execution path, albeit at the cost of
reliability and viability. However, thevirusdoesnot need
either: simply by existingand functioningit forcestheanti-
virus softwarevendorsto sit up and take notice.

Thisfeatisaccomplishedinarelatively simple-minded way.
Thevirusutilisestwodifferentinfection mechanisms. The
firstisasimpleappendingfileinfector technique, complete
with IMPinstruction inserted at the start of thefile. Inthis
case, thevirusisexecuted as soon asthe host programis
run, and behavesjust like any other fileinfector.

Thesecondtechniqueisslightly morecomplex. Themiddle
of thehost codeisoverwritten without any alterationtothe
start of thefile. Thereforetheviruscodeisnot called upon
execution, butintheevent of the piece of overwritten code
being executed, theviruswill run and becomememory-
resident. Ineffect, thevirusleavesa' dropper’ concealed
withinany executableinfected inthismanner.

Infection

Dueto the novel way inwhich the virus can be executed, it
ismore expedient to examinethe operation of theviruscode
whenitismemory-resident before going on to examine how
thevirusactually becomesactivein memory.

Whenthevirusismemory-resident, itinterceptsfiveINT
21h subfunctions: 7777h, whichisused asthevirus' ‘Are
youthere? call, and 3Dh (Open handle), 4Bh (L oad and
Execute), and 6Ch (Extended Open/Create) for fileinfection.
If any of thesefunctionsare called, theviruschecksthe
name of thefilein question to seeif itsextension endswith
OM. If it does, it assumesthat thefileisaCOM file, thefile
isopened and thefirst four bytesareread in. If thefourth
byte of thefileisF4h, thevirusassumesthat thefileis
aready infected and theroutineaborts. In additionto this
check, thevirusalso ensuresthat thelength of thefileisless
than EEOOh (60928) - if this condition isnot met, thefileis
againdeemed unsuitablefor infection.

If thevirususesthe common appending fileinfection
technique, it then writes 512 bytes of code at the end of the
file, and savesfour bytes (aJMP Address, and an F4h to
serveasan infection marker) at the beginning.

“The 8888 virusremovesthe
delightful certainty of being able
simply totracethe execution path’

Duringtheinfection process, thevirusneither examinesnor
preservesthetarget file’ stime/date stamp or attributes. Itis
incapabl e of infecting read-only files, and thetimeand date
of infected filesisdifferent after infection. Inadditionto
these oversights, thevirusdoesnot trap the DOScritical
error handler, INT 24h. Thiswill cause the standard DOS
message ‘Write protect error writing drive A Abort, Retry,
Fail? whenthevirusattemptstoinfect fileson awrite-
protected floppy disk.

A Corruptinglnfluence

Whenthevirusinterceptsany INT 21h subfunctions4Bh
and 3Dh, it usesitssecond type of infection routine. This
time, rather than appending theviruscode, it overwritesa
random sector of thefilewiththe body of thevirus. This
occupiesexactly onesector withinthefile, astheviruscode
is512 bytesin length.

Nothingwithinthiscorruptedfileisspecifically altered to
pointtotheviruscode. However, if the overwritten section of
the host fileisexecuted during program operation, thevirus
canbecomememory-resident.
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In many cases, thelast instruction of acorrupted program
will overlap with several bytesof theviruscode. For
example, asimpleM OV seg:offset, AX instruction consists
of theinstructionidentifier A3hfollowed by theaddress. I f
theviruscode happensto beinserted immediately after an
A3hwhichformsaninstruction boundary, thenext thirty-
two bitswill form part of the preceding instruction. The start
of theviruscodeiswrittentotakethiseventuality into
account: thefirst eight bytesof theviruscodeareinstruc-
tionswhich are designed to take up thisoverlap.

Slipping Through

When aninfected fileisexecuted, itsfirst operationisto
check whether thevirusisalready memory-resident. Thisis
doneby using an ‘Areyouthere? call - if INT 21hiscalled
with AX=7777h, thevalue8888hisreturned. If thecall is
not returned, thevirusbeginsitsinstallation.

Thevirususestwo different methodstoinstall itself: one
whenitisexecuted from aninfected COM file, and the other
whenitisexecuted fromacorrupted file. Thevirusattempts
toidentify thetwo cases by examining the address of the
current Program Segment Prefix (PSP) (obtained by using
INT 21h, AH=62h). If the CSregister valueisequal tothe
segment address of the PSP, the virusassumesthat itis
being executed fromwithina'‘standard’ infectedfile. The
virusthen relocatesitself in memory, and usesthe DOS
functionsINT21h, AH=48h (allocatememory) and4Ah
(changethesizeof allocated memory) to becomememory-
resident. Thistechniqueisvery well known, and wasusedin
virusesasold as Cascade.

If thevirusisbeing run from acorruptedfile, it copiesitself
into the top of the PSP segment and usesthe DOScall INT
21h, AH=31h (terminate and stay resident) in order to
remainmemory-resident.

If the* Areyouthere? call isanswered, theresponseagain
depends on whether the viruswasloaded by running a
corrupted fileor not. Inthe case of anormal infectionthe
virusrestorestheoriginal bytes of the program and jumpsto
itsbeginning.

If thevirus has been executed from withinacorruptedfile, it
islikely that if control issimply allowed to returnto the
corruptedfile, program executionwill fail. Thereforethe
virusdeliberately generatesan INT 00h (divideoverflow)
error. Thiscauses DOSto display an error message, and
terminatestheexecution of theprogram.

Insummary, if thefileisinfected, it appearsto function
correctly. If itiscorrupted, thevirus passes control to DOS,
simulating abuginthe host program. Thereforethe presence
of infectedfilesisconcealed reasonably well.

INT 10h, AX=1001h?

During theinfection of anew file, thevirusdisables

INT 10h, subfunction 1001h. Thisisostensibly part of the
ROM BIOSvideo services, and isused to specify the border
colour. It seems probabl e that thisis done not out of some
mi splaced sense of aesthetics, but in order to disable some
kind of anti-virusreferencemonitor (although at thetime of
writing thisisyet to be confirmed).

Detection

Although thisvirusdoesnot poseavery largethreat, it does
raise some problemsfor thevirus scanner manufacturers. As
the start of the virus code can now no longer betraced by a
simpleanalysisof thefile, the entire contents of an execut-
ablefilewill haveto be scanned in order to ensurethat itis
not infected. Thiscould havealargeimpact on the speed of
virusscanners. Thistype of approach may well becomemore
common asthevirusauthors continueto fight back against
theanti-virusresearch community, and isyet another straw
placed on the back of thevendors.

And thefinal piece of good news: thisvirusisinthewild.

8888
Aliases: None known.
Type: Memory-resident parasitic
Infection: COM files smaller than EEOOh bytes.

Self Recognition:
Disk Checks the ID-byte for the value F4h
at the file beginning at the offset 04h.

Memory INT 21h with AX=7777h, returns

8888h in the AX register.

Hex Pattern:

CD11 5B59 5AE8 0000 5081 EDOB
00B8 7777 CD21 3088 8874 5CB4

Intercepts: INT 21h for infection and trigger routine
INT 10h for video trigger routine

Trigger: Overwrites the random sectors with
its code. Disables the Set Border
Colour function of INT 10h.

Removal:  Specific and generic removal is possi-
ble under clean system conditions.

Corrupted files should be deleted.
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ROGUES’ GALLERY

Keep It ToYourself

It has been almost two yearssinceVirus Bulletinlast
published asummary of viruseswhich areactually inthe
wild. Thelast report (VB, September 91, p. 13) showed that
New Zealand wasthe most common virus - these were of
coursethedaysbeforeForm.

Sincethen, thingshave changed surprisingly little. It would
seem that once avirusgainsafootholdit isextremely
difficulttoeradicateit fromcirculation. Themost common
virusesback in 1991 (New Zealand and Cascade) still
appear inthisyear’ slisting - albeit displaced by some of the
new contenders.

Almost without exception, theviruseslisted below are
detected by all of themain anti-virus softwarevendors. It
should therefore be possibleto eliminatethem from the user
community, simply by adopting clean computing practices,
and ensuring that all disks used are scanned.

Form

To usethe patoisfromThe Top of the Pops, thisrelatively
new entry hastaken theworld by surprise by moving straight
into the number one spot! The Form virusisnow thevirus
most commonly reported toVirusBulletinby far. Quitewhy
thisvirusissowidespread is not known, but it seemslikely
that somebody somewhere (possibly asupplier of pre-
formatted floppy disks) hasdistributed alarge number of
disksinfected withthevirus.

ItisaDOSBoot Sector virus, which becomesmemory-
resident when the system isbooted from aninfected disk,
taking 2 Kbytesfrom thetop of RAM.Thevirusthen hooks
INT 13hand, if the dateisthe 18th of any month, also

INT 09h, thekeyboardinterrupt. Thenew INT 09h handler
causesaclick to beissued every timeakey ispressed - a
harmlessbut annoying effect.

Theviruscontainsthefollowing text message, though thisis
never displayed:

The FORM Virus sends greetings to everyone
who's reading this text. FORM doesn’t destroy
data! Don't panic! Fuckings go to Corinne.

Formremoval istrivial under any version of DOSby using
the SY Scommand. Thiscommand writesthe boot codeinto
the DOSboot sector of thedisk, thereby overwriting the
virus. For afull report onthe Form virus seeVirus Bulletin,
November 1991, p.16.

New Zealand 2

Still near thetop of thetable, New Zealand isaMaster Boot
Sector virus. It wasfirst reported in late 1987 in New
Zealand and continuesto spread widely throughout the
world. Inthelast published survey of virus prevalence
published by VirusBulletin, the New Zealand viruswasthe
most common virusfoundin thewild.

Theoriginal virusstored acopy of theclean Master Boot
Sector on hard diskson Track 0, Head 0, Sector 2, but has
sincebeen extensively modified; later variantsusevarious
differentlocations.

Whenthevirustriggers, it displaysthemessage‘ Y our PCis
now Stoned’, but thereisno deliberately destructivetrigger
routine. Theviruscan beremoved under DOS5 (and certain
OEM versionsof DOS4.x and 3.x) by using the command
FDISK /MBR under clean system conditions. Thefull report
can befoundinVB, May 1990, p.8, and adisinfection
procedurewithout usingthe FDISK utility appearsinvB,
September 1990, p.9.

Tequila

Thisvirusisnow much more prevalent than it wastwo years
ago. Itisof Swissorigin, and uses self-modifying encryption
and stealth techniquesin an attempt to avoid detection.
Tequilaisamulti-partite virus capabl e of infecting both the
Master Boot Sector and EXEfiles.

Thetrigger routine occurs at random and displaysacrude
graphical representation of the M andel brot set (amathemati-
cal oddity which was catapulted to fame by such excellent
programs asFractint) on the screen. Althoughthetriggeris
benign, corruptionwill occur if theareathevirususesto
storeitscode containsdata.

Tequilamay beremoved from aDOS5 system under clean
conditionsby thecommand FDISK /M BR. However,
because of theway in which thevirushasallocated its disk
space, thismakes 3K of disk unusable - in this case, third
party softwareisrequired for accuratedisinfection. | nfected
filesshould be deleted and replaced. For further information
see VB, June 1991, p.16.

Spanish Telecom

Spanish Telecomisanother multi-partitevirus, thoughin
thiscasethe Master Boot Sector and COM filesareinfected
(COMMAND.COM isexcludedfrominfection).

Thisvirushasahighly destructivetrigger which overwrites
all dataon both thefirst and (if thereis one) second hard
drivesattached to themachine. Thetrigger routineis
invoked 400 rebootsafter themachinewasfirstinfected.
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Figure 1. Virusesreported toVirusBulletin over the period VirusOutbr eaksinthe
July 1992 to April 1993 United Kingdom
Thedemography of virusattacksis
Other till ascienceinitsinfancy, and
therearefew effectivemodel swhich
Nolnt |3.3% describehow aparticular computer
) viruswill spread and grow, once
Joshi | 4.6% released in thewild.
Cascade | 4.8% Thedatapresented here shows
whichdifferentviruseswere
Span. Telecom 8.3% prevalentin thefirst half of 1991, as

comparedtotheviruseswhichare
common now. In both cases, the data

New Zealand 2 11.8% gatheredispredominantly (though
) not exclusively) fromwithinthe UK

Tequila 8.8%

Form 33.2%

Eventhough the number of viruses
hasgrown phenomenally overthe
last year and ahalf, itiseasy to see
that the number of viruseswhich
causethemajority of reported
virusesincidentsissmall: 45% of all
virusattacksare caused by only two
differentviruses.

Another interesting pointto noteis
thesimilarity betweenthetwo
different setsof statistics. Theonly
real differenceisthe demise of most
of thefile-infectingvirusesinthe
later table. It would seem that if one
wishestowriteasuccessful virus, it
should be aboot sector virus.

Other
New Scotland Yard’ s Computer
Joshi | 4.8% CrimeUnithasrecently published
itsvirusreport statisticsfor theyear
4K | 4.8% running fromMay 1992 to May
1993. Theseareinvery close
Eddie2 | 6.2% agreement with the statistics shown
here. Inorder of prevalence, the
Jerusdlem | 6.2% CCU findsthat thetop seven viruses
. are; Form (43), Tequila(37), New
Vacsina | 6.8% Zealand 2 (34), Spanish Telecom
o (13), Cascade (10), 2100 (7),
Cascade 9.1% Jerusalem (6). Thenumbersin
New Zealand 2 31.0% bracketsrefer to the number of virus
outbreaksreportedtotheCCU. The

unit can be contacted on 071 230
Figure2. Virusesreported toSophosover the period 1177, and any reportsaretreatedin
25th January 1991 to 22nd June 1991 strict confidence.
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Theboot sector part of Spanish Telecom does not containthe
code needed toinfect COM files, and soif only the Master
Boot Sector isinfected, theviruswill behave asaboot sector
virusfrom that point onwards. For thisreason, thefile-
infecting version of the Spanish Telecom virusiscompara-
tivelyrare.

Itisimportant to ensurethat a clean boot has been com-
pleted before scanning for the Spanish Telecomvirus, asitis
capableof stealthing virus scanning programs. Thisis
doubly pressinginview of thedestructivetrigger routine.

Infectedfilesshould bedeleted and replaced. Disinfection of
the M aster Boot sector can be achievedin asimilar way as
for New Zealand - either through FDISK /MBR or by
copying theoriginal boot sector (located at Track 0, Head O,
Sector 7) back into place. A full report on thisviruswas
publishedinVB, January 1991, pp.22-24.

Thevirusbecamewidespread inOxford University, during
theperiod 1991-92. Aninterview with the staff at the
University discussing the problemsit caused wasprintedin
VB, September 1992 pp.7-9.

Cascade

Cascadeistheonly simplefile-infecting virusinthislist. It
attacks COM files(including COMMAND.COM), adding
approximately 1700 bytestoitslength. Theviruswasoneof
thefirstto usesimpleencryption, althoughtheencryption
routine doesnot change and is easy to detect.

The Cascade virus has one of the most well known trigger
routines- it causes|letters on atext screen to appear to fall to
the bottom of the screen (accompanied by aclicking noise
fromthe PC’ sspeaker). This* cascading’ of theletters
combined withitsprevalencehaveearned it aplaceinthe
computer virushall of fame, anditisextremely commonto
seepicturesof scrambled screensappearing in the popular
press. For afull report on the Cascade virus, seeVirus
Bulletin, September 1989, p.9.

Joshi

ThisisaMaster Boot Sector virus, first reported in Indiain
August 1990. Theoriginal virustriggerson January 5th and
displaysthe message ‘Type ‘ Happy Bi rt hday

Joshi ' !’ If theseinstructionsare not followed the
machinemust berebooted..

Disinfecting Joshi involveseither copyingtheoriginal

M aster Boot sector back from Track 0, Head 0, Sector 10
intoitsrightful place, or using the command FDISK /MBR
to rewritethe master boot sector. For afull report onthe
Joshi virusseeVB, December 1990, p.17.

PRODUCT REVIEW

Keith Jackson

Better CPAV than CPAV?

| think | am right in saying thatCentral Point Anti-Virusis
the program that has been reviewed most byVB over the past
few years. | havereviewed it asaconstituent part of
MS-DOS(VB May 93), and as part of thePC Tools package
(VB January 93). It hasalso been reviewed initsown right
inthe June 91 and May 92 issues of VB.

Central Point Anti-Viruscontainsone main programwhich
providesvirusdetectionand clearing, integrity checking,
immunization and ascheduler. Anon-line‘viruslist’ is
availablewhich canbeinterrogatedto provideinformation
about particular viruses, and programsareincluded which
providememory-resident protectionagainst virusactivity.

Given that Microsoft has stated publicly that it isnot paying
any royaltiesforincludingCentral Point Anti-Viruswith
MS-DOS my recent review of MS-DOSIed meto query
exactly what Central Point would get out of such an
arrangement. Theonly logical conclusion seemsto bethat
they intend to get usershooked into using their anti-virus
software, and then persuade them to upgrade for new/
improved features. Tothisenditisprobably no coincidence
that v2.0 of Central Point Anti-Virushasjust been released.

Among the plethoraof new featureson offer areoptionssuch
asscanning within compressed files (any filesin LZEXE,
ARJ, PKLITE or PKZIPformat), avirusanalyser which
looksfor virus-likeexecutablecode, ‘ smart’ (their word, not
mine) signaturefiles, afast verify option, usage of memory-
resident programsfrom upper memory, and an audit trail. Is
itworthwhileupgrading toversion 2 for all this?

Installation

Central Point Anti-Virushasalwaysbeenvery straightfor-
wardtoinstall, and thislatest versionisno different. The
availableoptionsareall very clear, and theinstallation
processcan beeither mouse- or keyboard-driven. The
installation program sensibly offersto scanthedriveto
which softwareisinstalled beforefilesare copied across.
Notethat usershave achoicebetween ‘ express’ menusin
which just the basic virus detection and cleaning optionsare
available, and ‘full’ menusin which drop-down menus
provideaccessto all the product’ sfeatures. Thisallowsextra
information, such as‘last action taken’ or information on
virusesdetected, to bedisplayed.Central Point Anti-Virus
occupied 1.87 Mbytes of space on my hard disk.
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Central Point Anti-Viruswasprovided only on 1.44 Mbyte
floppy disks(two of them), and the program specifically
requiresahigh density floppy disk drive, leaving thoseusers
with older machines stuck. [Central Point claimsthat the
majority of its clients have 286 or above machines. If a
corporateisstill using XTswith no high density drive, they
can either adopt a ‘ sheep dip’ policy, or install version 1.x
of CPAV on the machine. Ed].

PreviousreviewsofCentral Point Anti-Virushavevariously
describedthedocumentationas’ professionally produced’,
‘uninspiring’, and ‘ very readable’. Itisall of these, and
nothing much haschangedinversion 2.0. Thedocumenta-
tion provided withCPAV containsvery few technical details,
andwiththeexception of thechapter entitled  Troubleshoot-
ing’, would be uselesswhen problemsare encountered. In
any manual itisdifficult tojudgethetrade-off between
technical content and readability, but | feel thatCentral
Point should be ableto achieve abetter balance then this.
Thisdeficiency isexacerbated by thefact that many of the
optionsarenot indexed properly. Theon-linehelpisquite
good, but digging for specificinformationisrather hard.

Thereareafew specific pointsin thedocumentation with
which | disagree. A Trojan Horse program isdescribed as
being ‘ onetypeof virus'. | thought that anecessary condi-
tion for acomputer program to be called aviruswasthat it
must be capabl e of replicating?

Withregardto signaturefilesfrom previousversions, the
documentation statesthat * Y oumay deleteany previous
CHKLIST.CPSfilesonyour system’. Thisisrather mislead-
ing. Atfirst | thought that thiswould requirethe user to
wander through every sub-directory onthemachinedel eting
files, but later on in the manual the user isinformed that itis
possibleto get CPAV to carry out thistask.

K Central Point Anti-Uirus 21:11

s

Detect & Clean
Select neu drive

%

+ This option suitches to a tree
and file list display with
commands on pull-doun menus.

If passuord protection uas
selected, you will be asked to
supply the passuord before
continuing.

Full Menus
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Central Point Softuare Last Virus Found: None
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CPAV 2.0canbeinstalledinoneof two different typesof configura-
tion,inorder to satisfy differentlevel sof user sophistication.

VirusDetection

Thescanner program and theintegrity testing areintegrated
and maintain what Central Point calls* SmartCheck’ filesin
each subdirectory. Anoptionisavailableto remakethese
filesunder user control, but most unfortunately, when they
areremade, Central Point Anti-Virusalways seemsto mark
thefiles(all called SMARTCHK.CPS) with the datethat the
softwarewasinstalled, rather than the actual date of file
creation. Thisisparticularly irksomeasit meansthatitis
impossibletotell whether thefileshave been remade.
[Central Point informs VB that thisisnot how the program
isintended to operate and islooking into thisreport. Ed]

Theaccuracy of virusdetection byCentral Point Anti-Virus
has always been reported by VB asreasonable, butitis
somewhat irritating to seevirusesthat werereported 6
months ago as undetected still being missed. Still worse,
there are al so some viruses whichhave been detected by a
previousversion, whicharenolonger detected by v2.0.

| would contend that thisresultis
risiblein the extreme. An expert
system? | think not.”

Theversion of Central Point Anti-Virusincluded withthe
PC Toolspackagereviewed in the January 93 edition ofvVB
detected all but four (Kamikaze, Rat and two samples of the
Amstrad virus) of thevirusesthat it wastested against. Six
monthson, and against aslightly extended test-set,Central
Point Anti-Virusstill failed to detect all of theseviruses, as
well asfailing to detect one sample each of Vienna, Dos
Hunter, Pitch, Power Pump, Todor and Tremor. Thisgivesa
scanning accuracy of 96%, missing 10 out of 228 virus
samples. [Central Point claimsthat it isnot aware of any
problems with the new scanner but will look intoit. Ed]

When tested against 1024 samples of the M utation Engine,
Central Point Anti-Virusdetected 221 out of thefirst 256
samples (86%), and alwayslocked up when 255 infected
fileshad been detected. Thisisthethird review to point out
this‘lockup’ problem, butitisstill there. | had to measure
thedetectionrate by recovering remnantsof report files
using theMS-DOSprogram CHK DSK. Thisshould not be
necessary [Central Point claimsthat it has not been ableto
recreate thisbug, and islooking into the problem. Ed]. Itis
illuminating to notethat the M utation Engine detectionrate
hasgot worse, having previously been 92%.

My worries about the above resultsdo not centre onthe
overall scanning accuracy (whichisgood), but uporCentral
Point’ squality control. How can ascanner detect asample
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in oneissue of the program, and then in alater issuefail to
detect the same sample? How can itsdetection rate get
worse?Thisisespecially worrying whenthevirusescon-
cerned arenot particularly difficultto detect.

VariableSpeed Scanning

Therate at which scanning can be performed got me
thoroughly confused asit seemsso variable. Thefirsttime
that | requested a scan of my hard disk, using the default
options, Central Point Anti-Virustook 16 minutes47
secondsto completethe scan. Thishard disk contains 711
fileswhich occupy 379 M bytes, spread across 25 subdirecto-
ries- not aparticularly largedrive.

Withthe* Scan compressedfiles’ option switched off,
subsequent scansof thisdrivetook 15 seconds, 19 seconds
and 32 seconds. Notethat thesevarying timeswereto scan
thesamedrive using exactly the same configuration. Why do
they vary?I tried for along time (all of one afternoon) to get
tothe bottom of thisvariation and failed. During this
investigation, at one point | decided to start again and
remake the SmartCheckfiles. Thistook 1 hour 53 minutes.

Notethat onewould expect thescantimestovary if different
optionswere selected withinthe program. Thefirst scan of
thedriveinvolvesnot only scanning every fileonthedisk,
but also creating a set of SmartCheck files- however
different timeswererecorded for thesamesettings. | tried
removingall disk caching softwarefrom memory, thinking
that the contents of the cache varying between scans, but this
did not help. Central Point has stated that it cannot repro-
ducethesevariable scan times, butislooking intoit.

By way of comparison,Dr Solomon’ sAnti-VirusToolkit
took 2 minutes 22 seconds to scan the same hard disk.
Sweep from Sophostook 7 minutes 57 secondsto perform a
full scan, and 3 minutes 2 secondsto perform aquick scan.

Thescanning timeforDr Solomon’ sAnti-VirusToolkit
reduced to 40 secondswhen theCentral Point memory-
resident softwarewasdisabled. Thereforethescanningtime
had beenincreased by 255% by the memory-resident
software. Under similar conditions, thetimetaken bySweep
to perform aquick scan time reduced to 1 minute 19 seconds
(an overhead of 130%), but only to 6 minutes 10 secondsfor
acomplete scan (an overhead of 29%).

Itisinteresting to note that thesetimingsall show increases
of approximately 100 secondsadded byCPAV. | would
humbly suggest that the overhead introduced by this
memory-resident softwareisunacceptablewhenlarge
amountsof fileaccessareinvolved. Themanual discusses
theamount of memory required, but doesnot discussthe
overheadintroduced.
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CPAV appearstoredefinepart of thecharacter setin order to
beautify itsuser interfacefurther. However, onmy machine, this
resultedinscreenswhichlookedlikethiswhenrunningWindows.

The'VirusAnalyser’

Scanning isnow augmented by thenew feature of ‘ Analys-
ingfilesfor virusinfection’. Thisisoffered asan ‘ expert
system’ whichlooksat filesto seewhether they contain
typical viruscode. The best way to test such asystemisto
let itinspect the set of real viruses used for testing, and see
what it comesup with. Unfortunately, thevirusanalyser
could only detect 12 out of the 228 virusesin my test-set - a
mere 5%. For therecord, the analyser spotted filesthat were
infected with 1260, Casper, Flip (x2), Virus-101 (x2),
Whale, WinVirl4, Maltese Amoeba, Spanish Telecom,
Tequila, and V2P6. | would contend that thisresultisrisible
intheextreme. An expert system?1 think not.

[Central Point islessthan pleased with theresults of this
test, and statesthat the virus analyser has achieved high
scoresagainst other test-sets. In addition,it saysthe
analyser isnot intended to replace other methods of virus
detection, merely to augment them. However, VirusBulletin
can only rate a product on the results obtained against the
VB test-sets. Ed.]

Added Integrity

Initsdescription of ‘ smart signatures’, the manual now says
that thereis‘ adatabase of statistics about each executable
file' ssize, attributes, date, timeand checksum’. Thisdiffers
from previousversionsinthat itincludestheword ‘ check-
sum’. The other addition to this part of the product isthat
CPAV 2.0 can attempt to disinfect fileswhich have been
infected by anunknown virus, by utilising the datastored
withintheSmartCheck checksumfiles.

Asatest, | created two fileswhich wereidentical except for
onebyte. | checksummed thetwo files, and then copied one
over theother. Theresult wasthatCentral Point Anti-Virus
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did not detect that anything had changed, yet the content of
second filewasdifferent. The manual doesnot giveany
inkling of what the‘ checksum’ really is, whichispoor to say
theleast. | statedin apreviousreview that ‘ other anti-virus
programs cope with checksumming much better’, and there
isnothing withinCPAV v2.0 to make me alter this conclu-
sion. Central Point hasexplained that when afileisaltered,
thechangesmadeareanalysed heuristically to determine
whether they aredueto avirusinfection or not. If thisisthe
case, it should be explained inthe manual sothatitis
possibleto evaluate what the program actually does.

ImmunetoProblems

I am not going to discussthe Immunization featuresoffered
by Central Point Anti-Virus, as| do not believethat users
should get into the habit of altering their executablefiles.

M aking achange to an executabl e file does not seemto bea
particularly clever tactic asit may well introduce subtle
faults. Evenif my adviceisignored, bewarethatCentral
Point Anti-Virus' simmunization may bequitehard to
comprehendif youarenon-technical.

My previousreview pointed out that the process of immuni-
zationwasnot fully explainedinthe documentation, which
merely statesthat ‘ Onceimmunized, afile hasits own anti-
viruscapahilities’, and an ‘immunizedfilecan‘‘heal’” itself,
returningtoitsoriginal state’ . Neither of these statements
wouldwin prizesfor technical detail, and they areboth still
there, completely unchanged, inthisversion.

Conclusions

| findit particularly worrying that some of the problems
discussed withinthisreview havebeen reported beforeand
arestill extant. Thedocumentation still haslittletechnical
content and the virus detection seemsto have got worse.

Last but not least, when tested agai nst multiple sampl es of
the M utation Engine,Central Point Anti-Virusconsistently
locksup. Thisfault wasexhibited previously, hasbeen
reported intwo previousreviewsby VB, andisstill present.
Don'ttheylisten?

Many of the problemsdescribed in thisreview areencom-
passed by the phrase‘ Quality Control’. | would contend that
thisislackinginv2.0 of Central Point Anti-Virus. The poor
scoresby both thevirusanalyser and the scanner itself give
causefor concern - especially asthe detection ratesareworse
thanthosefor previousofferingsbyCentral Point.

Onthe plusside, the product can now communicatewithits
server-based bigger brother, offerscompressedfilescanning,
agood user interface and the ability to detect some unknown
viruses. Itisup to the usersto decide whether thisis enough.
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COMPARATIVE REVIEW

Mark Hamilton

OS/2VirusProtection

Thenew 32-bit operating systemsfroml BM and Mi cr osoft
will, both companiesclaim, revol utionisepersonal comput-
ing asweknow it. Microsoft’ s Windows NT - theletters

‘NT’ standingfor‘New Technology’, ‘Not There’,*No
Takers' or ‘No Thanks', depending on your point of view -
hasyet to bereleased. Even whenit eventually isMicrosoft
admitsthat it will support only asmall subset of the millions
of programsand applicationsthat have been written for the
PC over thelast ten or so years.

OS2, ontheother hand, really became usablelast year,
when IBM launched version 2.0, and version 2.1 isnow on
general release. It supportsover 90 percent of all applica-
tionsout in userland and is starting to proveitself asan
industrial strength operating system.

Although OS2 hasnot really caught on among the private
users, several of thelarger corporateshave adoptedit as
their operating system of choice, anditisthiscarrot which
has lured some of the big namesin the anti-virus
community ontotheplatform. Todate, four different compa-
nieshaveannounced therel ease of OS2 specific versionsof
their anti-virussoftware:|1BM, Sophos, S& Sinternational
and McAfee Associates.

Featured Features

Atthetimeof writing, thereare no knownOS/2-specific
computer viruses. However, research showsthat DOSfile-
infecting virusesare capabl e of infected filesin DOSor
Windows (Win-0S/2) sessions, although thosewhich have
low-level trigger effectswill havetheir destructiveattempts
thwarted. In addition, boot sector virusesareto acertain
extent platform-independent, and those userswho usetheir
OS2 machineasafileserver (for example, sitesusingLAN
Manager) also require amethod of ensuring that the
contentsof theserver arevirus-free.

For theanti-viruscompany,0S2 providescertain benefits:
the need to empl oy special anti-stealth tacti csdisappears,
their product isoperating in aprotected environment and
they have accessto linear memory, rather than the seg-
mented memory DOSimposes. For the users, the benefits
are no lesstangible: one should be ableto run these products
so that they check filesin the background meaning that users
can get onwith real work and not haveto ‘ play’ at detecting
viruses. OS2 providestheopportunity of rel egating anti-

virussoftwareback totheutility category wherepretty
interfacesrequiring humaninteractionareunnecessary: how
many companies, | wonder, will riseto that challenge?

Thefollowingreview examinestheOS2 productsfromthe
four companiesmentioned above, andformsVirusBulletin's
firstever comparativeOS2review.

IBM AntiVirus/2 - Version 1.02

IBM releasesits product on aquarterly basisand thisisthe
third such release. I n designing this product,| BM went for
the‘install and forget’ philosophy - the user isnot required
to do anything, unlessthe product detectsavirus.

My magjor criticism of thisproduct isthat, in the United
Kingdom at least, it isnot currently available asashrink-
wrapped product. With all otherlBM hardware and software
products, you simply sendin acard to register for thd BM
Helplinewhichisavailable 24 hoursaday, 365 daysayear -
and an excellent serviceit istoo. But not with| BM Anti-
Virus: you haveto subscribeto aspecial serviceand down-
load the softwarefrom anlBM Bulletin Board. Thisislikely
torestrictIBM’ smarket sharefor AntiVirus/2which, likeits
DOScounterpart, could so easily beintegrally bundled with
theoperating system.

Theinstallation processissimpleand efficient and it gives
the user the option of invoking aDOS-based anti-virus TSR
every timeaDOS orWin-OS2 sessionisinvoked. The
software can also be configured to scan thefilesat periodic
intervals: every boot, every day, onceaweek, onceamonth
or only when specifically executed.

&y @ o O O

Epson F%-850 9 pins - 80 columns  StartHere  ‘Windows Programs [EIAZTEENS DOS Programs

o5t

0512 System

3| IBM AntiVirus/2 |=]o
o Check Setup Log Help
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Master Help Index
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‘window Viewer
— 5
i

Templates Printer Drive & Shredder

IBM AntiVirus/2 appearsto betheonly programwhichtakesfull
advantageof themultitudeof new featuresoffered by OS/2.
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IBM AntiVirus/’2worksinadifferent Mutation
manner to the other productstested Product Version In The Wild Standard Engine Test-set
inthat itincludesboth anintegrity Evauated Test-set (99) Test-set (364) (1536)
checker aswell asavirus scanner.

When it checksfiles, it looksto see

if they have changed in any way and IBM Anti-Virus/2 1.02 100% 100% 99.9%
only scansthosefileswhichhave

been modified or arenotincludedin

thedatabasefor viruses. Thismakes Sophos

it quitefastin operation sinceit does For OS2 251 100% 100% 100%
not need to wadethroughitsvirus !

signaturedatabasefor every file-

just thoseit finds suspicious. When Dr Solomon's

it findsan infectedfile, itiscapable Anti-virus Toolkit 6.53 98% 98% 100%
of disinfectingit, aslong asthefile For OS2

isinfected with aviruswhichlBM

deemscommon. Giventhat most McAfee Associates

virusinfectionsare caused by atiny 0S/2 Scan 108 9% 9% 100%
minority of viruses, thisrestricted

disinfectionlistisunlikely tocause Didn’tthey dowell! All theproductsscored well inthedetectiontests, althoughwith productsfrom
any problems. thesemanufacturersonewould expect 100% scoresinall tests. A question of poor quality control ?

Theon-linehelp systemlistsall thevirusesdetected by the
current release aswell as providing abrief description of the
most common ones. Whilst thisisnot ascomprehensive as
PatriciaHoffman’ sVSUM database, itisneverthel ess
accurateand concise.

I do not have many criticismswith thel BM product. Itis
both fast and accurate, and | like theidea of combining an
integrity checker with ascanner. One annoying quirk isthat
itinsistson searching thewholedisk beforeit beginsvirus
checkingto discover how many filesit needsto check. Why?

Theonly other criticism | have of the product isitsupdate
frequency - al the othersare updated every four to six
weeks; IBM Anti-virus/2isupdated on aquarterly basis. In
afast movingfield, isthat enough?

Dr Solomon’ s Anti-Virus Toolkit for OS2 -
Version6.53

TheOS/2 specificversionof S& S spopular utility actually
consistsof theDOSversion, an extradisketteand avery
slim appendix for the DOS manual which contains details of
the OS/2 specific parts of the product.

Unfortunately, the documentation has not kept upwiththe
software and thesmall card entitled ‘ Installing theDS/2
Anti-VirusToolkit’ containsacompletely fallaciousset of
installationinstructions. Thereisevenatypographical error
onthecard-itsays‘0S2'.

What theinstructions should say - and what you in fact do -
isrun the setup program provided on the disk to decompress
andinstall theOS/2 Toolkit (rather than copy thefilesfrom
thefloppy astheinstructionswould haveyou believe).

The OS2 Toolkit comprisesjust four programs: VISION,
the OS2 front-end menu program and equivalent tothe DOS
TOOLKIT program; OV IV ERIF, anintegrity checker;
OFINDVIR, thescanner; and VDISPLAY , theon-line
version of thevirusencyclopedia. Y ou can, if youwish, also
install theDOSversion although theonly possibleitemyou
might want from it would be GUARD, the monitor, to
protect your DOSandWin-OS/2 sessions.

The setup program createsanew folder onthe Workplace
Shell Desktop - though | wish it had asked mefirst - which
curiously containsjust thefront-end program, VISION. This
program - in common with the DOS andWindowsversions -
has three big buttonsto scan drives A, B and C. If amachine
has more drivesthan that, it isnot possibleto use VISION,
and the user hasto run OFINDVIR manually.

Theprogramsthemselvesarerather disappointing as(with
the exception of VISION) they do not take advantage of the
OS2 graphical environment, running only intext mode.

The OS2 Toolkit has none of the scheduling nicetiesfound
inthelBM product and surprisingly did not fare particularly
well inthe detection tests. It missed both Tremor and V 2P6
inthe‘IntheWild" test-set and was slower than thd BM
product intwo out of thethree speed trials. When checking
all files, it had problemswith the Extended Attributesfile
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Eventhough Dr Solomon’sToolkit hasagraphical user interface,
theactual scanningiscarried outinawindow whichlooksnot
unliketheDOSversionof FINDVIR

and ‘SWAPPER.DAT’ (theswapfile) - itreally ought to
know about the significance of thesefiles, and be ableto
deal withtheir presencegracefully.

VDISPLAY ,theon-linevirusdatabase (or encyclopediaas
Sk Scallsit) is, likethe other elementsin this package, an
OS2text modeapplication. Onefactor | found particularly
annoying isthat it doesnot recognisethe mouse. Users
would normally accessthisthrough theToolkit front end,
whichismousedriven. However, theencyclopediais
displayed asanOS/2 windowed applicationin text mode, so
the user isrel egated back to keyboard control S& Smight
find that reconstructing the encyclopediaasanOS2 helpfile
might alleviate this problem and makethe whol e package
appear to be more of areal OS2 application.

I am somewhat disappointed with thisoffering fromS& S-
particularly when considering the high standard of many of
itsother products. Thedetection resultsaresurprising, and
the unimaginative use of theOS/2 interface makesthe
overall result rather uninspiring.

Sweep for OS2 - Version 2.51

The Sophosproduct isacommand line program and appears
to bearecompilation of its DOS product. UnlikeitsDOS
counterpart, it hasasyet no front-end menuto makelife
easier and thevariousdifferent optionswithinSweep are
controlled by aplethoraof command lineparameters.

Thediskette containsjust theSweep executableand its
signaturefile- thereisnoinstallation routine provided.

LiketheS& Sproduct, Sveep had problems opening the
Extended Attributesfileand it shared theTool kit sproblem
concerning theOS/2 swapfile. It also reported aspurious
‘DOSerrorcode’.

Thedocumentationisalittle misleadingin places, and looks
like arewrite of the DOSSweep manual. For example, it
states* SWEEP may beincorporatedintothe
AUTOEXEC.BATfile...”. Followingtheseinstructions
producesan error messagewhenever aDOSorWin-0S2
session begins. Thisisbecausethe AUTOEXEC fileisrun
under the DOS emulator, which does not understandOS/2
executables. Themanual should read  SWEEP may be
incorporatedintotheSTARTUP.CMDfile...".

Sweep’ soperationiscontrolled by bothcommandline
parametersand aconfiguration filethat stipulateswhich
areas should beincluded in the scan. Thislatter file,
SWEEP.ARE, wasdesigned by systemsprogrammersfor
the cogniscenti and not dumb users. It can be somewhat
intimidating to set up, until yourealisethat ‘80’ refersto the
firsthard driveand ‘81’ to the second (physical) hard drive.

LikeitsDOS counterpart, theOS2 Sweep does not disinfect
infectedfilesbut it can optionally deletethem. WhenSweep
discoversavirus, it turnsthe screen background colour to a
vivid red and flashes‘ Sweep Alarm!’ onthe screen.

Sweep proved to bethe slowest of thefour productstested as
it took over three minutesto scan 649 executablefiles.
Neverthel ess, Sveep discovered all theviruses... speedisn’t
everything, butwouldbenice!

McAfee AssociatesOS2 Scan - Version
9.17V106

McAfee Associates OS2 Scanisjust likethe company’s
other shareware scannersinthat it presentsa‘nofrills
approach tothetask. LikeSophos and S& S sproducts,
McAfee' sOS2Scanlookslikeasimplerecompilation of the
DOSversion’ ssource code. | ndeed, inMcAfee’ scase, the
developershaveevenleft the SCAN nameinan error
message(‘ TypeSCAN /help’).

OS2 Scan comeswith no fancy installation routine- but
really doesnot requireone. Installationissimply amatter of
copying thesingle executable OS2SCAN onto thehard
drive. Theproduct also comeswith adocumentationfile,
OSCNnNnn.DOC, which explainshow OS2SCAN isde-
signed to be used.

OS2SCAN hasno pretty GUI andiscontrolled by command
line parameters. The switchesused are a subset of those
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understood by SCAN, so regularMcAfee userswill haveno
problemsconverting existing batch filesand modes of
operationtotheOS/2 platform

Although quitefast, McAfee' sOS2SCAN is not one of the
most accurate scanners: it missed infectionsof Loren,
Powerpump and Whaleinthe‘In The Wild’ test-set - indeed
it missed more virusesthan the other three products making
ittheleast reliableof thosereviewed.

LikeitsDOS counterparts,McAfee' sOS2 scanner is
sharewarewhich might makeit an unacceptable choicefor
moretraditionally minded businesswho prefer to purchase
their softwarethrough conventional sources.

Speed Tests

Dueto the multi-tasking nature of OS2, the speed tests are
rather lessimportant than they would be for aDOS machine.
However, for reference, they aregivenbelow:

. HD
Product Diskette (Turbo) HD (All)

IBM Anti-Virus/2 0:45 0:53 2:15
Sophos Sweep 1:56 341 8:41

Dr Solomon's . ) .
AVTK For OS2 0:52 0:56 1:59
McAfee OS2 Scan 0:35 1:13 4:20

Conclusion

Itisearly daysforOS2 scannersand the anti-viruscompa-
niesareonly just starting to dip their development toesin the
water. If | wereactively looking to purchase anOS/2 hosted
anti-virus product, | would be disappointed by thelack of
choiceand, except in one case, thelack of attention paid by
theanti-virusdevel operstoOS2’ spotential. Only one
product, IBM AntiVirus/2, offersscheduling and, froma
dumb user’ spoint of view, seemsbetter integrated into the
environment and makesfull useof itsfacilities.

Needlessto say,|IBM’sproduct istheonly onel didn’t erase
frommy hard drivefollowing thetesting phase of thisreview
- theother productsdon’t really hit themark. Itisinteresting
to notethat some of the other products seem to perform less
well thantheir DOS counterparts. With reviewsofOS/2
productsbeing arelatively new featurewithinVirusBulletin
it will beinteresting to seeif those caught on the hop
improvetheir scoresnexttime.

Vendor Details
Product: OS/2 Scan

Vendor: McAfee Associates, 2710 Walsh Ave., Suite 200,
Santa Clara, CA 95051-0963, USA.

Price: $375, including OS/2 Clean and Vshield.

Product: IBM AntiVirus/2

Vendor: IBM AntiVirus Services, 1 East Kirkwood Boulevard,
Roanoke, TX 76299-0015, USA

Price: $29.95, but prices vary according to country.

Product: Sophos Sweep for 0S/2

Vendor: Sophos Ltd, 21 The Quadrant, Abingdon Science
Park, Abingdon, Oxon. OX14 3YS

Price: £295 for Single User, £495 for the File Server, with
monthly upgardes

Product: Dr Solomon’s Anti-virus Toolkit for OS/2

Vendor: S&S International Ltd, Berkley Court, Mill Street,
Berkhamstead, Herts. HP4 2HB.

Price: £149 +VAT with quarterly upgrades.

Technical Details:

Test Platform:

| used a SIR 486DX50 with 8MB memory, 170MB IDE hard drive
and a Panasonic Phase-Change Optical drive provided a further
half gigabyte of disk storage. The machine was running under
0S/2 version 2.1 DAP (Developer Assistance Programme)
release.

The IDE drive was used for the speed tests and there were
2,732 files, split across 126 directories, occupying 123,081,356
bytes of which there were 649 executable files occupying
46,236,452 bytes. For the diskette test, | used the OS/2 Disk 1
which contains 52 files occupying 1,435,106 bytes.

Test-Sets Used:

Only the Common, or ‘In The Wild', test-set has been updated,
and now contains the following 99 viruses:

File Infectors: 1575, 2100 (C+E), 4k (C+E), 777, AntiCAD (C+E),
Captain Trips (C+E), Cascade 1701, Cascade 1704, Dark
Avenger (C+E), Datalock (C+E), Dir-ll, Dos Hunter, Eddie, Eddie
2 (C+E), Father (C+E), Flip (C+E), Hallochen, Helloween (C+E),
Invader (C+E), Jerusalem 1 (C+E), Keypress (C+E), Liberty
(C+E), Liberty- E, Loren (C+E), Maltese Amoeba, Mystic,
Necropolis, Necros (C+E), Nomenklatura (C+E), Nothing,
PcVrsDs (C+E), Penza, Pitch, Powerpump, SBC, Slow (C+E),
Spanish Telecom 1, Spanish Telecom 2, Spanz, Syslock,
Tequila, Todor, Tremor, V2P6, Vacsina, Vienna 2a, Vienna 2b,
Virdem, Virus, W13a, W13b, Warrier, Warrior, Whale, Winvir14,
Yankee 1 and Yankee 2.

Boot Sector Infectors: Aircop, Beijing, Brain, Disk Killer, Form,
Italian Generic A, Joshi, Korea A, Michelangelo, New Zealand 2,
Nolnt, Spanish Telecom and Tequila.

For details of the other Virus Bulletin Test-sets, please consult
Virus Bulletin, May 1992, page 23.
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END-NOTES AND NEWS

3rdInternational VirusBulletin Conference 9th-10th September 1993, Amsterdam, The Netherlands. Contact PetraDuffield. Tel. +44 235531889

Novell hasannounced itsplansto provideenhanced networ k security under Netware4.0. The company isattempting tolead aworldwide contingent of
customers, industry partnersand security expertstoincreasethelevel of security provided byNetWare. Thisnewswasrel eased simultaneously withthenews
that Novell hassubmitted NetWare4.0 to the National Computer Security Centre (NCSC) for eval uation under C2 security standards. * Thisannouncement has
significantimpact for security-minded commercial and government customers,’ said Jan Newman, executivevicepresident forNovell’ sNetWare Systems
Group. ‘Novell, withthehel p of itspartnersand customers, can build on the security foundati on of NetWareto of fer an open, affordableand trusted network
computingenvironment.’

Typoof themonth comesfrom the July edition of Computer Shopper (aUK computer magazine). The August edition putsthingsright: ‘ Inlast month’ sLabs
reportonvirusdetectionthe'‘Inthewild’’ percentage scoreforUntouchable should read 95.3% and not 5.3%asprinted.” Phew.

Excessiveclaims: AccordingtoareportinPC Week, Central Point’ s claimsabout thenew featuresin CPAV 2.0 aredoubted by expertswithintheindustry.
[For acompletereview of CPAV 2.0 seepp.16-19. Ed. ] Bryan Clough, co-author of the book Approaching Zero, claims’ Thisisjust oneof several claims
from peoplewho arejust tryingtoimpresswith claimsof something new. Reliabletestsshow theseareusually just outrageousclaimsfrom salesmen.’

Abacus, the company which brought usersDOS5.0 Complete and Laser Power Tools, isproud to unveil itslatest publication: Puzzes, Pranksand Games For
Windows. Thebook comeswith adisk which contains 20 guaranteed non-productive (unlessyou areapractical joker) utilitieswhich canbeinstalled on
unwitting colleagues’ machines. A typical prank would betoinstall UAE. Periodically theall-too-familiar UAE (UnrecoverableA pplication Error) messageis
placed onthescreen, and system executionishalted. Everythinglookslikethereal error message... until you spot that thetext onthebutton says‘ Not!" All
harmlessfun... orisit. Doesthebook constitute Incitement to commit an offence under section 3 of theComputer MisuseAct’ ?O0nly timewill tell...

Italy suffersmorethan any other European country from computer virusesand isamongst thetop fivevictimsof virusattack in theworld, accordingto a
reportintheltaliandaily Il Corrieredella Sera. Thisisdespite spending an estimated 62billion lireayear onvirusprevention.

PatriciaHoffman’sVSUM ratingsfor July: 1. Command Software's F-Prot Professional 2.09, 96.4%, 2. McAfee Associates ViruScan V106, 95.9%, 3.
SafetyNet' s VirusNet 2.08a, 92.5%, 4. Dr Solomon’sAVTK 6.53, 89.9%, 5. Sophos Sweep 2.48, 86.1%. NLM S: 1. McAfee Associates NetShield 1.5V104,
90.5%, 2. Sophos’ Sweep NLM 2.48a, 86.4%, 3. Command Software’ s Net-Prot 1.00s, 71.8%, 4. Cheyenne' s Inoculan 2.0/2.18g, 69.4%.

PatriciaHoffman’sVSUM ratingsfor June: 1. McAfee Associates ViruScan V105, 97.4%, 2. SafetyNet' s VirusNet 2.08a, Frisk Software’ sF-Prot 2.08
93.0%, 4. Dr Solomon’ sAVTK 6.51, 89.9%, 5. Sophos Sweep 2.48, 87.2%. NLM S: 1. McAfee Associates NetShield 1.5V104, 92.2%, 2. Sophos Sveep NLM
2.48a, 87.5%, 3. Cheyenne' sInoculan 2.0/2.18g, 71.0%, 4. Intel’ sLANProtect 1.53+1/93S, 56.1%.
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