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EDITORIAL

kL thoseinvolvedin
genericvirusdetec-
tion faceavery
different problem:
they must be
proactiveintheir
approach??

Room for Improvement?

Oneof the (many) tasks givento theVB Editor isto write new papersfor conferencesand presenta-
tions. Often such talks are based upon familiar but important themes, such as‘ The Role of User
Awareness' or ‘ Developing an Anti-virusPolicy whichWorks'. However, asoften aspossibl e, the
subject matter isnew, and attention can be turned to more technical issues. In the case of the latest
talk given (at the Washington-based NCSA conference), the subject under discussion wasthe
infectionof ‘ unusual objects’.

Theideathat COM, EXE and BAT filesare not the only programs on acomputer which can be
infected by aviruswill not beanew oneto regular readersof Virus Bulletin. Any object which either
isexecutable, or under certain circumstances can become executabl e, or which representsapointer to
executablecode, isapotential attack point. Some of theseissueswerediscussedin last July’ sVB,
and the subject raised its head again last month, in the form of an OBJ-infecting virus.

It seemsthat theissue of unusual infection targets hasyet to be addressed by those vendorswho sell
productswhich provide* permanent protection agai nst known and unknownviruses' . Tothosewho
do not believe that any vendor would make such atall claim, this quote wastaken from one of the
productsintheVirusBulletinproduct library.

The number of objectson the PC which can beinfected growswith every new enhancement toiits
operating system. Windows' screensaver files, DLLs, OBJfiles... monitoringall possibleinfection
targetson amachineisrather like cutting the heads off aHydra. Keeping up with new viruses asthey
arewrittenishard enough - keeping up with newideasis much more difficult.

These problemsare of far greater import to those vendorswho claimto provide a' past, present and
future’ solution. Theway inwhich an anti-virus scanner manufacturer operatesispurely reactive: a
new virusisfound, and the product isaltered in order to take thisinto account. However, those
involvedingenericvirusdetectionfaceavery different problem: they must be proactiveintheir
approach. Loopholesin DOS must be plugged beforeavirusiswritten which takes advantage of
them; one cannot simply sit back and wait for the computer underground to act.

Toillustratethispoint, let usconsider the humble checksummer. How many checksummerscheck
every potential executableonthesystemby default? Thiswill includeDLLs, WIN.INI,
WIN.COM... thelistissufficiently longthat few (if any) products provide compl ete protection.
Thereforetheuser ispurchasing protection from aparticul ar typeof virus, not future-proof, al-round
detection. Thismay be exactly what the user wants, but is often not what he thinks he has bought.

Approacheswhichdo not rely on virus-specificinformation are of increasing interest to usersasthe
number of individual virusescontinuesto climb. Generic virusdetectionisapowerful additiontothe
industry standard techniqueof ‘ scan andforget’, but at thistime, thelarge vendors seem uninterested
in pouring timeand money into further devel opment. Thereareanumber of possiblereasonsfor

this - however, thelargest stumbling block isnot atechnological problem, but afinancial one.

Clearly, if avendor feel sthat further development will not improve sal es, then such enhancements
will be shelved until they becomeapriority. Usersarenot aware of theissuesraised by theinfection
of previously unconsidered objects, and most policiesarenot centred around generic protection. | f
development does not pay, it will not bedone- it would be naiveto think otherwise.

Improving thechecksummerssupplied with many productswould beacomparatively simple
exercise, certainly when compared to the contortionsnecessary to detect someof thenew highly
polymorphic viruses. However, few checksummersaredesigned to runin such away asto examine
thestructureof fileson thedisk: doesthefile have an executableform? Thefact that so many
vendorsare blasé about such problemsisanissuewhich usersshould raise. Anti-virus softwareis
costly, and many users pay premium pricesfor ‘thebest’. It istimethey demandediit.
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NEWS

The ‘2nd International Virus Writing
Competition’
According to an announcement intheComputer under -

ground Digest (CuD), Mark Ludwig haslaunched the ‘ 2nd
International VirusWriting Competition’. Thearticletakes

theform of afour-pageentry form and anintroductionwhich

reguests programmersto ‘writeaviruswhichisitself a
political satire’.

Thetext of theintroduction explainsthat thecontestis
sponsored by American Eagle Publicationsinc., and The
Crypt Infosystems BBS Prizesfor thewinning entry include
US$100 cash and ayear’ ssubscriptionto Ludwig’ svirus
magazine, Computer Virus Developments Quarterly.

Asan example of how thewinning entry might function,
American Eaglegivesthefollowing example:

The PCV

This virus is a nenory-resident boot sector
virus which nmaintains a list of politically
incorrect words on your conputer system It

al so hooks the keyboard interrupt and nonitors
every keystroke you nmeke. If you type a
politically incorrect word into the conputer,
the PCV springs into action... The virus al so
uses powerful nmeans to prevent disinfection,
so that, once you get it, you can't get rid of
it wwthout a major effort.

Such competitionsplay directly into the handsof thosewho
wish to strengthen American | egislation on the subject of

computer viruses. Although thevirusauthorsmay claim that

their work should never bereleased ‘inthewild', itisall too
easy for thisto occur, especially inthe case of asupposedly
‘amusing’ virus

Macintosh Developments

Another Apple Macintoshvirushasbeen discovered ‘inthe
wild’ inltaly. Thevirus, named INIT-9403 (alias SysX), is
believed to have been distributed on an altered version of
pirated commercial software. When executed, itinstallsthe
virusontheaffected system.

Thevirusisthought to bewidely spread on systemsrunning
theltalian version of MacOS It infectsthe Finder file, and
may insert copiesof itself into variousfilecompressionand
archivinguutilities.

INIT-9403 containsamalicioustrigger routine: after a
certain number of fileshavebeeninfected, it will attempt to
erasethe contentsof al hard driveswhich are connected to
thesystem. All themajor Macintosh anti-virussoftware
vendorsareplanning to rel ease updatesto their products,
whichwill beavailablethrough the usual channels, in order
to detect/eliminatethevirus

Virus Prevalence Table - February 1994
Virus Incidents (%) Reports
Form 15 32.6%
New Zealand 2 5 10.9%
Parity Boot.A 4 8.7%
Spanish Telecom 3 6.5%
Amse 2 4.4%
Disk Killer 2 4.4%
Exebug.4 2 4.4%
Form.B 2 4.4%
Nolnt 2 4.4%
Anti-CMOS 1 2.2%
JackRipper 1 2.2%
Black Monday 1 2.2%
Form.ll 1 2.2%
Keypress 1 2.2%
PrintScreen 1 2.2%
Joshi 1 2.2%
Tequila 1 2.2%
Stoned.O 1 2.2%
Total 46 100.0%

Acorn Problem Grows

Although thevirus problem ontheAcorn Archimedesis
much smaller than that on the PC, the number of
Archimedesvirusescontinuestorise. Thelatest new virus,
Dratsab, bringsthetotal to 56, and marksanew trendin
virusespreviously observed onthisplatform.

Thetext withinthevirusclaimsthat Dratsabisa‘ mutating’
virus(i.e.ispolymorphic). Comparedto thecomplexity of
the PC polymorphic engines such asthe M utation Engine or
TPE, thisboast haslittlemeaning. However, thevirus does,
toalimited extent, vary itsappearancefrom oneinfectionto
another. Thisisachieved by thetechniqueof alteringits
overall length by including between oneand ahundred calls
toaparticular procedure. It also choosesarandom filename
andfiletypeinwhichto storeitscode. Duetoitssimple-
minded approach, it presentsno great problem to vendors.

Dratsabwasdiscovered ‘inthewild’ but the extent of its
distributionisat present unknown. Anti-virusresearchers
hopeto beableto prevent it from becoming widespread.

Commenting onthevirus, Alan Glover, author of the
Archimedesvirus scanner Killer, said, ‘ The Archimedes
sceneisrather likethe early daysof thelBM virus problem.
Astimegoeson, it seemslikely that moreideaswill be
transferred from onemachinetotheother.’ O
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IBM PC VIRUSES (UPDATE

Thefollowingisalist of updates and amendmentsto

the Virus Bulletin Table of Known IBM PC Virusesas TypeCodes
of 17 March 1994. Each entry consists of thevirus
name, itsaliases (if any) and thevirustype. Thisis C InfectsCOM files M InfectsMaster Boot Sector
followed by ashort description (if available) and a D InfectsDOSBoot Sector (Track 0, Head 0, Sector 1)
24-bytehexadecimal search patterntodetect the (logical sector Oondisk) N Notmemory-resident
presence of_theV| ru;wnh adisk utility or adedi cgted E  InfectsEXEfiles P Companionvirus
scanner which containsauser-updatablepatternlibrary.

L Linkvirus R Memory-resident afterinfection

Abraxas.1214

Appelscha

Baron

Cascade.1701.P
Civil_War.281

Dark_Avenger.1799

Dark_Avenger.1800.Platina

Datalock.828.B

Dracula

Gotcha.605

Grog.1089

Grog.1200

Helloween

Intruder.1555

Jerusalem.Tarapa
Little Red

Metallica.2620

EN: Anoverwriting viruswhich has practically no chances of spreading.

Abr axas. 1214 CD21 B43C 339 BA9E 00CD 21B7 4093 BAOO 01B9 BEO4 CD21 C3B4

CER: A Dutch 2161-byte polymorphic virus. No simple search patternispossible.

CR: A 255-bytevirusrecently reported ‘in thewild’ inthe UK. It does nothing but replicate, and
containsthe following messages. ‘ GERM. (C) The Black Baron U.K 93', and ‘ Better SMEG than dead’.
Bar on 1E50 5352 B802 3DCD 210E 1F93 B800 57CD 2151 52BA FAO1 B905

CR: Detected with the Cascade-Y AP pattern.

CN: A small, unremarkable 281-byte variant.
Gvil_War.281 E800 005D 81ED 0901 BAOO FEB4 1ACD 21BF 0001 8DB6 EFO1 B906
CER: Thisvariant isalso known as Francis, because the text at the beginning has been replaced with

the message: ‘ Francislives...in Hong Kong'. Apart from the fact that it is one byte shorter than the
standard 1800 variant, the codeis practically identical. Detected with the Dark_Avenger pattern.

CER: A minor variant, 1800 byteslong. Most of the differences arein the text strings, which have been
changedto' THELITTLEBEETLE-PLATINA BOYS and ‘It swrittenin Hradec Kralove,
Czechoslovakia(C)1990[Fuck,fuck,fuck]’ . Detected withtheDark_Avenger search string.

CER: Asthe828.A variant reported last October, detected with the Datal ock pattern, which also detects
Datalock.1150. Thethird new variant is 1740 bytes|ong, and requires anew search string.

Dat al ock. 1740  C31E 8CD8 488E D881 2E03 008C 0040 8ED8 A102 002D 8CD0 A302

ER: Awaitinganalysis. 827 byteslong.

Dracul a FB50 5351 5256 5755 1E06 9C3D 004B 7408 80FC 3D74 03ES F101

CR: Detected with the Gotcha-E pattern. It appears to be based on the same source code, asit includes a
number of search strings from other viruses. These seem intended to fool certain scanners, in particular
McAfee' s SCAN. However, that misidentification problem wasfixed sometime ago.

CN: This1089-byte virus uses polymorphic encryption, making extraction of asimple search string
impossible. It containsthetext ‘ JoeL Esquimese (C) '93 by GROG - Italy’.

CR: Another polymorphic virus, probably by the same author. It containsthetext‘ GROG v3.1 (C) '93
by GROG - Italy’.

CER: Four new variants (1228, 1401, 1430 and 1684 bytes) are now known. The first three are detected
with the Helloween pattern, but the 1684-byte one requires a new search string.

Hel | oneen. 1684 BA43F EBO3 90B4 3EES 1600 7202 2BCL C333 (933 D2B8 0241 EBOS
EN: Detected with the Intruder pattern.

CER: A 2064/2069-byte variant, detected with the Jeru-1735 pattern.

CER: 1465 byteslong. There have been isolated reports of thisvirusin the wild.

Little Red 3000 4B74 1080 FC30 740F 80FC 1175 03E9 O7FF 80FC 1274 FS8EB

CR: Thisisclearly related to the Metallica.1739 virus, but possibly also to the Emmie family - further
analysisisrequired to determine the exact relationship.

Metal | i ca. 2620 86EO0 3C3D 7432 3D6C 0074 183C 4B74 353C 4374 253C 5674 2186
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Mur phy
Mystic

Particle Man

PCBB.1683

Pixel.251

Pixel.761
Predator.1154

PS-MPC

Timid

Tolbuhin.1004.B
VCL

VCS

Vienna.608, Vienna.610
Vienna.700.A

Vienna.814

Vienna.Violator.803

Vienna.W-13.507.E

War saw

CER: Two new variants: Murphy.1477 and Murphy.1521.B. Both are detected with the HIV pattern.

CN: Two closely-related viruses, 377 and 379 byteslong, containing thetext ‘'Mystic' by Digital
Alchemy’. Although encryption resemblesthat of aV CL-constructed virus, decrypted codeisdifferent.
Mystic. 377 B9AE 0081 37?? ??83 C302 E2F7 C3

Mystic. 379 B9AF 0081 37?? ??83 C302 E2F7 C3

CN: Much of the body of this 690-byte virusistaken up with along text message, starting with the

1

words ‘ Particle man, particle man Doing the things a particle can.....
Particl e_Man 518B B63F 018D BESF 01B9 4201 3135 83C7 02E2 F959 C3E8 ESFF

CR: No single simple search pattern is possible for thisvirus, although it is detectable with asmall set
of patternscontaining wildcards.

CN: A small variant which does nothing but replicate.
Pi xel . 251 BFOO 01F3 A42E C706 0001 0001 2E8C 1E02 0153 582E FF2E 0001

CN: Detected with the Pixel-936 pattern. Thisvariant containsthetext ‘ LiquidCode<tm>’.

CR: Similar to Predator.1137, but slightly longer. It isencrypted, and containsthe text: ‘ Predator virus
(c) Mar. 93 In memory of all those who werekilled...Wookiesain't the only onesthat drop! Priest’.

Predator. 1154  BA35 02B1 ??FA 8BEC BC?? ??58 F7D0 D3C8 50EB 01?? 4CAC 4A75

As expected, there are several new PS-M PC-generated viruses this month. No search patternswill be
published for these viruses, as most are encrypted, but any good virus scanner should be able to detect
them. Thelist this month includes: 150 (CN), 425 (CR), 569 (CER), 594 (CER), 639 (EN), 691 (CEN),
739 (CER), 749 (CEN), 2668 (CEN), Abominog (2011, CN), Actifed (725,CER), Alchemy (700, CEN),
Argent (762, EN), Birthday (1104, EN), Blender (578, CEN), Doggy (538, CEN), Fred (720, CEN),
G2.572 (CEN), G2.573.A (CEN), G2.573.B (CEN), G2.574 (CEN), G2.575.A (CEN), G2.575.B (CEN),
G2.576 (CEN), G2.582 (CEN), G2.584.A (CEN), G2.584.B (CEN), G2.584.C (CEN), G2.585.A (CEN),
G2.585.B (CEN), G2.588 (CEN), Joana.942 (CEN), Justice (1151, EN), McWhale.1023 (EN),
McWhale.1124 (EN), Mojave (626, CEN), Projekt (918, CEN), Ranger (44, CN), School (473, CN),
Shock (401, CN), Skeleton.542 (CEN), Sorlec.597 (CR), Steeve.672 (EN), Steeve.686 (EN),
Swansong.1719 (EN), Swansong.1772 (CEN), Swansong.1773 (CEN), Swansong.2062 (CN), Walt.311
(CN), Walt.355 (CN) and Warez.1805 (CEN).

CN: Three new variants have appeared (298, 299, and 301 byteslong), and are detected with the Timid
(originally named Timid-305) pattern.

CN: Detetcted with the Tolbuhin (previously SK) pattern.

CN: Five new VCL-generated viruses have been reported. Asin the case of the PS-MPC viruses, search
patterns will not be published for the encrypted viruses. They are: Angel (436), Dial (599), Julian
(2737), Muu (610) and Suck (677). In addition, the unencrypted variant V CL .Assassin (756) is detected
withtheVCL.VoCoandV CL-non pattern.

CN: Four new variantsare now known: VCS.Standard.Darkside, V CS.Standard.Parity
VCS.Standard. Test and VCS.Standard.VDV. All are detected with the VCS 1.0 search pattern.

CN: Two similar variants, detected with the Vienna-4 and Dr. Q patterns.

CN: Thisisreally avariant of the 648-byte Vienna.Lisbon virus, and just like that virus, sometimes
overwritesthe beginning of COM fileswith theword @AIDS. Detected with the GhostBallsand
Vienna-1239 patterns.

CN: Dueto an error in the code, ailmost all infected fileswill not work properly. Detected with the
Vienna-4 and Dr. Q patterns.

CN: Anunremarkable Vienna-variant, 803 bytes|ong. Four other members of the Violator group have
been reported recently, and can be found using previously published search patterns. They are:
Vienna.Violator.909 (detected by the V engeance search string), Vienna.Violator.957 (detected by
Infinity), Vienna.Violator.801 (by Violator.C) and Vienna.Viol ator.5286 (by XmasViolator).

Vi ol at or. 803 ACB9 0080 F2AE B904 00AC AE75 EEE2 FASE 0789 7CAA 8BFE 83C7
CN: Minor variant, detected with the W13 pattern.

CN: An 850-byte Polish virus, which containsthe text  FBC Warsaw - virus 1990’ .

r saw 7305 8000 408E (08B FB33 (926 8A25 80FC 2E74 0A47 4183 FO0C

Y ankee-Doodle.L 0gin.3045.C CER: Minor variant, detected with the Y ankee-login string.
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INSIGHT

Kaspersky: East goes West

Megan Palfrey

Eugene K aspersky isoneof the best-known Russian anti-
virusspecialists, bothinthe East and the West. Thisposition
hastaken arelatively short timeto attain: hisfirstjobin
computersbegan only sevenyearsago, asayoung program-
mer in a State company, and |l ed to hisdiscovery of theworld
of computer viruses.

At theOutset

Thefirst company at which Kaspersky worked had several
computers, amongst them an ES-1033 and - 1060 (IBM
360/370clones), an SM-4 (PDP-11clone), and onel BM
PC/XT - an Olivetti M24. Thislast machine was not specifi-
cally assigned to anyone, but Kaspersky wasplacedinthe
department whereit waslocated, and soon becamethe
resident PC expert. He was ableto demonstrate that many
applicationscould betransferred from mainframesto PCs,
with theresult that his superiorschoseto standardise on PCs
withintheentirecompany.

Along with PCs camethe problem of PC viruses. Thefirst to
appear in Russiawere Vienna-648 and Cascade, followed by
Vacsing, Y ankeeDoodle, and Jerusalem. Kaspersky’ slove
of experimentati on hel ped him disassembleVienna-648,
after which hewrotearudimentary virusscanner,-V.EXE.
Theseweremodest beginnings; -V.EXE could detect only the
Viennavirus! However, heenjoyedthesubject, andresolved
tospecialiseindevel opinganti-virussoftware.

-V.EXEwasKaspersky’s‘baby’ for twoyears, despitethe
fact that he did not market it at that time (autumn 1988),
distributingit only tofriends. Thisearly versionwasavirus
scanner only, capabl e of detecting just two viruses. Withina
relatively short period of time, thisnumber grew, asnew
viruseswerewritten. Unsurprisingly, Kaspersky soon
became known asthe PC computer virus expert. By then,
(late 1989/early 1990), -V.EXE wasafreeware package
whichincluded on-linehelp, an anti-virusmonitor, and
memory-browsing utilities. Kaspersky feelsanobligation
towardsthoseearly users:. ‘ Responsibility for end-usersand
my interest for viruses - these are the pointswhich lead me.’

Heis, however, not aversetothe' perks’ which comefrom
being the owner of such knowledge: ‘ It was quite pleasant to
becomewell-known, and even more sofinally to start
making money frommy product!’ heexplained.

TheMiddleYears

Kaspersky definesashis* middle period’ thetimefrom 1990
tothe present - since 1990, his product has changed mark-
edly, and hiscareer hasprogressed proportionately. He

finally produced-V.EXE commercially,in 1990/91, launch-
ingitasDr Kaspersky. In 1993, thisled to the production of
v1.0 of theAntiviral Toolkit Pro(AVP), with adatabase
editor, new versionsof themonitor and utilities, and hyper-
text help. Version 2.0 will soon be available, and will
purportedly be ableto scan compressed filesand archives.

During thistime, he also started working for KAMI, a
computer trade company. He had known the president of the
company, Alexey Remizov, for sometime, havingmet him
two or threeyearsbeforethe company wasborn. Then
(1983/84), Remizov wasayoung mathematicsteacher, and
Kaspersky, astudent. They lost touch, but met upagainat a
conference(‘ | don’tremember whichone,” admitted
Kaspersky sheepishly). Remizov told him about all thenew
developmentsat KAMI, and it was not long before hewas
persuaded towork for them.

| asked Kaspersky exactly what hedoesat KAMI: ‘My role?
It sadifficult question. KAMI isnot atypical company.
Really, I’ m another personinacompany of friends. Also, |
am awell-known programmer in Russia, which isadvanta-
geousto the company - my bossesnever forget to mentionto
clientsthat | work there. So, | ama*“face” for KAMI.’

Kaspersky’ smainfunction, however, isnot asagoodwill
ambassador; rather, heisan expert inthe devel opment of
anti-virussoftware. Hislaboratory hasexpanded and
improved over theyears: he started with a286, then up-
graded to a386. Now histeam hasthree 486s, two 386s,
two test computers, hardware, modems - and thelist goes
on. ‘| seethat my laboratory isquitegood,” said K aspersky.

KAMI doesnot specialisein anti-virusequipment; it sells
computers, and other related hardware. This, accordingto
Kaspersky, isthecompany’ sbread and butter: ‘ They work
with soft- and hardware devel opment too, but that brings
lessrevenuethan tradein computers.’

The Changing Face of M oscow

Therehavebeenincrediblechangesin Russiarecently,
whichhavealready influenced Kaspersky’ slife.

‘Lifeismuch easier. Thereare no problemswith such day-
to-day mattersasbuying petrol, food, or clothes. | remember
great queuesat petrol stationsin the daysbefore Glasnost:
now | wait perhapstwo minutes each timel want tofill the
car up. Moscow lookslike awestern city now - shops, cars,
shops, shops, cars... It hasnot yet attained the standards of a
western city, butit’smoving that way. Lifeisnot difficult, if
you have money - but thisisaninternational problem!”’

However, although much haseased, itisstill notall ‘plain
sailing’. Hewould very much liketo develop hisresearch
and his products outside hisown country, but findsit
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practically impossibleto publish softwareinthe West. He
has started to distribute his software as shareware by ftp
sites, BBSs, and mailservers- but, hefeels, thisisnot
enough. ‘ Thebest solution would beto find asoftware
company whichwill buy my product and sell it, or insert my
enginesintotheir ownanti-virussoftware,” heexplained.

TheVirusWriters

Kaspersky isnot worried about viruswriting becoming
overly prevalentin Russia: ‘ Thereareonly about thirty new
viruses per month. Sometimes, though, avirusauthor will
giveusareal present - | recently came acrossthe Phantom_1
virus, which belongsinthiscategory. It’ sone of the most
complex viruses|’veever seen.’ [Seepp.8-9. Ed.]

“| think the way ahead liesin

database-oriented scannerswith
local technical support sites’

Hebelievesthat whoever wrote Phantom_1wasfamiliar
with polymorphic engines such asthe MtE, seeing technical
similarities between them. Healso feelsthat it will not be
long beforeother similar virusesarereleased into thewild:
‘Evenif wedon’t seeanother virusfromthisperson, there
will bevariants and hacks of Phantom_1. Aslong as
MS-DOSexists, viruseswill continueto bewritten, and will
becomesteadily moreclever, difficult,andingenious.” Even
Phantom_1, however, which Kaspersky viewsasoneof the
best-written viruseshe has seen, isnot perfect: ‘ Thisvirus
hasbugs. Sometimesitinfectsfilesincorrectly. They
conseguently do not execute; thereforetheviruswill not
replicate. Theworld’ s*best” viruscannot have such bugs.’

Thethingswhich motivateaRussian viruswriter aresimilar
tothosefound el sewhere, with the added pressuresof lifein
Russia: unemployment, dissatisfactionwiththework within
aStatecompany, not enough money tolivecomfortably...
‘Heisunhappy, thereforehebecomesmalicious.’

Trendsin Russiamimic, to an extent, thosein the West.
Kaspersky cited Burger’ sbook onvirusesand sources: ‘ This
resulted, intheWest, in alot of Burger-based viruses. Some
time ago, aRussian called K hiznak also wrote such abook -
theresult, alot of Khiznak-based viruses!’

Kaspersky isconvincedthat virusesaregenerally written by
peoplewho are bored, who can find nothing more construc-
tiveto dowiththeir time. Eighty percent of viruses, he
thinks, arewritten by those natural hooligans', teenagers,
and probably only 5% by competent programmers. ‘ Why
writeavirus?| think everyone hasacriminal side. Oneman
may haveasoul whichis1% criminal, another, 99%! The
programmer with a 1% criminal soul will never writea
virus; hewho has, say, arating of 40% might writeavirus
but never distributeit. The programmer with asoul whichis
99% criminal will writeavirus, distributeit, and be happy at
resultant damage. And therewill alwaysbe such people.’

Russiahasnot yet seen the rapid growth of polymorphic
enginesand virusconstruction toolkitswhich arerampantin
the West, despite thefact that such thingsare available on
BBSsinhiscountry. Thisisfortunate, asKaspersky isaware
of only four anti-virusscannerswhich are produced there;
‘Toofew, hesayssombrely, ‘for acountry suchasmine.’

ForgingOnwards

Wheredoesanti-virusresearch gofrom here? Thelatest
version of Kaspersky’ sAVP hasaheuristic element, but he
doesnot feel that heuristicsare necessarily therouteto take.

‘Heuristic scannerssay “ Thisfilelookslikeavariant of virus
AAA”, withn% success. Heuristic scannersare“first-
alarm” software only. | think theway ahead liesin database-
oriented scannerswithlocal technical support sites.’

Heexplained histheory further: any user who discoversan
infection of hiscomputer sendsaninfectedfile/floppy toa
local support site. Expertstherewould be notified, and the
viruswould be analysed, added to their database, and a
‘cure’ providedfor theoriginal user. Kaspersky usesthese
techniquesin Russiaandin Italy, where he hasanumber of
such sitesin operation.

Tonguein cheek, Kaspersky claimed that hewasfed up with
hearingabout viruses: ‘ Every day it’ sviruses, viruses,
viruses. Let’ sstop hereand now. Stop writing viruses, stop
writing about viruses. Let’s... Givemetimetorelax!’ Ina
moreseriousvein, heiscompletely immersedinthefield of
anti-virusresearch: Kaspersky seescomputer virusesasan
out-of-the-ordinary theme, bringing himinto contact with
out-of-the-ordinary peopleandsituations.

‘| canremember someoneasking meif they themselves
could becomeinfected withacomputer virusif they worked
withcomputers!” hechuckled. ‘Butreadlly, virusesare
intriguing tothe computer specialist, fromatechnical point
of view. | simply find the subject passionately interesting.’

From TodaytoTomorrow

Kaspersky seeshimself asa‘dyedinthewool’ researcher: ‘|
will work with viruses aslong asthey are around. If
MS-DOSdiesnext year, | will work with virusesfor only
onemoreyear. I’m an 8086 man, and wouldn’t jumpto
another platform now; I’ ve been herefar toolong.” Hewants
to continueworking with programming until theend of the
century - then, he says, hewill look for achange.

‘I’'m ateam leader now; | am acquiring experiencein that
area. | would liketo bein charge of aproject of somesort - if
computer virusesare still anissuethen, perhaps| could use
my expertisethere. But, maybe | will beabusinessman!
Maybe... | just don’t know yet what will happen.’

Wherever hisfuturetakeshim, onethingiscertain: thereare
enough virusesaround to occupy himfull-timefor the
present, and for theforeseeabl efuture. Kaspersky plansto
continuein anti-virusresearch for aslong asthisholdstrue.
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VIRUS ANALYSIS 1

The Phantom Flies

Eugene Kaspersky

Spring 1994 bringsan early Easter present for anti-virus
softwarevendors; Phantom_1, anew polymorphicvirus.
Theviruspresentsone of the biggest challengestoresearch-
ersto date, and may lay claim to the dubious honour of
being themost polymorphicvirusintheworld!

Phantom_1isknowntobe‘inthewild’, and spread rapidly
in Moscow at the beginning of March. Somebody (possibly
thevirusauthor) infected thelatest version of the most
popular Russianvirusscanner (AIDSTEST), and uploaded
itto many local BBSs. When it was downloaded and used,
thefileinfected the user’ smachine. Thefollowing day,
therewasastorm of phone callsto anti-virustechnical
support sitesand their BBSs. Usersasked for software
updates, but weretold that becausetheviruswasvery
difficult todetect, it would take sometimebefore detection
anddisinfectionroutineswouldbeready.

Itispossiblethat thisTrojanised AIDSTEST fileisstill
available on some BB Ss: whoever uploaded it masked the
virususing PKLITE, makingit evenmoredifficulttofind.
AIDSTEST.EXE checkstheintegrity of itsown host file
before processing other functions- the Trojanised copy was
patched so that it does not display any warning message.

Phantom_1isafastinfector, hitting fileson execution or
opening. Likeother Russian viruses(for example, Penzaor
SVQC),itcouldeasily becomeprevalentworldwide.

I nstallation and I nfection Routines

Thevirusisamemory-resident parasitic COM and EXE
infector, 7000 byteslong. Onexecution of aninfectedfile,
processingimmediately passestothestart of thedecryption
routine. In COM files, thisisachieved by asimple IMP
instruction totheviruscode; in EXEfiles, theentry pointis
alteredtopointtothedecryptionroutine.

Oncethemain body of thevirusisdecrypted, control passes
tothevirus' installationroutine. Phantom_1 first checks
whether acopy isalready memory-resident by meansof an
‘Areyouthere? call. Thisconsistsof calling Int 21hwith
thevalue ABCDhloaded inthe AX register. If thecall is
returned with FFFFhinthe sameregister, Phantom_1
assumesthat acopy isalready resident. Inthiscase, the
virusrepairsthe memory image of the host file, and passes
control toit.

If the call goes unanswered, processing passesto the

install ationroutine. Themethod empl oyedisreminiscent of
that used by Jerusalem: Phantom_1 copiesitself tothe
beginning of thememory block allocated totheinfected

program and executesthehost file, staying memory-resident
by takingadvantageof theTerminate_and_Stay Resident
function (Int 21h, AH=31h). Thevirusdoesthisinaslightly
more el egant manner than Jerusalem, using codewhichis
better optimised.

Onceinstalled inmemory, thevirustunnelsthelnt 21hand
Int 13h addresses, and obtains direct accessto thetrue DOS
interrupt handlers. Thevirusthen hooksInt 1Ch for the
trigger routine, and Int 21h, for fileinfection.

WhenevertheDOScallsLoad and Execute(AX=4B00h)
or Open_File(AH=3Dh) areintercepted, Phantom callsits
infectionroutine. Thisfirst checksthefilename, and specifi-
cally exceptsthefilesAIDSTEST.EXEand SCAN.EXE
frominfection. Thistest complete, theviruschecksthetarget
file'sextension, and ensuresthat it iseither EXE or COM.
Thereafter, theinfectionroutinebeginsinearnest.

“ The decryption loop consists of
...randomly selected instructions

such as XOR, ADD, SUB, DEC,
NOT, RORand ROL”

Phantom_1 first hooksseveral differentinterrupts: Int 24h
(theCritical Error Handler), Int 01h and Int 03h (two
interrupts used by debuggers) and Int 2Ah. Thelast three of
theseroutinesareall replaced withasimple IRET instruc-
tion. Inthe case of Int 2Ah, thisdisablesacertain memory-
resident anti-virusprogram.

The next action taken isacheck of the amount of free disk
spaceavailable- Phantom_1lislarge, andif several execut-
ablefilesareinfected onasinglefloppy disk, itispossible
that an ‘ out of disk space’ error will be generated. Filetime
and date stamps are stored for later use, and file attributes
arereset and restored after infection hascompl eted.

Inorderto prevent multiply infectingfiles, Phantom_1
makestwo checksontarget files. Firstly, if thefileextension
isCOM, thefirst byteis checked for the value E9h (IMP).
Secondly, if thefilehasan EXE structure, the SPregister
field of the header ischecked for thevalue 1000h. If either of
theseconditionsissatisfied, theinfection routineaborts.

Thelast precaution taken by the viruswriter isto check the
target file' slength: if thisis shorter than 4096 bytes,
infection doesnot take place. Similarly, if aCOM fileis
longer than 58368 (E400h) byteslong, it isdeemed unsuit-
able. Inthecase of EXE files, Phantom_1 comparesthereal
filelengthwiththemodulelength (calculated fromthe EXE
header), and doesnot infect if thesevaluesaredifferent (this
wouldindicatethe presenceof anoverlay file).
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Finally, control ispassed to the polymorphic routine, and the
decryptor and theencrypted viruscodearewrittento theend
of thehostfile.

AsPolymor phicasthey come

Therearemany virusesclassifiedas‘ polymorphic’,i.e.
viruseswhichencryptthemselvesand savedifferent
decryptionroutines(suchasMtE-, TPE-, NED-based
viruses, Phoenix, Tremor, Uruguay and so on) or hide
themselvesinthemiddleof afilewith different entry code
sequences(like Commander Bomber). Someof theseviruses
usepolymorphicenginescapableof producing very complex
code, using many differentinstructiontypes(e.g. Uruguay),
and othersarecomparatively simple(for example, Phoenix).
Thus, different viruseshavedifferent degreesof polymor-
phism; Phantom_1 produces some of the most variable code
| have seento date.

Thepolymorphicenginewithin Phantom_1isapproximately
3K inlength, and highly complex, divided into approxi-
mately 40 subroutines. Thegeneration of thevariable
decryptionroutine (the polymorphic code) issplitintotwo
parts. Thefirst routine generatesthe entry code, and the
second createsthedecryptionloop.

Thedecryptionloop consistsof avariablenumber of
randomly selected instructionssuchas XOR, ADD, SUB,
DEC, NOT, ROR and ROL. Theentry codeloadsthe
registersready for useinthedecryption|oop, but containsa
largenumber of ‘dummy’ instructions. Practically every
8086 instructionispresent inthisjunk code, including
instructionsto accessthe Interrupt tabl e, direct port 10 and
Int21hcalls.

Although Phantom_1’ spolymorphicgeneratorishighly
advanced, itisnot freefromitsfair share of errors. Under
certaincircumstances, thevirusgeneratesavalid decryption
loop, but doesnot storeitsbody encrypted. When such an
unencryptedfileisexecuted, thedecryptionloopencryptsthe
virus, producing garbage code. When control is passed to the
virusbody, the computer will crash. Thisisreminiscent of
the MtE, which also produces codeincapabl e of decrypting
thebody of thevirus.

Animated Trigger

Whenthevirusisactive, it continually checksthe contents of
thekeyboard buffer. If no charactersare entered for about 20
minutes, thetrigger routineisexecuted. Thisconsistsof a
message display program, which hangsthe computer when
itiscompleted.

The screen effectsused by thevirusare on apar withits
polymorphicroutine. It only workson computerswithV GA
graphics, and utilisesseveral of thefeaturesof theVGA
card. Whentheroutineiscalled, it first slowly fadesthe
current screenimage - just likethe start of many computer
games. Next, askull appears, which blinksitseyes, followed
by thetext ' PHANTOM 1’ inlargered letters.

After ashort period of time, the skull fades, and the follow-
ing messageisscrolled acrossthe bottom line of the screen:

Congradul ations!!! Your conmputer is now
infected with a high performnce PHANTOM
virus! Com ng soon: next virii based on the
_COOLEST_ mutation engine all over the world:
t he Advanced Pol ynorphi ¢ Engi ne! Enjoy this
intro! (C 1994 by Dark Prince.

Thelast message of thevirus' video effect begsthequestion
of whether Phantom_1 hasbeen compiled using anew,
linkablepolymorphicmodule. Should vendorsbeready to
encounter new viruseswhich usethe same mutation engine?

Sadly, careful analysisof thevirus showsthat thisisastrong
possibility. Firstly, therearefour different blocksof codein
thevirus: install ation andinfection code, polymorphic
routine, trigger routine, interrupt tracing and hooking
routines. Thelocation of theseblocksand some* program-
ming signs’ seemto indicatethat thefour sourcefileswere
compiledintodifferent object moduleswhichweresubse-
quently linked together toformadropper program.

Secondly, accesstothe polymorphicroutinelookslikea
standard call to TPE, MtE, and NED polymorphic engines:
thereareseveral instructionsto load registerswith param-
etersof encryption, followed by acall tothepolymorphic
generator, which storestheencrypted virusbody inthefile.
Both observationsmakeit likely that thisisanew engine-
theworld’ smost complicated polymorphicengineto date.

Aliases: None known.

Type: Memory-resident, parasitic file infector,
polymorphic.

Infection: COM and EXE files.

Self-recognition in Files:
E9h (JMP instruction) at the start of
COM files. SP register field in EXE
header set to 1000h.

Self-recognition in Memory:

Via ‘Are you here?’ call. Int 21h called
with AX=ABCDh returns FFFFh in the
same register.

Hex Pattern: No search pattern is possible.

Intercepts: Int 21h (infection), Int 1Ch (trigger
routine). Int 01h, 03h, 24h, and 2Ah
during infection process.

Trigger: If no keys entered via keyboard for 20
minutes an animated video sequence
is run, and the computer hangs.

Removal:  Under clean system conditions, identify

and replace infected files.
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VIRUS ANALYSIS 2

Jack the Ripper

Benjamin Sidle

Jackripper isyet another new boot sector virusknownto be
at large both in the UK and in therest of Europe. Itis
intentionally destructive, slowly corruptingthedataonthe
hard disk. Themessage ‘' FUCK EM UP!" encrypted within
thevirusleavesno doubt asto the aims of itsauthor.
Jackripper’ snameistaken from another string withinthe
virusbody [thankfully! Ed.].

Initialisation

Jackripper infectsthe M aster Boot Sector (MBS) of hard
diskswhen the PC isbooted from aninfected floppy. On
booting, thevirusdecrypts part of itsboot sector in memory
(if indeed asimple X OR-ing process can truly be considered

encryption). It then decreasesthe system memory by 2K, and
copiesitself tothisnewly created free space.

Thevirussubsequently jumpsto the high memory copy of
itself. It then storesthe address of theoriginal Int 13h routine
and readsthe second sector of theviruscodeinto memory.
Thisisstored in sector 8, cylinder 0 onahard disk, andin
the penultimate sector of theroot directory of adiskette (both
3.5-and 5.25-inch).

Next, it installsthe address of the new Int 13h handler and
readstheoriginal MBS of ahard disk (whichisstored at
sector 9, cylinder 0), or the boot sector of afloppy (storedin
thelast sector of theroot directory). Thisisloadedinto
memory at thelocation 0000:7C00h (i.e. wherethe boot code
would normally beloaded). Itslast act beforejumping to the
original boot codeisto re-encrypt that part of thevirusboot
sector whichwasdecrypted onbooting.

Infectionand Corruption

Whenthevirusisactivein memory, it uses stealth tech-
niquesto avoid detection. All read and writerequestsare
redirected tothestored copy of theoriginal sector. The
second sector of theviruscode, or the sector wherethe
original Master Boot Sector isstored, will also be hidden
fromview. On aread request, asector full of zeroesis
returned. When awrite request ismade, it isnot acted upon,
and theviruscopiesitsown boot sector to the M aster Boot
Sector. Thiscausesthedrivelight to flash and indicatethe
expectedactivity.

Readsand writesto all other sectorsare aso intercepted. In
the case of awrite, thereisal in 1024 chance (based on the
low byte of the clock count from Int 1A h) that two words
from the sector will be swapped beforethewriteiscom-
pleted. Thiscorruption doesnot actually take placeif the
sector concernedisonewhereeither thevirus’ own boot

code, or theoriginal boot code, isstored. A lower word of
the clock count isread, and avalue stored at aparticul ar
memory location withinthevirusissubtracted fromthis-
theoriginal wordisthen stored at thismemory location. The
new valueisused in deciding whether to try to infect the
drivebeingaccessed.

If theinfection processfailstowriteto afloppy disk (pre-
sumably duetowrite-protection), thecarry flagiscleared,
andnoerror conditionisdisplayed.

Conclusions

Theviruscodeissomewhat erratic, and the fact that apart of
thevirusboot sector isencrypted isno barrier toitsdisas-
sembly. Thetrue purpose of theencryption seemstobeto
hidethetwo text stringswithinthevirusboot sector.

When afloppy disk isinfected, the messages at the end of
the boot sector are preserved within the new virusboot code;
thus, acasual glance at the boot sector will show nothing
amiss. By the same process, the partition tableisincludedin
thenew MBS on hard disks.

Asthevirusonly corruptsonwriting, thefilesmost likely to
beaffected aredatafiles. Therefore, by thetimeaninfection
isdiscovered, it ispossiblethat datastored on disk has been
dlightly corrupted.

Jackripper

Aliases: None known.

Type: Memory-resident, Master Boot Sector
infector.

Infection: Boot sector of bootable media.

Self-recognition on Disk:
40 bytes of new Int 13h routine.
Self-recognition in Memory:

Compares contents of disk with image
in memory.

Hex Pattern:

8BFE OE1F OEO7 AC34 AAAA 5781
E7FF 0081 FFDF O005F 75F0 33CO0

Intercepts: Int 13h Read and Write requests.

Trigger: Gradual clock-triggered data corrup-
tion.
Removal: Easily removable under clean condi-

tions. Data recovery difficult.
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VIRUS ANALYSIS 3

Misis: Interrupt Interruption

Jim Bates

Thismonth’ snominationfor * Singleminded Simpleton
1994’ isthe creator of aboot sector virusreported from a
university inthe UK Midlands. TheMisisvirusisonly 279
byteslong (excluding what seemsto beaforeignlanguage
message), but thedesignissoincredibly carelessthat during
analysis| had to check and recheck my resultsin order to be
absolutely sure of what | was seeing!

What makes Misisslightly unusual isthat it is capable of
remaining memory-resident onaninfected PCwithout
changing theavailablememory. Thefeat isachieved by the
simple(butincredibly unreliable) trick of storingthevirus
codeintheinterrupt table of themachine.

Installation

TheMisisvirusinfectsthe M aster Boot Sector of fixed disks
and the boot sector of floppy disks. Whenamachineis
booted from aninfected disk thevirusbecomesactive, and
thefollowing sequenceof eventsoccurs:

Afterinitialisation of variousregister values, arequestis
issued to read the M aster Boot Sector (Track 0, Head 0,
Sector 1) of thefirst fixed disk on the system. If the contents
stored at offset zero of the boot sector isC933h, thisdisk is
assumed tobealready infected.

If the disk appearsto be uninfected, the original contents of
the Master Boot Sector arewrittento Track 0, Head O, Sector
6 and thevirus codeiswritten to the Master Boot Sector in
itsplace. If thefixed disk isalready infected, theinfection
routineisskipped, and processing jumpstotheinstallation
codedescribed bel ow.

Thevirusthenrelocatesitscodein memory andinstallsits
ownroutinetointercept callstothe systemdisk services
(Int 13h). Finally, asoft reboot call isissued.

Itistherel ocation position which caused such concern
during detailed analysisof thevirus, becauseit displayssuch
acavalier disregard for proper programming practice. The
completeviruscodeisloaded into thememory normally
used for storing the upper half of the system interrupt table.
Any subsequent insertion of vectorsfor interrupts94hto B2h
will destroy theintegrity of theviruscodeand cause unpre-
dictablesystemmalfunction.

It seemsthat the code was|ocated in thisway to avoid
decreasingthememory availableto DOS. Memory stolenin
thisway iseasily detected, and several anti-virusprograms
useit asanindication of the presence of boot sector virus
code. Whilsttheinterrupt vectorsoverwrittenareinfre-

quently used, they do form part of thevital architectureinall
machines, and interferencewith them makesasystem crash
almostinevitable.

Operation

Aswithmost boot sector viruses, thewhol e operation of
Misiscentresarounditsint 13hinterceptionroutine. This
interceptsall requestsfor disk accessand checksto seeif the
request isfor read accessto the boot sector of the floppy
drives, or the MBS of thefirst fixed disk drive (thevirus
ignoresthepossibility of additional fixed drives). If thecall
doesnot fulfil these conditions, processing passestothe
original Int 13hhandler.

Onceinterceptionisproperly under way, theviruscompletes
therequest call and loadsthe Master Boot Sector into the
caller’ shuffer. Theaddressof thisbuffer isstored by the
virusfor later reference. Processing then branches, depend-
ing uponwhether theintercepted request wasfor accessto
thefixed disk or one of thefloppy drives.

If it wasfor thefixed disk, aroutineis called which decides
whether toinvokethevirustrigger routine (seebelow). After
thishascompleted (with or without thetrigger display), the
original Master Boot Sector iscollected from Track 0, Head
0, Sector 6, and returned to the calling routine without error.

“ The completeviruscodeis
|loaded into the memory normally

used for storing the upper half of
the systeminterrupt table”

If the original request wasfor accessto afloppy drive,
processing attemptsto verify theexistenceof Track 0, Head
0, Sector 12. Thiseffectively distingui shesbetweenhigh
density and low density floppy disks. Thevirususesthis
information to set atarget addressof Track 0, Head 1, Sector
3for low density or Track 0, Head 1, Sector 12 for high
density disks. Thistarget addressisused to store the original
boot sector after the virus has ensured that the floppy isnot
aready infected. Infection of thedisk isthusaccomplished
by simply copying theinfected MBS of thefixed disk to
Track 0, Head 0, Sector 1 of thefloppy disk.

Oncethisprocesshas been completed, processing passesto
thetrigger checkingroutine.

Trigger Operation

Theactual trigger routineis preceded by acheck of the
systemtimer. Thisisdonein such away that thetrigger has
achanceof operating approximately oneinevery 16times
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any disk’ sboot sector isaccessed. Thetrigger process
displaysamessage at the top of the screen, but sincethe
message text appearsto use aforeign character set, | am
unableto quote exactly what itscontentsare. Thereisno
attempt at encryption of the message (or any of thevirus
code), and two areas of the code contain thetext messages
‘Soft 236-25-35" and‘NIKAY’

Oncethe message hasbeen displayed, processing waitsfor a
key pressbeforereturning control tothecalling routine. On
machines equipped with acolour monitor, the messagewill
appear asflashing yellow on ared background. Thelength
and start of the messagetext israndomised so that not all of
the message will be seen at any onetime.

It should be mentioned that whilethevirus conductsa
simplecheck of video screen mode, thisisonly to determine
theaddressof current video memory. Thus, if thecontrolling
program isoperating in graphics mode, the message will
appear asslight corruption onthetop few lines of the screen.

Conclusions

Although the Misisvirusisin no way outstanding, the mere
fact of itsexistence makesit yet another straw on the back of
anti-virussoftwaredevel opers. Thereisnoencryptionor
stealth capability sorecognitionissimple. Similarly,
disinfectioniseasy, althoughtheusual caveatsconcerning
theremoval of boot sector virusesshould be observed.

Aliases: NIKA.
Type: Memory-resident, Master Boot Sector.
Infection: First fixed disk drive and all write-

enabled floppy disks.
Self-recognition in Memory:

Checks for presence of virus code at
memory location 0000:0253h.

Self-recognition on Disks:

Contents of offset zero of the Master
Boot Sector is C933h.

Hex Pattern:

C0BO 538B F8BE 537C B175 F3A4
BE4C 00A5 A5A3 4C00 8C06 4E00

Intercepts: Int 13h - redirects requests for Master
Boot Sector.

Trigger: Displays apparent garbage on UK
machines. This may represent a
message when using different charac-
ter sets.

Removal: Disinfection possible under clean

system conditions.

TUTORIAL

Link Viruses

Inthe autumn of 1991 anew viruswasdiscovered, which
used anew techniquetoinfect target files. Thevirus, named
DIR-11, spreadsextremely quickly, infecting al| executable
filesat once. However, several yearslater, thereisstill a
great deal of confusion amongst usersabout precisely how
the DIR-I1 virusinfectsfileson adisk.

Disk Structur e

The datastored on disksiskept in unitsknown as clusters
which are stored on the disk in agroup of Sectors. DOS
giveseach cluster anumber (an address) by whichiit
distinguishesthe different partsof thedisk. Thecluster
number istranslated into acall to read a particul ar area of
thedisk by the BIOS.

Theinformation stored on afixed disk isstoredinfour
primary blocks: the Boot Sector, theRoot Directory, theFile
AreaandtheFileAllocation Tables(FAT). Each of these
structuresservesadifferent purpose.

TheBoot Sector of thedisk containsexecutable codewhich
loadsthe operating system. The Root Directory, whichis
created when adisk isformatted, containsaseries of 32-byte

Direct i Disk dataarea
Irectory entries custers
COMVAND. COM -
XCOPY. EXE
MEM EXE
Pointerstofi
cluster of each
file
—
Onanuninfected hard disk, eachdirectory entry pointstothefirst
cluster of theappropriatefile.
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directory entries, each of which containsthenameof afile, a
subdirectory or adisk volumelabel. TheFile Areamakesup
thelast and largest part of adisk, and containsthe datafiles
and subdirectorieswhich make up the datastored on the
disk. Each file name containsthe cluster number at which
thefilestarts.

Under ideal conditions, afile storedinthisareaismade up
of onecontiguousblock. However, becausefilesarecontinu-
ally erased and created on the disk, the space available does
not alwaysconsist of contiguoussectors. The* breaking up’
of afileisknown asfilefragmentation. Thisslowsdownthe
speed at which information can beretrieved from adisk, as
thehard drive hasto accessinformation from numerous
different locations, and it takes afinitetimefor the headsto
move around the disk. Such disk fragmentationisrepaired
by such programs as Norton Speed Disk or the DOS6.0
DEFRAG utility.

The sequence of clustersused to makeup afileisrecordedin
the FAT intheformof a‘linked list’. A linked listisonein
which each entry inthelist containstheinformation needed
tolocatethe next entry. When afileisaccessed by DOS, it
usesthisinformationtoidentify and load the sectorswhich
make up thefile. Anyonefamiliar with the DOS program
CHKDSK will have comeacrossthe expression of alost
‘chain’. Thisissimply an areaof the FAT whichismarked
asallocated, but whichisnot pointed to by any of the
directory entries.

Daisy Chains

Itispossibleto take advantage of theway DOSlocatesfiles
toinfect themwithout changing any of the actual code
withinthefile. If the starting cluster of afileisreset to point
toviruscoderather than to thefileitself, the viruswill be
loaded instead of thefile. Inthecase of DIR-II, thevirus
codesubsequently loadstheoriginal uninfectedfileinto
memory. Thistechniqueiseasily expandedtoevery fileon
thedisk: thevirussetsthe starting cluster of each executable
to point to acluster which containsthevirus code. When the
virusisexecuted, it correctly loadsthefile using datastored
withinthevirus.

Thistechniqueisvery effectivefor threemainreasons.
Firstly, itisonly necessary for viruscodeto bestored in one
location on thedisk, massively reducing theamount of disk
space used wheninfecting asingledisk. Secondly, virus
propagationisvery quick, asthe entire disk can beinfected
in one pass, guaranteeing that thevirusismemory-resident
for the maximum possibletime. Thirdly, itispossibleto
makefiledisinfectionanextremely difficultandtime-
consumingtask.

Inthe caseof the DIR-I1 virus, recovering theinformation
stored onthediskistrivial. Thevirusonly changesthe
directory entriesin the case of executablefiles, sodatais
unaffected. However, if themachineisbooted fromaclean
systemdisk, thedirectory entry for every executablefileon
the machine pointsto the same 1024 bytes of viruscode.

Disk dataarea

Directory entries
Y clusters

COVMAND. COM

XCOPY. EXE

MEM EXE

Pointerstofirstcluster
ofthevirus

—

Onaninfected disk, thevirusaltersall thedirectory entriessothat
they all point tothecluster which containstheviruscode. Oncethe
virushasreceived control, itloadsintheappropriatecode.

This' crosslinking’ (whereseveral directory entriespointto
the same piece of disk space) of executablefilesled many
peopleto believethat DIR-I1 caused avast amount of
damageto hard drives. Infact, thetruth isquitethe opposite,
asDIR-II canactually beremoved completely froman
infected disk drivewithout using any anti-softwareat all!

With thevirusmemory-resident, renameall COM and EXE
filesonthehard driveto anon-executable extension. The
virusdoesnot crosslink these renamedfiles, asit no longer
considersthem to beexecutable. Onceevery executableon
the affected machine has been renamed, the machine can be
turned off and clean booted. Every directory entry onthedisk
now pointsto itscorresponding code- all pointerstothe
viruscodehavebeen eradicated.

Conclusions

When DIR-11 wasfirst discovered, it was seen to beamajor
threat. However, inthelast two years, only ahandful of new
viruseswhich usethis‘linking’ technique havebeen
discovered. Thereasonsfor itsscarcity seemto bethat the
infection processisrather more subtlethan thebruteforce
approach of parasiticfileinfection. Additionally, the
programming techniquesused arealittlemore complicated,
and rely on an understanding of the disk and itsstructure.
Link virusesmay seem to beapowerful new technique, but
infact they present no more of athreat than any other new
virus, they merely operatein adifferent manner.
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FEATURE

VB Survey: The Results

Readerswill remember that aquestionnaire on computer
viruses, anti-virussoftware, and virusprevention policy was
included in the January edition of VirusBulletin, in order
that themagazinemight identify moreclearly therequire-
mentsof itsreadership.

Replieswerereceived fromall over theglobe, from organisa-
tionsranging from asite with 3 PCsand no network, to a
multinational corporatewith 35,000 PCsand even more
minicomputersand mainframes. Every reply wasused when
compiling thefollowing statistics, andVirusBulletinwoul d
liketo thank all those who took thetimeto completeand
returnthesurvey.

Readers Sites

Therepliesreceived by VirusBulletinweregrouped into
threesets, classified by size. Thesmaller sites(whichwere
classed asthose with fewer than 100 PCs) were represented
by 20% of thereplies; medium-sized sites (100 - 999 PCs)
by 37% of the completed questionnaires, and thelarger sites
(with over 1000 PCs), by 43%.

| BM-compatible PCsareby far the most widespread choice,
with the Apple Macintosh lagging behind in second place -
thiswasfairly constant, and did not vary with company size.
Many sitesuse minicomputers, and (particularly thelarger
companies) mainframes.

Thegreat majority of siteswerenetworked: unsurprisingly,
only some of the smallest (about 14%) were not. Of those
siteswhich were networked, the most popular system was
NetWare 3.x: thiswas used by 43% of smaller sites, 64% of
medium-sized sites, and 75% of thelarger sites. The most
popular alternativesto NetWare 3.x were NetWare 4.0 (used
predominantly by thelargesites), LanManager, LanServer,
PathWorks, and LanTastic.

Anti-VirusPolicies

Every organisationwhich completed the questionnairetook
someanti-virusprecautions. Only 86% of all companieswho
replied claimed to haveapolicy of scanningincoming disks;
one hopesthat thisfigureisaresult of an omission fromthe
form, rather thanfromthepolicy.

Apart from scanningincoming disks, many respondents
implement other anti-viral policies, including scanning
workstations, TSR virusprotection, server-based scanning,
disk authorisation, and checksumming. These, althoughthe
most popular methods, werenot the only ones: some
companiesuse access control, scan outgoing disks, and have
server aswell asworkstation scans.

Scanners

Thereisaglut of scannerson the market, and thiswaswell-
reflected inthe choicesmade by thosewho participatedin
thesurvey, with over twenty different productsinuse. Inthe
smaller companies, themost highly-regarded anti-virus
scanner wasDr Solomon’ s Anti-Virus Toolkit, with F-Prot
and McAfee SCAN lying not far behind.

Thelarger companiesclaimed to useasimilar selection of
products, with many opting for morethan onescanner. This
provided someinteresting comparativeratingsof products:
usersunsurprisingly found the most popul ar productsto be
thebest, withMSAV being almost universally criticised.

F-Prot, Dr Solomon’ s AVTK and Sophos Sweep were
consistently rated highest withinthisgroup, with most users
considering themto beexcellent. Usersof McAfee' sSCAN
found it to be adequate on thewhol e, whileNorton Anti-
Viruswasgenerally considered rather mediocre, with some
usersfindingit lessthan sufficient. Most of thelarger
companiesuse morethan one anti-viruspackage, with many
using acombination of uptofour or five.

It wasreassuring to note that approximately 50% of VB
readersdo update monthly, withthe majority of theremain-
der going for quarterly updates. Astonishingly, therewasone
sitewhich claimed it did not update any one of itsfour anti-
virus packagesat all, and one sitewhich did not even havea
virusscanner!

Checksummingand Disk Authorisation

Thenumber of compani eswhich usechecksummerswas
fairly constant, withoneinevery threeopting for this
additional prophylactic. Therangeof checksumming

Form ‘ ‘

Stoned

Cascade

Sp. Tel.

Michelan-
gelo

Other ‘

Thetableaboverepresentsinterceptions(whitebars) andinfections
(grey bars) experienced by respondents. Itisclear fromthediagram
that Formisthemost widespreadvirustoday.
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RESULTS SUMMARY

Site Size of Respondents:

0-99PCs 33%
100 - 999 PCs 37%
1000+ PCs 43%

Use of Scanners:

McAfee SCAN 36%
F-Prot 23%
Sophos Sweep 23%

Average Cost of Virus Infection: US$150

Types of Measures Taken:

Scanning disks 86%
Scanning workstations 68%
TSR on workstations 50%
Server-based scans 47%
Disk authorisation 15%
Checksumming 30%

Of the larger companies, not one escaped
the year unscathed: all have experienced
actual infection. Ten percent of medium-
sized, and 29% of small companies experi-
enced no infections within the past 12
months, and 7% of medium-sized and 57%
of small companies had no interceptions.

productswas quitelarge, with the most popul ar
being ViVerify, from Dr Solomon’sAVTK, and
Sophos’ Vaccine. It wasinteresting to note that
some of thelarger companieshad devel oped their
own proprietary checksumming programs.

Theuse of disk authorisation softwarewasmuch
lesswidespread: 20% of all small and medium
sized corporatesclaimed to use someform of
software; thisdroppedto only 6% for thelarge
companies. Itispossiblethat the maintenance
overhead of thistechniqueisoff-puttingtosites
whicharevery large.

Itisdifficult to say with any real certainty just how
effectivedisk authorisationisasaviruspreventa-
tive, duetotherelatively small statistical sample.
However, itisclear that it doesnot stopinfections.
Indeed, inevery group, every company which had
implemented disk authorisation had had avirus
infectionwithinthe past twelvemonths. The
probability of infection seemed unchanged, al-

though the survey did not takeinto account thetype

of environment inwhich companiesoperated.

Viruslnter ceptionsand I nfections

Unsurprisingly, aimost every respondent hadintercepted avirus
coming into asystem inthe past twelve months, evenif they had not
experienced anactual infection. Thelarger sitesexperienced propor-
tionately the most infections: at | east some of the small and medium-
sized siteswere ableto report that they had had neither virusintercep-
tions nor outbreaks, but thiswas not the case at large sites. None
escaped compl etely unscathed, and 64% of all companieshad
experienced avirusinfectioninthelast six months.

Thoseviruseswhichinfected most frequently wereForm, New
Zealand, and Spanish Telecom. A table of the most common viruses
isshown opposite. It isinteresting to note that thereisapatternin the
virusprevalence: threevirusesareextremely common, withalarge
number of different virusesbeing seen only by oneor two sites.

Aswasto be expected, thevariety of viruseswhichwereintercepted
beforeinfectionwasusually greater thanthosewhich actually
infected, though the overall pattern wasthe same.

Several companiesindicated that they felt either that viruseswere not
aproblem for them, or that too much attention was being paid to
viruses. Of these companies, only onewasexperiencing, inreal
terms, very few virusattacks.

Thequestion of viruscostswasal so raised: readerswere asked how
much each post-infection clean-up cost acompany per PC. Answers
ranged dramatically, ranging from‘ negligible’ toUS$1,500. The
median seemed to be from US$50 to US$250 per PC, per incident.
Onecompany also commented that they had had eleven falsealarms,
and that they were ' just asexpensive asthereal thing'.

TheComputer MisuseAct

Unfortunately, of the UK -based respondents, very few - approxi-
mately 25% - reported computer virusesto theComputer Crime Unit
at New Scotland Yard. Thiswas despite the fact that several of those
who commented on thelaw thought that it should be strengthened.
ThePoliceallocatesresourcescommensuratewiththenumber of
complaintsthey receive. If virusincidentsgo unreported, theCCU
will finditincreasingly difficult tojustify itsexistence, whenthetruth
isthat it isbadly needed. All reportsto the CCU aretreated in the
strictest confidence, and further investigationinto an outbreak will
only beundertaken with the consent of the company concerned.
Readersarestrongly urged totakethetimeto reportincidents.

Conclusions

Although theresults of thissurvey held few surprises, itisclear that
thevirusproblemisvery real. Every largesitewhichreplied tothe
survey had experienced at | east onevirusinfection andinterceptionin
thelasttwelvemonths. Additionally, over forty different viruseswere
reported as‘inthewild’, including oneincidence of Brain, thefirst
IBM computer virus.

Thestati sticspresented here show beyond any doubt that computer
virusesarean everyday business problem. M ost companieshave
experienced an attack in thelast six months, and thereisno reason to
assumethat thesituationwill improve. However, countermeasures
seem to beworking; continued vigilance must bethe order of theday.
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PRODUCT PREVIEW

Virus-Anti-Virus
Dr Keith Jackson

VBusually providesin-depthreviewsof anti-virusproducts.
However, Virus-Anti-Virusisvery unusual, and it was
decided that abrief preview of thisproduct’ scapabilities
could beworthwhile.

Virus-Anti-Virus(V-A-V) appearsto usestate-of -the-art
virustechnology to defeat viruses, abold approachif ever
therewasone. Themarketing blurb claimsthat ‘ techniques
used in constructing virusesare now being put to good use
in detecting them’. It also claimsthat V-A-Viscertified to
USOrangeBooklevel D.

Installation and Over view

The product doesseem to providearadically new method of
protecting PCs. V-A-V attachesitself temporarily to execut-
ablefiles, and relocatesitself from oneto another inturn.
Whatever the PC user isdoing, V-A-Vwormsitsway
through the disk inthebackground, any virusesfound are
eradicated, and warning messagesaredisplayed.

Thisanti-virusvirusisnot constrained to asingle PC; itis
capable of moving from one system to another using
modemsandtelephonelinesto find alikely target computer.
It cantakefull advantage of wide areanetwork connections
usingitsexploratory Heuristic Internet Communications
ConnectionUsageProtocol algorithm (HICCUP).

GettingAround

| started testing V-A-V by timing how long it took to move
around my hard disk (534 executablefiles spread across 18.6
Mbytes), sothat it had been attached to every executablefile
at least once, and had verified that they werevirusfree. This
background ‘ hop & inspect’ method of operationwas
completedin 4 minutes 55 seconds.

For comparison purposes, Dr Solomon’ sAnti-VirusTool kit
scanned the same hard disk in 55 seconds, and Sweep from
Sophostook 1 minute 12 secondsfor aquick scan, and 2
minutes 54 secondsfor acomplete scan. Given that whilea
conventional scanner operatesit preventsother programs
fromexecuting, V-A-V' stimingsseemreasonable.

Licensing of V-A-Vwill comeinvariousflavours, whichare
restricted intheir sphere of influenceaccordingto cost. VB
wasprovided withthelocal versionwhichwill spread only
through thelocal telephone exchange, but itispossibleto
extenditsscopeto cover wider areasat increased cost.
Comprehensiveconfiguration optionsareavail ablefor
HICCUP, including theability to preventit accessing UK
premium-rate 0898 or, inthe USA, 900 numbers. AsV-A-V

Uolume in drive C has no label
Uolume Serial Number is 373F-13FB
Directory of C:\DOS

<DIR> 01/04/94 2:06
.- <DIR> 81/84/94 2:86
ASSIGN EXE 212186 081/64/94 4:12

PRESS BAT 954 01/64/94 8:32

ROTATE CHD 48685 01704794 6:20

INSERT

LOAD EXE Virus ’frodo. frodo.blancmange’ detected
FOOL CHD in C:\COMMAND.COM

OUNER CHD 1| Supervisor informed
OBJECT coM
LIRPA con
COMMAND COM

PRESS ANY KEY TO CONTINUE

cv con 716 91/084/94 5:00
DISKCOMP COM 10636 01/04/94 5:00
DISKCOPY CoM 11793 61/84/94 5:00
DOSKEY coM 6886 01/64/94 5:00
DOSSHELL COM 4820 01/04/94 5:00
EDIT CoM 413 91/84/94 5:00
FORMAT CoM 33893 81/64/94 5:00
FDISK EXE 586808 01/64/94 5:00

Virus-Anti-Virusseems very effectiveat detecting viruses, although
itdoesrequirethetemporary alteration of executablecode.

copiesitself from onefiletoanother, itleavesanindication
of whereitisgoing next. V-A-V upgrades are rel eased bi-
monthly, and aredesigned to usethis so-called ‘ Hansel und
Gretel’ system. They follow theoriginal releasearoundthe
Internet, catch up withit, and updateitsvirus database.

Documentation

Theuser manual issuppliedinmachine-readableform,
usingitsown Stochastic Non-Expanding ExecutableZip-
Extractor sel f-extractingarchivetechnology (SNEEZE)
coupledwithaspecial PredictiveOperational Objective
Program module (POOP), whichinturn usestheHICCUP
moduleto anticipateV-A-V'smovementsand ensuresthat a
copy of thedocumentation alwaysarrivesin advanceof the
software. Asfar as| could test them, both SNEEZE and
POOP worked fine. My main gripeisthat thereisno sign of
adecentindex - surely an essential itemin any self-respect-
ing software packagethesedays.

ReviewingPr oblems

Reviewing thisproductindetail iscertainto provechalleng-
ing. Evenwiththelocal exchange-only versionwhich sent
itself to VB for review, | eventually had to spend several days
driving around with apair of binocularsand an Ethernet
analyser tryingtotrack it down.

[Reports have been received of Virus-Anti-Virus spreading
wildly on PCsattached to the Internet. VB hasrecom-
mended that the devel opers of the softwarewrite a similar
programwhich will chase unlicensed copies of V-A-V
around the Internet and try to eradicate them before they
automatically report unwitting usersto the Federation
Against Software Theft. Ed]

Product Details
Product: Virus-Anti-Virus

Developer: Euvbinad Ltd., 1-4 TelephonePlace, Southend-on-Sea
SSIN 2ES, UK, Tel. +44 (0)702 8082, Fax +44 (0)702 8082

Price: TBA.
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PRODUCT REVIEW 1

Intel LANDesk Virus Protect

Jonathan Burchill

Intel LANDesk VirusProtectisdesigned to protect all
componentsof aNovell network, ranging from multiplefile
serversto nomadiclaptopswhich only comeinto occasional
contactwith officemachines. Intel’ sadvertisingliterature
statesthat the product ‘ isthe most compl ete enterprise-wide
protectionavailable’. A tall claim, given thereputation of
some competitors. How well doestheproduct liveuptoit?

Partsand Requir ements

Likemost other Novell anti-virus packages, the software
comesintwo parts: onegroup of filesfor the server, and one
for theworkstation. The server software must berun under
Novell NetWare 3.11 (although VirusProtect 2.1, whichis
duefor releasein April, hasadditional support for

NetWare 4.0), and requiresat |east 200K of freeRAM. The
product is capabl e of detecting both|BM PC and Apple
Macintoshviruses, and workstation softwareisprovidedfor
boththeseplatforms.

Asl do not have accessto aMacintosh, the remainder of this
review will concentrateonthefile-server and DOS-based
partsof the package. Theonly specificationfor theDOS
workstationisthat its operating system must be DOS 3.3 or
higherinorder torun. Administration and configuration of
theNLM iscarried out from aworkstation (anything froma
386 upwards) with at least 2 M bytes of extended memory
and 512K of freeconventional memory. Themanual states
that the administration station must be using at least DOS
5.0, and | cantestify that the 512K isapre-requisite.

Product documentationissadly deficient, limitedtoexplain-
ing optionswithinthe software. No general informationon
virusesor good anti-viruspolicy isincluded. Thereisalso no
virusencyclopedia, eitherinprinted or electronicform.

Variablelnterface

Versionsof the software areincluded for both DOSand
Windows. Not all programshave exact counterparts, and
functionality betweenthetwoversionsdiffersslightly.
Programsfor the DOSenvironment rangefrom having no
GUI atall, to (at least) two different styles of windowing
interface. Theadministration program hasamousable,
graphical user interface of thetypewhich makesonedouble-
check that one hasnot accidentally started Windows, whilst
the configuration program for the execution monitor hasan
entirely different appearance.

Thisvariety of interfacesneither helpsgivethe packagea
cohesivelook andfeel, norinspiresoverall confidenceinthe
product. Thisisashame, aselsewhere there are some nice

touches. | personally prefer agood DOSinterfacetoa
Windows-based solutioninanti-virusproducts: they are
utility products, not applications.

Installation

The product was supplied onfour 3.5-inch floppy disks, each
appropriately labelled asdisk n of four. | mentionthis
becauseif oneoptsfortheDOSonly installation, itis
necessary to start with disk three of four (which, admittedly,
wascalled DOS|Install). The user isthen asked for disk two,
which contai ned the server code. Neither the quick setup
guide nor the manual informed me of thisfact.

Onenicefeatureof theinstallation programisthat it creates
afilenamed TODO.TXT. Theconcept behind thisfileisthat
of anaide memoaire: if optionssuch asnot allowing the
install programto modify the server startup filewere chosen,
thenreferral back to thisfilewould serve asareminder of
thetaskswhich still needed completing. Thisisan excellent
idea. | hateto remember how often | have had to re-install a
piece of softwarejust to note down theterse message given
after choosing ‘ Donot Modify’ . Onemajor drawback of
TODO.TXT isthefact thatitisgeneric, and doesnot reflect
the particular install optionsand directorieschosen.

When runninginamultipleserver environment, the software
allowstheserver to be grouped into domains. The same
configuration and settingsareautomatically shared amongst
serversin the samedomain, hel ping with control and set-up
of largenetworks. Theadministration program hasoptions
for cutting and pasting sel ected optionsbetween domains.

Component Parts

Server protection consistsof atraditional virusscanner, and
arules-based execution monitor which checksfileread and
writeregquestsand looksfor suspiciousactivity which might

VirusProtect providesgood management facilities, butissadly let
downby mediocrevirusdetectionrates.
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betheresult of viruscode. Thedocumentation givesno
information whatsoever onwhat might beregarded as
suspiciousactivity. Itisnot possibleto configurethe server-
based execution monitor (beyond whoreceiveswhichalert
messages) or to enable or disableit actively. | canonly say
that when | wastryingit, | had no false alarms.

Without at least someinformation asto what it regards as
suspiciousactivity, itisalmost impossibleto assesshow
much reliance can be placed on thisfeature. Also, | could not
seeany provisionfor allowing anexceptionlistif therule
monitor isfalsely triggered by, for example, an executable
which storesthe current configuration back toitself. Under
such circumstances, thislack of flexibility would become
rather anuisance.

“ the programwill automatically
download the |atest software

updates and signaturefiles, and
updateitself”

Server-based scanning can beconfiguredto providerealtime
scanning (of incoming or outgoingfiles, or both),

preschedul ed scanson almost any i maginablefrequency (e.g.
every Monday, or thefirst of every month), and manual
scans. Optionsare provided tolimit the scan by filetypeand
extension, aswell asby server volumesand directories.
Thereis, however, oneshortcoming: only onetypeof pre-
scheduled scan can bedefined. Thisprevents, for example,
choosing aquick scan of only users' directorieson some
days, withamore extensive server scan on others. Once pre-
scheduled or manual scanshave been completed, itisthen
possibleto specify NLMsto beloaded according tothe
outcomeof thescan.

Variousactionsmay betakenif avirusisfound. These
includerenamingitsextensionto‘vir’, changingitsexecute
privilege, deletingit, or moving it to apredefined directory.
Notification of virusdetectionislimitedtoan optional
custom message, sent to the offending user and/orto a
specified group of users. These messagesare normally sent
as NetWar e broadcasts, but may also be sent asMHS mail if
sorequired. M essagesareallowed to contain someruntime
information - %V, for example, becomesthe name of the
virus, and %F, thefile name: ‘Found %V in File %F could
bedisplayed as‘ Found FRODO in 4K.COM.’

Theadministration programincludesarealtimemonitor of
theLanProtect NLM activity. Thisshows CPU loading and
scanning activity, and themaost recent virusdetections.

M essagesfrom workstation and server softwarearesenttoa
centralised |l ogfile. Theadministration softwareprovidesa
viewer for thisfilewhichincludesadegreeof filtering.
Unfortunately, itisnot really comprehensiveenough, and, as
Intel declinesto document the dataformat of thelogfile, it
would bedifficult to useathird part fileviewer.

Workstation Pr otection

DOSand Windowsworkstation protectionisprovided by a
combination of several ingredients, consisting chiefly of a
virus scanner and two Terminate and Stay Resident pro-
grams. Theon-demand virus scanner is capable of scanning
bothlocal and (optionally) network drives, and can be used
from DOS or from Windows.

TheTSRsconsist of an on-accessscanner for files, together
with an execution monitor. Both aresimilar to their server-
based cousins. Theworkstation and server software uses
exactly the samevirussignatureand execution rulesdata-
base. Using the same database hel ps ensure that updates will
beeffectiveacrossthewholenetwork at once.

Itisnot necessary to copy the softwareto each workstation;
the TSRscan actually beloaded from thefile server during
theworkstation login. Intel providesaspecial LOGIN.COM
supplement to helpwith this, whichmovesLOGIN.EXEto
thetop of memory, thereforeallowing theruntime-loaded
TSRsto beloaded at the bottom of memory. Thisprevents
memory from being fragmented and | ost.

Theworkstation scanner isactually more capablethanthe
server scanner, asit can look insidefiles compressed using
PKLITEandLZEXE. Additionally, unliketheserver
software, theworkstation softwarewill attempt to cleanan
infected fileand to replace damaged boot sectors. The
workstation execution monitor can also alter the degree of
strictureit appliesto programactivity.

It should al so be noted that the DOS scanner is dated six
monthslater thanthe NLM: 7 December 1993, as opposed
t0 29 June 1993 for PSCAN311, the scanner for NetWare.

M obileand HomeUsers' Pr otection

Utilitiesareincludedto copy theworkstation protection
softwarefromthefileserver totheworkstation. Thisfeature
enablesusersto havethe protection softwareloaded when
they arenot logged in, and to make an install ation floppy
which may be used to protect mobile or home computers.
Thelicenseagreement specifically allowsfor this: itisavery
important factor in any virus protection schemetoincludeall
machineswhich may at some point be connected tothe
network or which might generatefileswhichwill be
transferredthere.

Whenatransitory machinefinally reconnectstothenetwork,
the VPDOCK program checksthat thelocal and server
signature and rulesdatabases arein synchronisation, and
uploadstheresults of any virusscansor detectionsto the
centralised database. Thisisaparticularly useful and well-
thought-out feature.

DownloadingNew V irusPatter ns

Included inthe packageisthe VPDOWN program, which
providesautomatic updatesto the softwareviathe nearest
Intel BBS. Itisnecessary only to supply thisprogram with
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therelevant telephone number, and the port to which almost
any Hayes-compatiblemodemisconnected: theprogram
will automatically downl oad thel atest software updatesand
signaturefiles, and updateitself.

Thisfeatureworked absolutely flawlessly, andisagreat way
of helping to ensurethat signaturefilesare kept up to date.
TheVPDOWN program can be made part of theadministra-
tor login, and will limit downloadsto onceamonth. The
transfer wastotally automatic and updated both the database
filesandtheLPROTECT.NLM. Theserver software
automatically picked up the newer databasesand informed
me of the version number, despitethefact that theold
database was still present on the disk.

Thisisavery good feature, and onewhich could simplify the
job of an overstretched network manager. Onecriticismis
that it failed to warn methat the NLM itself had been
updated, and that | needed to unload the current onein order
topick up thelatest version. Thisseemsto be arather
carelessomission.

VirusDetection Results

Oneof thegreatest surprises| had when testing the product
wasthelargedifferencesin performancebetweenthe
workstation product andtheNLM. Overall, the DOS product
fared better in the detection tests, scoring 87.2% in theInthe
Wild test-set, 96.9% in the Standard test-set, and 80% in the
Polymorphictest-set. TheNLM achieved 78.9%, 94.3% and
1.7%respectively inthesametests. Thepolymorphictest
resultsare abysmal, especially giventhe DOSresultsonthe
samefiles. Why thedifference? Thelacklustre performance
of the server-based scanner isinexcusable. No matter how
feature-packed an anti-virusNLM may be, the most impor-
tant attributeisitsability to detect viruses; Virus Protect
failsthismost crucial test.

Conclusions

Thisproduct really does pose somedifficult questions. It has
some clever toucheswhich | had not seen before: these
includetheTODO.TXT filegenerated atinstall time, the
provisionfor protectionfor laptop and homeusers, the
inclusion of atest virus (whichisactually not avirusat all,
but will trigger the pattern scanner and the execution
monitor), theautomatic and free downl oading of new
signature patterns, and thelow overhead of the scanner on
thefileserver [Full timingswill be publishedin a subse-
quent comparativereview. Ed].

Against thismust be balanced theinsufficient technical
documentation, theinconsistent user interfacesand, worst of
all, the poor detectionresults. Thislastisavery serious
consideration, astheproduct includesnofilechecksumming
ability. If oneweretorely solely onLANDesk, it would have
to detect 100% of the Inthe Wild test-set, and preferably the
Standard test-set aswell. In aserver-based environment,
infectionscan propagate quickly: thebottom lineisthat
VirusProtect’ sdetection rateisnot good enough.

LANDesk Virus Protect

Detection Results:

NLM Scanner

Standard Test-Set 216/229 94.3%
In the Wild Test-Set 86/109 78.9%
Polymorphic Test-Set B! 8/425 1.7%

DOS Scanner
Standard Test-Set

In the Wild Test-Set
Polymorphic Test-Set !

222/229 96.9%
95/109 87.2%
339/425 71.4%

Scanning Speed:

Speed results for an NLM product are inappropriate,
due to the multi-tasking nature of the operating
system. Full comparative speed results and over-
heads for all current NLMs will be printed in a
forthcoming VB review.
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PRODUCT REVIEW 2

PC Defender

Dr Keith Jackson

PC Defender isdifferent from other * standard’ anti-virus
products: it comprisesaplug-in card for the PC, along with
variousprogramsto be executed from disk. Theplug-incard
consistsof an EPROM, which contains software, and aPAL
and Octal Buffer, which provide accessto the PC bus.

Theplug-incard, described intheaccompanying documen-
tationasa'BOOTMonitor’, claimsto provide comprehen-
siveprotection against boot sector virusesby executingits
on-card softwarebeforeDOScommencesexecution. This
softwarelooksfor boot sector virusesbeforethey get the
chanceto circumvent DOS, and refusesto | et the DOS boot
sequenceproceed if anything suspiciousisfound. Thereis
no processor onthisplug-in card, so execution of software
contained inthe EPROM reliesonthe PC delivering control
tothat software at the beginning of the boot sequence.

Documentation

The documentation which comeswithPC Defender isa
single A5 booklet, 72 pageslong. Thiscontainsanindex
which must havetaken at least 30 secondsto prepare: itisso
terseasto be basically useless. The content of themanual is
minimal, but it does explainthe basic functionsof each
component of PC Defender.

Theexplanation of thedefault factory settingsfor the
jumpersontheplug-in card isincorrect in themanual, and
some of the screens shown in the documentation are not
identical tothevisiblescreens. Neither of thesefactswill
help theinexperienced user. [AMI iscurrently working on a
revised manual, which it plansto ship in 6 weeks. Ed]

Installation

Installation of the plug-in card isvery easy - just find an
empty slot and plugitin. Installation of the software proved
moredifficult: thisisprovided only on high-density disks
(3.5-inch, 1.44 Mbyte, and 5.25-inch, 1.2 Mbyte). The
computer which | had intended to usefor testing had both
3.5-inch and 5.25-inch floppy disk drives, but beingan XT,
bothwerelow-density drives(most X Tscannot work with
high-density floppy disk drives).

| was pleased to see that product installation can take place
fromany subdirectory, sol splititsfilesintotwo groups, and
copied each group to alow-density 3.5-inch floppy disk. |
then copied thefilesinto asubdirectory onthefixed disk,
and installed from that subdirectory. For at least ayear |
havebeenrailing against variousanti-virus productsnot
providing low-density floppy disks: PC Defender isanother
inagrowinglist of problematic products.

Duringinstallation, the product copied all the necessary files
across (taking over 2 minutesto do so), then modified the
PC setup filesCONFIG.SY Sand WIN.INI. After saving
unmodified copiesof boththesefiles, theinstallation
program offerstoinstall thememory-resident anti-virus
monitor program. Thiswould have been acceptable, even
useful, had it not tried to accessdrive C (afloppy disk drive),
when | had previously installed the product’ ssoftwareon
driveD. My XT test computer hasthreefloppy disk drives:
drive Cisafloppy disk drive - thefirst hard disk isdrive D.

Plug-inCard

The stated aim of the card isto check for boot sector viruses
before DOS executes, and to prevent DOSfrom booting if
problemsaredetected. | tested thisclaim by removing the
hardcard from thetest computer (in casethecard failed to
carry out itsstated task with 100% veracity), and attempting
toboot fromfloppy diskswithinfected boot sectors.

I do not havealarge collection of boot sector viruses, and
wasinitially only ableto test those samplesavailableon 3.5-
inch disk (I do not possess a PC which can boot from a5.25-
inchfloppy disk drive). Thisleft just four boot sector viruses:
Brain, Italian, Monkey and Quox. The card detected only the
Brainand Italian viruses, refusing toletMS-DOSboot from
afloppy disk infected with either of theseviruses. When an
attempt was madeto boot from floppy disksinfected by
Quox or Monkey, thecard did not intervene, and the
MS-DOSboot sequencecommenced asnormal.

“ the card was capabl e of
warning of ‘ virus-like behaviour’

for arandom selection of twenty-
five different boot sector viruses’

Thispoor result left mewondering precisely what the card
did, and | therefore tested the product on amachinewhich
had ahard driveinstalled. Thetest resultswerevery differ-
ent: thetwo previously-missed virusesproduced ared
warning message which stated that the code exhibited virus-
likebehaviour. I canonly concludethat the card islooking
for the presence of ahard drive, and operating differently if
oneisdetected. Thisneedsto be explained inthe manual -
had my curiosity not overcomeme, | could easily have
concludedthat thecard’ sperformancewasabysmal.
Reviewing anti-virusproductsishard enough without
leaving such pitfallsfor theunwary.

Subseguent testing at theVirus Bulletin office showed that
the card was capabl e of warning of ‘ virus-like behaviour’ for
arandom sel ection of twenty-fivedifferent boot sector
viruses. It should be noted that for the majority of these
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sampl es, the viruswas detected not by name, but by its
actions- animpressiveresult. My oneconcernishow well
the product copeswith boot add-ons, like Boot M anager,
which carry out rather unusual proceduresat boot time.
Unfortunately, | had no such software availableto mewhile
testing PC Defender.

| tried to determine what the PC Defender plug-in card
would dowhen variousversionsof DOSweretested, but it
did not balk at any of theversionswhichweretried. How
doesPC Defender detect boot sector viruses? Thedocumen-
tation claimsthat it uses‘intelligent algorithms' sothat it
can detect unknown boot sector viruses. My tests show that
the product has some generic boot sector virusdetection
capabilities, but the manual isworsethan uselesson this
issue. Thisneedstobeimproved.

Evenwith all componentsof PC Defender installed, files
could be copied from any boot sector-infected disk at will;
i.e. checksfor boot sector infection seem only to bemade
whenthe PCisbooted. Although aboot sector virusinfec-
tion can only propagate at boot time, spotting such an
infected disk at all timeswould seem to be agood tactic.

Scanning

The software which comeswith PC Defender consistsof a
scanner with amenu-driven front-end program, amemory-
resident anti-virusmonitor program, softwaretoimmunise
files, and softwareto’ clean’ (remove) virusinfections. Both
the scanner and the cleaning program appear to beidentical
tothose offered by McAfee Associates(themanual even
acknowledgesthispoint).

I am not infavour of immunising files; only the original
manufacturer can performthistask reliably. Likewise,
‘cleaning’ infectedfilesisvery muchinferiortosimple
replacement with aknown clean copy of theoriginal file.
Notethat ‘cleaning’ afileisimpossibleif theimmunisation
routehasbeenfollowed.

| started testing the scanner onthe X T computer wherethe
PC Defender plug-in card wasinstalled, but soon grew
weary of thelong timesrequired to scan thisold hard disk. |
thuereforeinstalled PC Defender on a486/33, without the
plug-in card (because all of the slotsin this computer were
occupied). Installation proceeded asnormal, despitethe
absenceof theplug-incard. Theonly problem encountered
wasWindows' refusal to execute: it produced awarning
messagestating, ‘ unrecognizabl edisk softwareinstalledon
thiscomputer ... you should run avirus-detection program
to make surethereisno viruson your computers'.

Oh, what awonderful irony that an anti-virus program can
cause such awell known piece of software asMicrosoft
Windowstoissuethismessage! Theculprit turned out to be
thememory-resident anti-virusmonitor program, although
just why Windowswas compl aining about how this software
had changed one or more of theMS-DOSinterrupt vectorsis
unclear. Themanual issilent on thispoint.

Norton Change Directory, Advanced Edition 4.58, {C) Copr 1387-85, Peter Horton

ci\ped {16:14:57)gcan ¢
SCAR 9,15 U184 Copyright 1983-93 by Hichfee Associates. (468) 388-363Z
AMlandiant Mhin tanainm ab HTDHOPAN waii ho aud of Jadn
ALLENLIVIY LIS VEISIVII U1 VINUOLVAN Fay U VUL UL uaLc,
Please contact your McAfee agent, your distribution source,
or Hehfee Associates directly to obtain the latest version,

Nefifee Associate

ee Acsociates
phone 488-588-3832
Q7

FAV 400_070-
W0l

v
BRS  4A8-33R-4Ad

Whenrunfromthecommandlinethebundledversionof McAfee
SCAN warnsthe user that it isout of date. No suchwarningis
displayedwhenitisrunviatheGUI. Thisisunforgivable.

By default, PC Defender scansonly fileswith COM and
EXE extensions, thoughfacilitiesare provided for usersto
add other extensionsif desired. It isashamethat thisfacility
does not seem to work: no matter how hard | tried, PC
Defender steadfastly refusedto scanall files.

Scanner Speed and Accur acy

| tested scanning speed on the hard disk of my test PC (299
executablefilesspread across 11.8 Mbytes), atest which
took 1 minute4 secondsto complete. In comparison,

Dr Solomon’s AVTK scanned the samedisk in 20 seconds,
and Sophos’ Sweep took 23 secondsfor aquick scan (1
minute 14 secondsfor acompl ete scan).

A scan carried out with theMcAfee scanner executed directly
fromthe DOS command line produced no degradationin
scanning speed, but did cause the scanner to issueawarning
that it was out of date and should be upgraded. The front-end
menu software provided with PC Defender did not show this
warning when it executed theMcAfee scanner - an unforgiv-
able omission. [AMI claimsthat VB was shipped an ol der
version of the product, and will look into how this occured.
Any user who received an outdated copy of McAfee SCAN
can claima free update via any AMI office. Ed]

The scanner detected 229 out of the 239 parasitic test
viruses, and 7 of the 9 boot sector test samples. Thiscorre-
spondsto anoverall detection rate of 95.2%. All 1024

M utation Enginesamplesweredetected correctly.

Memory-r esident Pr otection

Thememory-resident monitoring utility providedwithPC
Defender comeswithitsown setup program, permitting
ready alteration of optionswhich enable scanning during
copying, monitoring of memory-resi dent programs, scanning
onfileexecution, boot sector writing, deviceformatting
preventionand general write-protection. A configurationfile
isleft by thisprogramin theroot of drive C (remember that
thiscaused aproblem with the XT test computer: see above).
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fnti-Viral Maintenance Utility Uer 1.18, (C) 1993, American Megatrends, Inc.

Select Options Configure Virus Info.

Scan
Clean

Scan & Clean
Immunize
De-immunize
Report

Exit

[HELP - < F1 »]

PC Defender’ sstrengthisitsplug-incard. Theremainder of the
softwareisbased around abehaviour-bl ocking approach.

I found it annoying to be asked repeatedly during aboot
sequencewhether aparticular piece of softwarewaspermit-
ted to becomememory-resident, and even moresoto be
asked by thememory-resident monitor toconfirmeveryfile
deletion. Althoughthesefeaturesof thememory-resident
monitor can bedisabled (which makesthemin effect
pointless), neither can betailored to be more apt for a
particular circumstance. Theonly way to avoid suchwarn-
ingsto toimmunisethefiles- something | do not wish to do.

The overhead which wasimposed on PC operation by the
memory-resident monitor wasmeasured by copyingalarge
number of small files, both with and without the software
present. A set of 42 executablefiles (1.77 Mbytes) could be
copied from onesubdirectory to another, with all memory-
resident featuresenabled, in 19.8 seconds. Whenthe
scanning during copy featurewas disabled, thistimefell to
16.5 seconds, ameasured overhead of just 16%.

However, whenthememory-resident programwasdisabled
(but still present in memory), thetimeincreased, to 18.8
seconds. Thetimeto perform thetest copy with the memory-
resident monitor removed was 16.3 seconds. Something
strangeishappening here. | wasvery careful to ensure that
the above quoted resultsare repeatabl e, but | have no
explanationfor theanomal oustimings.

Thedetection of virusesby thememory-resident monitor
proved to bevery poor. During testing, only 64 of the 239

parasitictest virusesweredetected: adetection rate of merely

27%. AMI explainsthisresult by stating that the philosophy
begind the product isthat of generic detection. If thisisthe
caseit should be explained inthe documentation. Notwith-
standing, itisno excusefor the poor virus-specific results..

Theexecutablefileof thememory-resident anti-virus

software containsalist of 41 viruses, and, allowing for some

problemswith virusnaming, all thevirus samplesdetected
wereonthislist. Quitefrankly, thispitiful detectionrate
makestheanti-virusmonitor of doubtful usage.

Conclusions

I have mixed feelings about PC Defender. | dislike some of
the claims and statements madeinits documentation. For
instance, the statement * most viruses are meant to cause as
much damage as possibleto your computer’ issimply
untrue. Some peoplewould call thissensationalism. Infact,
the percentage of viruseswhich actively causedamageis
small, and problems caused by avirusinfection comemore
from poor programming by theviruswriter, and unintended
side-effectsthan from deliberatemalice. ThePC Defender
documentation also advisesusersawaysto‘ immunise
virus-freeexecutablefiles'. Thisispoor advice: stick withan
uninfected copy of theoriginal executablefile.

These moans are offset by thefact that the card seemsto
work well: althoughlacking invirus-specific measures (it
identified only ahandful of the boot sector virusesby name),
the generic detectionisexcellent. Asaprotection against
boot sector viruses, theproduct seemsvery reliable. The
parasitic virusdetection and preventionisweaker. Theout-
of -date McAfee SCAN and the poor performance of the TSR
do not providethe cover needed by alarge corporate.

Tothebest of my knowledge, PC Defender isAMI’ sfirst
foray into theworld of anti-virussoftware. Assuch, the
product has somefeatureswhich show agreat deal of
promise, but it must beimproved if itisto surviveinacut-
throat marketplace.
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BOOK REVIEW

Computer Viruses, Artificial
Life and Evolution

Computer Viruses, Artificial Lifeand Evolutionisthelatest
book fromMark Ludwig, Tucson-based viruswriter.
Ludwig’ searlier book on the subject, The Little Black Book
of Computer Viruses, evoked thefollowing responsefrom
reviewer Richard Jacobs:

The Little Black Book of Computer Virusesisan
irresponsibleand potentially harmful publication...
Coming from acountry wheregun control isvirtually
non-existent, thisbook might beregarded asrelatively
innocuous- afact which will beof littlecomfort to
afflicted computer users.

Containing numerousexamplesof virussource code, and
four completeworking viruses, thebook caused awave of
protest at itslaunch. Ludwig’ slatest book claimsto beThe
Little Black Book 11, the next in the series. Will it become
anything likeasinfamousasitselder brother?

Justifications

Thebook beginswith ahighly pretentiouspreface, whichis
followed by an attempt by Ludwigtojustify hisactions.
Theseargumentslook increasingly thinly worn and almost
apologetic; daren’t hejust publish and be damned?

Theremainder of the book setsout to help provide some
insight into the question of whether computer virusesare
aliveand can evolve. Thissubject hasbeen brusquely
dismissed by most researchersin thefield, but the author
actually raisessomeinteresting questionsand challenges
many of thepreconceptionsabout computersandlife.

Theserosy wordsaside, the author of the book appearsto
have answered these questionsin hisown mind before
committing pen to paper (or, in thiscomputer age, digit to
keyboard). Ludwigarguesthat viruses, although not actually
alive, exhibit many of thefeaturesnecessary for lifetobe
present. Sofar, sogood. However, hethen proceedsto twist
the most tenuous pieces of evidenceto suit hisownaims.
For example, Ludwig onthe subject of viral adaptability
(TheLittle Black Book I1, pp.43-44):

Computer viruses have al so shown aphenomenal
ability to adapt to changesin programming techniques
and environments. For exampl e, it isamazing that the
Jerusalemvirusisstill capableof infecting awide
variety of executablefilesandfunction properly five
yearsafter it wasreleased. Most of the programsit
infectstoday werenot evenwrittenwhen it wasfirst
released.

Thisisno argument for adaptability: if alump hammer
whichisnormally used to smash Brazil nutsisoneday
brought to bear upon awalnut, isit amazing that it still
works? Hasthe hammer ‘ adapted’ ?No - it isjust good at
breaking things, and it does not know or care what they are.
Itisafunction of how it was created. The sameistrue of the
Jerusalem virus- it was designed to operatein acertain type
of environment, on acertain typeof program. Thefact that it
till functionsfiveyearslater isatestimony totheMS-DOS
backwardscompatibility, rather thanany evolutionor
adaptation on the part of thevirus.

Themajority of theremainder of thebook iswrittenina
similar pseudo-scientific style, with suitably hand-waving
descriptionsof chaos, evolution and real mutationsin
viruses. Onceagain, L udwig raisesinteresting points, but
completely failstojustify them. Thisisagreat shame, asthe
subject matter of thebook isrich enoughto warrant genuine,
unbiasedtreatment.

VirusCode

Theviruscode supplied with thebook isin two appendices.
Oneisdirectly related to one of the chapters, and contains
sourcecodefor the* Darwinian Genetic M utation Engine’
(DGME). Thisprogram usesan altered version of the
Trident Polymorphic Engine(TPE) tocreateaviruswhich
can'evolve' toavoid detection by virusscanners. Although
thissoundslikeasticky problem for devel opers, inpractice
Ludwig’ scodeisnot that complex, and virusesutilising the
DGME should pose no moreproblem than the MtE. The
book also includes asampleviruswhich usestheroutine.

Thesecond chunk of viruscodeissource codelistingsfor
thewinnersof Ludwig’s‘First International VirusWriting
Contest’. Onceagain, thecodeisrelatively simple, and
providesno moreof athreat to computer security than any
virusexchangeBBS.

Having read the book from cover to cover, it seemsthat the
viruscodeincluded withinitistheresimply to generate hype
- it could be compl etely removed from the book without
losing any of Ludwig’ spoints. Similarly, thebright yellow
Warning banner and text on the back cover appearsto havea
similar intent. Theviruscode presentsnoreal challengeto
anti-virussoftwarevendors, and thewhol efeel of these
sectionsissimply that of amarketing exercise.

Conclusion

Stripped of viruscode, the book itself isarather limp, self-
satisfied tour throughwhat isapotentially interesting
subject. The Little Black Book of Computer Virusescaused
atremendousfurorewhenit waslaunched. Computer
Viruses, Artificial Lifeand Evolutionisvery much adamp
squibincomparison. Avoid.
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END NOTES AND NEWS

Heuristicsunder attack . Accordingto anti-virussoftwaredevel oper
Computer Security Engineers, adocument entitied Anti-TBAV details
how towritecodewhich doesnot raiseanaertin packagesemploying
heuristics,isnow availableto hackers. Thefile, which claimstobewritten
by ahacker callinghimself ‘ Kéhntark’ , givesexamplesof programming
techniqueswhichwill circumvent protection. Although specifically
targeted at the Thunder Byte product, thetechniquesillustrated can beused
toevadeany scanner which usesheuristic detection.

The VB 94 Conferencewill be held on 8-9 September 1994, at the Hotel
deFrance, Jersey. Tel. +44(0)235531889.

Italy and Poland have announced new measuresin thefight against
computer crime: inltaly, anew law cameinto forceon 14 January
1994, coveringdamageto publicinformation systems, abusiveentrance
into protected systems, etc. Transgressorscan expect heavy finesandupto
eight yearsimprisonment. In Poland, the Business SoftwareAlliance
(BSA) hasannounced amediacampaigntoruninconjunctionwithanew
law which cameinto effect on 23 February. Thislaw providesfor upto
fiveyearsin prison, heavy fines, and confiscation of equipment.

A LiveVirusWorkshop will beheld by S& Sinternational on 16-17
May 1994 at the A shbridge M anagement College, Berkhamsted, Herts,
UK. Tel. +1 442 877877. Fax +1 442 877882.

Sophosisholding two Computer VirusWorkshops on 18/19 May and
27/28 July, at the Sophostraining suitein Abindgon, near Oxford. Cost
foroneday is£295+V AT, andfor both days£545+V AT. For further
information, contact Karen Richardson. Tel. +44(0)235559933

In Germany, the Neo-Nazishavegone*high tech’ , organising and
disseminatingtheir newsthroughtheir ownnetwork of BBSs. Itiscalled
the Thule Network (after the Nazi vanguard of the’ 20s), and isrun
securely, requiring each member to passcertaintestsbeforebeing granted
accesstothesystem.

Hackersareonceagain on therampagein theUS: their latest point of
attack isvoicemail. Tacticsinvolvechanging messagesleft onvoicemail.
Breacheshavebeen detected beforetoo much damagehasbeen done-
however, thevulnerability of voicemail hasnow beendemonstrated.

S& Sinternational’ sDr Solomon’ sAudit allowsnetwork managersto
follow every user’ suseof application software, andtodetect piracy,
maximisedisk spaceand standardisesoftware. It will shipthismonthin
two components: theM anagement Centrewill retail at £495, the Scanner
for £5 (up to 20 users) or £1 (up to 1000 users) per workstation.

Central Point Software haslaunched MacTools 3.0 for Macintosh with
Power PC. Theproductisclaimedtobethefirst‘ native’ disk utility
programavail ablespecifically designed totakeadvantageof the Power PC
technology, andamong other disk utilities, includesanti-virussoftware.
Tel. +44 (0)81 848 1414.

The 5° Congreso Internacional de Seguiridad en Entornos Informaticos
will beheld at PalmadeMallorcafrom 18-20 May 1994. Further
information from Integral. Tel. +1 97177 07 37. Fax +1 97146 40 13.

STOPPRESS:

McAfeeagent hacked by employeeof DataFellows. Accordingto
newspaper reportsfrom Finland, anex-employeeof Safeco Oy hackedinto
BBSand customer systemsusinga‘ backdoor’ installedwhenworkingfor
thecompany. Toadd moreconfusiontothecase, theemployeeinquestion
isallegedtohavebeenworkingfor McAfee' scompetitor DataFellows.
Commenting ontheintrusion, Managing Director of Safeco, Hannu
Ohrlingsaid* If thepenetrationisconnected tothecompetitionintheanti-
virusbusiness, whichweknow to bemuch overheated, wecondemnit
strongly. Wewould not, however, wantto believethat eventhehardest
competitionwouldleadtoillegal actions. Thispenetrationis, however, an
obviouscrime. Whether or not theemployer of thispersonisbehindthisis
very difficulttofindout.” Thefull story followsnext month.
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