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EDITORIAL

kt nocompiled
softwar e, whatever
itsorigins, could be
trusted completely??

Do Not Trust the Horse, Trojans...

InApril 1994, every PC dealer’ sworst nightmare occurred: aM elbournevendor discoveredthat a
logic bomb had somehow been planted into the software which was shipped with itsmachines. The
bomb was designed to trigger fivemonths after the disk wasformatted, overwriting thefirst 128
sectors of thedrive and altering the disk type setting in the CMOSto zero. The event servesasa
timely reminder of thethreat posed by an extremely powerful (and often overlooked) threat to
corporatel T Systems: the Trojan horse (seepage4).

Trojani sed software hasbeen around for many years, both asasimple method of playing practical
jokeson unsuspecting colleagues, and for more damaging purposes. Intheearly eighties, Unix

‘guru’ Ken Thompson described aUnix C compiler which had been trojanised in such away that any
subsequently compiled software (including other C compilers) contained the Trojan horse. The paper,
‘Reflectionson Trusting Trust’, asserted that no compiled software, whatever itsorigins, could be
trusted completely.

Preventing thetype of attack witnessed in Melbourneisextremely difficult. Onceanew PC hasbeen
scanned for viruses, it isassumed that the software supplied withit issafe. Current anti-virus
software providesno protection against thistype of attack - even asoftware-based behaviour blocker
could bebypassed, asthe Trojan softwarewoul d gain control first.

Inthisrecentincident, thetrojanised softwarewaspart of DOS. However, Windowsprovideseven
more spaceinwhich the modern-day Greek can hide. Thereare hidden featuresin amultitude of
different applications- how canthe user ensurethat none of these‘ features’ will involvereformatting
the hard drive? Windowscomeswithitsfair share of jokes (for example, theWindowsdedication
screen, accessed by an undocumented key sequence), and some peoplehaveatruly bizarre sense of
humour. Doubleclick here, hold akey there... and your hard disk isreformatted. Hahaha. Obviously,
one hopesthat no such destructiveroutinesexist inWindows, but the user isleft with few alternatives
other than blind trust in the supplier.

Theonly possibleway to ensure that amachinewill act asintended isto decompileall programson
the machineto source code, and analyseitsfunction (but what with - atrojanised debugger?). While
thismay havebeen possiblewith early machinesbootstrapped from punchcards, any programmer
worth hissalt would baulk at thethought of reverse engineering thetitani c complexities of Windows.
Operating systemslike Chicago and Cairo will doubtless bring more of the same.

Unfortunately, thereisno easy answer to thisquestion; the problemisoneof trust. Not only canthe
‘nasties’ be hidden in software, but also in hardware, or the CPU itself. Sooner or later, we areforced
toplaceour confidencein something. The Dark Avenger seemsto have stopped writing viruses.
Maybehehasfound ajob developing BIOSesfor someone...

ThePCissuch apowerful tool that it endsup being used for anumber of security-related applica-
tions. PCsfrequently handlecompany accounts, or contain confidential information such ascredit
card details. How difficult would it beto add software to amachine which transmitted account
informationtoafraudul ent employee’ sterminal ?Easy, and (potentially) highly lucrative.

Must users, therefore, cower intheir beds, waiting for thousands of Greeksto come pouring out of
their computersand slay them? Sadly, thereislittle one can do toprevent such an attack, but there
are actionsone can take to minimisethe damage. Inthe unlikely event of aparticular company being
attacked, the best (albeit not fool proof) defenceisasound backup - one can only hopethat the Trojan
merely deletesdata, rather than making nefarious small changesover along period of time.

Finally, thestandard techniquesused for virusprevention al so provide someprotection. Usesoftware
from astandard supplier - no matter how wonderful anew printer driver looks, recognisethat thereis
arisk associated, however small. One can do no better than to consider thewords of Virgil: * Do not
trust thehorse, Trojans. Whatever itis, | fear the Greekseven when they bring gifts.’
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NEWS

Symantec Acquires Central Point

For sometimenow, there have been rumourscirculatingin
theanti-virusindustry about thefuture of Central Pointand
Symantec. Finally, on 4 April 1994, The Symantec Cor pora-
tionannounceditslatest victory: adefinitiveagreement to
merge with Central Point Software, Inc, in adeal estimated
to beworth $60 million.

Old Conquests

Although news of the merger caused anumber of raised
eyebrows, thosestudying theindustry havebeen predicting
such apooling of resourcesfor several months.

Central Pointisjust another in aseries of companieswhich
have been acquired by Symantec over theyears. Othersare:

* Peter Norton Computing

* Symantec UK

* Certuslnternational

« Fifth Generation Systems, Inc.

Thefirst merger brought forth Norton Anti-Virus1.0(NAV) ,
asickly product whichwasquickly superseded. Thecurrent
version of NAV owes many of itsfeaturesto thetechnicians
from Certus, and as such isavast improvement on previous
releasesof theproduct.

Central Pointitself hasal so acquired companiesinvolvedin
theanti-virusindustry. In 1993, Central Point merged with
XTree, which wasthen selling the All Safe product. The
proposed merger with Symantec meansthat seven different
anti-virusproductswill havehad (albeitindirectly) some
interaction with the company (All Safe, NOVI, NAV, CPAV,
MSAV, Search and Destroy, and Untouchable).

Impact

Beforethe merger isfinalised, it must undergo aregulatory
review under theHart-Scott-Rodino Act, whichisexpected
to be completed in the June quarter. Assuming that this
happens, Symantecisset to becomethe sixthlargest
computer software company intheworld. Until then, for
both companies, itisbusinessasusual.

Both companieswill continueto update and developtheir
productsindependently, pending thecompl etion of the
regulatory body’ sstudy. However, CPAV product manager
Tori Casewould not bedrawn onwhat thelong term future
for the Central Point products or the company would be: * At
themoment, themerger issubject to regulatory approval.
Until that approval comesthrough, wewill continueto
function astwo separate companies- usersstill call usfor
support or information on theproducts, and will continueto
dosofortheforeseeablefuture.’

Virus Prevalence Table - March 1994
Virus Incidents (%) Reports
Form 14 34.1%
New_Zealand_2 5 12.2%
Spanish_Telecom 3 7.3%
V-Sign 3 7.3%
Exebug.4 2 4.9%
JackRipper 2 4.9%
Keypress.1216 2 4.9%
A&A 1 2.4%
AMSE 1 2.4%
DIR_I 1 2.4%
Exebug.3 1 2.4%
Joshi 1 2.4%
LZR 1 2.4%
Parity_Boot.A 1 2.4%
STB 1 2.4%
Stealth_Boot.B 1 2.4%
Tequila 1 2.4%
Total 41 100.0%

Will CPAV continueto exist after themerger hastaken
effect? Caseisreluctant tocomment: ‘Wewill continueto
sell and devel op new versionsof our product. Thiswill
probably continuewell after the merger happens, but until it
does, we' re not in aposition to make any decisions.’

With any merger thereisan inevitableloss of jobs. How has
thisnewsbeen received within Central Point?‘1’ m not
really surewhether | can comment for therest of the staff.
From ahuman resources point of view, it washandled very
well by both companies, and | think that employeesfeel that
they weretreated fairly and honestly. Thosewhowill be
staying on are excited about what we are going to be doing,’
stated Case. ‘ If the merger goesthrough, we' Il be part of a
much larger public company, andtogether, particularly in
the network utilitiesmarket, we'll be ableto do thingswhich
neither company could doby themselves.’

Better, by Being Bigger

What effect the merger will have ontheanti-virusindustry

is difficultto predict. However, onethingisclear: acom-
bined CPAV/NAV userbase would make Symantecthemain
player intheindustry, givingit still moremuscle. An
unnamed source at the WashingtonNCSA conference
commented, * Symantec appearsto be setting out to havethe
best product in theindustry by having theonly productinthe
industry. Isnobody safe? Whowill be next ontheSymantec
hit list?[Bill Gates, watch out! Ed]] O
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The HDZap Trojan
[Fromareport submitted by Roger Riordan, of Cybec Pty]

When PC usersin Australiareturned from the Easter break
and turned on their PCs, a substantial number received a
nasty shock when their machinesrefused to boot. When the
problem wasinvestigated, it wasfound that the CM OS setup
had been corrupted, and that the start of the hard disk
appeared to have been overwritten with garbage.

Embedded Timer

Several of Cybec’ scustomerswereaffected, and after further
investi gation the problemwaseventually traced to anumber
of PCsshipped by the MelbournefirmI PEX. Affected PCs
contained alogic bombintheir DOS Boot Sector, setto
trigger fivemonths after the PC wasformatted. In addition,
the DOSFORMAT program had been altered, sothat it
wrotetheTrojan codeto every disk formatted.

In affected DOSboot sectors, thenormal initial jumptothe
boot programisreplaced with ajump to aprimitive, but very
effective, timebomb. Each timeaPC isbooted, the dateis
read from the CM OS clock. If it isfive monthsor morefrom
the date on which the disk wasformatted, thelow byte of the
timer tick counter isread. Depending onthevaluereturned,
thereisaonein four probability that thefirst 128 sectors of
the hard disk will be overwritten with garbage, and the hard
disk typeinthe CMOS set to zero. Thereisanother onein
four chancethat just the CM OS will be zeroed. If any of
these conditionsare not met, the program will jump to the
normal boot procedure.

IntheTrojan version of FORMAT.COM, thetimebomb has
beeninserted into the boot imagewhichiswrittento each
disk during formatting, and the start of the program replaced
withajump. Thispointsto avery short program segment
which readsthe date from the system clock, and addsfive
monthsto get thetrigger date. The Trojan plugsthisinto the
boot image, and thenletsFORMAT runnormally. The
altered code hasbeen written over part of theMicroSoft
copyright notice, and thelogic bomb replacesthenormal
disk error messagesin the boot sector.

Long Term Risk

It has been established that corrupted PCshave been
suppliedto school sthroughout Victoria, togovernment
departments, and to at least one private firmin New South
Wales. The number of PCswhich havealready had the
contentsof their hard disksdestroyed probably exceedsone
hundred, andislikely toincrease substantially withtime.

Furthermore, every floppy disk formatted withthe Trojanised
FORMAT programwill containthetime bomb, and if
anyoneaccidentally bootsfromthedisk after thetrigger date,
thereisthe same probability of destroying the hard disk. It
has been established that many copiesof theaffected
FORMAT.COM havebeen distributed, and that in at | east

someschools, these have been loaded onto the utilities
directory onthefileserver, sothat nearly all disksformatted
inthose schoolswill contain thetimebomb. Much of the
dataon thedisk can berecovered after the Trojan has
triggered, but usersshoul d contact adatarecovery expert,
rather than attempting to repair the damagethemselves.

Toremovethetimebomb, boot from aclean DOS master
disk with the same version of DOS found on the hard disk,
and enter ‘SYSC:’. A DOS system disk may be used, but if
thereisno disk copy of SY'S, it can safely berun from the
hard disk, using the command A:> C:\\DOS\SY SA: C..

ArieBenexra, National ServiceManager for| PEX, was'too
busy’ tofax any details of the Trojan toVirusBulletin, and
claimedthat only ‘about 3%’ of IPEX-built PCswere
Trojanised (approximately 300). Hewasalsounwillingto
supply any further information onthe Trojan, itseffectsor its
removal. Itispossiblethat Mr Benexrawill be more hel pful
to paying customers. Anyonewho ownsarecently purchased
IPEX PC isencouraged to contact him on hisdirect line,

Tel. +613 24250100

Nordic Naughtiness

After abrief skirmishin Finland between Data Fellowsand
Safeco over alleged hacking of aSafeco BBS, it would
appear that thereisstill confusion over what occurred.

Risto Siilasmaa, Managing Director of Data Fellows, states
that theemployeein question (henceforthreferredtoas
‘John") wasfired as soon asthe charges against him were
made. However, according to John, the chargeswere brought
after an unresolved disputeabout unpaid holiday compensa-
tions. Commenting onthedispute, Siilasmaasaid, ‘No one
thought of asking the policewhether they had suspicions
concerning Data Fellows. Thesuperintendent in chargeof
theinvestigation would have been happy toreply that at no
timeduring theinvestigation had Data Fellowseven been
suspected. After all this, we saw no choice but to suethe
agent for orchestrating fal serumoursof ourinvolvement.’

Hannu Ohrling, M anaging Director of Safecostrongly
deniestheseallegations: * Asthevictim of aseriouscrime,
we have brought the hacking caseinto the openin order to
raisegeneral discussion about these mattersin Finland.
After aseriesof hostileactionslikethis, it makesone
wonder about thereal motivesbehind all actionstaken.’
Whatever thetruth, it would appear that things are set to
escalate, and it underlines some of the problemswhich can
occur when close competitors’ workersare* headhunted' [

Virus Exchange - No Thank You

VB apologisesto the owner and SysOps of the Milan-based
Euforia BBSfor implying that the board hasany linksto the
computer underground (VB, March 1994, p.8). Accessto
their virusforumisonly allowed after extensivevalidation
by the SysOp, and islimited to bona fideresearchers
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IBM PC VIRUSES (UPDATE

Thefollowingisalist of updates and amendmentsto

the Virus Bulletin Table of Known IBM PC Virusesas TypeCodes
of 17 April 1994. Each entry consistsof thevirusname, .
itsaliases (if any) and thevirustype. Thisisfollowed by C InfectsCOM files M InfectsMaster Boot Sector
ashort description (if available) and a24-byte hexadeci- D InfectsDOSBoot Sector (Track 0, Head 0, Sector 1)
mal search pattern to detect the presence of thevirus (logical sector Oondisk) N Notmemory-resident
withadisk utility or adeqlicated scanner which contains E  InfectsEXEfiles P Companionvirus
auser-updatablepatternlibrary.

L Linkvirus R Memory-resident afterinfection
Alexander.2104 CER: Thisvariant probably originated in Romania, just like another 1843-byte variant. Both are

detected with the Dark_Avenger pattern, and it is possible that the Alexander family should be
reclassified asagroup of thisvirus.

Ash.712 CN: A new, encrypted variant.
Ash. 712 E800 005D 81ED 0BO1 8DOE 2A01 538A 8622 01B9 A202 3007 43E2
Beer.3399 CER: A new variant of thisRussian virus.
Beer . 3399 FA90 80FC 3B75 03E9 17FF 3D00 3D74 OF3D 023D 740A 80FC 5674
Blood_Sugar CN: A 416-byte encrypted virus, which containsthetext ‘ [C6H1206] Blood Sugar by MnemoniX'.
Bl ood_Sugar F381 EB23 008A 278A 5701 89F7 FCB9 0010 AC2A CA00 D4AA E2F8
BUPT.1261 CER: Detected with the BUPT (formerly Traveller) pattern.
Burger CN: Several new insignificant variants of thisoverwriting virus from Burger’ sbook have appeared

recently, and are all detected with existing patterns. They are 405.F, 505.G, 505.H, 505.1, 505.J, 560.AL,
560.AM and 560.AN.

Cascade.1699.B CR: Almost identical to the 1699 variant, which has now been renamed to 1699.A. Detected with the
Cascade.1699 pattern.

Cascade.1701.J0j0.G CR: Detected with the Jojo pattern.

Cascade CR: Three new minor variants (1701.M, 1701.0 and 1704.S), all of which are detected with the
Cascade (1) pattern.

Danish_Tiny.Wild_Thing.287 CN: Very similar to the 289-byte variant. Detected with the Wild_Thing pattern.

Dark_Avenger.1800.L CER: Very similar totheoriginal ‘EddieLives variant, and detected with the Dark_Avenger pattern.
The same appliesto three other new variants, 1797, 1800.Eugen and 1813.

Datalock.828.C CER: Detected with the Datalock pattern.

Ein_Volk CN: A variable-length virus, which containsthetext ‘Ein volk, Einreich, ein fihrer!” [sic. Ed.]
E n_Vol k 53BB 3402 03DE 4BFE COFE OCOF6 D432 C443 3007 E2F3 5BC3 BAS2

F-Soft.590 CN: Anunremarkable variant of this Polish virus.
F- Sof t . 590 32ED 8D97 EE01 CD21 8B95 (901 8E9D CBO1 B824 25CD 210E 070E

Green_Caterpillar.1575.G CER: Detected with the Green_Caterpillar (previously 1575) search string.

HLL O.Novademo EN: Thisisan overwriting viruswhich was distributed in a257897-bytefile, NOVADEMO.EXE.

Japanese_Christmas.722 CN: Detected with the Japanese_Christmas-Cookie pattern.
Jerusalem.1808.CT.SubZero0.B CER: Detected with the Capt_Trips pattern.
Jerusalem.1808.sUM sDos.AN CER: Detected with the Jerusalem-US pattern.
Jerusalem.Sunday.K CER: A minor variant, detected with the Sunday pattern.

Keypress.2728 CER: A 2728-bytevirus. Awaitinganalysis.
Keypress. 2728 7405 C707 4673 FOF5 1FC3 F606 2801 0174 0DBC Q005 1000 0106
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L eprosy.664.B

Liberty.2857.G

M agnitogor sk.2560.D

Murphy.1650

November_17th

PCBB.1845
PS-MPC

PSV.B
Raubkopie.1888.B

Seventh_Son.473
Shake.C
Stardot.979

Sundevil

Taiwan.677
Taiwan.743.C
Timid.303
Tolbuhin.626

VCL.Sorlec

EN: Thisoverwriting viruswasdistributed in afile named MISERY .COM, and containsthetext ‘My
friend of Misery’.
Leprosy. 664. B 8BLE 2002 53E8 OF00 5BB9 9802 BAOO 01B4 40CD 21ES 0100 C3BB

CER: Detected with the Liberty pattern.

CER: Only minor differencesfromthe A, B and C variants, with changes made to the encryption loop.
Magni t 0. 2560. D 2ESB 851F 003D FFOO 7414 BE43 0003 F7B9 BD09 902E 0004 2EF6

CER: Detected with the Murphy_2 pattern. Four other new Murphy variants (1659, 1752,
Murphy.Delyrium.1788 and Murphy.Napalm) are detected withthe HIV pattern.

CER: Five new variants of thisfamily are now known. The 900.A and 1007 variants are encrypted, and
the search string istaken from the decryption loop.

Nov_17. 690 3000 4B74 07E9 D801 59E9 (CBO1 5053 5152 5756 5506 1E1E 8BFA
Nov_17. 706 B42A CD21 80FA 0175 24B4 19CD 213C 0472 0204 80B6 008A DOB9
Nov_17. 800. B 3D75 04A8 0174 1180 FCA3 740C 3D00 4B74 OFE9 2902 59E9 1602
Nov_17. 900. A EB00 005B B9A8 010E 1F83 C311 8137 ??7?? 4343 E2F8

Nov_17. 1007 EB17 900E 1FE8 0000 5EB9 EO01 83C5 1190 8134 ???? 4646 E2F8

CR: Thisvirus containsthetext ‘Garibaldi 1.0, and is detected with the Plaice pattern.

CN, CEN, CR, CER: Thereisan unusually large number of new PS-MPC variants this month: 150.B
(CN), 338.A (CN), 338.B (CN), 338.C (CN), 339.A (CN), 339.B (CN), 339.C (CN), 339.D (CN), 339.E
(CN), 343.A (CN), 343.B (CN), 343.C (CN), 344.B (CN), 344.C (CN), 344.D (CN), 344.E (CN), 344.F
(CN), 346.B (CN), 347.A (CN), 347.B (CN), 347.C (CN), 347.D (CN), 347.E (CN), 347.F (CN), 347.G
(CN), 347.H (CN), 347.1 (CN), 347.J (CN), 348.B (CN), 348.C (CN), 351.A (CN), 351.B (CN), 352.B
(CN), 352.C (CN), 352.D (CN), 352.E (CN), 352.F (CN), 352.G (CN), 352.H (CN), 352.1 (CN), 352.J
(CN), 352.K (CN), 352.L (CN), 353.A (CN), 353.B (CN), 357 (CN), 565.B (CN), 565.C (CEN), 565.D
(CEN), 569.B (CEN), 569.C (CEN), 570.B (CEN), 570.C (CEN), 570.D (CEN), 572.B (CEN), 573.C
(CEN), 573.D (CEN), 573.E (CEN), 573.F (CEN), 573.G (CEN), 573.H (CEN), 573. (CEN), 574.C
(CEN), 574.D (CEN), 577.C (CEN), 578.D (CEN), 578.E (CEN), 578.F (CEN), 578.G (CEN), 579.A
(CEN), 579.B (CEN), 579.C (CEN), 597.B (CEN), 597.C (CEN), 597.D (CEN), 598.B (CEN), 598.C
(CEN), 602.A (CEN), 602.B (CEN), 602.C (CEN), 602.D (CEN), 603.A (CEN), 603.B (CEN), 603.C
(CEN), 605.B (CEN), 606.B (CEN), 606.C (CEN), 607.B (CEN), 607.C (CEN), 610.A (CEN), 610.B
(CEN), 610.C (CEN), 611.C (CEN), 611.D (CEN), 611.E (CEN), 611.F (CEN), 611.G (CEN), 611.H
(CEN), 611.1 (CEN), 611.J(CEN), 611.K (CEN), 612.A (CEN), 612.B (CEN), 612.C (CEN), 612.D
(CEN), 612.E (CEN), 615 (CEN), G2.578 (CEN), G2.Mudshark (CN, 314), Greetings (CER, 1118),
Love (CR, 557), Projekt.897 (CEN), Schrunch.442 (CN), Seven_Percent.918 (CER), Silent (CR, 397),
Skeleton.570 (CEN), Skeleton.616 (CEN), Skeleton.617 (CEN), Quest (CEN, 760), Sorlec.639 (CEN),
Weakley (CER, 859), 210.683 (CEN) and Z10.687 (CEN).

CN: Very similar to the original, and detected with the PSV (_354) pattern.

CEN: 1888 (COM) or 2144 (EXE) byteslong, just like the Raubkopie.1888.A variant. Detected with the
Raubkopiepattern.

CN: Detected with the Seventh_Son pattern.
CR: Very similar to the .A and .B variants. Detected with the Shake pattern.
ER: Awaitinganalysis.

St ardot . 979 BB48 05C7 075C 00BB D304 C707 2A00 B43B BA48 05CD 21F7 C501
CR: A simple 691-bytevirus, ‘...dedicated to all that have been busted for computer hacking activities.’
Sundevi | 5050 070E 1F8B F533 FFB9 B302 F3A4 1FBA A601 B821 25CD 210E

CN: Detected with the Taiwan-c pattern.
CN: Detected with the Taiwan-2 pattern.
CN: Very similar to the 305-byte variant, and detected with the same search pattern.

CR: A new member of thisfamily, formerly called SK.

Tol buhi n. 626 B42A CD21 80FA 1575 1BB8 0903 BAOO 00B9 0100 8D1E 0001 CD13

CN: A 631 bytelong virus, which should be detected by every scanner ableto detect non-modified

V CL-generated files. Thisvirusisnot directly related to the PS-M PC.Sorlec viruses, but was probably
made by the same person. Other new V CL-generated viruses thismonth are 379, 526, Olympic.B,
Angel.1681 (theolder VCL.Angel hasnhow beenrenamedtoV CL.Angel .436).
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INSIGHT

Tipping the Scales

Dr Peter Tippett isone of the best-known faceson the anti-
virussceneinthe USA. AsDirector of Security and Enter-
prise Productsfor Symantec, he has seen the anti-virusworld
evolveand change many timesover, going fromasmall
academicenvironment, toamulti-national industry.

Of Conceptionand Girdles...

Tippett isamedical doctor aswell asthe holder of aPh.D.
How did someonewith hisqualificationsbecomeinvolvedin
computer security?‘ That’ salongstory. | completed my
dissertation using aCP/M computer, V-100 bus... al the
early stuff. | wasrunning afoundation which did researchin
the Pacific, and wrote softwarewhich could do mail merges
with Wordstar, to try to raise money for them. | wound up
devel oping softwarewhichwould hel p other foundations
raisemoney. Eventually, webecamewell-knownfor solving
computer problems.” Withthis, Foundationwarewasborn.

Tippett’ sname, and that of hiscompany, recursagain and
againintheearly history of theanti-virusindustry. Back in
thedaysof threeor four viruses, Tippett had already pro-
duced hisown anti-virussoftware: ‘ When Jerusalem
appeared, werealised that we had much of the knowledge
required towriteagood anti-virus product. We stopped
devel opment on our other products, and turned our handsto
this- it took only amonth towritethefirst version.’

‘Wereleased aproduct which could prevent those and other
yet-to-appear virusesfrom spreading. Westarted out with
Vaccine, aproduct which waspreventative and checksum-
oriented. Itdid notidentify virusesby name. Thecompany
was called Foundationwar e, aterm which we soon learned
meant brasand girdles! Itsnameevolved, | ater, toCertus.’

Guardingagainst Disaster

Theearly daysof theindustry werecharacterised by the
misunderstanding and fear bred by viruses. Tippett had little
datawith whichto work, and was apprehensive of the
conseguencesof hissamplesbeing released into thewild. He
recallsthefirst show which hedemonstrated hisproduct at
with someamusement. ‘ Therewereonly threeor four
viruses, but wefeared that if they got out, they might even
take out San Francisco... wedidn’t know what to expect. We
hired asecurity guard, and handcuffed him to acase contain-
ing theviruses. He stood in abooth for three dayswhilewe
demonstratedthemtousers.’

The show wasagreat success: ‘ Within days of our product’s
launch, we sold a1500-unit sitelicence. We doubled the
price, and thought we' d bein “fat city” - infact, it wastwo-
and-a-half yearsbeforewesold another sitelicence.’

ChangingtoScanners

Tippett believed, then asnow, that virus scannerswere not
the best sol utionto theproblem. Neverthel ess, hedevel oped
thetechnology for NOVI: ‘M cAfeewaswhipping everybody,
and Frisk was selling alot of products. Thingswhichwere
scanner-based, rather than preventative, werereally corner-
ing themarket. Wefinally decided to go wherethe market
wanted, and began to devel op aproduct which wasless
obtrusive, but still ableto deal with unknown viruses.’

NOVI wasbuilt around known virusdetection, but Tippett
wasdetermined that the product should protect the user from
unknown aswell asknown viruses. ‘ We added technology
which you might now call heuristics- thiswould basically
watch thingsget infected, and then uninfect them. Wewere
successful in making it work, but failed to make people
believeitwaspossible’

“therewill be new viruses, ones
which will require more

sophisticated people and more
sophisticated tools”

‘Itwasaninteresting problem,” heelaborated, ‘ becausethe
pressonly wanted to talk about how many virusesascanner
could find, and how many thingsyou could get. We said that
we could do that, but al so had good evidence that we could
detect and perfectly repair most viruses- inour tests, more
than 90% - with aproduct which didn’t require databases,
checksums, etc. Peopledidn’t understandit, and wehad a
hard timeselling it, despitethefact that it worked.’

MichelangeloMishap

Theanti-virusindustry hasbeenviciously criticisedfor
deliberately hypingthethreat posed by theMichelangelo
virus. Some complaints may have beenvalid, but 6 March
was not aboomtimefor all vendors: ‘ For nine months after
Michelangelo,” Tippettexplained,‘ saleswerefour- or five-
fold lessthan thosefor the previous ninemonths. It wasa
very depressed market. NOVI wasavail ablebefore
Michelangel o appeared, but our company did not havethe
money tolaunchitwithapublicfanfare.’

Everything accel erated at Certusnear the now infamous
‘Michelangelo Day’. Tippett recalled theenergy used at that
time: ‘ Wespent one-and-a-half million dollarson marketing
and promotion, and on setting up distributor channels, just
when the market dropped away. I nstead of salesincreasing
through all thismarketing and so on, they decreased. We
actually lost over amillion dollarsbecause of the
Michelangeloincident.’
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Tippett: ‘ Viruswritingisacrazy activity. Peoplewhowriteviruses
justdon’t consider theconsequencesof their actions.’

At about thistime, Symantec began making overturesto the
company, which ledto amerger. Tippett feelsthat thiswasa
good deal for both parties: * Symantec waslooking at
MS-DOScoming out with built-inanti-virusfeatures, and
was being beaten in corporate sales by NOVI - wesold to a
lot of corporationsfor twiceas much money asdid Syman-
tec. It wasagood merger, and alot of NOVI featureswere
incorporatedintoNAV, whichimproved becauseof it.’

Thechangein environment from asmall specialist company
toalarge multi-national has brought both advantagesand
disadvantages. Surely the product cannot react to changesin
theindustry asquickly asbefore?

Tippett agreed: * Y ou' reright; the QA meanswedon’t have
thelatest quick responseto new viruses. McAfeeand other
companieswill have amuch quicker responseinthisarea.
On the other hand, we have aproduct whichistested in
moredepth, and morelikely towork in other environments.’

InthePublic Eye

Tippett’ sstance on computer ethicsiswell known, and he
believesusersneedto explorerightsand wrongsof computer
use and abuse: ‘Wefight viruses, and people who break into
systems; wefight peoplewho steal software. However, we
still haven't told people what isright, or how we should be
doingthings.’

Oneof the biggest hurdlesisthelack of clearly defined
moral codefor Cyberspace: ‘Weknow by thetimewereach
the age of twelve not to eat wormsor grasshoppers. They are
not dangerousto us, but we have agut reaction that “ good
girlsand boys” don'’t do that. We learn nothing from our
parents about what might be good or bad in computer uses.
Weneed to make every user start talking about ethics.’

Thisproblemiscompounded by thefact that many virus
writersthink that, if avirusdoes not destroy data, itis
benign. ‘Many viruswritersdon’t seetheir virusesasbad,’

commented Tippett - but the question of legality, inhisview,
isaltogether amoredifficult oneto answer: ‘Viruswritingis
acrazy activity. Peoplewhowritevirusesjust don’t consider
the consequencesof their actions. Atthesametime, | believe
inthe American constitution, and thefirst amendment,
which givespeoplefreedomtowrite, andtotalk, so |l don’'t
have aprobleminthelarger sense of peoplediscussing or
studyingviruses.’

Nevertheless, virusesper seclearly do poseaproblem for
him, in particular the authors. Tippett sees such people as
morally andlegally irresponsible, distributing destructive
creationsin such away that they spread to other machines,
without the permission and knowledge of those users.

Hebelievesthat peoplemust be held responsiblefor their
actions. Thereare, he says, legal waysto makedistribution
of virusesacriminal act, and believesthat it ispossibleto
definethisclearly, withoutinfringing uponlegitimate needs
of peopleeither to do research or to fight the problem.

Hedoesnot seevirus-writing being madeillegal inthe near
futureinthe USA: * Automobileswerearoundfor thirty or
forty yearsbeforewe decided that it made senseto wear seat
belts; we needed nearly two hundred yearsto figure out that
smoking maybewasn’t such agreat idea.’

‘It will takeawhile beforewe, asasociety, are prepared to
do anything concrete about viruses. | suspect, however, that
inthe next few years, wewill makelegislation which will
restrict theactionsof virusauthors.’

L ookingAhead

‘Every timethereisashiftintechnology, viruseswhich have
been activein oneareaceaseworking. Lehighand Brain
aren’t seen becausewedon'’ t boot from floppiesanymore.
They wouldbe, if wedid,” Tippett declared.

Withtheevolution of computer science, wholegenerations
of viruseswhich areimportant in certain operating systems
will disappear. Theonward march of technology may leave
current virusesbehind: ‘ Therewill be new viruses, ones
whichwill require moresophisticated peopleand more
sophisticatedtools.’

Tippettiscircumspect when discussing thefuture of the
Symantec product: ‘| won't talk specifically about NAV 4,
but obviously it will continueto be upgraded andimproved.
Our objectisto createaproduct which workswell for
individual users, but whichisespecially good onthousands
of networked machines.

‘Itisafundamental part of our philosophy that end-users
shouldn’t haveto worry about viruses, backups, their FATs-
they should not even haveto know what aFAT is! Security
should become moreautomated, and userswill then become
freeto dowhat they werehiredtodo.’

Would he givereadersany cluesastowhat those products
will be?‘Wait and see,” hereplied.
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VIRUS ANALYSIS 1

Pathogenic Killer

Jim Bates
Pimpernel Software

| am often asked if viruswritersare good programmers. This
isalittlelikeasking if Jack the Ripper was agood surgeon -
for themost part, such aquestionisnot only irrelevant, but
offensive. Any skill displayedin executingamaliciousact
canonly makethat act moreabominable.

Here, the question of skill or expertiseservesonly to
apportionthe degree of guiltto be assigned to the perpetra-
tors. If aschoolboy createsaviruswithout really understand-
ing what heisdoing, heismerely beingirresponsible. If a
skilled programmer createsavirus, heisacriminal.

| have disassembl ed well over onethousand viruses: many
havebeen extremely complex, but only two or threehave
shown evidenceof real programmingskill. Hopefully, this
indicatesthat genuinely talented programmershavetoo
much appreciation of computing towriteviruses.

Thevirusunder examination thismonth, Pathogen, displays
above-averageprogrammingskill, and somein-depth
knowledgeof anti-virustechniques. Thesefacts, coupled
with avery nasty trigger routine, makethewriter one of the
most destructiveindividual swhosework | haveencountered.

Pathogenisaresident, parasitic viruswhichinfects COM
and EXE filesby intercepting two DOSfileaccessfunctions.
Thecodeisencrypted, and thedecryptor randomised on each
infection, so all appended codeischanged. Thismethod of
avoidingidentification hasbecomeknownaspolymorphism.
Theviruswill not trigger until it hasachieved acertain
degree of penetration, but when it does, most of the data
stored onthefixed disk will be destroyed, and thefloppy
driveswill bedisabled until the CMOS can be reset.

GoingResident

When aninfected fileisexecuted, thevirusgains control and
decryptsitscode. A call isissued to determineif thevirusis
aready resident. This* Areyouthere? techniqueisa most
standard for resident viruses. Hereit isachieved by placing a
value of 18FFhintothe AX register andissuing an Int 21h
request. If thevaluereturnedin AX isOE71h, thevirusis
deemed resident, and processing passesto the host program.

If thevirusisnot resident, processing passesto amemory
allocationroutinewhich searchesthemachinememory
structureand locates asuitabl e block of memory. Thevirus
grabs 7872 bytesfrom thisblock, whichisthen allocated to
DOS ownership and used to storethe activeresident virus
code. If necessary, theavailablememory pointerisalso
modified, to ensurethat the virus code remains undisturbed.

Theprocessof hooking thevirusinto the system beginsby
collecting therequired system addressesfromlow memory,
andinserting theminto thevirus code. Next comesaroutine
which tracestheinterrupt processing until an addresswithin
theDOS areaisrecognised. Thisaddressisinsertedinto the
viruscode. Tracing interruptsinthisway isknown as
‘tunnelling’, and doneto try and bypass monitoring software
which hasitself hooked into system services. Itiseasy to
write softwarewhich can detect and prevent thistracing
process so that agood quality anti-virusmonitor will not be
affectedbyit.

Thisvirustunnelsboth the DOS Interrupt, Int 21h, and the
Disk Servicelnterrupt, Int 13h, although only the DOS
Interrupt isactually used by thevirus. Oncethetunnelling
processiscompleteand theappropriateaddressescollected,
acounter isincremented for | ater testing. Next, thevirus
codeisrelocated into the prepared memory space, and the
addressof thevirusroutinesareinserted into theinterrupt
vector table. Processing finally returnsto thehost program
andthevirusremainsresident to intercept the system and
diskrequests.

Operationin Memory

Whileresident and awaiting system requests, Pathogen
actively interceptsonly Int 21h functions4Bh and 6Ch
(Load_and_Executeand Extended _Open/Create). Although
ahook isinserted into the Disk Service Interrupt 13h, itis
used in apassive manner, to reroute system requeststo the
tunnelled vector whenthey emanatefromtheviruscode. The
idea, presumably, isto avoid any monitoring activity on
either interrupt when thevirus codeisaccessing the system.
Themanner in which thisisdone suggeststhat the writer
knowshow someof thelessefficient monitoring systems
work and hasdesigned thismethod of circumventing them.

Thelnt 21h handler followsamoreusual pattern. Thefirst
check made onintercepted functionsiswhether the‘ Areyou
there? call hasbeen made. Thisisfollowed by adetection
routinewhichreroutesany exit programrequests(via
function 4Ch or Int 20h) to thetunnelled Int 21h vector.

Themainintercepts4Bh and 6Ch are then detected and
intercepted; all othersareallowed to continueinto normal
systemservices. Theintercept routineisidentical for both
function requests, and beginsby setting aflag which will
indicateto other routinesthat thevirusisin control. The
virusthen collectsand storesthe existing addressesfor three
other interrupts- Int 03h, Int 23h and Int 24h - and installsa
default handling routinefor Int 23h and Int 24h to avoid
interferenceby DOSintheevent of systemerrors.

Thelnt 03h routineisthen hooked into thetunnelled Int 21h
routine, to be used by thevirusto accessthe DOS services.
Thisisunusual, and seemsto have been chosen to make
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single stepping analysisof the code moredifficult. Itisno
secret that most debugging and analysis programsusethis
single byteinterrupt to place break point markersin code
under activeanalysis. Thisiseasily circumvented, but
quickly becomesrather tediousfor theresearcher.

Oncethese hookshave been set, thevirus checksthe counter
mentioned intheinstallation section. If the counter valueis
zero, processi ng passesto thetrigger checking routine (see
below). Otherwise, theinfection sectionisentered, andthe
virusbeginscheckingthetarget filefor suitability for
infection. Thetarget filein thiscaseisthat being processed
by theoriginal system call - Pathogen doesnot instigateits
ownsearchfor suitablefiles.

A Choosy Plague

Thefirst stage of checking ensuresthat thetarget file has
either aCOM or an EXE extension. Then the beginning of
thefilenameistested to seeif it beginswith apair of
charactersfromthefollowinglist contained withinthecode:
CO, F-, SC, TB, VI, FS, VP, VS, CL, SM and FL. If the
target filename beginswith any of these, itisnot infected.

“ Pathogen displaysabove-
average programming skill, and

some in-depth knowledge of anti-
virustechniques’

Processing continuesby collecting theattributesof thetarget
fileand storing them before resetting themto allow Read/
Writeaccess. Thefileisthen opened, and thedate and time
stamps collected and stored. The date stamp of thefileis
checked to seeif theyear valueisgreater than 100 - if so, it
isassumed to bealready infected, and rejected by thevirus.

If thefileisacceptablethusfar, itsfirst 32 bytesareread into
memory and checked for the presence of the*MZ'’ or ‘ ZM’
header byteswhichidentify EXEfiles. Processing branches
depending upon theresult of thetest. Non-EXE filesare
checked to ensurethat they are not greater than 56000 bytes
inlength - otherwise, they arerejected. A number of garbage
bytesarethen appended to suitablefiles, toincreasetheir
sizeto an exact multipleof 16.

EXE filesare checked to ensurethat they are parent pro-
grams, with no overlay number inthe header field. Process-
ing then teststhe memory allocation fieldswithinthe header,
and also truefilesize, to ensure that the file has no addi-
tional code. Next, asnon-EX E fil es, random garbage bytes
arewritten to makethe sizeamultipleof 16. Extraprocess-
ingisthen completed to modify the EX E header segment
and offset fieldsto ensurethat thevirusis processed first. A
childishtrick isemployedto maketheviruscode‘ appear’ to
beinthe stack segment of the host program. Thismight
confuse some simple debuggersand disassemblers, butis
merely an empty gestureto anexperienced researcher.

After the encrypted code hasbeen appended to the host file,
theattributes, date and time are returned to their original
condition (with 100 added to theyear value) and thefileis
closed. Processing then returnsto the host program.

Terminal llIness

Theprimary check for thetrigger routine hasalready been
mentionedintheinstallation section. Thegeneration counter
isset such that it only increments each timetheviruscodeis
installed into memory. Thus, if the counter valueisfive, after
installationit will becomesix. Thiswill bethevalueinevery
infected copy generated during that session. Thereislittle
likelihood of the number increasing by morethan two or
three during thelife of theviruson aspecific machine.

Copiestaken to other machines might also show anincrease
of two or three, and so on from machineto machine. The
number isset to cyclefrom Oto 31, and the check islooking
for avalueof zero, soit will only be successful after the
virushas passed through several machinegenerations. If, for
other reasons, the check failsand thevirussurvives, there
will beatrigger-free period beforethe next trigger time.

However, if the primary check issuccessful, the system day
and timeisthen checked. If thisindicatesthat it isnot
Monday between 17:00and 17:59 (inclusive), processing
branchesto aroutinewhich attemptsto de-install thefloppy
drives. Otherwisethekeyboardisdisabled, thescreenis
cleared, and amessageisdisplayed:

Your hard-disk is being corrupted, courtesy of
PATHOGEN!
Progranmmed in the U K (Yes, NOT Bulgarial)
[C] The Bl ack Baron 1993-4.
Featuring SMEG vO0.1: Sinmulated Metanorphic
Encryption Generator!

‘Smoke me a kipper, 11l be back for
breakfast..... '

Unfortunately some of your data
won‘ t! 11!

Thevirusthen proceedsto write garbage at random all over
thefirst fixed disk of the system. This process usesthelow-
level accessroutine, andwill thereforecorrupt any logical
driveson that disk (not necessarily drive C). Itislikely that
thefirst trigger conditionwill occur beforethe second one,
soitispossiblethat theviruswill leave asystem corrupted
and disabled, and no external softwarewill beableto be
loaded without resetting theinternal configuration.

Encryptionand I nfection

Inviruseswhich useboth encryption and decryption
randomisation, theinfection processhastobein at least two
distinct stages. First, adecryption algorithm must be chosen;
then apseudo-random routinegenerated to achievethat
algorithm. Thisdone, theviruscode can beencrypted
(according tothe chosen algorithm), and appended to the
decryptor. Inthisway itispossibleto produceinfections of
thesameviruscodewhich differin every bytewhen consid-
ered intheir passive state (attached to host code).
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A further complicationisintroducedin somevirusesby
prepending executablegarbagecode. Thiscodewill execute
without corrupting theprogramming environment, but fulfils
no function other than to take up arandom amount of space.
Someearly viruseswhich used thistechnique contained
extremely complex routinestogeneratetruly random
garbage codewhileensuring that memory modificationwas
kept strictly under control.

Atfirst sight, thisvirus appearsto do much the samething;
closer analysis, however, revealsthat thereare only six
different decryptionalgorithms, each of which hastwo
coding methodsto achievethem. Thus, identification of this
viruswill be considerably easier than many others, although
theapparent complexity istimeconsuming.

Conclusion

For someoneto hate computing so much that they producea
viruslike Pathogenisa most beyond belief. With the added
suspicion that some genuineanti-virusresearchwasin-
volved, thepossibility of market manipul ation becomesmore
real. Pathogenwill cause problemsfor someanti-virus
vendorsdueto thecomplex natureof the polymorphic code,
and thetactic of releasing the virus straight into thewild
makesthedestructivetrigger even moremalicious.

In Singapore, | believe aperson can beflogged for vandalis-
ing acar - onthat scale, thisviruswriter would qualify for a
punishment well off the Richter Scale of human endurance.
Theinfantileramblingsinthetrigger messagearenormal in
virusesnow, andthe‘Black Baron’ obviously fancies
himself asone of the UK’ stop programmers. However, he
doesn’t even qualify for the heats, |et alonefor thefinal.

Aliases: SMEG.
Type: Resident, polymorphic, parasitic.
Infection: COM and EXE files.

Self-recognition in Files:
Year incremented by 100.
Self-recognition in Memory:

Place 18FFh in AX and issue Intz 21h
call OE71h returned in AX.

Hex Pattern: No hex pattern is possible.
Intercepts: Int 21h for infection, Int 13h for stealth.

Trigger: Disables floppy drives or disables
keyboard, displays message and
corrupts first fixed drive.

Removal: Under clean system conditions, replace
all infected files with known clean

samples.

VIRUS ANALYSIS 2

AMSE - A Rite of Passage?

Viruseswrittenas'test’ programs, presumably by anti-virus
softwareproducerseager to demonstrateaproduct, areoften
tobefound. They arealmostinvariably primitiveexamples
of basicvirustechniquewhichachievenothing.

Theadviceto any purchaser of anti-virussoftwareis: if a
vendor demonstrates hisproduct against a‘test’ virus, run,
don’t walk, to the nearest exit - he doesn’ t understand the
problem, so hissolutionwill be useless.

AMSE, thevirusunder analysis, appearsto be onesuch,
announcingitsexistenceeachtimeaninfected machineis
booted. Itsnameiscomprised of thefirst four lettersof a
cryptic string of charactersburied within, but not accessed
by, theviruscode.

Itisaprimitiveboot sector viruswhichinfectsthe Master
Boot Sector (MBS) of fixed and floppy disks. Thereisno
conditional trigger routine, but it containsarudimentary
stealth capability. The code hasall the appearance of a
student’ sexerciseincomputing - very correct, very neat,
veryinefficient,andvery naive.

“theviruscan survivean FDISK
reconfigurationwhereadrive

partitioning may be completely
changed”

Installation

When amachineisbooted from adisk (fixed or floppy), the
MBSisloaded into memory, and processing jumpsto the
beginning of that code. On aninfected machine, thisisthe
viruscode, which collectsthe system pointer whichindicates
thetop of available conventional memory, movingthecode
upintoit (reducing the pointer by around 4 KBytesso DOS
will not usethat memory).

Processing then transfersinto the high copy of the code, and
anindicator within thisistested to see which type of disk
wasused for the boot. Thevalue of thisindicator isused to
collect theaddresson thedisk of theviruscode' sremainder.

AMSE and itsdataoccupy atotal of seven sectors: on
floppies, thefinal six sectorson thedisk storetheremainder
of theviruscode. On fixed disks, the virus uses sectors 2-7
tostoreitscode: thiswill cause serious system malfunction
on certain types of machinewhich store somevital disk type
parameters on sector 2. Asthevirus makes no attempt to
savethesesectors’ original contents, recovery isproblematic.
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After relocation of the primary portion of code, and the other
six sectorsread into aposition preceding it, theviruscollects
theaddressof the Interrupt Serviceroutinefor INT 13hand
insertsitintoitsown code. Thevirusinterceptionroutineis
then hooked into the system, and atest madeto seeif the
machine hasafixed disk. If so, thisischecked, and infected,
if clean. Processing passes next to aroutinewhich displays
thefollowing message, and waitsfor akeypress.

This disk is infected by VIRUS

AVSE

Be careful !!!!

Pl ease insert a DOS diskette into

the drive and strike any key...
Once akey isstruck, thevirusinstigates awarm boot
routine, leaving itscodein place and active. One other area
withintheviruscodeobviously hascrypticsignificancetoits
author. Thereisastring of ASCII characterswhich do not
appear to be accessed by any other section of theviruscode.
Thefact that thefirst four letters are used asthe virusname
suggeststhat the remaining lettersmay have ahidden
meaning. Theletters, asthey appear inthe code, are:

AMSESLI FVASRORI MESAEP

Operation

When finally installed in high memory and hooked into the
system, thevirusinterceptsonly requeststo READ or
WRITE to sectorsoccupied by theviruscode. If therequest
istoread the MBS, thevirusintercepts and teststo seeif the
target disk isinfected. If not, thevirusattemptstoinfect it
andtestsagain. If infected, acopy of theoriginal MBSis
collected and returned tothecalling routine.

If therequestistowritetothe MBS, thevirusreroutesthis
and updatesitsown copy of theoriginal sector ondisk. A
copy isalsotaken of the contents of the new partition table
andinserted into theinfected MBS. By doing this, thevirus
cansurvivean FDISK reconfigurationwhereadrive
partitioning may becompletely changed.

If therequest isto read any of the other sectorson thefixed
disk used by thevirus, thecalling routine buffersarefilled
with zeros before therequest isreturned. If arequest ismade
towrite more than one sector of thefixed disk starting at the
MBS, thevirusallowsthe second and subsequent sectorsto
bewritten (overwriting theviruscode). If therequestisto
writestraight to the virus occupied sectorson afixed disk,
anerror isreturned, and thewrite operationisnot compl eted.

A similar arrangement seemsintended for floppy disks, but
an error inthe code allows such requeststo continue
normally. Thus, the remaining viruscode can beread or
written by normal BIOSsystem functions.

Infection

Thefixed disk will beinfected when amachineisbooted
fromaninfected floppy. Unprotected floppiesaccessed onan
infected machinewill beinfected whenever thesystemreads

the floppy boot sector. Asthisisdoneby the system at the
first access (to determinethe disk parameters), al such
floppieswill immediately becomeinfected.

Duringthefloppy disk infectionroutine, theboot sector is
rewritten, and the remaining virus code and dataiswrittento
thelast six sectorson thedisk. Both copiesof the FAT are
altered toindicatethat thesefinal sectorsare‘bad’ so
ordinary DOSaccesswill not alter them.

Onevery disk (fixed and floppy), the sectors used by the
virusarethefiveimmediately precedingthat sector occupied
by theoriginal boot code: e.g. onafixed disk, the boot sector
isinTrack 0, Head 0, Sector 7. The virus code occupies
Sectors2-6in Track 0, Head 0. Thisrelative position also
appliestoevery typeof floppy disk.

Conclusions

Thisvirushasall the signs of someform of test. If it was
produced by astudent, he earnsmarksof 1 out of 10 (for
spelling theword viruscorrectly). AM SE hasall thesigns of
avirusdeveloped for test purpose. If thiswasthe reason for
itscreation, it failsdismally, asit does nothing not already
demonstrated by existing boot sector viruses. Any vendor
which must use avirusto show its product in action, should
useon of themany virusalready written.

Asaways, if your machinebecomesinfected by this, or any
other, virus, report it to the Police. If you seeanyoneusing
thisasademonstration virus, leave asquickly aspossible
and then report the detailsto the Police.

AMSE

Aliases: None known.
Type: Master Boot Sector.

Master Boot Sector of fixed disks, Boot
Sector of floppy disks.

Infection:

Self-recognition on Disks:

Virus checks OFh bytes of the boot
sector with code stored in memory.

Self-recognition in Memory:
None.

Hex Pattern: Located in MBS of fixed disks, or boot
sector of floppies.

8ECO 832E 1304 04BE 007C 8BFE
B900 01F3 A506 B864 50CB 061F

Intercepts: Int 13h for infection and stealth.

Trigger: Displays message on each boot from
an infected fixed disk.

Removal: Disinfection possible by replacing
original boot sector under clean system

conditions.
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VIRUS ANALYSIS 3

The Pink Panther

Eugene Kaspersky

Over thelast few years, virusauthorshave exhausted many
of the practical infectiontargetsavailableonthelBM PC
running MS-DOS and havethereforeturnedtheir attention
tohiding the presence of their creations. With amemory-
resident behaviour blocker now shipped aspart of the
operating system, gai ning direct accessto thesystem has
becomeof paramountimportance.

Thefirst virusto attempt unrestricted DOS accesswas

Y ankeeDoodle. ThisvirushooksInt 01h, theSingle_Step
interrupt, and traces program execution when an Int 21h call
ismade. When control ispassed to the DOS area, the virus
storesthe current contents of the stack, and usesthisaddress
toaccessthelnt 21h functionsduring infection. Thus, any
anti-virussoftwarewhich monitorsprogram behaviour will
not ‘ see’ thevirus' actions. Thesecond trick used by virus
authorsisto scan the DOS and BIOS areas for the code
which makesuptheoriginal Int 21h handler. Unfortunately,
thevirusauthors have not beenidle: Pink Panther usesa
completely new Int 21htunnellingtechnique.

Installation

Pink Panther isamemory-resident parasiticEXEfile
infector, 4510 bytesinlength. When aninfectedfileis
executed, thedecryption routinerestoresthevirusbody (not
completely: partsof thevirusbody aredoubly encrypted),
and passes control to theinstallation routine. Thisroutine
checksthe DOSversion number, and only continuesif the
systemisrunning DOSversion 5.0 or higher.

Inorder to ensurethat thevirusisnot already active, an‘Are
youthere? call ismade. Thisconsistsof calling Int 21h with
AX=3056h, BX=4D54h, CX=5A21h, DX=3933h (ASCII
MTZ!0V93). Thememory-resident virusreturns4F4Bh
(ASCII OK) inAX register.

If thisroutine goes unanswered, thevirusalterstheInt 01h
vector in such away that it pointsto asecond encryption/
decryptionloop. Inan attempt to make detection of thevirus
moredifficult, therearefiveblocksof code (twoinstallation
routines, two stealthroutines, and theinfectionroutine)
which arestoredin memory intheir encrypted form. When-
ever thevirusneedsto access one of theseroutines, it calls
Int 01h (with the necessary valuesloaded into the appropri-
ateregisters) to decrypt theroutine, passescontrol toit, and
thenre-encryptsit with asimple XOR algorithm.

Thevirusattemptstoinstall itself into the Upper Memory
Blocksif sufficient spaceisavail able (hencetheneed for
DOS5.0 or higher) by using standard Int 21h calls. If this
memory isnot free, Pink Panther loadsitself into thetop of

conventional memory. Onceresident, it attemptstoobtain
direct accesstothe DOSservicesviatheoriginal Int 21h
handler. Thisisdescribedin detail below.

Closer tothe Sour ce

Thefirst step towards by passing any system monitorsisto
use an undocumented Int 2Fh call to get the segment address
of theDOS area. Pink Panther then obtains the segment
addressof thefirst occupied memory block after this

(typically thiswill containadevicedriver, loaded through
CONFIG.SYS). Thus, theviruscan calculate themaximum
possiblelength of theDOSarea.

Thevirusthen allocatesablock of XM S, copiestheentire
contentsof theDOS areaintoit, hooksInt 06h (Undefined
Opcode), and overwritesthe DOS areawith theword
FFFFh. 1t then callsInt 21h, subfunction 30h
(Get_DOS Version).

“the virus author s have not been
idle: Pink Panther uses a

completely new Int 21h
tunnellingtechnique”

Thiscall ispassed down through any other programswhich
have hooked Int 21h, until it finally reachesthe DOS area.
However, thismemory addresshasbeen overwrittenwiththe
value FFFFh, which doesnot represent avalid instructionto
the processor. Thiscausesan Int 06h to beissued. Thevirus
storesthe addressfrom where the Int 06h was generated,
restorestheoriginal contentsof the DOS area, and freesthe
allocated XM Shlock.

In order to understand how thisgivesaccessto thetrue DOS
Int 21h handler, one hasto consider what happens during
thisprocess. When an Int 21h call isreceived, control is
passed from onememory-resident programto another, until
itisfinally passed to the DOS Int 21h handler, located in the
DOSarea. Thiscode hasbeen overwritten, andimmediately
causesan Int 06h to be generated. Therefore, the address
returned isthe address of theoriginal Int 21h handler.

Of course, thismethod istoo complex to bereliable, but
under vanillaMS-DOSit worksflawlessly. When using
multi-tasking environments(e.g. Windows), thingsarelikely
tobemuch more complex.

Stealth Effects

Finally, thevirushooksInt 21h and Int 25h vectorsand
returns control to host program. Int 21hisusedfor file
infection and stealth; Int 25hisused for stealth only.
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WhenthevirusinterceptstheDOScallsFind_First_File
(4Eh) and Find_Next_File(4Fh), thevirusopensthefileand
readsitsbeginning. Theviruschecksthefirst two bytesfor
EXE stamp (thehex word M Z). If thefileisan EXEfile,
Pink Panther makes athorough check of thefileto check
whether or notitisinfected. Theinfection markersused by
thevirusareasfollows:

« thechecksumisnot equal to zero

« theentry value of CSregisterisequal toentry valueof DS
register plusone (CS=DS+0001)

« theentry value of stack pointer (SP) islessthan 028Ah

If all these criteriaare met, the virus assumesthat thefileis
infected, and it returnsthe original length of theuninfected
file. Thevirusal so obtainsthe address of the System File
Tableof thefile, and storesthe address of thefirst sector of
thefilefor later use.

WhentheDOScall Open_File(3Dh) isintercepted, the
viruschecksthefilein asimilar manner, and disinfectsthe
fileif itisinfected. Thus, if thevirusismemory-resident
when an integrity checker isrun, it will not be detected.

Whenever thecallsLoad_and_Execute (Int21h,4B00h) and
Close_File(Int21h, 3Eh) areissued, control is passed to the
infectionroutine. Beforeinfectiontakesplace, thevirus
checksthefilenameagainst thefollowinglist of extensions:
TB*.EXE, SC*.EXE, F-*.EXE,VS*.EXE, CL*.EXE,

CP* .EXE[Representing TBAV, SCAN, F_PROT, VSHIELD
and VSTOP, CLEAN, CPAV. Ed]. If amatchisfound, the
fileisnotinfected. Thevirusensuresthat thefilehasan
EXE-typestructure, and then callsthepolymorphicroutine.
Finally, theencryptedviruscodeand decryptionloopis
stored at theend of thefile.

Int 25h Stealth algorithm

Theviruscontainsthreestealth routines. Thefirst oneis
calledon DOSFind_First and Find_Next calls(thevirus
substitutesthelength of file), the second routineiscalled on
fileopening (thevirusdisinfectsthefile). Theseroutines
hidetheviruswheninfected filesare accessed viastandard
DOScalls.

However, several virusscannersexaminethedisksona
sector-by-sector basis, using Int 25h calls
(Absolute_Disk_Read). Thevirususesitsthird stealth
routinehere: if thefirst sector of aninfected fileisaccessed,
thevirusterminatesthecall, returning an error code (Data
CRCError). Thisroutineonly worksif thememory-resident
code hasidentified thetarget file asinfected - thisoccursif
the scanner usesthe DOSFind_First or Find_Next calls.

Polymor phicr outine

Thepolymorphic codegenerated by thevirusisnot as
complex asthat created by the MtE or TPE. However, the
virusauthor hasemployed afew tricksto makelifemore
difficultfor scanner manufacturers.

Firstly, theentry point of the codeisnot constant. Usually,
thereareanumber of instructionswhich precedethe
decryptionloop. However, onetimeinten, control is passed
directly intotheloop.

Secondly, thedecryptionloopiscorrupted at arandomly
sel ected of fset. Thisiscorrected by the polymorphic code
which precedestheloop.

Finally, theregistersused for decryption areall loaded from
the stack, using the SS and SP values added by the virusto

the EXE header. Thispointsto adataareawithinthevirus

which containsthenecessary information.

ThelL ast Page?

Sincetheoriginal Pank Panther virus, aslightly larger
variant hasbeen discovered. Thisnew viruscontainsthe
followingtextstring:

- The Pink Panther 2 (*The Last One*) - (c)
Mrz *1 Jan 1994’ Italy Dedicated to Federica!
[MIZ 1994]

Themain change madeto thevirusisthat the stealth routine
usesInt 13h, rather than Int 25h. Both virusesarerelated to
other MTZandMTZ.Overkill viruses.

One can only hopethat the author’ s claim about thisbeing
‘TheLast One' istrue - asthe number of viruses continues
to climb, each new virus hel ps contribute to scanner satura-
tion. Pink Panther will not bethe straw that breaksthe
camel’ sback, but theload isgetting heavier, day by day.

Pink Panther

Aliases: MTZ.
Type: Memory-resident, Parasitic file infector.
Infection: EXE files only.

Self-recognition in Files:
Multiple. See text.
Self-recognition in Memory:

‘Are you here?’ call with INT 21h,
AX=3056h, BX=4D54h, CX=5A21h,
DX=3933h (‘MTZ!V039’) The memory
resident virus returns 4F4Bh (‘OK’) in
AX register.

Hex Pattern: No search pattern is possible in files.

Intercepts: Int 21h for infection and stealth, Int 25h
for stealth, Int 01h for on-the-fly
encryption. Int 06h during installation
and Int 24h on file infection.

Trigger: None.

Removal: Under clean system conditions identify

and replace infected files.
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FEATURE

The Thin Blue Line

Two hackerssit conversingonaBBS, hundreds of miles
apart. Theonly noiseintheroomisthe hum of computer
terminalsand theincessant chattering of an outdated line
printer. The screen of theterminal showsthat they havejust
managed to gain accessto aremote UNIX machine.

Without warning the door burstsinward, and in three
simultaneousraidsfour men chargein, claimingto bepolice
officers. Everything happensvery quickly, and beforethe
hackershave had achanceto think, they have beenled away
fromthe computer, caught red-handed. New Scotland Yard's
latest raid has been asuccess.

Caught intheAct

Thescenedescribed aboveisaccurate, if slightly misleading.
Each ‘hacker’ arrested and charged wasinfactinvolvedin
Operation Skye, thecomputer crimeinvestigation courserun
by New Scotland Yard's Computer Crime Unit(CCU), at
the Police Staff Training College Bramshill. Over afour-
week course, officersfrom many of theregional fraud squads
pitted their wits against aproblem which even thefamous
Sherlock Holmescould not havecast asideaselementary.

TheBramshill programmeconsistsof two separate courses,
tackling different aspectsof the problem. During thefirst
week, officersattending the coursewereinstructedin how to
obtain evidencefromaDOS-based computer. Obviously, as
computersbecomemorecommonplace, they will cropupas
evidencewithincreasing regularity. Asyet, most criminals
still do not realisethe evidential value of their own PCs. ‘A
lot of peoplestill assumethat, when you del ete something, it
isgonefor ever,” commented Detective Sergeant Simon
Janes, oneof the officersresponsiblefor running thecourse.
‘However, you and | know that that isnot the case.’

Thesecond courselastsfor threeweeks, and tackles many of
thedifferent aspectsof computer crime- hacking, viruses,
unlawful access, telecommunicationsfraud etc. Although
thiscourseand otherslikeit are designed for detectivesfrom
theregional Fraud Squadsthroughout England and Wales,
the current course attendeesranged from far and wide, with
oneofficertravellingfromHong K ongtoattend.

Aimsand Objectives

Theobjectiveof thecourseisvery simple: that at |east one
member of each regional Police Service should be capabl e of
taking on aninvestigationinto possible offencesunder the
UK Computer Misuse Act (CMA). ‘Asit stands at the
moment, the CCU isthe only dedicated unit in England -
computer crimeinvestigation at alocal level isusually dealt
with by thelocal Fraud Squads,” explained Janes.

Each police service can nominatewhom they chooseto send
onthecourse. Nomineesare usually taken from the ranks of
Detective Constable, Sergeant or Inspector, but thisisnota
hard and fast rule. This present courseevenincluded a
civilian, whowasemployedto assist the Police.

Janesmakesaclear distinction betweentraining detectives
to be computer expertsand training detectivesin how to
investigatetypical computer crimes:. ‘ We' renot training
detectivesto becomputer experts- wecould never do that,
and would not wish to. We aim to teach them how to
manage an incident and how toinvestigateit. Obviously,
part of that management issueisknowing when and where
togotoget help.’

Thequestionisvery much oneof knowing the procedures.
Janes drawsan analogy with theinvestigation of an assault.
‘If amanisstabbed, hewill betaken to hospital and seen by
asurgeon. That surgeon would be ableto supply further
information, such asthe size and type of the weapon used. In
order to know that, you need to know abit about what
happensin ahospital. The officer investigating may not be
an expert in knifewounds, but should know how to extract
the necessary information from someonewhois. It'sa
similar situationwith computers.’

DI John Austen, the course organiser, agrees. ‘Wetry togive
them confidencein dealing with computer crimesthat they
wouldordinarily havedifficulty investigating. Inthat way,
we can best servethe needs of thevictim.’

Taughtor Tort?

L ecturesrun parallel with thedevelopment of Operation
Kye. Theseareaimed to tiein with what the ‘ hackers' are
doing - for example, thelectureon VM Sneatly coincides
withthepenetration of alargeVMSinstallation.

Thelecturesaregenerally supplied by expertsintheir
particular field. ' For example,” said Janes, ‘ yesterday Jim
Bateswasat Bramshill. Hewashereintwo roles. Firstly, he
gavealecture about DOSvirusesand how they worked.
Secondly, one of theteamshad reached astage where they
needed to know alot moreabout viruses, so inthe afternoon
they sat down with Jim and questioned him.’

Thismixtureof thepractical withthetheoretical gives
officersthebenefitsof both systems. Theinvestigativeside
of thecourseissufficiently realisticto beableto giveasense
of thethrill of thechase’, giving the often turgid theoretical
aspectsmoreimmediacy. It also allowsthe studentsto put
what they havelearned toimmediate practical use.

Asthethree weeksprogress, the number of virusattacksand
hacking offencesincreases. Eachteamreceivesmoreand
morecomplaints, until they havegathered enough evidence
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Detectivelnspector John Austen plotting at thelast
Bramshill training course: ' Y ouonly learnwhenyou
makemistakes...” hecommentedwickedly.

tomovein on the suspects. During the build-up to
the arrest, as much realism as possibleis brought
intothe scenario; officerseven haveto undergoa
mock televisioninterview inorder toinforma
‘concerned public’ about theextent of theproblem.

Misinfor mation

Thisgradual increase of pressureismasterminded
by DI John Austen, leader of the CCU. Austen sits
inthecontrol room, surrounded by ‘ survivors'

from previousyears' courses. Together, they forma
team which keepsthe students busy with reports of
new incidents. Variousmembersof staff play the
roleof victimsof the hackers, and officersget the
chanceto seefirst-hand how confusing such an
investigationcanbecome.

A lot of work goesinto each part of the scenario. In
the case of thevirus outbreak, Austen’ steam has
towork out how theviruswaswritten, what it did,
and how and whereit spread. With thistask
accomplished, thenextjobisto givethecourse
membersjust enoughinformationtobeableto
work out what isgoing on. Balancing between
making lifetoo easy and too hard isdifficult, and
clues (and red herrings) are added asnecessary.
‘At theend of theday, wewould like the students
to be ableto work out most or all of it,” said Janes,
‘but they are going to havetowork for it.’

Many of thefeatures of the coursearedrawn from
the personal experience Austen hasgained through
the CCU. ‘Y ou only learn when you make mis-
takes,” said Austen, ‘and many of the exerciseson
the course are based on real incidentswhich have
happenedto meor my officers.’

‘Thething to remember about the courseisthat
there’ snothing to pass at the end of the day.
There' sno examination, and candidatesaren’t

failed. Itisall about learning. The students get out of it asmuch as
they putintoit,” explained Austen.

Hot on their Heels

The proof of the pudding isvery muchinthe eating: Austen has set up
an ambitious course which attemptsto cover alot of groundina
comparatively short time. Do the studentsfeel that their three weeks of
hard slog isof any valuewhen they returnto their units?

Casting around for opinion, thegeneral feedback on thisoccasionwas
very positive. Mark Morris (thelatest addition to theCCU), seemed
pleased with what he had learned. ‘ We' reinto the third week of the
coursenow. Itiscertainly stressful, but overall, I think it hasbeen very
useful. Thethematic way inwhich thelecturestieinwithwhat’s
happeningintheinvestigationisgood, and youreally find yoursel f
getting into the scenario. I’ velearnt ahuge amount on thiscourse- |
think everybody has.’

Several of theofficershel ping to runthe course had al so attended
previously asstudents. Rupert Groves, fromtheBedfordshire Police
Force, completed the coursefiveyearsago, and found theexperience
invaluable. ‘ Atthetimel came onthe course, | wascompletely
computerilliterate, andfoundit extremely difficult. Beforethecourse,
if I had been called into take acomplaint from someone about a
computer crime, | would have been floundering. Sinceattending the
course, | have been involved in anumber of CMA caseswhich have
been successful. What the course did for mewas give methe confi-
denceto approach victimsof, and expertson, computer crime, and
understand what was happening and what needed to bedone.’

Crimeand Punishment

Austenisconfident that the Bramshill course makesthe policeforces
of the United Kingdom better equipped to deal with computer crime.
Thepoliceare making an effort to tacklethe problem - isthere
anything which can bedoneto help them?‘ The computer industry has
alwaysgiven ustremendoussupport. Whenwe' veasked for anything,
it hasnever beenrefused. The problemisthat the public oftendon’t
recognisecomputer crime. They may get violationsof their system, or
observeunexplained occurrences, but they don’ trealisethat they have
actually beenthetarget of criminal activity.’

The problem of not submitting acomplaint iscompounded by the
question of whomto complainto. ‘ Usersalso don’t know whereto go
toexplainittothepolice. If youweretowalk into your local police
station and speak to the uniformed desk sergeant, they probably
wouldn’t understand what you weretalking about. What | would say
isthat anyone who has suffered acomputer crime can contact us at
Scotland Yard, or any of the Fraud Squads around the country, and
therewill alwaysbean officer to deal withthem.’

Happy Conclusion

Theideaof gaining confidencewas mentioned several timesby the
students, and theresultsareamost certainly worth theeffort. Seven
daysafter thisinterview wastaken, the officersinvolved inOperation
Skyesuccessfully caught their targetsred-handed. Hackershad better
lielow for sometime- contrary to popul ar computer underground
opinion, thepolicecanandwill pursuecomputer criminals.
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PRODUCT REVIEW 1

Norman Virus Control
Dr Keith Jackson

Norman Virus Control isaNorwegian product first devel-
opedin 1988. Both aUSA and aNorwegian version exist,
and thisreview will concentrateonthelatter release. The
product takesadifferent anglefrom many of itscompetitors,
by providing acombination of ascanner and memory-
resident behaviour blocker. Thesoftwareincludessacrificial
programswhich detectinfection, aprogramtoremove
viruses, ascheduler, and online help systems.

Thisreview will attempt to measure how well each compo-
nent functionsunder DOSandWindows- lack of availability
precluded testing of the OS/2 version and of network
options. | usethewords' attempt to measure’ with care -
quite how abehaviour blocker should betestedisan
interesting (and difficult) question.

Documentation

Thedocumentation consistsof alargespiral-bound manual
and aring binder. Theversion of the product sent for review
isintended for inclusion with other Norman products; the

bi nder thushas sectionsleft empty for other documentation.

Themanual coversthe DOS, Windowsand OS2 versions of
Norman Virus Control. Itiswell-written, easy to use, and
hasathoroughindex. However, | have alwaysfound that
multi-version manual sdo not really work, asthey cannot
discussversion-specific detail. Thisisalsothecasehere: |
will further elucidatelater.

The software cameonal.44 Mbyte 3.5-inch floppy disk,
whichexcludesuserswith 5.25-inch or low-density 3.5-inch
drives. A RescueDisk (seebelow) isalsoincluded, specific
todrive A andto 3.5-inch floppy disks- why theexclusivity?

Installation

Productinstallationismenu-driven, withonscreen help
availableat several points. Installationinvolvesselecting
which componentstoinstall, allowing changesto
AUTOEXEC.BAT and CONFIG.SY S, and naming a
subdirectory pathwherefilesshould beinstalled. The
product offersto scanthe hard disk beforeinstallation, but
theresultsareremoved from the screen beforethey can be
read: only ashort summary stating ‘Noviruses...’ isgiven.

Installationisalmost identical under DOSandWindows.
Windows seemsto runthe DOSinstallation programin a
DOSbox, and createsaprogram group containing iconsfor
Norman Virus Control, the Schedul er, and the Handbook
(seebelow). The Scheduler insertsitself intothe WIN.INI
setup fileand isthus executed every timeWindowsisrun.

Both the DOS version of the scanner and the program which
cleansvirusesfrominfected filesarecompressed by
PKLITE, but have messagesinsidetheir codewhich are used
toreport that the program has been infected. | surmisethat
the checksum code hasbeen wrapped around the outside of
thecompressed executabl eto detect unintentional alteration
of theexecutablefile(s). Theseprogramsalso contain code
which says'‘ Pressany key to rebuild’ . How can thiswork
unlessanother (protected) imageof theexecutablefileis
maintained? Themanual doesnot explainfurther.

RescueDisk

Duringinstallation, Norman Virus Control offersto makea
Rescue Disk, and alabelled, unformatted 3.5-inch (720
Kbyte) floppy disk isduly included. Itisreferredtointhe
manual both as a Rescue Disk, and a Startup Disk. Using
two namesfor the samething servesonly to confuse matters.

“at least 14 of the 50 virus test
samples (28%) succeeded in

becoming memory-resident”

If theinvitation to scan the hard disk isaccepted, theinstall
program offersto make aRescue Disk. When | accepted, the
floppy disk wasformatted. After awhile, amessage stating
‘BIOSDisk I/O Error’ appeared, so | wasforced to format
thedisk myself.

Onrestarting, scanning the hard disk again is mandatory:
thisslowsthingsdown tremendously, but isthe only way to
reach the Rescue Disk part of installation. Although the
floppy wasnow formatted, theprogramblindly reformatted
it, and again failed. The problem recurred with anew
720-Kbytefloppy, andal.44 Mbytefloppy producedthe
message, ‘ Cannot create A:\IBMBIO.COM’. At thispoint |
gave up with thetask, and moved on.

Noneof this, in particular the meaning of error messages, is
clearly explainedinthedocumentation. Thisisoneaspect of
using asingle manual for disparate versionsof aprogram. It
seemsan attractive short-cut, and looks good, but fallsapart
when system-specific problemsarise.

Freeze- or the Canary getsit!

The main component of Norman Virus Control isabehav-
iour blocker, whichtriesto defeat virusesby detecting
suspiciousactivity and asking the user whether such activity
should be permitted. Thisisimplemented asamemory-
resident devicedriver which detectsknown and unknown
boot sector and parasitic viruses, andisinstalled asthefirst
lineof CONFIG.SY S. Although it canberunin high
memory, thiswould mean it would no longer bethefirst line
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of CONFIG.SY S, and other (possibly harmful) software
couldtakecontrol first. Useof conventional memoryis
thereforerecommended.

Thedevicedriverisaided by two programs, CANARY and
S-CANARY. | havenoideawhat the'S means[Appar-
ently, it standsfor System. Ed.]. CANARY attemptsto
detect thepresenceof aparasitic virusby becominginfected
by it. SCANARY triesto detect boot-sector viruses, but |
am not sure how - the manual saysto refer to the online help,
whichisitself not very explicit. The CANARY programsare
named after the canary of thecoal minein‘oldendays’,
whichindicated the presence of aproblemby ‘ dying’. When
aCANARY programisexecuted, survival without alteration
equatestolack of virusinfection.

Thedevicedriver monitorsPC operationfor ‘ program
behaviour that representstypical virustechniques', aphrase
not explained inthe manual beyond the vague comment that
thesoftwareisbuilt aroundthe' VirusBehavioral Pattern
DetectionModel’. | presumethismeansthat it monitors PC
activity, seekingsignsof virusactivity. A genericcleaning
routinefor boot virusesisprovided, but if used, thedisk in
question cannot performasystem boot (unlessreformatted).

| tested how well Norman Virus Control detected virus
activity by creating abatch filewhichwould executeinturn
each of thevirusesin thetest-set, executethe CANARY
program, and monitor available memory to seeif thevirus
had becomememory-resident. Thevirusesand batchfiles
were executed from abootabl e floppy disk onaPC from
which the hard disk had been removed. To ensurethat the
sequential execution of twodifferent virusesdid notinterfere
with each other, thefloppy disk wasremade from amaster
copy, and the PC rebooted, each timeNorman Virus Control
failedtoprevent thevirusactivating.

Thisprovedto beaslow process. The presence of ahard
disk would have necessitated remaking the hard disk with

Canary 1.55 (C> 1998-93 KWa, Norman Data Defense Systems, Inc.

This program will check itself for any possible knoun or unknoun

virus infection. If Your machine is infected and You want help,

ue can be reached on phone: USA (703> 573-8862 Europe +47-32-81-34-98
Fax: (703> 573-3919 +47-32-81-35-10
BBS: (703> 573-8990 +47-32-81-35-40

EXE: The Canary Bird Lives and all is uwell.
COM: The Canary Bird Lives and all is uell.

ci\norman2 <19:27:89s-canary
S-Canary v1.55 Copyright (C> 1991-93 CaB, Norman Data Defense Systems
This program checks the PC’s system areas for possible infection
by knoun and unknoun computer viruses. If your PC is infected,
and you wish to get in touch with us, ue can be reached on
Phone: USA (783> 573-8882 Europe +47-32-81-34-90
Fax : (763> 573-3919 +47-32-81-35-18
BBS : (763> 573-8930 +47-32-81-35-40

The S-Canary lives and all is well

c:\normanZ €19:27:18>

Ifthe‘ canary’ lives, theprogramisnotinfected. Death of the
programsuggeststhat hel pisneeded!

FDISK, andthenreformattingit, for every virus. Thiswould
havemadethetest procedureinterminable.

Theamount of rebuilding and rebooting necessary led meto
giveup after testing 50 parasitic viruses- it took the greater
part of aday to do thismuch! Thetest viruses comprised one
of eachvirusinthetest-set (see Technical Details) predi-
cated by anumeral, and one of each of the uniqueviruses
takenin alphabetical order up to andincluding DOSHunter.

Detection of boot sector virusactivity wassimpler: running
the DIR command on aninfected floppy disk caused the
memory-resident devicedriver toinspect theboot sector and
check for infection. All nineboot sector viruseslistedinthe
Technical Detailsweretested inthisway, and all apart from
Monkey (avery recent addition tothetest-set) were detected
asinfected. Thishigh successrate meant that testing of
S-CANARY wassuperfluous,; thememory-resident device
driver had already detected all boot sector virusesexcept one.

Detection Rate

M easurements showed that only 60% of the 50 parasitic
virusestested weredetected by thememory-resident compo-
nent. When detection by CANARY wasincluded, therate
roseto 70%. All bar one of the parasitic viruses successfully
detected by thememory-resident devicedriver werecaught
whentheviruswastryingtoinfect afile. The exception was
found whilst it wasattempting to trace through memory.

Althoughthememory-resident devicedriver claimstobe
ableto detect when avirus makes an attempt to become
memory-resident, | could seefromtheavailablememory
total shown by my batch filethat at least 14 of the 50 virus
test samples(28%) succeeded inreducing availablememory.
None of the 50 samplesinduced any error stating that they
had been prevented from becoming memory-resident.

Beyondthefailureto detect attemptsby parasitic virusesto
becomememory-resident, | am not surewhat theseresults
prove. It may bethat the virus being executed inspectsthe
system, decidesthat conditionsare not right, and does
nothing. In such acase, Norman Virus Control should quite
rightly detect nothing. Without disassembling every virus,
and figuring out exactly how each works (atask of Her-
culeanproportions),itisimpossibletoverify product
operationaccurately. However, | would contend that, within
the constraint that behaviour blockersdo not work very well,
the package succeeds, in general, in meeting itsstated aims.

Scanning

Thescanner, updated every two months, claimsknowledge
of 3352 virussamples. By default it scans COM, EXE, SY'S,
OV?andDLL files. Many optionsareprovided, including
ability to definefiletypesto be scanned, and facility to scan
most typesof compressedfiles.

| tested scanning speed whil st the product wasinspecting the
hard disk of my Toshibalaptop (917 files spread across 33.1
Mbytes), atest which took 3 minute 20 secondsto compl ete.
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TheNorman VirusControl Center allowsfor variousscanning
options. Scan speed and detectionrateisgood, with theexception of
poor MtE results.

With the Windows scanner, thisroseto 4 minutes21. In
comparison, Dr Solomon’ s AVTK scanned the same hard
disk in 1 minute 25 seconds, and Sophos Sweep took 2
minutes 16 secondsfor aquick scan (8 minutes 58 seconds
for acomplete scan). Thisproduct hasby no meansthe
fastest scanner around, but itstimingsare quite acceptable.

The scanner detected 228 of 239 parasitic test viruses, and
al nineboot sector test samples- agood overall detection
rate of 96%. Noticeably, of thelast update, comprising seven
parasitic virussamples, it detected only one. Thus, over half
of the 11 undetected test sampleswererelated to very
recently included viruses. Indeed, of theolder test samples,
only Jocker and Whal eremai ned undetected.

All thisimpliesthat the scanner is being kept up to date. No
doubt the missing recent sampleswill soon bedetected. The
only downsidewasintheMutation Engine (MtE) detection
test, whereonly 63 of the 1024 test ssmpleswere detected
correctly - anunacceptably low detection rate of 6%.

When ascaniscarried out, adetailed report is produced
whichmay betailoredin different ways. After many viruses
have been detected, the onscreenlist box fillsupandis
replaced by awarning messagereferring thereader to the
report filefor detailsof viruseswhich haveactually been
detected. Thisislaudable, but marred by thefact that, when
writtentofile, thereport issometimes0 byteslong. This
seemsto occur when thereport filealready exists. So, not
only isthenew report not writtentofile, but the previousone
iserased! Noticeably, theWindowsversion offersAppend/
Overwrite/NewName/NoReport options, noneof whichare
availableintheDOSversion. All occurrencesof zerolength
report filesoccurred when usingthe DOSversion. This
needsto be changed.

Miscellaneous

A utility isprovided which cleansvirusesfromfiles, butin
keeping with my usual stance of advising strongly against
using such practices, | will not discussthe option.

TheScheduler offersaflexiblesystemfor pre-timed scans
(daily, weekly, or monthly), butisonly availableinWin-
dows. Alsoincluded areonlineversionsof a‘ VirusLibrary’
(anoverview of virusesknown to Norman Virus Control)
anda‘VirusHandbook’ (acomprehensivetreatiseon
viruses). Both are useful, and easy to use.

Conclusions

Norman Virus Control bringsaclear approach to what it
does. Resultsobtained fromvirusactivity detectionand
scanning (excepting thepitiful MtE rate) areacceptable. The
shortcomingsdiscussed above could dowith moreexplana-
tion inthemanual, and the documentation must be more
specificabout eachindividual version. Doubtlessthe
problems encountered in making aRescue Disk will be
sorted out - thisshould be doneimmediately, asit occurs
duringinstallation, and will colour users’ firstimpressions.

Thisproduct makesafair job of attacking virusesusing a
behaviour blocker. If you want to usethe scanner initsown
right, my resultsshow that it isquite acceptablein compari-
sonwith other scanners. Personally, | do not likerelyingona
behaviour blocker: it suffersfromtrying to keep up with how
virusesbehave, rather than what viruseslook like. Finding
out what virusesdo will alwaysbeamoredifficult problem
to solvethan merely detecting the presence of avirus. I'mall
for simplifyingdifficult problems.

Technical Details
Product: Norman Virus Control version 3.41

Developer: Norman Data Defense Systems, Pb. 633 Tangen,
N-3002 Drammen, Norway. Tel: +47 32 813490,
Fax: +47 32 813510, BBS: +47 32 813540.

Availability: Any IBM PC, PS/2, PS/1 or other IBM-compatible
systemwithahard disk and onefloppy disk drive(3.5-inch or 5.25-
inch). One(or more) of thefollowing operating systemsare
required: PC-DOSMS-DOSV3.1 or higher, Windowsv3.1, 052
v1.2 (text) or v2.0 (graphics). For OS/2 and Windowssystems, |BM
and Microsoft recommend at | east 4 M bytesof RAM.

Price: Singleuser DOS/Windows/OS/2 NOK 1390; Professional
version DOS/Windows/OS2 NOK 2800. Pricesvary for server-
basedversions, sitelicences, etc.

Hardwareused: 1. AnITT XTRA (XT clone) witha4.77 MHz
8086 processor, 640 Kbytesof RAM, a3.5-inch (720 Kbyte) anda
5.25-inch (360 Kbyte) floppy disk drive, and a32 Mbytehard disk
(aplug-inhardcard) runningunder MS-DOSV3.30.

2. A Toshiba 3100SX |aptop PC with 16M Hz 80386 processor, 5
Mbytesof RAM, a3.5-inch (720 K byte) floppy disk drive, a40
Mbytehard disk runningunder IBM’sPC-DOSV6.1.

3. A 33MHz 486 clonewith4 Mbytesof RAM, a3.5-inch (1.4
Mbyte) anda5.25-inch (1.2 Mbyte) floppy disk drive, anda120
Mbytehard disk running under MS-DOSV5.00.

Virusesusedfor testing purposes: Thissuiteof 158 uniqueviruses
(accordingtothevirusnaming conventionemployedby VB), spread
across247individual virussamples, isthecurrent standard test set.
A specifictestisalsomadeagainst 1024 virusesgenerated by the
Mutation Engine(whichareparticul arly difficulttodetect with
certainty).

Foracompletelist of virusesinthetest-sets, see VirusBulletin,
February 1994, p.23.
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PRODUCT REVIEW 2

AVTK for NetWare

Jonathan Burchill

Dr Solomon’ s Anti-Virus Toolkit for NetWare(AVTK) isa
packagewhich adds server-based capabilitiestothe DOS
and Windowsversionsalready available. Asthesetoolkits
have beenreviewedinan earlier issue of VB (November 92,
p.21), thisreview will concentrate on server aspects- how
do they comparewiththosefor Windowsand DOS?

The AVTK isdifferentin approach and structurefrom most
other products. Itsprimary roleisthe construction of avirus
defencepolicy; it cannot beregarded asan ‘install, point,
click,andforget’ pieceof software. Itiswell-constructed,
avoiding unnecessary duplication of featuresbetweenthe
workstation and server-based software, and hasapowerful
control language.

Thisis, however, not aproduct for theinexperienced user:
correctinstallationand userequiresconsiderableinvestment
intimeand effort, from someonewith at least the rudiments
of batchfileor job-control -typeprogramming.

Product Pr esentation

The AVTK containscopiesof Dr Solomon’sAVTK for DOS
and Windows, along withtheserver version. The software
requiresjust four write-protected 3.5-inch high-density
diskettes, two for DOS and one each for theWindowsand
server code. Server protection consistssolely of NLMs: this
meansthat only serversrunning NetWare 3.x or higher can
beprotected. Infairness, noneof the other server-based anti-
virustoolkitsreviewedrecently haveprotectionfor older
NetWare 2.0 servers - perhapsit istimeto retire those 286-
based machines.

No mention ismadein the manual of NetWare 4.0 compat-
ibility. Whilst thereisno reason for the NLMsnot to work
on such asystem, version 4.0 hasfeatures, such asautomatic
filecompression and migration of little-usedfilesto back up
media, which should be specifically addressed.

| wasal so surprised to find no referenceto Apple Macintosh
viruses. Many networkshave someMac-based nodesand,
although Macintosh viruses may not be as prevalent as PC
viruses, such nodesare often used by peopleinvolvedin
publishing and presentation: thesetypesof userstendto
exchange diskswith the outsideworld, and so represent a
fairly highrisk.

Documentation

Thedocumentation suppliedwiththetoolkitisexcellentin
content, and well set out. In addition to theinstallation and
user manuals, acopy of Dr Solomon’ s Virus Encyclopedia

isincluded. Thisprovidesawealth of backgroundinforma-
tiononthehistory of viruses, anti-virusproduct devel op-
ment, and specific virusactions. Themanualsalso contain
information on optionsfromwhichto chooseupondiscover-
ing avirusoutbreak. Thisispresented in athoughtful,
logical and‘Don’t panic’ manner. Over and abovethe
printed encyclopedia, theAVTK for DOSalsoincludesan
electronicon-lineversion of theinformation mentioned.

A one-page, quick-start guideisincluded, intended to enable
userswho aredesperateto type‘FindVirus' - and the
product will dojust that. Thisguide stresses, however, that if
anything should bereported asavirus, further action should
betaken.

“the AVTK is... an excellent
server-based scanner with a

flexible and configurable
scheduler”

Installation

Thefirst surprise | had wheninstalling the softwareisthat
thereisnoinstall program! It should be pointed out that the
install proceduretakesbarely morethan aprinted pageto
describe, and that thereare only four filesto beinstalled on
the server: two NLMs, aparameter file and the virus scanner
driver/database. However, doing all thisby hand givesa
somewhat rustic feel totheprocess, and certainly requiresa
network administrator-likementality (whichcouldwell be
desirableinwhat isessentially asecurity issue).

Theinstall instructionsrecommend usingtheATTACH
command rather than LOGIN, in order to avoid running the
login script. Loading of installed NLM smust bedonefrom
theserver consol e, althoughtheremoteconsole
(RCONSOLE) worksjust aswell.

| found thelack of install program rather strange. There may
not be alot to do, but other packages manage to automate
theinstallation, load theNL M sautomatically, and give
optionsfor loading of NL M sat server boot time by modify-
ing AUTOEXEC.NCF. Without aninstall and configure
utility, Dr Solomon’ sAVTK cannot offer any of these
featuresautomatically, and doesnot even mention adding
automatic startup.

TheNLM Scanner

TheNLM virusscanner, called NFINDVIR.NLM, will be
immediately familiar to anyonewho hasused DOS
FINDVIRU - itismerely aserver-based version of the same
utility. The NL M usesalmost exactly the same command
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line options asthe DOS-based version, and worksin much
thesameway. When avirusisdetected, one of four actions
will betaken:

* Theinfected fileisrenamed, andfilepermissionsaltered
toallow only supervisor access.

* Theinfectedfileismovedtoadirty directory, whichis
inaccessibleto normal users.

 Theinfected fileisbacked up to adirty directory, and an
attemptismadetorepair thefileautomatically.

* Theinfectedfileisdeleted and purged.

Onefeatureof thefile moving optionisthat thedirectory
structure of the sourcefileispreservedinthe confinement
directory, which makesit simpleto discover which source
directorieshad infections. It also makesreviewing asnap, as
all the test-sets can be scanned in asingle pass!

Version 6.61 of the AVTK was sent for review, which usesa
new detection/repair algorithm, theGeneric Decryption
Engine. Thisclaimsto be ableto detect and repair most
polymorphicinfections. | did not try out therepair aspects,
but found detection excellent. The scanner claimsto know
3829 viruses, and isno slouch when it comesto detection:
the only test-set wherethe product missed asignificant
number of fileswasthe Polymorphictest-set, where 12
samplesof the Cruncher viruswent undetected.

The scanner isdesigned to be used in abatch mode. No
optionisofferedto scanfilesautomatically, asthey are
written or read from thefile server; instead, thisprotectionis
provided by theworkstationutility called VirusGuard. This
seemsto beapoorer alternativeto on-line scanning by the
NLM, asit takes up valuable memory and processor time,
twocommoditiesinincreasingly short supply.

The scanner iscommand-linedriven, and can only be started
by manual commandsissued at the system console (or via
RCONSOLE), or by being spawned from another NLM

| Dr Solomon’s Anti-Uirus Toolkit for Netlare U1.84 |

881 F UBLIC
862 Entire SY§

EVENT Entey ID: BB2
FREQUENCY : Custom

REMOTE TIME OUT : <N/A>
RESPONSE : FUSTANDARD

NEXT DUE TIME : 17:15
{PgUp><PgDn)<Esc>

Pretty it certainly isn’t, but the Anti-VirusToolkit for NetWareisa
quick and accurateutility, capabl e of detecting alargenumber of
virusesand Trojans

(such asthe scheduler). Thereisno user interfaceto the
scanner at the console, and thereare no workstation utilities
to start and monitor scanner progress.

Optionsallow for reportsto be sent to adisk fileand/or the
printer. The scanning overhead wasfairly minimal onthe
test server; an optional-SL OW parameter allowsadelay
periodinmillisecondsto bespecified between eachfile
inspection. Thiscan be used to reduce the scanning overhead
further, at the expense of increased scan time. Rather than
specifying all the choicesonthecommand lineoptions, these
may be placedin aserver-based parameter file, which will
beread automatically on scanner startup.

All possibleresult codesfrom the scanner arethoroughly
documented. Asno utilitiesare provided to scan and write
reportsfromthelogfile, it may well be necessary to usethe
documentationto construct one’ sownreport generator.

TheNLM Scheduler

Theschedul er coordinatesscanning activity acrossthe
network, aswell as scheduling scanning activity and
communicating withtheworkstation TSR, VirusGuard. It
contai nsthe connectionmonitor, thevolumemount monitor,
and theworkstation alert monitor, all three of whichwatch
andtrack varioustypesof systemactivity. Theconnection
monitor tracksworkstations as each onelogsontothe
server, enabling theschedul er to performworkstation checks
atlogintime. TheV olumemount monitor tracksNetWare
volumesasthey are mounted, and allows automatic scan-
ning of avolumeat mount time. Theworkstation alert
monitor tracksand logsal ertsreceived from theworkstation.

Thescheduleriscontrolled by an ASCI| filecalled
NTOOLKIT.INI, which must beinthe samedirectory asthe
scheduler. The scheduler isprogrammed viaajob control
language, which makesit extremely flexible, but requiresa
fair amount of learning to be undertaken. Absolutely no
utilitiesare provided to edit and configurethe control file. |
fear itisout with the ASCI| editor, gird theloins, and put up
thesafety net. By way of example, thefollowing script
automatically scansavolumeat mount time:

MOUNT( Tl TLE=Vol unme nount ;
VWHEN=ANYVOL MOUNT;
COWAND=Nf i ndvir %/OLID:/

REPORT=%/OL| D. REP;
RESPONSE=FVSTANDARD;

NOT| FY=EVERYONE)

Theonly real user interfaceinthewholeof the AV server
toolkit isthe console screen of the scheduler (thisisaccessi-
bleby theworkstation only viaRCONSOLE) Thisallows
viewing, but not editing, of thecurrent schedulecontrol file.
Thisisintermsof what action will take place at which time,
and givessome confidencethat thecontrol filehasbeen
correctly programmed.

Other optionsavailableincludeviewingtheworkstation
aerts, thelogfileand the current schedule control file, and
clearing activeeventsfromthescheduler.
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Communicationsbetween the scheduler and VirusGuard use
encrypted packets. Thisispresumably meant to prevent
someonewithanetwork monitor fromdiscoveringthe
current defencestrategy, or to stop anyoneattemptingto
subvert the schedul er with fal se messages.

VirusGuard

Workstation protection and scanning of filesgoingtoand
fromthefileserver isprovided by theDOSTSR
GUARD.COM. Thisisthe sameasthefacility inthe DOS
Toolkit, but with an extraswitch to enable network commu-
nications. The Scheduler NL M can beconfigured so that
when auser logson, it checksfor the presence of the TSR on
theworkstation. If it isabsent, login can be optionally
prevented until itisinstalled.

VirusGuard, asthe server software, hasno install program -
it must be manually installed. It keepsitssizein conven-
tional memory small by accessing asignature datafileeither
fromdisk, or from XMSor EMSRAM. A helpful section of
themanual deal swith problemswhich may be encountered
withdisklessworkstations.

Theperformance of VirusGuard wasgood on the Standard
and Inthe Wild test-set. However, when used on asubset of
the polymorphictest-set, it missed all samplesof Coffeeshop
and Uruguay .4, only identifying someof the Cruncher
infections. Giventhat VirusGuard providestheon-accessfile
scanning for the system, these resultsareacausefor con-
cern. Coffeeshopisknownto beinthewild - should avirus
slipthroughthe TSR protection, it could spread undetected
until the next schedul ed scan.

Conclusions

The AVTK isjust what it claimsto be: an excellent server-
based scanner with aflexibleand configurablescheduler.
However, theprotection providedfor theworkstationsand
thelack of effectiveon-accessfile-scanningisdisappointing.
Additionally, itisatoolkit with almost no user interfaceand
noworkstation utilitiesfor accessand configuration -
consultants, programmersand hackerswill loveit! System
administrators may well be put off by having tolearnthe
control language. Such peoplemight thususeit in occa-
sional ‘ basic scan’ mode, whichwould compromisesecurity.

Thereisno concept of grouping serversinto domains(dueto
thelack of schedul er-to-schedul er connectivity options), so
configuration and installation hasto be carried out for each
server individually. Inalarge organization with many
servers, thiscan represent aconsiderableoverhead.

When comparedto other server-based anti-virusproducts,
theconfigurationissuesmust beconsidered. However, |
suspect that the Tool kit ismore versatilethan some of the
competition. The main scanning engineisfast and adapt-
able, and as such provides agood way of protecting afile-
server, but requiresmore configuration exampl esfor useby
thelesstechnically minded.

Anti-Virus Toolkit for NetWare

Detection Results

NLM scanner

Standard Test-Set ™ 227/229 99.1%
In the Wild Test-Set @  109/109  100.0%
Polymorphic Test-Set®  433/450 96.2%

DOS Scanner

Standard Test-Set ™ 227/229 99.1%
In the Wild Test-Set@  109/109  100.0%
Polymorphic Test-Set® 433/450 96.2%

Scanning Speed

Speed results for an NLM product are inappropriate,
due to the multi-tasking nature of the operating
system. Full comparative speed results and over-
heads for all current NLMs will be printed in a
forthcoming VB review.
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CONFERENCE REPORT

IVPC '94 - Alive and Well in
the USA

Themonth of Marchisusually set asidefor theannual ‘Ides
of March’ conferenceheldinthe United Statesof America.
However, after the problemsexperienced | ast year (seeVB
April 94, p.3.), NCSA decided to provide both usersand
vendorswithan alternative. Thus, thelnternational Virus
Prevention and information security Conference(IVPC)
wasborn.

The conference was held at the Stouffer Concourse Hotel, in
Crystal City. Thisisbarely ahandful of milesfromthe
Pentagon and other government agencies, and guaranteed a
good attendance. Beforetheconference proper started, two
courseswereheld: asingleday ‘PC VirusTutoria’, led by
Robert Jacobson, and athreeday ‘ Information Systems
Security Course’ givenby Dr MichKabay. Kabay’ scourse
wasdesigned to alert M1S Managersto the dangersto which
their Information Systemswereexposed, and allow a
meaningful risk assessment to be carried out, followed by
construction of aseriesof contingency plans.

Four Streams

Themain conference began on 31 March 1994, with an
opening addressby noneother than Florida-based renegade
Winn Schwartau (described in the sleeve notes of hisnew
book, Information Warefare, as*‘the Nathan Hal e of the
computer security industry’). Healerted del egatestothe
need for legidlationonvariouscomputer-specificissues.
WiththeUnited States' proposed Data Superhighway
hanging above users’ heads, what valueisthere, he asked,
oninformation?

Thiswastheconference’ sonly group address. Thereafter, the
two-day programwassplitinto four streams: Information
Security, VirusManagement, VirusTechnical and Telecom-
munications. Attendance at | VPC wasgood, and the 110
delegatessplit evenly enoughto makemost sessions’
questionsand answer sectionsreasonably lively.

TheVirus Management track was aimed at those userswho
wanted to gain an overview of thecurrent situation, covering
such subjectsasageneral introduction to viruses, how to
createan anti-viruspolicy, and other management issues.

Not surprisingly, theVirus Technical track wasof more
interest to the seasoned anti-virusresearcher. Even here,
many ol d-chestnut themeswerewheeled out: Charles
Rutstein discussed theproblemsof evaluating anti-virus
software (awell-presented talk, but ahackneyed subject),
and the conceptsof Polymorphism and Stealth onceagain
raisedtheir ugly heads.

Perhapsthe best talk at the conference was given by Joe
Wellsof Symantec, who presented hisfindingsfromthe
‘Wildlist’. Many denizensof thel nter net newsgroup Virus-L
will doubtlesshave encountered theWildlist already (seeVB
December 93, p.4), but for anyonewho has somehow missed
thistitbit of information, Wellshasbeen busy gathering
statistics on those viruseswhich are known to bein thewild
aroundtheworld.

Although the number of known virusesisnow well above
threethousand, Wellshasfound that the number of viruses
reported in thewild morethan onceislessthan one hundred
- some comfort for thosewho feel that the support issuesare
becominginsurmountable.

“ America still seemsto be
determined to fight computer

crime with a minimum of one
hand tied behind its back”

Otheritemsof interestincluded abusy exhibition, featuring
representativesfrom many of thefamiliar namesinthe
industry, and an open discussion forum on computer viruses.
One of theitemsraised during the debate waswhat should
bedoneabout Mark Ludwig’ sviruswriting competition.
Onceagain, the concept of intellectual freedom and thefirst
amendment arose (muchto Dr Alan Solomon’ sglee!);
Americastill seemsto be determined to fight computer crime
with aminimum of one hand tied behind its back.

WorththeTrip

Oneof theproblemsfaced by conferenceorganisersis
finding new andinnovativematerial for presentations. The
virusfield isonein which, although the number of new
virusesisclimbing rapidly, most of the precautionsand
procedures[and presentations! Ed.] remainunchangedfrom
yeartoyear.

Making thevirus stream of aconference of interest to awide
rangeof delegatesisdifficult. IVPC suffered fromthis
malaise: userswho have attended many (any?) of the
security conferenceswill already befamilier with much of
theground covered.

Thiscriticismin noway meansthat the conferencewasa
washout: I VPCwas possibly the best NCSA conferenceyet,
and looks set to becomethe American conferenceon
computer viruses. For thosewhoregularly attend such
events, it provides achance to meet and debate with some of
the best known researchersin theindustry, and for thosewho
havenever attended aconference, it providesagood intro-
duction to many aspectsof datasecurity.
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END NOTES AND NEWS

Thunder BYTE, theanti-viruspackageproduced by ESaSS, hasbeen
‘certified’ by the NCSA. Thelatest version, with full Windowsversion of
the TBAV tilities, wasdueto berel eased at theend of April. For more
details, contact ESaSSon +31 80 78 78 81, fax +31 80 78 91 86.

A LiveVirusWorkshop will beheld by S& Sinternational on 16-17
May 1994 at the A shbridge M anagement College, Berkhamsted, Herts,
UK. Tel. +1(0)442 877877. Fax +1 (0)442 877882.

RG Softwar e Systems hasannounced thelaunch of the Vi-Spy Universal
NIM. TheNIM (Network I nstallableModul e) consistsof softwarewhich
runsontheclient machine, eventhoughitisstored and updated fromthe
server. Glathisconfidentinthenew technology: ‘ Eventhoughthe
softwareisinstalled ontheserver, thework isbeing doneat each
workstation, for thoseactionstaken at theworkstation. Thusoneuser’s
actionsdo not causeadegradation of performancefor all other users.’
Tel. +1 602 423 8000.

Sophosisholding two Computer VirusWorkshops on 18/19 May and
27/28 July, at the Sophostraining suitein Abingdon, near Oxford. Cost
for oneday is£295+V AT, and for both days£545+V AT. For further
information, contact Karen Richardson. Tel. +44 (0)235559933.

Euromoney issponsoring two seminarson NetWar e security: onefor 3.xon
26-28 October 1994, and onefor NetWare4.xfrom 16-18 November 1994.
All seminarsalso availableon-site. Contact Euromoneyfor moreinforma-
tion. Tel. +44 (0)71 779 8526. Fax +44 (0)71 779 8820.

Theexciting Eleventh World Conferenceon Computer Security, Auditand
Control (Compsec 94) will be held in London from 12-14 October 1994.
Further detailsform Karen Gilesat Elsevier Advanced Technology.

Tel. +44 (0)865 512242. Fax +44 (0)865 310981.

TheVB 94 Conferencewill be held on 8-9 September 1994, at the Hotel
deFrance, Jersey. Tel. +44(0)235531889.

Two AT& T Bell Laboratories researcherswho hel ped break ahacker case,
William Cheswick and Steven Bellovin, reveal their story in the book
Firewallsand Internet Security. Topicscoveredincludethreat evaluation,
security advice, and a first-hand account of the ‘Berford’ hacker, who
infiltrated computer networksworldwidein 1991. Thebookistobepublished
inMay by Addison-Wesley Publishing Company, Reading, MA, USA.

ComingtoaPC near you soon... Canavirusever bebeneficial?
Accordingtoareportinthe Nikkei Weekly, theanswer isadefinite' Yes'.
A groupfromtheTokyo Institutehasdevel oped anew ‘virus',whichis
designedtotravel thoughthecomputersonanetwork, collectinformation,
spot glitchesandreport back to thenetwork manager.

Problemsonthe Internet continue. USstudent David LaMacchiahasbeen
chargedwithillegally conspiringto supply pirated copiesof major
softwarepackagesworld-wideonaBBSrunning ona Massachusetts
Institute of Technology (MIT) computer system. Accordingtoareportin
Computer Weekly, over a16-hour period, over 150 usersdownloaded
filesfromtheboard. Many of thoseusing thesystem used theanonymous
forwarding servicebasedinFinlandtohidetheiridentities. Nocourt date
hasbeen set for the case, but if found guilty, LaMacchiacouldfaceupto
fiveyearsimprisonment plusaUS$250,000fine.

A new Macintosh virushasbeen discovered. The sample, named INIT-
29-B, altersapplications, systemfilesand documents. At present, few
reportsof thevirushavebeenreceived, butthefull extent of theproblemis
notyetknown. Usersareadvisedtoupdatecurrent anti-virussoftware.

Mark Ludwig, author of The Little Black Book of Computer Viruses, has
announced hislatest ‘ getrichquick’ scheme. ThistimetheTucson-based
vanguard of computing freedom haspushed theback thefrontiersof
ignoranceby publishinga CD-ROM which heclaimscontains
‘thousands’ of fully functioningviruses. VB will obtain acopy of the
CD toascertainthetruth behind thisstatement.
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