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COMMENT

Is the WildList too Tame?

[Chris Scally, aVB subscriber since December 1990, is the Network Access Security Manager for
a major financial institution in Dublin, with particular responsibility for its anti-virus strategy.
This comment reflects his personal views and not those of his employer. Ed.

| write in response to Shane Coursen’s thought-provoking article starting on p.9 of the January
2000 issue. Like many, | was under the ‘mythconception’ that the WildList was, in broad terms, a
list of viruses known to be ‘In the Wild’. However, | now understand that ‘In the Wild" and ‘In the
Field’ are two totally different concepts (no pun intended!). Having read the article a few times,
however, | am prompted to ask ‘What is the benefit of the WildList to corporate users today?’

®

(L What is the benefit

of the WildList to According to Mr Coursen, the WildList ‘is a list the anti-virus vendors agree as importait for

corporate users..15? anti-virus software programs to detect and repair’, and lists those viruses ‘verified to be found
spreading throughout diverse user populations worldwide’. He notes further that ‘if a virus is
detected and repaired without a problem, it is not spreading’, and adds that ‘a virus that was once
considered to be problematic is no longer so because sufficient time has passed to allow most
scanners to detect and repair it without problems. Thus, the virus is usually no longer reported.’
Then Mr Coursen states that ‘The WildList rarely lists those viruses that are old and ‘known’ —
e.g. ... those already easily detected and repaired by most scanners.’

Set against these clear statements of purpose, it would seem to me that the WildList has, sadly,
become a self-serving creation of the anti-virus industry, designed to enable them to claim that their
products detect 100% of ‘In the Wild’ viruses (which | doubt is what Joe Wells had in mind when

he first started the WildList in 1993). It has become a questionable benchmark against which anti-
virus software can be measured for its detection capability, rather than a list of viruses which are
currently causing problems to users and organizations.

In light of what the WildList now purports to represent, how can the anti-virus industry explain
why viruses such as AntiEXE.A (first reported on the WildList in September 1994), Form.A (first
reported in July 1994, and previously reported simply as Form since at least July 1993) remain on
the WildList today? Surely, every anti-virus product can detect and repair the Form virus?

| also believe that the WildList is in danger of losing credibility in respect of macro viruses, which

| think we all agree are the single biggest cause of corporate headaches today. Thraifgh.ite
Organization International’¥WLO) insistence on seeing two working samples of a virus prior to

the virus being added to the WildList, and through the use of generic detection of macro virus
families by some anti-virus products, the expediency of the WildList is significantly threatened.
Despite assurances that the text can be ‘cleaned’, leaving only the macro intact, many users are
reluctant to provide macro virus samples for fear of loss of data confidentialityVL[&és

insistence on two independent working samples could therefore unduly delay the appearance of a
new macro virus on the WildList. The practice of some anti-virus companies, whereby all

variants of a macro virus family are identified only by a generic name (W97M.Ethan.gen,
W97M.Groov.gen, and W97M.Marker.gen etc) is counter-productive, since it gives no indication of
which variant has been detected. Therefore, unless all samples are subriitted RParticipants,

and they correctly identify the variant in question, the WildList will be seriously out of line with

the ‘real world’ in a very short period of time.

While development and maintenance of the WildList since 1993 has been a Herculean and worth-
while exercise, is there now a case to be made for the monthly production of an ‘In the Field’ virus
report, which would keep those of us responsible for safeguarding our corporate systems up to date
with what is actually a threat? Let the anti-virus industry retain the WildList, but a combination of
the WildList, theVB Prevalence Table, and a greater sharing of information among the user
community is really the best guide to what is ‘in the wild'.

VIRUS BULLETIN ©2000 Virus Bulletin Ltd, The Pentagon, Abingdon, Oxfordshire, OX14 3YP, England. Tel +44 1235 555138000/$0.00+2.50
No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form without the mopevnitission of thpublishers.



VIRUS BULLETIN APRIL 2000 - 3

N EWS Prevalence Table — February 2000

Relinquishing Command? Virus Type Incidents Reports
Russian AV companiaspersky Lalelaims it has termi- WiHSZ/ Ska File 268 21.90%
nated its distribution agreement with US-based resellers Win32/Pretty File 140 11.44%
Central Command IndVianagers aKaspersky Lahwvere Marker Macro 115 9.40%
more than ready to talk ¥irus Bulletinabout the whys and Laroux Macro 94 7 .68%

wherefores of this situation, and keen to reassure exisiting

US customers that this would in no way affect the service Freslinks Soript 92 7.52%
they had come to expect frokaspersky Lab'@\VP. Ethan Macro 82 6.70%
Indeed, we were told that there are plans to announce ‘a Tristate Macro 43 3.51%
special program’ for US users very shortly. Myna Macro 40 3.07%
On the other hand, representatives fi@entral Command Class Macro 38 3.10%
were less communicative, advisiN@ that while they WiN32/Fix File 31 2.53%
gonS|dered it to be ‘business as usual’ §tate5|de, the situa- Thus Macro o8 2099
tion had ‘gone legal’ and was out of their hahds ,
Melissa Macro 27 2.21%
Kak Script 26 2.12%
Meltdown Pri Macro 16 1.31%
W32/Melting, a newly-discovered Internet worm, has been ColdApe Macro 14 1.14%
;_?portbed itnlgeKévi_ld Iin E?Ifterr& Eu_rt(the._ Tf\l/_e Wi|n§2 I?E _EXE Fool Script 19 0.98%
ile, abou in length and written in Visual Basic, is , , 5
transferred via the Internet in an email message with the Win35/CiH Flle 12 0.98%
infected file named MELTINGSCREEN.EXE attached. Cobra Macro 11 0.90%
Win32/Melting sends messages, each containing a copy of Win32/NewApt File 11 0.90%
:he \(/jv(;)rm, witht ;h%sgbj;emc;;%ailer ‘Ifaa:jr:jtastichcrEensaver’, Story Macro 10 0.82%
0 addresses it finds in utloo ress book. VMPCK Y- 9 0.74%
The worm changes all .EXE file extensions in di@dows Cap Macro 8 0.65%
directory to .BIN extensjons. It then ‘melts down’ the . Others I 97 7.92%
screen as promised. Win32/Melting does have bugs and will
often freeze up the machine when active. Most of the major Total 1224 100%
AV companies have updated their products to detect this
latest worm] (1 The Prevalence Table includes a total of 97 reports across
42 further viruses. Readers are reminded that a complete
. listing is posted at http://Awww.virusbtn.com/Prevalence/.
GO Flgure! * In order to avoid a distortion of the figures, data for the ‘self-reporting’
. ) ) . WO7M/ColdApe virus (totalling 943 reports in February) have been
A California-based, independent research fir@omputer omitted from the table this month.
Economics Ine- has released the disturbing results of its
year-long internal survey of major corporations across the Distribution of virus types in reports

globe. It reports that the economic impact of virus attacks
on business was in excess of $12 billion in 1999 alone.

According to research analyst Samir Bhavnani, the outlook
is bleak, ‘This form of economic terrorism is growing as
viruses are no longer simply the minor annoyance that they
were a few years ago.” Bhavnani’'s advice to businesses may
sound familiar: ‘Corporations cannot afford to play Russian
roulette with professional virus writers?

Boot
0.7%

Stand to Attention

We look forward to seeing you at th@us Bulletinstand Windows File
(number G226) at InfoSecurity 2000 at Olympia in London 39.4%
from 11-13 AprilC]
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LETTERS

Dear Virus Bulletin

The Scanner Situation

Some years back it was gospel that it was always a good
idea to employ more than one scanner for better virus
protection, the idea being that two scanners might cover up
for each other’s weakness.

However, what's the situation today? Have ideas used in
present-day scanning engine design merged to such a
degree that is doesn’t improve security much to use
scanners from more than one vendor? Isn’t it a fact that
differences in the most high-profile scanners now lie more
in culture than in efficiency?

Jens Lynge
Danske Data
Denmark

Tackling Trojans

I have worked for many years as a Systems Administrator
in Spain’s largest university, witnessing how hundreds of
our machines have been infected with Trojans of all kinds.

There is a strong lack of methodology with regards to
studying if a computer is infected by a Trojan or not. With
well-known Trojans like BackOrifice, NetBus etc, this is

not a big problem because a competent Systems Adminis-
trator will know them well and perform regular scans on the
network searching for familiar default Trojan ports. There is
also specific software which detects and removes these
‘Trojans for the masses’, and even good anti-virus programs
perform well on them.

The real problem is when we face new, unfamiliar Trojans.
They are not documented at all and, unfortunately, they are
spreading over the 'Net quickly and dangerously. There are
hundreds of these little-known Trojans and no specific
software to fight againdhem — nodedicated anti-Trojan
programs, no anti-virus software (even using heuristics).

We have found one of these Trojans, called WinSATAN,

and developed a general methodology to study untrusted
software. We call iMAUSand we will probably present it

for the first time alACSAC 2000We are currently working

on a project to develop software based on our methodology.

If any Virus Bulletinreaders consider this subject interest-
ing, please contact me or the editorial team avtBe
offices in the UK.

Julio César Hernandez (jcesar@inf.uc3m.es)
Carlos Il University
Spain

Reserving Judgement

| am writing in response to a letter from Paul Robinson,
Editor of Secure Computingn last month’s issue. He asks
an interesting question — how much better off are we as
a result of the prosecuting and imminent sentencing of
David Smith?

| agree with Paul that the potential for notoriety (for Smith)
is great; that sort of notoriety certainly would not make us
‘better off’. Also, the very real possibility this whole
situation will turn into a positive thing for Smith (with

other youths encouraged to follow suit) is one that we can't
ignore. One need only consider another lettefitos

Bulletin (published in the same issue), wherein Jacky Cha
documents the ways in which the media in his country
portray the virus writer as a hero or genius, to observe the
effect of this type of positive reinforcement. These are not
new, nor isolated, phenomena.

However, while | appreciate Paul’'s sentiments, | think it is
still too early to conclude (as he seems to have done) that
this prosecution and sentencing of Smith will have little, if
any, effect on future virus authors/distributors. After all, we
have not yet had the opportunity to objectively measure
what, if any, impact these recent law-enforcement and
judiciary interactions have actually had.

Let's not throw out the idea of legal remedy, nor that of the
social sanction which may be provided by a fair and just
sentencing in this case, as having no correlation with viral
impact. In this case, | think the opinion given by Paul
Robinson is likely to be 100% right on — but let's wait until
we’ve had the opportunity to observe and measure the
impact of these legal realities, and to consider

anecdotal evidence.

Sarah Gordon
IBM Thomas J Watson Research Centre
USA

Over a Million Served — A Bunch of Kak

Functionality, automation, scalability — all buzz-words

which equate to productivity. In some aspects, they are
heralded components of the way we work, operate and
function. With each enhancement to a product, we are quick
to grab and download the updates to enrich our lives and
give us that added feature that makes our experience better
in some small way. But are we too quick to implement that
which may be harmful or benevolent to our own function or
impede our progress?

Take, for instancélindows Scripting HogWSH), a fine
tool for someone who may use automation or some other
facet of development where the need for a low overhead
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and yet functional task or process is required. But what
about the rest of the computer world, do we really need this
special feature add-on?

If you are like me, you often run out of space on your hard
drive and wonder how you got into such a situation.
Consider the bells and whistles of all the applications which
may reside on your system and it doesn’t take long to find
out that a suite of products can consume over 200 MB of
your drive easily. With this in mind, I'm often looking for
things to trim out of my system, things that | don’t neces-
sarily need or use. What's this ‘Windows Scripting Host'?
Hmm, do | really need this? No thanks, I’'m doing just fine
without it. Powerful stuff yes, but sometimes too big for its
own pants.

To see an example of this, one need not look far — visit the
nearest newsgroup near you and get a glimpse of the
number of posts made which contain VBS/Kakworm, an
exploit of WSH Not only do you not have to open the
message to be a victim of this nuisance, if you are running
the preview pane and haVSHinstalled, this little menace
will simply install itself without batting an eye. On the next
Windowsrestart, you are now the proud owner of an
Internet worm that travels by (hidden) signature to HTML
email messages — congratulations.

Perhaps | am being too harsh with regard to the full aspects
of Windows Scripting Hosand its pros and cons, and
perhaps not. A solution to the actual exploit has been
available for quite some time, yet how is it that the solu-
tions are less visible than the upgrade to a product? It is my
opinion that security patches and corrections to a product
should bemorevisible than the add-on enhancement page.
That's my story and I'm sticking to it.

Patrick Nolan
NAI
USA

Kak Revisited

Several points in Vanja Svajcer’s ‘Kak-astrophic’ virus
analysis last month (p.7) caught my eye. The vagaries of
publication deadlines means the ‘reputed to be in the wild’
claim had been overtaken by events by the ¥MB&s March
issue rolled off the presses. As Kak is now quite wide-
spread, | think some of these points should be clarified.

Perhaps the first is that the virus is written not in VBS but
in JavaScript. Also, apart from the English language
WindowsStartup folder, the original version of Kak tries to
drop KAK.HTA in C:\Windows\MENUDE~1\PROGRA~1\
DEMARR~1. This should match the ‘startup’ folder of
French langauge versions \&findows C:\Windows\Menu
Démarrer\Programmes\Démarrage, and is a hint to Kak'’s
likely country of origin.

The payload trigger condition test is for the hour being
greater than 17, so the payload can only trigger on or after
6pm on the first of any month, not ‘after 5pm’ as stated.

This analysis error is quite widely repeated on several
vendor Web sites. | could quibble about the phrase ‘the
ActiveX embedded code launches itself’, because techni-
cally the HTML and JS parsers do the ‘launching’ — the
point is that the code itself is not ‘active’ as this wording
implies, but depends on the email client who is ‘reading’
the message.

| realize Svajcer did not have the luxury of space to
comment on this issue, but Kak (and BubbleBoy) would be
sterile, despite the Scriptlet. TypeLib security flaw, if
Microsofts HTML parsers were not so keen to find and
interpret HTML code. Kak’s HTA files have 1,018 bytes of
binary ‘junk’ (from an HTML parser’s point of view)
preceding the Kak HTML code — a side-effect of using the
Scriptlet. TypeLib control itself. If the parser choked on
such ‘junk’ prior to a valid HTML header — not an unrea-
sonable thing for an HTML parser to do — and thus failed to
process the rest of the file, Kak would have been stillborn.

Another commonly mis-described effect seen in Kak’s code
is in the additions it makes to AUTOEXEC.BAT. The first
line that Kak adds to that file does not call or execute
KAK.HTA from the Startup directory. How could it? Doing
so depends on MSHTA.EXE and the associatésinet
Explorer HTML and scripting interpreter engines — all 32-
bit sub-systems that cannot run ul¥indowsis running.

True, the first line of batch code is somewhat odd

@echo off>C:\ \kak.hta
hanging a standard DOS prompt. However, in a batch file it
causes the target of the redirection to be overwritten with a

zero-length file. My assumption is that this is an attempt to
make recovery of the contents of KAK.HTA more difficult.

<startup-path>

Although only email is mentioned in the analysis, Kak also
spreads Vi#®ES5 news postings if the infected user has
enabled HTML messages for news. Finally, the most
important point about cleaning up a Kak infection is that
you mustclose the Scriptlet. TypeLib security hole before
doing so. If this is not done, you are easily re-infected from
reading messages you have saved — even from your own
messages iOE’s Sent Items folder. If your virus scanner
does not clean messages indife folders you also have to
do something to prevent forwarding infected messages or
replying to infected messages and sending Kak on with the
reply. To achieve that you must disable the use of HTML
format for email and news (good taste dictates that any-
way!) and disableOE’s ‘Reply to messages in the format in
which they were sent’ option as well.

If you have not been infected yet and do lisd.0through
IE 5.0inclusive, please check whether you need the
Scriptlet. TypeLib security patch. A description of the
problem and patch, and a link to download it, is available
from http://www.microsoft.com/technet/security/bulletin/
ms99-032.asp.

Nick FitzGerald
Computer Virus Consulting Ltd
New Zealand
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VIRUS ANALYSES

Poetry in Motion

Peter Sz6r
Symantec, USA

This month Péter Szor takes a look at thidedows

viruses, the first two of which are recently released mass-
mailing worms. The third analysis is concerned with a
potentially dangerous variant of WinNT/Infis.4608, now
updated fotwindows 2000

1. Win95/Haiku

The number of mass-mailing email worms is rising very
rapidly. At least one third of the 32-Blfindowsvirus

variants written this year alone can be classified as mass-
mailing worms. Win95/Haiku.16384 was created by a
longtime ‘retired’ founder member of the 29A group who
calls himself ‘Mr Sandman’. His creations include the
infamous Esperantd/indowsvirus released some years ago
(seeVB, December 1997, p.3). Since then he has been very
quiet and nowadays he is no longer part of 29A. He is very
interested in languages, claiming to speak several, and
works as a professional translator.

Win95/Haiku is his first mass-mailing worm. The really
interesting thing is not its mailing routine, but its function-
ality. Haiku is capable of creating small poems, so-called
‘haiku’. The worm propagates itself by sending emails with
an attachment called HAIKU.EXE.

The Story of Haiku

The subject of the email is ‘Fw: Compose your own
haikus!’, so it looks like a forwarded message. The body
contains a small introduction to the haiku form:

)|

—— Original Message ——

>"0Old pond...

> a frog leaps in

> water’'s sound.”

>- Matsuo Basho.
>

>DO YOU WANT TO COMPOSE YOUR OWN HAIKUS?

A haiku is a small, oriental-metric poem that first appeared
in the sixteenth century. It is popular mainly in Japan and
the USA. Apparently, its form transcends the limitations
imposed by language structure and the scientific philosophy
which treats nature and the human being as machines.

The poem usually consists of three lines and 17 syllables,
distributed in five, seven and five format. It must register or
indicate a movement, sensation, impression or drama of a
specific fact of nature, rather like a photograph. More than
inspiration, what you need in order to compose a real haiku
is meditation, effort and perception.

Initialization

Haiku Generator
When the attached
HAIKU.EXE is
executed it installs
itself on the system by
copying itself to the
Windowsdirectory as
HAIKUG.EXE (Haiku
Generator). Then it
modifies the RUN field
in WIN.INI under the
section in order to execute HAIKUG.EXE at each system
start from then on. Then the worm displays a haiku message
box. Win95/Haiku randomly selects words from a word

table. Some words may have different endings using ‘s’ and
‘es’, respectively. The first few words in the table are:

‘bridge light sea fish butterfly foghorn day moon evening
spring sunset boat petal blossom stone mist passage
darkness dolphin ant shadow star frost... .

Salermn mist
the flury recallz
the bwizting fire.

Mail Propagation

The worm searches on the local hard disk for .DOC, .EML,
.HTM, .RTF and .TXT files, opens them and checks if they
contain any email addresses. Thus, Haiku is more like a
spam generator — it does not determine emails on the fly.

Then the worm connects to IP address 194.106.68.104 and
uses port 25 (mail). This server appears to be opened for
anonymous usage. Anybody can log in and instruct the mail
server to send emails. This is a very common security
problem that is used by spam authors often. This will, of
course, limit the worm'’s lifetime to the period when the

mail server is open for anybody. The worm’s mail engine
uses the SMTP protocol to send emails.

First, it introduces itself to the server ‘HELO haiku.com’.
It then sends the email: ‘MAIL FROM: haiku@haiku.com’.
After sending the email the virus leaves the server with the
‘QUIT’ message. Haiku uses MIME encoding for the
attachment. During propagation the worm may display a
message box with the following encrypted text:

[ I-Worm.Haiku, by Mister Sandman ]

The smallest box may hold

The biggest treasure?
The Win95/Haiku worm also connects to 206.132.185.167
(http://www.xoom.com) and uses the GET command to
download awindowsWAY file (.../HAIKU_WAV/
HAIKU.WAV). It creates C:\HAIKU.WAV and plays the
WAV. Finally, it deletes the WAV file. The header of the
WAV file contains the copyright message: (c) Mister
Sandman, 2-2000. The worm’s propagation is speeded up
because Win95/Haiku’s code does not have to carry the
56 KB WAV file.
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2. Win95/Fix2001

This is a relatively ‘old’ worm which was created during

the autumn of 1999. At that time it was not particularly
widespread in the wild. It took a few months for Fix2001 to
get any real attention. Several companies in the US were hit
by it in December and in January the number of submis-
sions toSARCshowed that Fix2001 is really out there, all
around the globe.

Win95/Fix2001 is an Internet chain-letter worm that will
secretly steal dial-up information (including the password)
and send it out via email to the hacker. This capability
makes it really dangerous, since a hacker can use the
information to hack into previously infected networks

unless the passwords are changed. For a few weeks the
worm’s mechanism was unknown to all major anti-virus
vendors. This is because it uses a very sophisticated method
to access th#Vindows 9dial-up passwords. It gets this
information from the active RASAPI32.DLL in memory.

The worm arrives via email as a MIME-encoded attachment
named Fix2001.EXE. The subject of the email is ‘Internet
problem year 2000'. It is sent by a person named ‘Adminis-
trator’. The body of the message contains a message written
in Spanish and English encouraging users to use the email
attachment to check for Y2K compatibility. Unfortunately,
several corporate users believed it.

Initialization

When executed, the worm installs itself on the local PC’s

Windowssystem directory with the name Fix2001.EXE. It

modifies the Registry’s ...\Currentversion\Run field to

execute itself during subsequent reboots. When executed

for the first time, it will display the following message:
Y2K Ready!!

Your Internet Connection is already Y2K, you
don’'t need to upgrade it.

The worm checks if a window procedure with the name
‘AMORE_TE_AMO’ exists. An already active worm
creates this window procedure in order to send itself to
other locations in the background. This way, there will be
only one active copy of the worm in memory. Instead of
modifying system DLL files on the hard disk, the worm
hooks APIs to itself in memory by patching the process
address spaces. Thus it will gain execution each time any
Internet activity happens on the local machine. The tech-
nigue and its implementation are unique to Fix2001.

When RNAAPP.EXE (Dial-up Network Application) is not
running the worm executes it with the ‘-I' parameter. This
will load RNAAPP.EXE silently. RNAAPP.EXE has

import functions from RASAPI32.DLL and this is in the
interest of the worm. Fix2001 patches a hook routine to
RASAPI32.DLL’s DialEngineRequest() API later on when
RNAAPP.EXE is loaded. It puts a jump that points to its
hook routine at the entry point of the DialEngineRequest()
API, and patches its short code right after the import
address table of RASAPI32.DLL. A string should appear

right next to the empty area. Then the worm checks if a
long enough area filled with O bytes is available and only
patches the process if this is the case.

Fix2001 also hooks the ‘send’ and ‘connect’ APIs of
WSOCK32.DLL loaded by Internet applications such as
Internet Exploreror Outlook ExpressThis is a very similar
technique to the one used by Win32/SKA.A, with the
important difference that this patch is done in memory and
not in the file. This provides the worm with the same
potential to spread as SKA — a proven technique.

Once RNAAPP.EXE is patched, the worm hides it from the
task list by registering it as a service process. The worm
itself is registered as a service process too and therefore it
does not appear on the task list. Since many utilities that list
processes do not display service processes (that can be
accessed only by specifying an additional bit for the process
query function) it is not particularly easy to notice that the
Fix2001 worm is loaded in memory.

The hook routine on the ‘send’ API looks for the ‘RCPT’
field of the mail header during postings. The worm sends its
message with the Fix2001.EXE attachment to the very
same place right after the original message. This is much
the same idea as that used by several known email worms.
The received email headers will always contain a header
reading: ‘X-Mailer: PUPI-MAIL v.0.1".

Posting Dial-up Passwords

Via its hook function, Fix2001 is capable of searching for
user information in the address space of RASAPI32.DLL.
The function searches for a ‘T’ or ‘P’ character at specific
locations — the locations of the user information data. This
routine sets a flag when successful and only sends the
information once to one of the hacker’s three email ad-
dresses. Used email addresses are encrypted in the code of
the worm. The phone line text message might start with ‘T’
or ‘P’. (The first line is the machine name, the next is the
dial-up number, then the user name comes and the last line
is the password.)

Payload

The payload is activated after the worm has already posted
itself to another location and an active connection exists.
Then, a routine will perform a checksum on the last
detected email address. If a particular email address
encounters a checksum match, the worm will delete the
C:\COMMAND.COM file and create another 16-bit COM
program, named COMMAND.COM, that is 137 bytes long.

The Trojan will be executed next time the computer is
booted. When the trojanized COMMAND.COM is ex-
ecuted, it will destroy the hard disk data (it overwrites it
using I/O port commands) whenever the hard disk is an IDE
drive. This can be a targeted attack against specific people,
but the checksum can all too easily match someone else’s
email address by accident.
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3. Win2K/Infis.4608

[Readers are advised to refer to p.8 of November 1999's
issue when reading this analysis. Ed.

A week aftetWindows 200Ghipped, the WinNT/Infis.4608
virus was updated to suppdkindows 2000Win2K/Infis, a
‘memory resident’, parasitidvindows 200Kernel-mode
driver virus, only operates undéfindows 200G@nd is

already likely to fail under the first service pack. It does not
have a payload.

When the INF.SYS driver takes control the virus allocates a
memory from the non-paged pool, reads its complete copy
from the INF.SYS file for future use in its infection routine,
and hooks INT 2Eh by patching the Interrupt Descriptor
Table (IDT). This is all possible because drivers have the
most powerful rights on ®Windows 2000nmachine

INT 2Eh is the mairwindows 200Gervice interrupt (just
like in NT) and it is completely undocumented. A Win32
application normally calls an API from the Win32 subsys-
tem. The subsystem translates the documented API calls to
undocumented once exported from NTDLL.DLL. The
NTDLL.DLL is the nativeWindows 200API. It has
hundreds of undocumented APIs. NTDLL.DLL is running
in User mode, but it switches to Kernel-mode by using the
INT 2Eh service interrupt with a function ID in the EAX
register (orintel platforms). Each function ID is created by
a macro wheiMicrosoft compilesWindows 2000There-

fore, the ID can be different between new releasa¥2i.

Since Infis uses hard-coded IDs it will not be compatible
with all Windows 200Geleases. The most important
modification in the virus is the new ID number usage. The
parameters of the API calls are passed on stack. This way
the appropriat&Vindows 200kernel APl will be called.

The INT 2Eh hook of the virus intercepts the file opening
function only, checks the file name and extension, then
opens the file, checks the format and runs the infection
routine. (Infis only uses INT2Eh functions, even when an
infected User mode application is executed and the virus
User mode entry point is called. Thus, it completely
bypassedNT's Win32 subsystem.)

Checking the loaded driver list can be tricky because
Windows2000places the driver list under the Computer
Management. First, you need to turn on the ‘Display
Administrative Tools’ option for the taskbar. Then, click on
the ‘Computer Management’ and select ‘Device Manager'.
The View has to be changed to ‘Show hidden devices’. The
‘inf” driver should appear on the list. With a right-click on
the driver name you can disable the driver. The ‘Properties/
Driver’ tag also allows the driver to be stopped (this is
because Win2K/Infis has a driver unload routine).

While Win2K/Infis still infects some files incorrectly, it is
more stable than its predecessor. Unfortunately, such new
driver viruses can use the CIH damage routine under
Windows 200Gsince drivers can execute port commands.

FEATURE

A Nightmare on

Researcher Street

Andy Nikishin & Mike Paviuschick
Kaspersky Lab, Russia

As is often written irvirus Bulletin it is always a little
daunting to predict the future — what if predictions come
true? Some time ago we discussed polymorphism in macro
viruses and in the last part of that article we talked about
the future of polymorphic macro viruses (348 June

1999, p.14). Back then we said that it would be possible to
create real, strong polymorphic viruses using VBAS. It
looks like our predictions came true.

At the end of December 1999, a Russian virus-writing
group released its magazin®¥L. The issue contains
write-ups on different kinds of viruses and various other
articles. One of them piqued our interest — it was a little
essay called ‘Polymorphism in Word 97°. To be honest, we
have read a lot of this kind of thing and we must say that
most of them are pretty dull, but this one really impressed
us. The author of this particular piece approached polymor-
phism in a different way.

Most recommendations for polymorphism suggest adding
either comments in random places or unusable variables in
code to confuse heuristic analysers and complicate virus
analysis. This method has one main disadvantage — in a few
‘virus generations’ the virus will grow, so the macro stops
working. A good example of such a virus is W97M/Groov.
The size of its original code is about 6 KB, but the third
generation is about 10 KB and so on. InERéL article a

virus writer suggested using good old file virus technolo-
gies — encryption and a polymorphic decryptor containing a
garbage instruction which looks like a useful one:

RKFe5 = 1 ‘ Decryptor’s part

Do While RKFe5 <= Len(Y7) ‘ Decryptor’s part
Do Until 00Bukn4 > 30

00Bukn4 = 00Bukn4 + 2

Loop

LjPvXw8 = (UsRgNN5 + BgaB0) Mod 255 *
Decryptor’'s part

JECmjs1AXhT5 = 78

DpOjLoB1QaZzu8 = 151

LNTL1oGAFc7 =0

IsMb2i00 = 175

Do While LNTL1oGAFc7 < 52
LNTL10GAFc7 = LNTL10GAFc7 + 5

Loop

cxJJIVJI3 = Asc(Mid$(Y7, RKFe5, 1)) Xor
LjPvXw8 ‘ Decryptor’s part

CZS7 = ¢ZS7 + Chr$(cxJJIVI3) * Decryptor’s
part

kgNCQISXUE6 = 5 YOCK3FY6 = gekoP8 + gRdlho3
For evsGCm1iMOuB6 = 5 To 30 Step 3
nGyydTyOhowSOOQ7 = 2
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Do

nGyydTyOhowSOOO7 = nGyydTyOhowSOOQ7 + 4
Loop Until nGyydTyOhowSOOQ7 > 62

Next

Do

kgNCQI5XUE6 = kgqNCQI5XUES6 + 8

Loop Until kgQNCQI5XUE6 > 89

RKFe5 = RKFe5 + 1 * Decryptor’s part

Loop ‘ Decryptor’s part

So, only a few strings of actual code are used in the
decryptor and the others are garbage. The garbage code is
generated randomly, but it looks very realistic. This trick
not only complicates the analysis of a virus, it really
complicates detection.

Included in the magazine were two viruses which illustrated
these principles — namely, W97M/PolyMac and
W97M/PermutationPolyMac. Both of them use the same
polymorphic engine — MCPRACE (Macro Crypted Poly-
morphic Realistic Antiheuristic Code Engine). Let us
review these viruses in more detail.

The Polymorphic Engine

The engine is actually a standalone procedure and can be
built into any virus quite simply. As a result of its work the
engine generates the string that contains garbage code. It
uses three main constructions as this code:

1. Operations with variables — assigning, multiplying,
adding or subtracting variables or constants.

2. Five kinds of loop —
do while: loop
do until: loop
do: loop until
do: loop while
for: next

Inside the loops there are operations with the loop
counter.

3. Condition statements with variables and constants.
All constants and variable names are randomly
generated.

This engine uses a recursive algorithm to generate garbage
code. This means that inside any garbage construction there
may be another one up to the level of recursion. In this
implementation the recursion level has been set to five and
there are only three main constructions used, but it is not
hard to increase that number.

W97M/PolyMac

W97M/PolyMac infectdNord 97documents and the normal
template. It contains one macro — ‘Document_Open()’ —in
the ‘ThisDocument’ module. The virus infects the global
macro area on opening an infected document. Other
documents are infected when they are closed. PolyMac is
encrypted and contains a lot of garbage code that is not
used either in decryption or in infection routines.

After the virus gets control it decrypts its code, creates a
new document and places the decrypted code into it. It
saves this infected document with a random name to the
normal template, causing code recompilation. Then, it turns
off Word’s macro content warning facility, opens the file
saved previously, and closes it again. The infection routine
needs this in order to take control and infect the normal
template and all currently open documents. Finally, the
virus deletes the temporary file that has been saved.

PolyMac uses the ‘ConfirmConversions’ global property to
prevent repeated infection of the temporary file. During
infection the virus encrypts its body using the exclusive OR
logical operation (XOR) with randomly generated keys. It
saves the result as a string, splits it into sizeable strings,
adds garbage code and finally adds the decryptor (also
containing garbage instructions). The virus inserts the
resulting code (with the encrypted body and the decryptor)
into target victim documents and NORMAL.DOT, if they
still contain no macros. PolyMac has no payload.

W97M/PermutationPolyMac

This virus uses exactly the same infection routine as
W97M/PolyMac but it has a much more comprehensive
polymorphic engine. While the polymorphic code is being
generated the engine makes additional commands to
manipulate flow control. It inserts a randomly generated
label at the beginning of every split line and a GOTO
command that passes control to the next split line.

This method was previously implemented in the
W97M/Walker.B virus, but PermutationPolyMac uses one
more feature to ‘permutate’ its body. During the processing
of each split line the vi