ISSN 0956-9979

B U L L

AL UUU

THE INTERNATIONAL PUBLICATION ON COMPUTER VIRUS PREVENTION, RECOGNITION AND REMOVAL

TTT\T T ¥

Editor: Helen Martin
Technical Consultant: Matt Ham
Technical Editor: Jakub Kaminski

Consulting Editors:

Nick FitzGerald, Independent consultant, NZ
Ian Whalley, IBM Research, USA

Richard Ford, Independent consultant, USA
Edward Wilding, Independent consultant, UK

IN THIS ISSUE:

* Sing a Rainbow: We’ve had Code Red, Code Green and
now Adrian Marinescu brings us an analysis of the latest
addition to the rainbow of worm colours, BlueCode.

See p.6.

* Arabian Nights: Eddy Willems was disconcerted to find
his possessions being rifled through by Saudi customs
officials, but not as horrified as when he witnessed them
inserting virus-infected disks into their unprotected sys-
tems. Read the full horror story starting on p.10.

* Passing the Blame: Who should be held responsible for
the damages caused by malware outbreaks and can we sue
any of them? Ray Glath ponders the legalities and shares
his opinions on p.16.

OCTOBER 2001

CONTENTS

COMMENT

A Worm by Any Other Name 2
VIRUS PREVALENCE TABLE 3
NEWS

1. US Disaster — the Aftermath 3

2. Every Trick in the Book? 3
BOOK REVIEW

Reading Between the Worms 4
CONFERENCE PREVIEW

AVAR 2001 5
VIRUS ANALYSIS

Red Turning Blue 6
TECHNICAL FEATURE

Red Number Day 8
FEATURES

1. Virus Hunting in Saudi Arabia 10

2. Viral Solutions in Large Companies 11
FEATURE SERIES

Worming the Internet Part 1 14
OPINION

Sue Who? 16
PRODUCT REVIEW

Sophos Anti-Virus and SAVAdmin 18
END NOTES AND NEWS 24

VIRUS BULLETIN ©2001 Virus Bulletin Ltd, The Pentagon, Abingdon, Oxfordshire, 0X14 3YP, England.
www.virusbtn.com /2001/$0.00+2.50 No part of this publication may be reproduced, stored in a retrieval system,
or transmitted in any form without the prior written permission of the publishers.



2 + VIRUS BULLETIN OCTOBER 2001

COMMENT

¢ ¢ It is indicative
of a general
malaise in the IT
world, that Code
Red has become
an AV issue )

A Worm by Any Other Name ...

A worrying trend in the anti-virus world is a sudden upturn in both interest and execution of so-
called ‘benevolent’ worms — that is, worms which try to patch the vulnerabilities that other
worms exploit.

Code Red has been the most recent, and highest profile victim of this sort of foolishness.
In fact, the Code Red issue is not, or should not be, an anti-virus issue at all.

It is, in this case, not a virus that has caused the problem (although it has certainly highlighted it),
nor is it a problem that can be adequately addressed by AV.

It is indicative of a general malaise in the IT world, that Code Red has become an AV issue. People
hear the word “virus’, and immediately reach for AV without thinking, but why did they have to
wait for a worm to discover that they had vulnerable systems? The customers who screamed and
begged at their vendor to provide a patch for Code Red, are the same customers who simply
ignored the fact that an update that would entirely prevent infection by Code Red on their systems
had been available for some weeks before Code Red was even released.

Various forums have been littered with complaints that person X had ‘removed’ Code Red from
their system with a product supplied by their AV vendor, only to find that they are now reinfected.
Disinfecting Code Red using AV is like treating emphysema with cough syrup — a temporary
alleviation of the symptom with nil effect on the underlying disease.

Now we have a few more problems added into the mix. After much discussion in forums such as
alt.comp.virus, and focus-virus (Security Focus), it seems that a number of people still thought it
was a good idea to treat the Code Red problem by creating further worms that would attempt to
disable the initial one.

First came Code Green — posted to Security Focus, an ill-conceived piece of junk that attempts to
patch the servers it infects. As the author admits, there’s no guarantee the code even works; and for
reasons quite unrelated to its intended functioning, I have to say he’s right. It simply doesn’t work;
there is no way that two worms are better than one.

Perhaps more worrying is BlueCode (for full details see Adrian Marinescu's analysis, p.6 - Ed.),
which rather than even attempting to patch the vulnerability simply breaks the installation of IIS on
the servers it infects. Thus this rather distasteful piece of malware cannot even claim benevolence.

Sadly, this problem isn’t going to go away until the last installation of IIS is patched. How many
more colours will it take to convince people of what has always been a black and white issue?
Worms that attempt to fix problems created or exploited by other worms are simply an extension of
the same problem.

More than two months after the discovery of Code Red, it appears too many people still haven’t got
the message. I guess the old saying ‘Bad news is swallow winged, what’s good comes on crutches’,
is never more true than when it comes to Internet communication.

A cumulative patch that will fix the vulnerability exploited by Code Red and other exploits, can be
found at: http://www.microsoft.com/technet/security/bulletin/MS01-044.asp.

Andrew J Lee
Dorset County Council, UK
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NEWS

US Disaster — the Aftermath

VB was shocked and deeply saddened by the recent terrorist
attacks in the USA. As might have been predicted, it was
not long before the knock-on effects of the atrocities were
felt in the information security world, with hoaxers, hackers
and virus writers alike taking advantage of the high emo-
tions aroused by the events.

We have been warned of email hoaxes inviting us to give
donations to bogus charities in the guise of donating to
victims of the attacks, and a number of chain letters have
been doing the rounds, ranging from a petition of sympathy
to the USA to claims that Nostradamus predicted the
terrorist activity in the US. In addition, the US National
Infrastructure Protections Centre (NIPC) has alerted
companies to be on guard against viruses disguised as files
containing information about the attacks. NIPC has reported
that a new Life Stages variant dubbed ‘WTC’ has been
spreading, arriving as an attachment to an email purporting
to be about the World Trade Center.

The hacking community too has seen a flurry of activity,
with ‘hacking vigilantes’ laying siege to official Taleban
Web sites — it appears also that one consortium of hacking
groups may have erroneously defaced a Web site operated
by one of the companies whose offices were based in the
World Trade Center.

On a more constructive note, more than 1000 offers of
assistance and equipment were received from the IT
community in just 24 hours following an appeal for
technical assistance by the New York and Washington DC
Red Cross offices. The general message for those wishing
to do something positive about the events in the USA is to
go through official channels such as the Red Cross Web site
at http://www.redcross.org/ [1

Every Trick in the Book?

On the tips of everyone’s tongues as this issue goes to print
is a new mass-mailer which has begun spreading with speed
and vigour and is keeping the phone lines hot in AV support
departments. Mass-mailer W32/Nimda.A@mm also spreads
via network shares, the Microsoft Web Folder Transversal
vulnerability (which was also used by W32/CodeBlue — see
p.6), and a Microsoft MIME Header vulnerability in MS
Outlook, Outlook Express and Internet Explorer. In addi-
tion, the worm attempts to create network shares, and make
use of the backdoor created by the W32/CodeRed.c worm
as well as opening additional security holes. The worm has
been described as a combining the mechanisms of Code
Red-II, Kakworm and SirCam — and judging by their
respective places in the prevalence table, this will be a
powerful combination indeed U

Prevalence Table — August 2001

Virus Type Incidents Reports
Win32/SirCam File 14740 83.5%
Win32/Magistr File 976 5.5%
Win32/Hybris File 661 3.7%
Win32/MTX File 240 1.4%
Win32/Funlove File 138 0.8%
Win32/CodeRed-Il  File 137 0.8%
[ aroux Macro 131 0.7%
Win32/BadTrans File 83 0.5%
Divi Macro 54 0.3%
Kak Script 43 0.2%
Solaris/Sadmind File 42 0.2%
Haptime Script 37 0.2%
Marker Macro 37 0.2%
Win32/QAZ File 36 0.2%
Loveletter Script 35 0.2%
VCX Macro 27 0.2%
Ethan Macro 17 0.1%
VBSWG Script 17 0.1%
Win32/Navidad File 13 0.1%
Win32/Pretty File 13 0.1%
Tristate Macro 12 0.1%
Win32/Kriz File 12 0.1%
Win32/Ska File 12 0.1%
Thus Macro 11 0.1%
Others 136 0.8%
Total 17660 100%

1'The Prevalence Table includes a total of 136 reports across
60 further viruses. Readers are reminded that a complete
listing is posted at http://www.virusbtn.com/Prevalence/.

Distribution of virus types in reports

File
97.1%

Macro

2.0%

Script
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BOOK REVIEW

Reading Between the Worms

Paul Baccas
Sophos Anti-Virus, UK

Malicious Mobile Code: Virus Protection for Windows
Author: Roger A. Grimes
ISBN 1-56592-682-x, Publisher: O’Reilly, Price: $39.95

It seems that most computer books

are about 40 mm thick, with approxi- Mélli(;iOLlS
Maobile Code

mately one third of that representing
‘useful” information. O’Reilly have a
reputation, as publishers, for distill-
ing their texts so that only the
‘useful’ third is published. Malicious
Mobile Code (MMC) is 25mm

thick — I would hate to see the tome
another publisher would have
produced!

The field of computer viruses is not one that has received
the attention of serious authors in recent years. In fact, the
day before I received my copy of MMC 1 was asked to
recommend a book on viruses for a new employee; I was
reduced to recommending a book published in 1994.
Considering how much has happened since 1994, in terms
of technological advances of both viruses and AV software,
it is a sad reflection on the number of books available about
this subject.

At the time of writing this review, the online errata for the
book was empty. This fact surprised me, because the book’s
editing is not of the standard I have come to expect.
Inaccuracies range from imaginary products to non-existent
sections of the book and references within ‘Chapter X’
claiming ‘this will be covered in more detail in Chapter X’.
By far the most common mistakes are simple grammatical
ones. However, none of these faults are disastrous, and a
native English speaker will interpret them without prob-
lem — the errors simply jar the reader’s senses and mar the
overall experience of what, in my opinion, is the best book
(on viruses in particular and computer security in general) [
have seen in a while.

The book is split into two sections (though not by the
author). The first section concerns traditional malware:
DOS Viruses, Viruses in Windows, Macro Viruses, and
Trojans and Worms. The second half of the book considers
newer and more esoteric subjects: Instant Messaging,
Browser Attacks, Malicious Java and ActiveX and Email-
Aware Code. Elsewhere, coverage of the subject of the first
part of the book can be found in various disparate places,
and that of the second part can normally be found in
literature relating to security or security exploits. Yet, here
the two are presented together with clarity, accuracy (in

the technical respect) and, above all, without the accompa-
nying flotsam one would normally associate with a book of
this nature.

Each of the chapters has a similar feel. Each begins with a
discussion of the technologies affected by the malicious
mobile code. Next, the sub-types of the particular malicious
code are discussed, and examples are given. For each facet,
the most useful part for most people will be the discussions
on detection of, removal of and protection from the mali-
cious code. The final part of each chapter is concerned with
a current and future risk assessments.

Roger A. Grimes obviously has a deep understanding of his
subject and the book is pitched at a level to educate the
advanced home user and IT administrator, to provide
pointers to security specialists and to reinforce knowledge
that analysts and experts alike have acquired. The chapter
on DOS viruses is covered quickly, in 36 pages, but the
coverage is thorough and is all that you really need. In fact,
I am sure that bits could have been cut from that section
were it not for the fact that fundamental concepts of viruses,
Trojans and worms are introduced in it.

However, the following two chapters alone make this book
worth its purchase price. They are entitled Windows
Technologies and Viruses in a Windows World. What they
cover should be obvious, but it is Windows that is the
current battleground. Over three quarters of viruses in the
July 2001 prevalence tables (see VB September 2001 p.3)
have the ‘Win32/’ prefix. The part of the book that I suspect
will be most widely used is that describing the ‘executable
path’. When I started in the AV industry, one of the things I
remember having to learn about was the ‘executable path’,
a virus being a piece of self-replicating code that placed
itself in the ‘executable path’. In 1997, the virus writers had
not yet discovered the intricacies of the Windows ‘execut-
able path’ (the DOS one being relatively mundane) and now
the list is so long that I have to think about what they all
are. Or rather | had to think what they all are because they
are now at my fingertips, or at least in my library.

There is nothing particularly striking or revolutionary in
Malicious Mobile Code, except for the fact that all this
information is combined in one easy-to-access book. Most
of what is covered is common sense and experience,
however in my estimation those qualities are not often
combined. Grimes groks his subject and it looks as if he
could have filled another book. So, before I tell you to go
out and buy this book, I will have one final gripe: it
appeared, to me, that Grimes has a favourite AV product and
I found that galling.

Despite some misgivings, the technical content of this book
is very good, and I believe that every IT department should
consider purchasing a copy.
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CONFERENCE PREVIEW

AVAR 2001

Allan Dyer
AVAR 2001 Conference Chairman

Three years ago, a small group of
AV researchers met in Hong Kong
and linked hands for a photograph.
This was the inaugural event of the
Association of anti-Virus Asia
Researchers, an independent and
not-for-profit organization based in the Asia Pacific region.

AVAR - the Concept

AVAR was the brainchild of Seiji Murakami, a leader in
Japanese Anti-Virus who developed the first local anti-virus
product in 1990 and who founded both the Japan Computer
Security Research center (JCSR) and the Japan Computer
Security Association (JCSA). Murakami realized that there
was a need for an independent, non-profit-making anti-virus
organization in Asia. He contacted other researchers around
the region and, in June 1998, formed AVAR, whose mission
is to prevent the spread of and damage caused by computer
viruses, and to develop a cooperative relationship among
anti-virus researchers in Asia. Although Asia is

the focus of interest and activities, there is no requirement
for members or subscribers to be Asian, nor even located

in Asia.

There are three levels of membership within AVAR:
individual, corporate and subscriber. Individual and
corporate applicants must be proposed for membership by a
current member, and approved by the Board of Directors.
Both members and subscribers receive AVAR mailing lists,
which keep everyone in contact — we can be discussing a
‘hot’ topic before those in more tardy time zones are awake.
We have also seen longer-term geographical differences
through virus incident reports: although the numbers are
now much lower, the reports exchanged show that CIH is
still more prevalent in Asia than elsewhere in the world.

AVAR Conference

AVAR’s main activity, though, is its annual conference
which has seen a steady increase in size since the inaugural
event — the second conference, in Korea, attracted 50
participants, while last year’s conference, in Tokyo (see

VB January 2001, p.10), saw this figure rise to 180. This
year the conference returns to Hong Kong, and will be held
at the New Renaissance Hotel, on 4 and 5 December.

This year’s conference is co-organised by the Information
Security Special Interest Group (IS-SIG) of the Hong Kong
Computer Society (HKCS). The Hong Kong Computer

Society was founded in 1970 as a non-profit-making
professional body whose primary objective is to promote
the use of IT in Hong Kong. The IS-SIG was established in
June 2000 and focuses on research and discussion of
security-related subjects.

Sponsors of the conference include Network Associates, the
Information Technology Services Department (ITSD) of the
Hong Kong Government, Symantec, Ahnlab, VirusBuster
(Hungary), HAURI and Microsoft. Other supporting
organizations include the Hong Kong Information Technol-
ogy Federation, the Computing Services Centre of City
University of Hong Kong, the Singapore Computer Emer-
gency Response Team (SingCERT), Infocomm Develop-
ment Authority of Singapore (IDA), China’s National
Computer Virus Emergency Response Centre, Anti-Virus
Products Testing and Certification Centre and Taiwan’s
Chinese Cryptology and Information Security Association.

One unique feature of each of the
AVAR conferences has been govern-
! ment involvement, with speakers in
|r'-|| Il ) |_':E previous years including the Korean

SN [nformation Security Agency
(KISA), the Japanese Ministry of
International Trade and Industry, the Infocomm Develop-
ment Authority of Singapore and the Chinese Tianjin
Quality Testing and Inspection Service. This year govern-
ment topics will include Information Security Policy in
Japan and the introduction of a National Computer Virus
Emergency Response Center in China.

I
i
s ol Lnl
T LT O

The techies should not feel left out either — two papers look
at the future of virus detection in new Office versions, while
other papers consider the use of Intrusion Detection
Systems for catching viruses and the security of Java
mobile phones. Sun Tze advised in his lessons on the art of
war that one should know the enemy and know oneself, so
the papers on how worms can be successful and how best to
compare AV software are entirely appropriate.

For the Corporate Security Manager, the presentations on
a major corporation’s virus checking service, and on
grassroots exchange of anti-virus information will be of
special interest.

As the Conference Chairman, I would not like to suggest
that this short list of topics will be conference highlights.
Full programme information and the participation details
will be available on the AVAR Web site.

Conference: AVAR 2001

Dates: 4-5 December 2001

Venue: New World Renaissance Hotel, Hong Kong.
Web: http://www.aavar.org/.
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VIRUS ANALYSIS

Red Turning Blue

Adrian Marinescu
GeCAD Software, Romania

Shortly after Code Red made its first appearance, it was
pretty clear that more worms like this, using exploits in
various software components, would be seen in the near
future. Sure enough, CodeRed.c, which uses the same
exploit as the original release, was designed to affect an
even greater number of servers than the original version.

Although not as widespread as Code Red, BlueCode is an
interesting piece of malware, and understanding its makeup
might give us some clues as to what action needs to be
taken against similar worms, that seem likely, if not certain,
to be developed during the next few years.

Background

Unicode allows multiple encodings for each character. ‘/°,
for instance, can be represented in many ways: 0x2F, 0xCO
0xAF, 0xE0 0x80 0xAF. Normally, the IIS server checks
whether the requested object is inside the Web root.
Requests such as °../” or *..\’ should be denied automati-
cally — gaining access to such objects would give you more
than the level of access set by the administrator to the Web
server. However, a bug in the validation routine that should
reject such URLs causes IIS to use the requested objects,
even though they are not public. Using this trick, remote
commands can be executed on the affected Web server —
one could easily run cmd.exe and do a lot of harm on that
server. It wouldn’t take much for an evil mind to realize
that this is all you need to take over the system.

Fortunately things are not so easy for an inexperienced
hacker. Using pipes to redirect input/output for various
programs like telnet and ftp causes a server error. Of
course, this did not prevent the exploit from being used —
programs like tftp (Trivial File Transfer Protocol), which
come in the standard Windows NT/Windows 2000 installa-
tion, do not require input from the users; the only problem
was finding a tftp server from which to download files.

Interestingly, this whole mechanism was described on
several security lists last year — it took a year for someone
to realize that a worm could be created based on this
mechanism.

The Worm

BlueCode is an IIS worm that exploits the ‘Web Directory
Traversal’ vulnerability — a rather old vulnerability which
was fixed by Microsoft in August, 2000. Unlike its pred-
ecessor Code Red, which was a so-called ‘fileless’ worm,
BlueCode replicates using files.

The main worm component, called ‘httpext.dll’, is an IIS
extension, and is a DLL file of about 44Kb, developed
using Microsoft Visual C++. When invoked, the IIS
extension will drop on the disk a file called ‘svchost.exe” —
an executable file of about 14Kb, compressed with the
well-known packing utility UPX 1.20. The third file
component of the worm is a dropped VBScript file that is
used to make working with several IIS services easier. The
filenames were cleverly selected to make the worm’s
presence less conspicuous in the system: both ‘svchost.exe’
and ‘httpext.dIl’ are names of genuine files present in the
default Windows/11S installation.

The worm’s first contact with a system to be infected is a
malformed HTTP GET request. Due to the bug in the
handling routine of UNICODE strings described earlier,
BlueCode tries to download itself via the tftp protocol

to the affected machine as an IIS extension named
‘httpext.dl”. All that is needed to activate the worm is to
open the associated URL for it. When the extension is
loaded, it will create a global atom named ‘CodeBlue’ to
make sure only one copy of the worm is active. Then, it
will drop a file named ‘C:\svchost.exe’ and execute it.

Replication

When executed, ‘svchost.exe’ will first make itself a tftp
server. This is accomplished by listening on the local port
69 for incoming connections. BlueCode creates a pool of
100 listeners — which is considered to be sufficient for
simultaneous connections. Next, it will attempt to record
itself in the registry so that it will be started each time the
computer boots up. At this point it will also try to set the
‘hidden’ and ‘system’ attributes of its host file.

At this stage, BlueCode will attempt to stop all the prob-
lematic IIS extensions known to have exploits (Code Red
being one of them). This is why BlueCode has been
described by some as a ‘good’ worm, that prevents others
from entering the same server. However, this is pure idiocy,
and it should be clear to everybody that this is nof the case.

BlueCode attempts to drop a file named ‘C:\d.vbs’. When
executed, this file will attempt to stop the ‘.ida’, ‘.idq” and
“.printer’ IIS services (all are known to have several
exploits). After that, BlueCode attempts to enumerate the
processes in the system and terminate all processes named
‘inetinfo.exe’ (the IIS standard service filename). This part
depends on the operating system: since it uses process-
specific APIs implemented only in Windows 95/98/ ME and
Windows 2000, it will not work on WindowsNT systems.

At this point, a routine that resolves the current host name
and its IP is called. Next, BlueCode will attempt to create
100 threads, with a delay of 137 milliseconds between the
creation of each. After creating them all, it will pause for
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five seconds and then delete the temporary file named
‘C:\d.vbs’.

Each thread will check the current system time. If the time
is between 10am and 11am it will try to make a DoS attack
on the host 211.99.196.135 (which formerly pointed to
http://www.nsfocus.com/), sending GET requests continu-
ously and recreating the threads.

If the time is not between 10am and 11am, BlueCode will
attempt to spread itself. Based on the current time, a
random number is generated. Depending on a randomly
generated value, in half of the cases, the worm will use the
current B class and select a random host from that class. In
the rest of the cases, a fully random IP address is selected.
BlueCode will connect to that IP address and try to deter-
mine whether the remote computer is running IIS (this is
done by searching for the string IIS in the response from
the server).

Spreading

The spreading mechanism is simple: first, it sends a
malformed GET command to the IIS server, which will
download an IIS extension, named httpext.dll. Next, a GET
command that runs the extension is issued to the server.
This way, the IIS extension gains control. That extension
will drop the file named ‘SVCHOST.EXE’ in the root of the
C:\ drive and execute it.

In addition, BlueCode acts like a tftp server — which makes
uploading the worm to the remote machine very simple:
just send a tftp command that will get the IIS extension
from the local machine. The tftp command is included by
default only in WindowsNT and Windows 2000.

After uploading itself and invoking the IIS extension, the
worm uses the IIS vulnerability for the third time; this time
to copy ‘httpex.dll’ in the root of the ‘C:\’ drive — that is the
path used by the tftp server when serving clients. Because
of the type of the vulnerability, only servers with the
‘wwwroot’ directory on the same partition as the WIN-
DOWS directory are vulnerable.

Fixes

This vulnerability was described in Microsoft Security
Bulletin MS00-078, which was released in October 2000.
The Microsoft patch, which is even older (released in
August 2000), is available from the following locations:
http://www.microsoft.com/ntserver/nts/downloads/critical/
q269862/default.asp and http://www.microsoft.com/
windows2000/downloads/critical/q269862/default.asp (for
both NT and 2000).

On 30 November 2000, Microsoft announced a newly-
discovered regression error which affected IIS 5.0 systems
(Windows 2000). The bug made servers vulnerable to the
‘Web Server Directory Traversal’ exploit even when the
recommended patch had been installed. All IIS 5.0 users

were encouraged to install a newer patch, available at:
http://www.microsoft.com/Downloads/Release.asp?Release
ID=25547.

Containing the Spread

Many factors limit the spread of BlueCode. First, the
mechanism is based on a rather old vulnerability. Second,
the method of file transfer is a rather uncommon one, and
firewall software should not permit tftp connections unless
necessary. My true hope, however, is that system adminis-
trators have learned the Code Red lesson and have updated
their problematic software components.

Conclusion

BlueCode’s replication mechanism is more similar to that
of the recent Linux worms than that of the Code Red IIS
worm. Indeed the concept of the ‘patching-worm’ was
seen in the Linux/Cheese worm, which attempted to patch
those security holes used by one of the Linux/Lion worms
to replicate.

The idea of ‘good viruses’ is not a new one — several virus
creators have written viruses that have been able to detect
and deactivate several other viruses. However, anyone who
thinks this is the solution to the malware problem is very
wrong — such ‘good’ malware is no less dangerous than the
targeted ones.

Firewall plugins should be developed to prevent worms
like this from spreading at such a high rate as Code Red.
Moreover, firewall functions should be added into all
standard AV protection until reliable heuristic detection
methods have been developed for this type of malware.

Finally, system administrators should be more vigilant
when it comes to security issues. Both Code Red and
BlueCode have made use of known exploits, fixes for
which had been available for download from Microsoft for
a long time.

W32/BlueCode.worm

Aliases: IS-Worm.BlueCode, CodeBlue.

Type: Network-propagated worm.

Infects: WindowsNT/2000 machines running
unpatched 1154/5.

Payload: Between 10am and 11am tries to DoS

a security-related site.

Removal:; Stop the IS service and install the
recommended patch from Microsoft.
Remove CA\SVCHOST.EXE and
CA\HTTPEXT.DLL, remove the
HKLM\Software\Microsoft\Windows\
CurrentVersion\Run\Domain Manager

registry key, then start the IS service.
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TECHNICAL FEATURE

Red Number Day

Dmitry Gryaznov
Network Associates Inc., USA

For me, the CodeRed.c (aka Code Red II) story began on
Saturday, 4 August 2001. Several days previously, in order
to track the ‘resurrected’ CodeRed.b (aka Code Red v2), I
had written and launched a simple program I named
‘FakeHTTP’ — a fake HTTP server, which listens for
incoming connections on port 80, accepting and logging
everything it receives and responding to all requests with
HTTP error ‘404 Not found’.

My home computer is connected to the Internet by a cable
modem and I had been running my FakeHTTP program
from home for a couple of days. It was registering mostly
CodeRed.b attempts on my computer at an average rate of
approximately one per hour, most of them coming from
Korea and China (both PRC and ROC).

Unexplained Activity

When I checked my computer early in the afternoon of 4
August, what caught my attention immediately was the
unusually high network activity, as indicated by constantly
blinking LEDs on my cable modem. I consulted the
FakeHTTP log file and saw numerous entries of something
new, which was coming in on average every five to six
minutes. It was similar to CodeRed.b, yet instead of the
then very familiar GET /default.ida?NNNNNNNN... this
one had GET /default.ida?XXXXXX...

Despite it being the weekend, I contacted my fellow virus
researchers and we began analysing. Of course, it was
CodeRed.c.

First Sightings

According to my FakeHTTP log, the first instance of
CodeRed.c arrived at my computer at 6.42am PDT (1.42pm
GMT) 4 August from another cable provider network on the
US East Coast. I would have thought that it must have been
rather widespread by that time, but I am aware of only one
earlier sighting of CodeRed.c — also on the West Coast and
also coming from the East Coast. It looks as if the virus was
‘injected’ into the Internet through a network on the East
Coast an hour or two before it arrived at my computer.

After a short while, still observing high network activity
due to the virus and frequent arrivals of it registered by
FakeHTTP, I was curious as to how widespread the virus
had become. I did not have access to any large network’s
logs — all I had was the log from my own single computer.
However, due to the way in which the virus spreads, that
appeared to be enough.

Virus Algorithm

There have been numerous detailed technical descriptions
of CodeRed.c, so I shall not bore you with another. For the
purpose of this article only a few details of the virus
algorithm are important:

* Like variants .a and .b, CodeRed.c is ‘language-aware’:
the virus checks the system’s default language and the
virus behaviour varies depending on whether the
default language is Chinese (either Traditional or
Simplified) or another language. I shall refer to such
systems as ‘Chinese’ and ‘non-Chinese’, respectively.

* CodeRed.c generates 300 ‘spreading’ threads on a
‘non-Chinese’ system and 600 such threads on a
‘Chinese’ one.

» Fach ‘spreading’ thread loops, generating a random IP
address and attempting to send the virus to that
address. Unlike CodeRed.b, the IP addresses generated
by CodeRed.c are not completely random.

The virus ‘skews’ the probabilities to favour IP addresses of
computers ‘close’ to the attacking one: with a probability of
1/2 the ‘random’ IP address will have the same upper octet
as the attacking computer’s IP address. That is, if the
infected computer’s IP address is 192.168.130.4, in 50
percent of attempts it will probe computers with IP ad-
dresses of the form 192.*%.* * (where ‘*’ represents any
octet 1 to 254). Such an IP range is often referred to as
‘class A network’ — while the term is not quite correct in
this case, I shall use it for lack of a better one.

With a probability of 3/8, the randomly-generated IP
address will have the same two upper octets as the attacking
computer’s IP address. Continuing with the above example,
this would be 192.168.*.*. Such an IP range is often
referred to as ‘class B network’ (again, while I appreciate
that this is not strictly the correct use of the term, I shall use
it nevertheless).

Finally, with a probability of 1/8, the generated IP address
is random.

Estimating Numbers

I made my first estimate of CodeRed.c numbers worldwide
on 5 August, about 33 hours after the first sighting of the
virus by my FakeHTTP program. To make an estimate such
as this, we need first of all to establish how quickly an
infected computer probes different IP addresses. In other
words, how many IP addresses it tries per second, or how
many seconds it spends trying an IP address.

There is a 0.1-second sleep time between attempts in
the virus code, but it also sets ten seconds timeout for
connect() and, very often, non-existing, non-reachable or
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non-listening computers will take all of this delay. When
the connection does succeed, the virus switches to blocking
mode and can spend, generally speaking, an indefinite
amount of time trying to send() itself (well, perhaps not
indefinite, but certainly a long time) and, if successful, to
recv() the reply (and that really can be indefinite with
blocking 1/0). So, to estimate the rate at which an infected
computer probes IP addresses we use the gathered statistic
data. As a result of the IP address selection algorithm used
by the virus, most of the HTTP requests to a computer are
from the same class B network. Note, from, not to — the
virus sends most often to the IP address on same class A
network, but since there are 256 times more possible class
A TP addresses than class B IP addresses, you are much
more likely to receive the virus from your class B network.
So, the class B attackers provide much more fodder

for statistics.

Over the first 33 hours, my computer was sent the virus 374
times from my class B network (65.4.*.* — AT&T @Home
in the states of Washington, Oregon and a small part of
Northern California), but ‘only’ from 68 unique IP ad-
dresses (I am talking about 65.4.*.* addresses only for
now). In comparison, there were only 55 attacks in total
from class A outside my class B over the same period of
time. Fortunately for my calculations, an IP address on the
AT&T @Home cable network always belongs to the same
computer. So, with 374 attempts from 68 different infected
computers, that’s an average of about 5.5 attempts from
each computer over 33 hours.

This means that, on average, a computer exhausts its class
B IP range (2*16 = 65,536 minus some change representing
the octets it avoids) in about six hours. So, approximately
65,536 IPs in 21,600 seconds. But, remember the algo-
rithm: the virus tries the same class B addresses with
probability of only 3/8. So, the total number of different

IP addresses tried is ~65,536 x 8/3 = ~174763 in 21,600
seconds.

This works out at approximately 8.1 IP addresses per
second, or approximately 0.124 seconds per IP. This is with
300 threads running concurrently (since the number of
‘Chinese’ computers in the Internet is still many times
fewer than the number of ‘non-Chinese’ computers, we can
safely disregard the 300 vs 600 thread difference in the
estimate, especially since we are looking at computers in
the US North-West, where a ‘Chinese’ system is not very
likely). So, one thread spends about 37 seconds per

IP address.

We want to estimate the number of infected computers in
the whole of the Internet. To simplify the calculation of
probabilities, etc. we use a very close approximation and
consider only the computers nof on our class A network —
that is 255/256 of the total.

The probability of a single virus thread on such a computer
trying my IP at any given moment is 1/8 x 1/(~2"32) or
~2.9E-11. Over the 33-hour period it tried a total of about

33 x3600/~37=~3210.81 IP addresses. Given that there
are 300 such threads, this becomes ~963,243 attempted IP
addresses per infected computer. The probability of an
infected computer not on my class A network hitting

my IP address in those 33 hours is approximately:

963,243 x 2.9E-11 = ~0.000028. Thus, for me to have N
hits from such computers over 33 hours requires, statisti-
cally, N /0.000028 or ~35,671 x N such computers. Within
the 33-hour period there were three hits from different

IP addresses not on my class A network, with the fourth
arriving shortly after. Thus my estimate is between
(3x35,671) and (4 x 35,671) infected computers. Round-
ing down and up to account for computational and statisti-
cal errors (and simply to arrive at beautiful round numbers)
we get 100,000 to 150,000 computers infected with
CodeRed.c worldwide.

About 17 hours after my first calculation, by which time
many more computers had come online after the weekend, |
decided to recalculate my estimate, based on newly gath-
ered statistics. By that time, network activity due to the
virus had noticeably increased and my FakeHTTP program
was registering a hit by CodeRed.c every two-and-a-half to
three minutes. Using the procedure described above, 1
estimated the number of infected computers worldwide at
this time to be between 250,000 and 300,000.

It’s worth noting that most home users whose computers
were infected apparently did not realize they were effec-
tively running a Web server on their Windows 2000 comput-
ers — the computers were purchased with Windows 2000
and the vulnerable Microsoft IIS server pre-installed. This
fact became obvious when I tried browsing some of the
infected computers from which the virus had been sent. The
overwhelming majority had the default ‘empty’ Web page
tha